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and agencies. Highlighted security features of this policy include: increased system security and
availability, greater assurance of data integrity, additional protection of individual privacy,
enhanced prevention of unauthorized access to information and information systems, and
enhanced protection against misuse of, damage to, or loss of data. The Executive Technology
Committee (ETC) has reviewed, commented, and is in consensus with the policy additions.
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Following is a summary of the proposed updates to the policy:

Section 11

An incorporation of SO policy S05.01 Sensitive Data Protection, issued March 1,
2007. This policy provides departments guidance on what is sensitive data and
how it should be handled and protected.

Section 12

An incorporation of 1SO policy S03.01 Hardware and Software Controls, issued
August 11, 2004. This policy gives the departments the authority to determine
what hardware and software is acceptable to be used by their employees, within
county standards.

Section 13
An incorporation of ISO policy S07.01 Archive Data Protection, issued November
29, 2006. This palicy defines the proper handling of county backup media.

Section 14
An incorporation of ISO policy S01.01 Wireless Networking, issued May 1, 20086.
This policy defines the wireless strategy in Riverside County.

Section 15

An incorporation of ISO policy S02.01 Analog Lines Management, issues April
12, 2004. This policy defines the departmental responsibility for requesting and
maintaining analog lines.




Riverside County

Enterprise Information Systems
Security Policy

Office of Primary Responsibility:
Chief Information Security Officer
County of Riverside
{909) 955-8282
Security@co.riverside.ca.us

http://www.co.riverside.ca.us

Board of Supervisors

Policy No. A-58




Riverside County Enterprise Information Systems Security Policy

1

TABLE OF CONTENTS

GENERAL.... . 1
1.1 PURPOSE ..o ericiiiiterevsee s s trntaeeseseebesesaesssesa s aebessbe s sabastsasssesaesasasbasassa s ataseasasesenesantesaeensesassassennbensesnnes sasensesnns 1
1.2 GENERAL POLICY STATEMENT ©.o...itietiuetacosiessesieereresessresssssstoresessssassesassesssssssssressassssssesssesssmessssssssnssssessos 2
1.3 BCOPE + .ot evee et veee rere e et bestassaes e s asbeesbensessetesssssentessesarstesesasaentasessabasessssabaatesasanesshsa reneseresanenresereaenatentess 2
14 AUTHORITY ..ottt iesi st e seeses rereseesessat st tesscrssesssssasssssssscessssssasasstoessostassesssnasssssasessssossasssssssmassssnsons 2
1.5 COMPLIANCE ..c.uteteeatetesetnteaeeteseenesresas seete st satesessases seatesssats st ssesestmetese e reneene s ereest a4t sae st s s e b etessse s ae st essabbebesases 3
1.6 DEVIATIONS FROM POLICY ..ooviiiiictiieiieieiies s ieeeeiesssseacesee s sas e ees assssse tasbsssssnaessasssnsasstss sansntssstenssssssesnestenas 3
1.7 DOCUMENT CHANGES AND FEEDBATEK ...v.vvviieirieesieecais e esesiesseoncesserassssecsssasassssnssssenssastessssssnssssssensesenses 3
1.8 INFORMATION SECURITY OFFICE c.uvivieeeeeieiisseveessessriseostessesessessnssoesssseessessssnesssansssssasssssessessesssnssssssssssseseen 3

SECURITY PHILOSOPHY 4
2.1 BASICPRINCIPLES ......ccocitimmirintntesistessbescreesesssessessersssassssasesssessossesmsssntasenssaesesssessnsessssnsessssssssesessenssesssns 4
2.2 FUNCTIONAL RESPONSIBILITIES ...cuvcveiveiviteeerariseetinsisessssesssessssnsseesssessmsosonsssseseseesssstsssessssesssssssasssinsss snesusess 4
23 INFORMATION ASSURANCE ........oooeceveeeeiertesiesasestees e sssssessanestesessestsassasensssesesseeseesesasasennesenesenenestesesansnenesanas 4
2.4 DEFENSE-IN-DEPFTH ..c.tiiiiiiitntiiieeises st irersieeastssssrsraseerassoassssessenssessesesessasesnensossrsstessnsssanestsesssssesesesnenenenns 5
2.5 THREATS ...ttt vrere s e seee e e e et e st esesssestesenssmess et essre et seen s saesese 2 sbeseses e s et essshtsae st ams st st eassestens b aasseres 5
2.6 RISK MANAGEMENT ....coititiiririitiniesisssas vt seestsesesasssssssssesssessssssssseesesensesseneasssssssssssersesenetesessssenssmnsenssenes 6
2.7 ACCESS CONTROL .cveeitettrteiiiteteeseetaereaterestssetestsssessersstasesssessssenserevseseessseresreeeesnssseesetestenesbeesensersrreasenes 6
2.8 ENTERPRISE INFORMATION ASSURANCE ......ccivtetiiteiteiessstessesiissstasssaseseseeresssesensesesansesasessasssasesesesesansnsenessnns 7

USER REQUIREMENTS 7
3.1 IDENTIFICATION AND AUTHENTICATION ..ottt eetiiec it bes et eeee s sesaesessesseessarenaasesenesnessesssnnetenesaessaen 7
3.2 PASSWORDS MANAGEMENT POLICY .....cveviiiietie i eceeiee et tesesvsss v e sesaesesenesensesessanevesnssmnesseesessaentanssunerasn 7
3.3 UNATTENDED COMPUTERS .......ooviireiireitisiestetesaetsoteststesse s eesassteeetanessesssnssesseseessaasesantenssssanssessssssaseresssenesns 8
34 SOFTWARE IMPORT CONTROL....cuvittietisietecstreeectesesssseeestemessetessesaesesssensesesaseaseesssamessessssasaseeseseeessssesnasasns 8
3.5 VIRUSES ..cvsieititt ettt ses s st ees s srsessees et s e sena et sesenesesensessanmesneseseseseeesessenenseseneaeaenterenmnens 8

3.5.1 PIEVEIION ...ttt e e1 ettt tesr et et st s e e e et sneeressesaasesreseeseereesasarearesenseanesenseae 8

352 DBIEOUOM «.ecveeieeeireceiert et oo ee et eeee et et e s eeaseasetans et eseeeesasasseass essseeeseneas et sesessanesnsasesseass srsnaneeen 9
3.6 INTERACTIVE SOFTWARE ....ovvtiriirimnsiiesietasinsmsesteseesesessestesesssssesesessesnsasosssesanessessnesessasesensnmessestssseseaseseseess 9
37 SOFTWARE LICENSING cvcvvuvnvivitsise ettt eeeee ceteteae e e asstese s etessess et esesesseesvanesesessesasaassresseseseeeseeeneness s mrromnnn 9
38 ENCRYPTION Lottt ettt sester s s se s e s eese s es e enesa s et sess s et seseae s eanaesesenesenessesesesaneseseessesereseanamesenns 10
39 SYSTEM ARCHITECTURE ....c.vuvveeeetetetetesteseeesevetsaes s e essaeesesesesat et et sessssesesesessssssseesaseseasessassesessesessreseseseeeen 10
3.10 REMOTE ACCESS.....c.tiotreretiriieises it e s tsse s etesiss st s stassas et s stat ot st eses s neessesseentass e e st eenenemssearasasenenenssenras 10

3.10.1 ViITTUAL PLIVALE NEIWOTKS .....oveiieiiireeees oo seee et eeeeeeeseseas oo e ereseresseseseseeseeessssressessssssssssssesres 11

3102 DHATEIN ACCESS ©uvueurrcvereeiceeetesete ettt e s et sttt e e sees e e teee st e e e s s e s eeemoe s eesres s s e e e s os s ersassrans 11
311 INTERNAL DIATABASE ACCESS .1uvuvviueies et eesesessessssesessssse s e sasen s asasneseesesseeaesesasassssssesssesseesarasensnsses 11
312 FIREWALLS ..ottt ettt sa s r e e e e e aee e seseesen e e aeeae e et aeaseseeseanesan s s sensesenes 12
313 INTRUSTON DETECTION .ouosei et ess s sttt sesseseeesesatassaesesssssaesssesessesessessanssesessesasssnstsessereons 12

3.13.1 FUDCHOI ..o e e e eeeetese e ee e s e eteeas s seasassesssessnes seseaeasasatesasesasesesearasasns 12

3.13.2 TIMIPIEMCIILALION ....oeo vt e ettt s e e reeaea s e s enasssse e neeseseteeesessseranasessmseeeessens 12
3.14 ADMINISTRATION . ..cc.viutrtssrristsis et seesessestseesessesesesssss st stetatesssses e ssseeeseeasasscassessntsessereesasesnsasnsnenseresraseses 13
3.15 ASSIGNING RESPONSIBILITY ....ooteiuviritniitiiarinisieomieeseresesiesssoreessesesesesaessessssesenssessesesasssasssesseseesesnsassssssses 13

DEPARTMENT, AGENCY AND DISTRICT REQUIREMENTS .... 14
4.1 OPERATION .1ttt istcee bttt sttt e ee et s et et sesesses s eseee s rmeese e eseeeasee reseasaneseesasasessserasasenssensneas 14
4.2 ACCESS CONTROL ..ocuetitvtitie et e sesae st seessa s sesessese st stt et s steeeessseseesssessnsesnnsesesesasssssearsssesesetssssssensees 14
43 TERMINATION PROCESS ...ovtcviiiiitiis i etstreie s seeeeescoseseene e seaeoeeseotesaeeseseasasseseasesssssseses reseasssnesessesesssesensaens 14
4.4 COMPLIANCE ...ttt e ses s stss bt es s sest e a st s s ee s et st s et et et 1s e e et s s s e et e e et es s s oeeesee s eee e e 14
4.5 LOCAL POLICIES, PROCEDURES AND STANDARDS.......cvev.eeeerere e eeeseseseesesseesessseesseseseesessesesesassesssesseesens 15
4.6 PERSONNEL AWARENESS AND TRAINING c......viuieerteieeeeisesseetene s esesesseresessssssssessessrssessesssessensssesesssssnssosens 15




Riverside County Enterprise Information Systems Security Policy

A — TR BN

11

12
13

4.7 REVIEW REQUIREMENTS ...uviitiiitiieiie s iiraestsberastsatssasssssssssesssnssasassssesssssesssssnrssnesssrssessesssesssssssnrssseessnnrsnsess 15
48 SECURITY AUDITS .. vieeeueieviiereneiiseeeeereessestsssesssesessssnresssssenstsesassissassessss esess sasentessastessssssssresesssssasssessesasassons 15
49 VULNERABILITY ASSESSMENT ......ccoeevieteeiteiritireesrersseesssestesssassresssessssanmse resstsssssiastsstesaseessens rassressnsnssesses 15
4.10 RISK ASSESSMENT ...eeeuviiereieeiiisisasessteiseetisesesstsssesasssasssasssatsenton saesssesssessese rasssessesersssessntesssssssecnsessnnasssens 15
4.11 LIFE CYCLE MANAGEMENT ...oitte et eseeeeeeee s s eeeeeeseetesetesosstssesnrassssssneessssseassseassaesssssssraessasesarsssesssenssnseas 16
4.12 CERTIFICATION AND ACCREDITATION ...oviviuvieisvinsierrsessssresasasessassasssssnssssnasensessessenessesssrnssessesssnssssresssssense 16
413 CONFLICTS IN POLICY .vvittivveeeeeeeesetessetsseeseeesssesrssesesensesesssssnsansesessstassesssensensessanssessssassstossssassenssssnssnsens 16
4.14 PRIVACY oottt ettt eeae st sae e e et e s et tesetenaeatesse seneeeses raeeaees s sabesss s ranssns e b ras s eebentsraentasanassbannsannen 16
4.15 IVIONITORING. ..ottt cee et s et eeeias sttt tee et s eeaeaats s eesstssasassasss saiaesases s ansnes sasansbeessranessns eesneeensmenraeesraeennees 16
4.16 ARCHITECTURE AND IMODIFICATIONS .. ecevt et meeeeeeeesessetsssssesssssssraessssssssssesssrsessssssassssssssssessessasnsssssssssnessnns 16
4.17 INCIDENT REPORTING .....viiiivesireeeseeirisseeeeesesseeeeestessentssesasesestsrassssssssasasssssssassnsssnersbessssnssssens sessnssssnansonsan 16
4.18 ENVIRONMENTAL. ... eeuteitiretesiissessestsas vessteseessssessesasasssssossasssassan i asssasassessses snetessnsssnsssanssrssssnesreesnrevasesansens 17
4,19 PHYSICAL PROTECTION .....eotiiiotiieiseteeseeteessessstessesstesssssesssstessses rvasessssessssnsssatessssssssessesensessssssasssesssssnsens 17
4.20 PROTECTION PROFILES......eoveirveetiasesesssstssassesasessesseerassesasssesessessneessssssse tasesssasssasssanssssistassassses sassnsssassssssane 17
INTERNET ACCESS AND EMAIL, 17
5.1 BOARD POLICY ArS0 oottt ettt et ettt e et e astses e s aes s ebb e e s e e e saben st aesesanesiabsasatss sentnssnsas 17
5.2 TN TERNET ACCESS. .. eeitieteiesiesiaitessaemtrtreressreosiasserseseasseesesnssssessasaas e st esassstassenssenbessnnserasannen et erensannesasnsnesanen 17
53 CONSENT TO MONITORING. ... veevieteeeiseeseeseesiesseseseresssssessasssssstsassesssssssssesssansonssnssssssssssessssessasssssasessssases 17
WRITTEN ACKNOWLEDGMENT 18
LOGON NOTICE 18
CONFIGURATION CONTROL/CHANGE MANAGEMENT 18
SECURITY EDUCATION 19
ENGINEERING AND DEVELOPERS 19
SENSITIVE DATA PROTECTION .. 19
11.]1 INfOrmation CLaSSIFICATION ..o..iiviiiiseeirieieeereceieeeereeeseeseeressee e senesaesereesseasessseaeesseessstesamesseasseesesseaessesssaeanens 20
L1.1.T GUIDEBLINES .....uvrvivietivaeeeeesaesesceseseseeassesesstsesessesseaseeastseesnssssassessesnsontssassssesssessseseasesseanseressnssssnnsesnensens 20
T1.0.1.1 PUBLC TAFOLMAION 1....oiieeee sttt sttt et et e s e e e ee e seea e s eee et s et es et satsneteseeeeeesesaeesenesaneaseeesratane 20
T1.1.1.2 SENSIIVE DAL t.veirveeneeeeeeeeeee e eeeee e e eeeseees e aeataneeessasanesesasamen e essaeneesensaesesaeeeassssesansvasssesessesessesntes 21
L1.1.002. 7 RESITICHE DIAA ... eeeereeeeeeeeeeeeeeeeeseeee e e e s eeeeeeereeeseseesseeseesnesneesesseasesasesesansesseasesssasssnssrsesessees 21
11.1.1.2.2 Private or COnTIAEntial DIAtA.........ccecveviiroeeeeeiee e eeeesieeserenseseeseseresseseeeseseeaeaeeeesnsesesseesnesenn 21

T1.11.2.3 ProteCted DAtA..ee. oot eeeee e s eee s eeeseeeateeseeaseesaneessessaeneseeanseseseesaeessesasesasesseessneesreeras 22
11.1.1.2.4 Intellectial PIOPETLY ..ovov.vvevieirerecceecs et eveises st seas b ets st eass s m et 22

11.1.1.3 Declassifying or Reclassifying Information...........co.oovceoriieienneiooninsssices e ies et tsnasss o sen o 23

11.1.2 Data Protection Guidelines 23
11.1.2.1 Minimmim INTormation PIOEECHON .. ..c.eeveveeeeee e eeeeteeteeeeeeeereseueeeesesese s e sseeteesesranssassseessessssseans 23

11.1.2.2 Protection For More Sensitive INFOTMATION ... ..ooeeeeieeeereees e eeeeeeeeeeeee e esseessssssssesessssesssesssssessss 24

11.1.2.3 Protection For The Most Sensitive InfoTIAtoN. ...e.e.vecvereeeereeeeeeeseerseessessesreseesesssesseseesssessssness 25

11.2 MOBILE DEVICES OR PORTABLE IMEDIA ...eoveviieteeeeeveeeeeesesesesasesssseressasessrssseaeessessasassesesssaseseessesessessesss 25
11.3 REPORTING LOSTDATA ..oovvvveeverennnn, O 26
HARDWARE AND SOFTWARE CONTROL .26
ARCHIVE DATA PROTECTION 27
13.1 Magnetic TaPE ....cuc i e et e ere st s senee eeetene ettt et e eneeaen 27
13.2 HATE DHSK ettt ettt et e e veee e e e et eeee e eeeeeeaneaeessaesanneeseeeesrareransaeesrresssneesrreerereras 27
13.3 OPUCAL DSK ... oo evvveeitiesveeeeeeas e es e esese s et bes et eeerneeeseerseee s enessaes e 27
13.4 FLODPY DHSK ..o ettt ettt sttt et n e tea st eeas e ettt sererean e enaen et ot eeneeneenenen 28
13.5 SOl BHALE STOIRZE. .. v ovreciceeerieetreesssetetees et ssass st s erses s asss et ssrasessassosasssebebenae o esstasaseseees 28
13.6 REMOte BACKUP SEIVICE .....ccvoviee i ereerer et renercsesesnrs s sraes st sass e sess st sanss s snans e ssssssanasnas 28

i




Riverside County Enferprise Information Systems Security Policy

13.7 Backup Media ReQUITEMENTS ......ccovee i et e e e es et ses e e sres s e 28

14 WIRELESS NETWORKING 28
14.1 WIRELESS REQUIREMENTS .....cucvrivisiistiasssisssoessssssssresssssserresssassossessss s sananssissrtensssonsstans sanmessssssssnsssssasanas 29
142 DEFINITIONS ...otieieireeriiesresnessesesesessesssestrsasasessastasssensssssseseasseseseressesssesassasnsasasesesessrsnsasaseussnsesesatase sesnaas 30

15 ANALOG LINES...... 3
DEPARTMENT, AGENCY AND DISTRICT REQUIRED PROCEDURES.... A-1
USER AGREEMENT B-1
ADMINISTRATOR AGREEMENT .C-1
REMOTE ACCESS AGREEMENT D-1

1ii




Riverside County Enterprise Information Systems Security Policy

1
1.1

General
Purpose

The purpose of this Enterprise Information Systems Security Policy is to guide the
creation and maintenance of an environment across all County of Riverside
departments (hereinafter referred to as “County”) that:

Provides for system security and availability;

Assures data integrity;

Protects individual privacy;

Prevents unauthorized access to information and information systems; and
Protects against the misuse of, damage to, or loss of data.

This policy shall serve as a foundation for the County’s information security
infrastructure.

The County shall attempt to manage information security in as unobtrusive a manner
as is practical. The Chief Information Security Officer (“CISO”) will work with each
department to assist in the development of their specific security requirements,
programs, processes, procedures and standards.

This is a County enterprise level policy, providing high-level poticy and direction.
Appropriate implementation standards, processes, and procedures with more detail
must be developed by the County Executive Technology Committee (“ETC”) and the
individual departments to further define the implementation of this policy.

This policy is applicable to all information systems managed, owned, operated,
maintained, or utilized by or on behalf of the County, and all users who utilize these
systems. In addition, each non-County organization, which connects to or traverses
the County Wide Area Network (“CORNET"} shall develop their own internal
standards, processes, and procedures that comply with this and other enterprise level
policies.

For the purpose of this policy, the terms administrator, systems administrator,
database administrator and department IT refer to the technical support staff
responsible for the instaliation, maintenance, and administration of information
systems, network hardware and software, as well as database administration and
programming. As used in this policy, these terms do not imply specific job titles or pay
grades associated with those staff positions.

Any exception to this policy shall be coordinated with and approved by the CISO.

Meet and confer issues and matters pertaining to discipline shall be coordinated with
and approved by the Human Resources Director/Assistant CEO.




Riverside County Enterprise Information Systems Security Policy

1.2

1.3

1.4

If there are conflicting requirements between this policy and other laws, regulations, or
policies, the more stringent requirement will apply.

As used in this policy, “department” refers to all County departments, agencies and
districts. All departments must comply with the requirements of this policy.

As used in this policy, “users” refers to all County employees, managers, contractors,
and other personnel or persons who use or access County information systems. All
County employees, managers, contractors, and other personnel or persens who use
or access County information systems must comply with the requirements of this

policy.
General Policy Statement

Information in any form, whether e-mail, data, voice, video, internet, microwave, or any
other format, is a County entrusted asset requiring assurance commensurate with its
value, criticality, and sensitivity. Measures must be taken to protect information from
unauthorized use, modification, destruction, or disclosure, whether accidental or
intentional, as well as to ensure its authenticity, integrity, and availability. Due care
must be exercised to appropriately protect this information from origin to destination,
both internal and external to the County information systems and networks.

Scope
For the purposes of this policy, security is defined as the ability to protect:

» The integrity, confidentiality, and availability of information processed,
stored, or transmitted;

e Information technology assets from unauthorized use or modification; and

» All data and systems from accidental or intentional damage or destruction.

This includes but is not limited to the security of information technology facilities, off-
site data storage, computing systems, telecommunications, applications and related

services and Internet-related applications and connectivity, regardless of the location
or personnel responsible.

Authority

This policy gives the Chief Information Security Officer (“CISO”) and the Information
Security Office (“ISQO”) in coordination with the Executive Technology Committee
("*ETC"), and the Policy Advisory Committee (“PAC”), authorization for developing and
maintaining security policies and systems to ensure the integrity of the County's
information resources and to prevent the disclosure of confidential information. The
CISO and ETC are also responsible for developing, approving, and implementing
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1.5

1.6

1.7

1.8

standards for information technology, including but not limited to system design,
architecture, integration, and interoperability.

Compliance

All users are responsible for complying with County security policies, standards,
processes, and procedures. This includes building, configuring, operating, and
maintaining networks and systems in accordance with these palicies, standards,
processes, and procedures. Anyone becoming aware of violations of this policy will
immediately bring this to the attention of the CISO and the appropriate department
authority. Any person who violates these policies, processes, or procedures may
receive disciplinary action, up to and including termination. Any person who violates
these policies, processes, or procedures may be subject to loss of network
connectivity and criminal prosecution.

Outsourced services, pracessing and storage facilities (such as service bureaus,
vendors, partnerships, and alliances) must be monitored and reviewed by the
responsible department to ensure compliance with this policy. This will be
accomplished through contractual commitments with provisions to permit auditing and
monitoring to ensure compliance.

Deviations from Policy

Any deviation from this policy must be fully documented and a waiver granted, in
writing, by the department head and the CISO. Any permitted deviations will be
evaluated through the change control process and reviewed on an annual basis for
continuation or revocation.

Document Changes and Feedback

This policy will be reviewed annually by the ETC and updated as necessary.
Proposed changes will be submitted to the Board of Supervisors for approval. Meet
and confer issues and matters pertaining to discipline shall be coordinated with and
approved by the Human Resources Director/Assistant CEQ.

Information Security Office

Under the leadership of the CISO, the Information Security Office (ISO) will develop
and implement an enterprise security risk management program; publish enterprise
security policies, standards, processes, and procedures; and provide programs and
processes to facilitate the implementation of this policy.
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2.1

2.2

2.3

Security Philosophy
Basic Principles

The basic security principles of the County are to protect the confidentiality, integrity,
and availability of the County’s information and information resources. The County is
entrusted with these assets and owns the accountability for their protection.

+ Confidentiality means that information deemed sensitive or confidential is
protected such that it is unavailable to those who do not have the necessary
approvals 10 access it.

* Integrity means that information is correct and has not been altered or corrupted
in some way during transmission, processing, or while in secure storage. It also
means that programs, applications, procedures, and systems function as
intended.

» Availability means that access to information and information systems is not
denied to authorized users.

Security is an enabler critical to the success of technology initiatives, and will not be
viewed as a deterrent or irritant.

Functional Responsibilities

County enterprise security requires the active support and ongoing participation of all
personnel invalved. It requires management support and universal compliance.
Responsibility for satisfying requirements is shared and extends to all personnel
involved with the development, implementation, operations, use, and maintenance of
County information systems.

Information Assurance

Information security encompasses many disciplines, including computer security,
network security, communications security, and physical security. For County
systems, security will be based upon the concept of information assurance. The
overall goal of information assurance is to protect and defend information and
information systems. Disruptions are not preventable 100% of the time; therefore, the
County must be prepared to respond appropriately and recover to ensure the
confidentiality, integrity, and availability of the information and information systems.
Information assurance includes information protection, event detection, restoration of
information and services, and appropriate response. The County must protect
information and information resources from intentional, unintentional, structural, and
environmental threats; detect threats and attacks; restore capabilities in an efficient
and prioritized manner; and respond appropriately with an integrated, coordinated, and
focused effort to cope with, reduce, or eliminate the effects of attacks or intrusions.
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2.4 Defense-In-Depth

The County’s servers, workstation computers, networks, network components, and
other information technology devices shall be implemented within a defense-in-depth
framework. Defense-in-depth is a multi-faceted security approach that includes both
technical and non-technical layers of security to protect resources. Defensive
countermeasures are used to reinforce each other, protecting information and
resources while allowing response activities to be undertaken quickly and efficiently.
No single security technique or mechanism is solely relied upon to protect valuable
resources, resulting in a higher degree of security.

The reasons for this approach are fundamental. No network or system can be
completely secure, as it is impossible to identify all possible vulnerabilities and apply
the appropriate countermeasures. Taking this reality into account, security and
detection should be implemented in layers such that a hole in one layer will be covered
by other layers. This approach, in combination with an information assurance
strategy, provides the best opportunity to reduce risks to acceptable levels.

2.5 Threats

County information resources are vulnerable to many threats. These threats can inflict
various types of damage, ranging from errors that harm databases to fires that destroy
entire computer centers. Some threats affect the confidentiality or integrity of data
while others affect the availability of a system. The potential impact of all threats will
be considered when conducting a risk assessment, no matter how ad-hoc or informal
the assessment. While considering threats, the fact that threat assessments are
inherently inaccurate and incomplete must be taken into account.

Threats can be categorized both by source and function. The following threats are
representative and not intended to be all-encompassing:

Functional Threats

Disclosure | Deception Denial Usurpation
Exposure Masquerade Incapacitation Misappropriation
Interception Falsification Corruption Misuse
Inference Repudiation Obstruction

Intrusion
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Risk Management

It is impossible to eliminate all risk; therefore, security exists to mitigate risk to
acceptable levels. All security decisions will be made with risk management in mind.
An assessment must be made to determine what can be done to reduce risk to an
acceptable level under the circumstances. Risk-based decisions must be made
keeping in mind the vulnerability and criticality of the assets. [f reliable, up-to-date
threat information is available, it will be considered but not serve as the major basis for
risk management decisions because there are wide unknowns inherent in threat
assessments.

Risk management can be broken down into four basic questions that can be applied to
virtually any situation:

What can hurt me?
How can it hurt me?

How critical is this?

AW N =

What can | do to protect myself?

The following graphical representation portrays risk as a quad chart:
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Access Control

To facilitate the development of a defense-in-depth security strategy, including
restricting physical access to resources and logical access to computers and
networks, it is imperative that all security systems which make access control
decisions based on identity of an individual be linked together. It is crucial that all
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security systems are linked in such a manner that there is an employee identity
clearinghouse and public key infrastructure linked together through a meta directory
developed to form this wide area network. In this manner, all access contral policies
directly related to the wide area network may be orchestrated at a single point and be
integrated with existing and future technologies such as enterprise resource planning
systems.

Access control decisions are to be made based on the concept of least privilege, in
which individuals are given access based on job duties and responsibilities. The
concept of least privilege dictates that individuals are given only those accesses and
rights necessary for job completion, and no more. The results of all access decisions
are to be logged and retained by the department.

Enterprise Information Assurance

To meet existing and new security challenges, the County shall implement an
enterprise-wide information assurance architecture following a secure framework.
County computer systems and networks are increasingly interconnected. Because of
that fact, in many cases a risk accepted by one County department is a risk imposed
upon others. Therefore, an enterprise approach to security is required that enforces
common security policies, standards, processes, and procedures. Security must be
considered end-to-end; that is, from the point of origin to the point of delivery. Security
systems must migrate towards utilizing common directories or meta-directory
containing a single record for each individual with associated access control policies.
This structure will facilitate management of accounts and access at the department
level; and will also provide for common policies and procedures and consistent
decision points.

User Requirements
Identification and Authentication

Access to all County systems located behind County firewalls requires robust,
continuous, and reliable authentication.

Passwords Management Policy
Passwords must be strong and well guarded. The department IT administrator for
each environment will approve all new accounts. New accounts will be set up in
accordance with this policy and any applicable department requirements. Users are
responsible for choosing passwords that are highly secure. Users shall never divulge
their passwords to others, even their superiors, fellow employees or IT administrators.

The following is a list of rules for creating strong passwords:

e Contain one number, capital letter, or special character.
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3.5.1

Be at least 8 characters in length.

Be changed at least every 90 days.

Never be the same as the user’s logon ID.

Not contain the user's phone number (wholly or partially).
Not be common words or phrases.

Not be a name such as wife, husband, child, or pet.

Not be a word found in the dictionary.

Not be changed more frequently than once a day.

Not be reused within the last five password changes.

Unattended Computers

Users will either log off or lock the system when they will be away from the computer
for any length of time. (Recommend no more than 15 minutes without log off or lock.)

Software Import Control

Each modification runs the risk of introducing viruses, damaging the configuration of
the computer, or violating software-licensing agreements. The County must reduce the
risk of introducing malicious code into the County network.

County departments will maintain approved software application lists for their systems.
The department IT administrator will approve all software before it can be added to the
listing, or installed on a County computer. Software will be installed only from
approved sources to limit exposure to contaminated software. No software will be
downloaded from any Internet location without prior written approval from the
departmental IT authority.

Viruses

Viruses can cause serious damage. The County must prevent the release of viruses
on the County network.

Prevention

Department IT administrators will install anti-virus software approved by the DTSC on
all file and mail servers to limit the spread of viruses within the network. Workstations
will have memory resident anti-virus software installed and configured to scan data as
it enters the computer. Programs will not be executed, nor files opened by applications
prone to macro viruses, without prior scanning for viruses.

All incoming mail and files received from across a network must be scanned for
viruses as they are received and prior to delivery to email boxes. Virus checking will
be performed, where applicable, at firewalls and gateway SMTP servers that control
access to networks. This allows for centralized virus scanning for an entire
department.
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Virus scanning definitions shall be updated at least on a weekly basis to remain
current with the latest viruses. It is important for employees to immediately inform
their IT administrator of any different or out of the ordinary behavior which a computer
or application exhibits. The IT administrator shall immediately disconnect a computer
that is infected or thought to be infected from netwarks to reduce the risk of spreading
a virus.

Detection

All software must be installed on a test bed and scanned for viruses before being
allowed on an operational or production machine. Only after receiving approval
through the departmental change management process may software be moved to
production systems. Use of off-the-shelf scanning software will be enhanced by state
of the art virtual machine emulation for polymorphic virus detection. All other new virus
detection methods will be incorporated into the detection test bed. Scanning software
will be updated weekly or more often if updates are available.

Virus scanning of all file servers on a weekly basis is mandatory. All data imported
onto a computer from any source (such as floppy disk, e-mail, or file transfer) will be
scanned before being opened, executed or used.

Department IT administrators will immediately advise the Department of Information
Technology Network Controt Center (‘NCC”) when a virus is launched. The NCC will
then inform the CoONSERT members and all other departments that may have access
to the same programs or data that a virus may have infected their system.

Interactive Software

Use of unapproved interactive software is prohibited. The department IT authority is
responsible for approval of all such software. Web browsers, and where applicable,
firewalls, will be configured and the configurations audited by the department IT staff to
inhibit the downloading of unauthenticated or unauthorized applets. Browsers will be
configured to prohibit un-trusted Java scripts or Active X from running automatically.

Software Licensing

Employees shall use software only in compliance with license agreements. Software
will not be downloaded over the Internet without prior approval of the department IT
administrator. All software used on County computers must be approved by the
department IT administrator, and will comply with all licensing requirements and
procedures. The department’s IT staff will inspect computers periodically to verify that
only approved and licensed software has been installed. On an annual basis, all
software used on all departmental systems must be reported to the Riverside County
Information Technologyas part of the County software license compliance audit.
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Encryption

Encryption shall be used for sensitive or confidential data that will be stored in non-
secure locations or transmitted over open networks (such as the Internet). Encryption
of any other County information must be approved in writing by the department head.
Where encryption is used, County- approved standard algorithms and standard
products must be used. The minimal encryption key length for sensitive or confidential
data is 128 bits or greater.

The use of a random number generator is recommended for generating keys for
encryption of County information. Encryption keys will be considered sensitive
information and access to those keys must be restricted on a need to know basis.

When encryption is used, secure means must be used for all distribution of secret
keys. Acceptable approaches include:

e Use of public key exchange algorithms.
¢ Double wrapped internal mail.
¢ Double wrapped courier mail.

Encryption keys must not be sent via e-mail, unless the e-mail is encrypted using keys
that have been previously exchanged using secure means.

All encryption products used must support some form of technology to make data
available to County management. Where encryption is used, County-approved key
recovery implementations must be used.

System Architecture

System architectural vulnerabilities impact overall system security. Initial consideration
for system architecture shall be the configuration of the firewalls and the connections
to the Internet. Other areas that require security consideration include: use of the
Internet to connect physically separate networks, Virtual Private Networks (“VPN™),
and remote access to internal systems, email, and databases from the Internet.

Remote Access

Ali remote access to computer systems on CORNET, whether via dial-up or Internet
access, must use encryption services to protect the confidentiality of the session.

Remote access for systems administration purposes to computer systems, network
devices, and/or firewalls attached to CORNET will only be permitted through VPN or
remote dial-in solutions approved by the DTSC and CISO. This applies to any user
who has been granted this type of access.

10
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Information regarding access to County systems, such as dial-up modem phone
numbers or VPN IP addresses, is considered confidential. This information must not
be posted on electronic bulletin boards, listed in telephone directories, placed on
business cards, or made available to third parties without the written concurrence of
the CISO and the department IT administrator.

The CISO will periodicaily scan direct dial-in lines to monitor compliance; and may
periodically direct the department to institute a change of telephone numbers to make
it more difficult for unauthorized parties to locate County communications numbers.

3.10.1 Virtual Private Networks

When the Internet is used to provide VPN connections between sites, a means of
rapidly providing backup connections must be maintained to return service in the event
of an Internet outage or denial of service. All VPN access points will be approved by
the CISO as part of the security architecture framework. Existing VPNs will undergo a
security assessment; and be brought into compliance with standards and approved by
the CISO or disabled within 12 months of the approval and publication of the DTSC
VPN standard.

The establishment of VPNs over the Internet between County networks requires prior
approval of the CISO. Adding networks to an existing VPN also requires prior approval
of the CISO. A review and update of the security policies in use at each site to be
connected to the VPN must be performed by the CISO before operation will be
authorized.

3.10.2 Dial-In Access

All users who access County systems through dial-in connections must use only
approved dial-up connections to ensure the integrity of the session. Direct dial-in
connections to County production systems must be approved by the department IT
administrator and the CISO. All shared/common dial-up access points will be
managed and maintained by the Department of Riverside County information
Technology as part of the security architecture implementation of CORNET. Remote
access dial-up servers which do not comply with these requirements are prohibited.
The installation and/or use of desktop modems to support dial-in access to County
systems is prohibited.

3.11 Internal Database Access

Access 1o internal databases by sources outside CORNET must use a County
approved web interface portal. This web portal will be located in a certified Virtual
Data Center or DMZ and will be required to meet all County security guidelines. Any
County sensitive or confidential data to be stored on an external server shall be
afforded the appropriate levels of protection.

11
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3.12 Firewalls

All border firewalls will be periodically reviewed and their configurations approved by
the CISO. The department IT administrator will inform the CISO in advance of all
proposed changes to their firewalls. The CISO must approve in advance all changes
to any border firewall within the architecture framework.

Where multiple firewalls are used in parallel for availability (fail-over configuration) or
performance reasons, the configuration of each firewall shall be identical and under
the control of a single firewall administrator.

Any sensitive or confidential data made accessible on internal networks that are
connected to the Internet must be configured in a Transaction Zone (DMZ) and
protected by a County-approved firewall. Each DMZ environment will be certified by
the CiSO. Periodic audits will be done by the CISO to ensure continued compliance
with certification standards. If at anytime a DMZ fails to meet these requirements it will
be shut down at the direction of CISO. Firewalls shall be configured to restrict access
to such data to only authorized users.

3.13 Intrusion Detection

Intrusion detection plays an important role in implementing a security policy. An
intrusion is defined as any set of actions that attempt to compromise the integrity,
confidentiality or availability of a resource.

Intrusions can be categorized into two main classes:

* Misuse intrusions are well defined attacks on known weak points of a system. They
can be detected by watching for certain actions being performed on certain objects.

* Anomaly intrusions are based on observations of deviations from normal system
usage patterns. They are detected by building up a profile of the system being
monitored, and detecting significant deviations from this profile.

3.13.1 Function

Intrusion detection provides two important functions in protecting information system
resources. The first is that of a feedback mechanism which informs the security staff
as to the effectiveness of other components of the security system. (The lack of
detected intrusions is an indication that the perimeter defenses are working.) The
second function is to provide a trigger or gating mechanism that determines when to
activate planned responses to an incident.

3.13.2 Implementation

Normal logging processes shall be enabled on all host and server systems. Alarm and
alert functions, as well as logging, of any firewalls and other network perimeter access

12
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controt systems shall be enabled. All critical servers should have additional monitoring
tools which provide appropriate software wrappers, as a supplement to the activity
logging process provided by the operating system. At logical network concentration
points, intrusion detection system tools shall be installed which monitor for traffic
patterns consistent with known attacks.

Administration

System integrity checks of the firewalls and other network perimeter access control
systems shall be performed by the department IT administrators on a routine basis.
Audit logs from the perimeter access control systems should be reviewed daily. Audit
logs for servers and hosts on the internal protected netwerk shall be reviewed on a
regular basis by the department IT administrators.

All trouble reports received by department IT staff shall be reviewed for symptoms that
might indicate intrusive activity. Suspicious symptoms will be immediately reported to
the department IT administrator, who will then inform the CISO.

Host based intrusion tools shail be checked on a daily basis by the department IT staff.
Network traffic monitoring intrusion detection systems will be checked by the CISO on
a periodic basis for proper function and configuration.

The CISO will form an Intrusion Response Team (IRT) for the County. The IRT and
network security personnel will establish relatiocnships with other incident response
teams and share relevant threats, vulnerabilities, or incidents.

The County will attempt to prosecute intruders, but will not allow security holes to go
uncorrected in order to learn more about the intruder unless approved in advance in
writing by the data owner.

Assigning Responsibility

Department IT administrators, in coordination with the CISQ, are responsible for
implementing information systems security related to County Intranet and Internet
access. Roles and responsibilities shall be coordinated between administrators. If a
department is attacked, it may be necessary for other departments to take action.

A personnel screening process shall be in place for critical functions/roles. Such
personnel must satisfactorily complete the screening before being giving
administrative privileges beyond local PC administrative privileges. Critical
functions/roles are defined as system, network, DBA, LAN, and WAN administrators,
security personnel, and other sensitive positions deemed critical by department
management.

System, network, DBA, LAN, and WAN administrators, as well as other privileged

roles, shall be given incremental access. More privileges will be granted only as the
extent of their job function and level of trust increases.

13
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Managers of critical functions/roles are responsible for determining job function and
scope so that broad system and network privileges are not excessively granted. Local
administrative privileges on County computers will only be granted to individuals where
a business need justifies the required privilege. Department management is
responsible for documenting and approving privileges, and ensuring the Administrator
Agreement (Appendix C) has been executed and is kept in the department’s file.

The department IT administrator, with permission from either the department head or
the CISO, may temporarily suspend access privileges of any user if deemed
necessary to maintain the integrity of any computer system or network.

Department, Agency and District Requirements
Operation

Each department must operate in a manner consistent with the maintenance of a
shared, trusted County environment for the protection and assurance of data and
transactions. Each department shall not jeopardize the confidentiality, integrity, or
availability of the County enterprise, or the information stored, processed, and
transmitted by County information systems.

Access Control

Stringent processes must be in place within each department to ensure only
authorized personnel are granted and retain access to any information system.
Department heads are responsible for ensuring that their IT administrators are
provided verifiable authorization for the creation of and termination of accounts.
Accounts shall not be left active after termination or contract completion. Each
department will establish a policy to provide a stringent means of access control and
periodic review of active accounts to minimize the risks associated with unnecessary
accounts.

Termination Process

Each department will ensure that tested processes are in place for the immediate
termination of access when users are terminated. This should cover as a minimum:
account and permission termination; server and resource password changes; physical
credential return; and return of equipment or other County property. These processes
shall be complete and thorough to include but not be limited to network access, remote
access, VPN, email, network devices, or other information system access.

Compliance

Each department is required to follow County security policies, standards, processes,
and procedures.

14
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Local Policies, Procedures and Standards

Each department will develop, implement, and maintain security policies, standards,
processes, and procedures in accordance with this policy and as outlined in Appendix
A.

Personnel Awareness and Training

Each department will implement a security awareness, training, and education
program to ensure its staff is appropriately trained in the information security
procedures. Each department must make all staff aware of the need for information
security, and provide suitabie training to ensure that personnel are prepared to
perform the security procedures for which they are responsible.

Review Requirements

Each department will review and update its information security policies, standards,
processes, and procedures at least annually; and also after any significant change to
its business, computing, or telecommunications environment. Each department shall
provide a report to the CISO documenting each review. The report will identify
necessary changes and any discrepancies with County policies, standards, processes,
or procedures.

Security Audits

Each department will have a security compliance audit performed every two years.
Once each five years, a third party will perform the audit. In addition to these audits,
the CISO will work with the County Auditor to audit separately, information technology
security processes, procedures, practices, and compliance with this policy.

Vulnerability Assessment

Each department will have a vulnerability assessment performed on their information
systems every two years by a third party. The third party shali prepare a written report
of its findings. The findings will be submitted to the department head, and to the
CISO. The CISO will work with the department as needed to assure compliance with
this policy. After a period of one year from the implementation of this policy, the 1ISO
may conduct random unannounced assessments of department systems to assess
their security and response levels.

Risk Assessment
Each department will perform an annual risk assessment of their information systems.
This assessment shall be used to identify, prioritize, plan for, and implement additional

security measures. The assessment methodology shall be developed by the CISO.
The CISO shall provide assessment training to appropriate personnel.
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Life Cycle Management

Security requirements shall be defined and addressed by the department throughout
the life cycle of the system or application.

Certification and Accreditation

Each County information system must complete a certification and accreditation
process prior to being placed in production. Current systems will have 18 months to
retroactively go through the process, once the process has been established and
training has been provided. Thereafter, each information system shall be re-certified
at least every three years and also after significant system changes which may
invalidate the certification.

Conflicts in Policy
All departments shall comply with all applicable federal and state laws and regulations.
Where there are any conflicts between applicable requirements, then the more
stringent requirement will apply.

Privacy
Individual privacy will be protected as required by law.

Monitoring
Monitoring of information system usage will be conducted by the ISO in conjunction
with Riverside County Information Technology (RCIT). Each department will also

monitor their own systems as appropriate. Use of County systems implies consent to
such monitoring by users.

Architecture and Modifications
Network architectures shall be formally documented by each department with such
information provided to the CISO, including but not limited to equipment, functionality,
and |IP addresses. Updates are to be provided to the CISO as changes occur.
Each department shall process network changes affecting enterprise netwark traffic
through the change control process, and provide written reports of proposed and
approved changes to the CISO.

Incident Reporting

Each department shall develop procedures for reporting all security incidents. This will
include notification to the 1SO.
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5.1

5.2

5.3

Environmental

Computer resources will be protected against structural and environmental threats,
including appropriate cooling and humidity control and fire suppression.

Physical Protection

Computer resources and physical information, including but not limited to servers,
desktops, laptops, network equipment, firewalls, hard copies, and tapes, must have
appropriate physical protections in place.

Protection Profiles

System profiles shall be provided to the CISO to facilitate alert and response
mechanisms. These profiles shall be provided and maintained according to processes
established by the CISO. All system vulnerabilities shall be assessed by the
department with a determination made on appropriate countermeasures to implement.

Internet Access and Email
Board Policy A-50

Use of County Internet and email systems are subject to the requirements of County of
Riverside Board of Supervisors Policy A-50. Users must use the County Internet and
email systems in accordance with Policy A-50.

Internet Access

In general, the County is fully interconnected with the Internet and other networks.
However, the County may use software tools to block or limit access to certain Internet
sites or networks. The ability to access an Internet site or network from a County
system does not mean that use of that Internet site or network is proper or authorized.

Users who post to Internet sites (such as newsgroups, Internet mailing lists, or similar
sites) through County systems shall not misrepresent their capacity or authority to do
SO.
Access to and use of County Internet systems or other networks from a non-County
location must comply with this policy. Users shall not allow family members or non-
authorized users to use County Internet systems or other networks.

Consent to Monitoring
The County has the ability to monitor the use of any County systems, including the
Internet and email systems; and the County reserves the right to do so for any proper
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County purpose (including but not limited to appropriate recording and auditing). The
use of such systems is consent by users to such monitoring.

6  Written Acknowledgment

Department heads shall have all users acknowledge in writing that they have received,
read, and understand this policy. The responsible manager shall also sign this written
acknowledgement as the approval authority for granting the user access to County
systems. Such written acknowledgment shall be retained in department files.

User Agreement (Appendix B): This must be signed by all users prior to granting
access to County systems.

Administrator Agreement (Appendix C). This must be signed by all administrators
prior to granting administrator access to County systems. Administrators must also
sign the User Agreement.

Remote Access Agreement (Appendix D). This must be signed by all remote access
users prior to granting remote access service (“RAS”) or virtual private network
("VPN") access to County systems. Remote access users must also sign the User
Agreement.

7 Logon Notice

A logon notice and warning banner shall be utilized on all County systems. This
serves to remind users of County policies and to warn intruders of menitoring and
unauthorized or illegal use. At a minimum, the logon notice shall include the following
text:

“This is a County of Riverside system and is to be used only by County-authorized
users in accordance with applicable laws and County policies, rules or procedures.
This also applies to internet use and to all related or connected systems, networks,
devices, and equipment.

County systems may be monitored by the County in accordance with County policies,
rules or procedures, or as allowed by law. Any information placed on or sent through
this or any other system may be subject to such monitoring. Use of County systems
constitutes consent to such monitoring.

Authorized users shall not use County systems in an improper or unauthorized
manner.”

8 Configuration Control/Change Management

A configuration control and change management policy shall be created by the DTSC
to facilitate the introduction of changes or modifications to County networks or
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systems. Each department will define and document configuration control and change
management procedures for systems under their control. The CISO will review and
approve these procedures.

Security Education

It is the policy of the County to provide periodic security awareness training to all
users. Such training will address the new and rapidly changing issues regarding
security and the Internet. Department IT staff are encouraged to scan security-related
lists, keep up with security and technology issues, and share security relevant
information with the CISO and other CoONSeRT members.

New users shall receive an orientation to this policy and County security
considerations. All users shall sign the User Agreement (Appendix B).

Users shall also receive continuous security training in the form of news fiashes,
security alerts or tips via the system, memaos, computer incident alerts, and other
appropriate training as determined by the department.

Engineering and Developers

Engineering and development systems shall be segmented into a DMZ away from the
trusted portion of CORNET. Engineering and development systems are subject to
separate configuration control and change management procedures developed by the
department and approved by the DTSC and CISO. These procedures must be fully
documented to ensure consistency of enforcement and implementation.

Application developers must develop secure applications consistent with established
policies, standards, processes, and procedures. Applications shall protect individual
privacy, confidentiality of electronic commerce information, and the integrity of both the
application and the information it processes. Applications must log significant security
events, protect the log files appropriately, and prevent co-mingling of data. Because of
the nature of this work, development will be done on a network segment separate from
the County trusted network. Suitable protections, access control restrictions, and
firewalls will be put in place to ensure that development systems do not introduce
vulnerabilities to CORNET.

Sensitive Data Protection

This section establishes countywide rules for the protection of Riverside County
information and information assets. County departments are required to define how
information is to be classified based upon its relative sensitivity and to help employees
determine under what conditions information may be disclosed to non-employees.
This establishes policy for the protection of sensitive information and data
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Any user who is authorized to access Riverside County’s information has an obligation
to safeguard and protect the confidentiality of such data. The objective of this policy is
to minimize the likelihood that sensitive or confidential County information is
inadvertently disclosed.

Information Classification

Information ownership is the direct responsibility of user departments. Department
heads and/or designees are responsible for being knowledgeable about confidentiality
and privacy laws specific to their Department’s functions. Department Heads and/or
designees are responsible for all aspects of the classification, use, distribution and
protection of County information within and outside of their respective departments.
This responsibility includes determining the level of access granted to each user.
Information owners are responsible for coordinating with their information custodians
to assure that facility security needs of sensitive information are met.

Each department or agency is required to document public versus sensitive data under
it's control. Questions about the proper classification of a specific piece of information
will be addressed to the Information Owner. The Information Owner is the Department
Head responsibie for the information or information system. The Information Owner is
the classification authority. It is the responsibility of the information custodian to apply
appropriate measures to protect all information assets that are classified as sensitive
by the owner of that information.

11.1.1 Guidelines

All information is categorized into two main classifications:

= Public

= Sensitive

11.1.1.1 Public Information

“Public information” is information that is available to anyone who asks based on
legislative mandate, such as County, state, and/or federal regulations or declared to
be public by someone within the County, with the authority to do so. This information
will be provided via due process in order to ensure that the information is in fact public
and that the cost for providing the information is appropriately recovered.

This is information that has been declared public under the California Public Records
Act. For guidance on releasing public information beyond the scope of one’s
immediately defined work responsibilities, refer to your Information Owner or County
Counsel. For more information, see the California Public Records Act contained within
California Government Code 6254.9.
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Unless regulations demand otherwise, any information that is marked “Draft,”
“Confidential,” or “Sensitive” is not public by definition. If information is not marked or
otherwise classified, County information is presumed to be sensitive uniess expressly
determined to be public information by the Information Owner or designee.

11.1.1.2 Sensitive Information

Sensitive information can be broken down into other classifications: restricted, private

or confidential, protected, and intellectual property. Sensitive information includes

personal, medical records or financial information on employees, constituents, citizens,

customers, business partners, or anyone else that has not been previously defined in

| law to be a public record. Sensitive information may also include any other information

| that could enable an individual to commit identity theft when so defined in law or
policy. Other sensitive information includes critical infrastructure schematics or
infrastructure protection plans, including buildings, vehicles, telecommunication, and
systems. Information, which is covered by non-disclosure agreements or intellectual
property practices, is considered sensitive information.

11.1.1.2.1 Restricted Data

Information of this nature is sensitive and could have immediate detrimental
effects if released to the wrong individuals. Specifically, restricted information
| could expose individuals to danger, suspend large segments of business
operations, or cause extensive damage to resources. Examples of restricted
information include California Law Enforcement Telecommunications System
(CLETS), Coroner, District Attorney, and Public Defender, system documentation,
and details about the operating environment hosting restricted information.

11.1.1.2.2 Private or Confidential Data

Some data collected and maintained by the County are protected from public
disclosure through various privacy and confidentiality statutes, and thus are not
| available under existing public information laws. Examples of private or
| confidential information include:
= Passwords
» Social Security Numbers (SSN)
* Personal or family information
= Family names
= Age

= Personal or business partner financial and banking data, including credit cards,
bank routing numbers and bank account information
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* Personal information provided by constituents in the course of delivering any
public health or social service (name, address, phone, SSN, family names,
personal historical detail)

* County financial data not deemed public by the Public Records Act

* Employee performance reviews, discipline reports and other personnel data
* [nformation related to in-progress legal proceedings

* The combination of a logical address, User ID, and password

= County-owned or third-party Intellectual Property

» HIPAA data (Protected Health Information- PHI)

11.1.1.2.3 Protected Data

Protected data is information generated in the normal course of managing County
operations and may be a public record under the State of California Public Records
Act; however, if made available by publishing in a public medium the information
would create a potential physical threat or potential disruption to County
operations.

Examples of protected information include:

* Telecommunications and cabling schematics
* Disaster Recovery Plans

* Operational Recovery Plans

* Network schematics

* Physical facility schematics

* Preliminary reorganization plans

= Detailed information about ongoing projects
* Time sensitive information

* Risk assessments

» System controls and logs
11.1.1.2.4 Intellectual Property

Without specific written exceptions, all programs and documentation generated or
provided by employees, consultants, or contractors for the benefit of the County
are the property of the County. When the County has legal ownership it therefore
maintains exclusive rights to patents, copyrights, inventions, or other intellectual
property developed by employees, consultants, or contractors for use on County
systems. This includes intellectual property stored on County computer and
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network systems as well as all messages transmitted via these systems. County
software, documentation, and all other types of internal information must not be
sold or otherwise transferred to any non-County party for any purposes other than
official County business.

Registered software purchased from a non-County source is considered third-party
intellectual property. Ownership and limitations on use are established by the
registered owners’ licensing agreements.

11.1.1.3 Declassifying or Reclassifying Information

Only the Information Owner may downgrade or declassify information. Downgrading is
the process, as an example, of reclassifying information from “Restricted” to
“Confidential.”

11.1.2 Data Protection Guidelines

The sensitivity guidelines in this section provide details on how to protect information
at varying sensitivity levels. Use these guidelines as a reference only, as County
information in each column may necessitate more or less stringent measures of
protection, depending upon the circumstances and the nature of the County
information in question. A given sensitivity designation is assumed to stay in effect
until explicitly changed by the Information Owner or designee.

11.1.2.1 Minimum Information Protection

For use with general organization information; personnel information; and
general technical types of information.

Labeling

Marking or labeling is at the discretion of the owner or custodian of the
information. If marking is desired and the information is not Public, the words
“County <Department Name> Sensitive” may be written or designated in a
conspicucus place on or in the information in question. Electronic files may be
labeled in the category field under the “File-Properties-Summary” tab. Other
labels may be used at the discretion of the individual business unit or
department.

Access

* Access should be provided to County employees and non-employees
with a business need to know.

= All data including Public information requires access controls for
authorized changes
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Distribution within County is authorized through:

» Standard interoffice mail
=  Approved electronic mail

= Electronic file transmission methods

Distribution outside of the County is authorized through:

U.S. mail and other approved carriers

Electronic distribution sent to approved recipients

Storage

Keep information from view of unauthorized people

Information should not be stored or displayed on machines without
physical and software access controls

Protect information from loss

Any medium for backup/recovery should have the same or better
access and security controls as the original data

Electronic information should be protected with file properties to set
individual access controls where possible and appropriate

Information should not be stored in a given location any longer than the
business function or regulation requires (e.g., downloading files to
telecommuting machines, laptops, personal device assistants etc.).

Equipment that is no longer under the physical control of the County
must have information expunged/cleared prior to transferring contral to
an outside agency (e.g. surplused, sending equipment out for repair,
loaning equipment, etc.).

11.1.2.2 Protection For More Sensitive Information

Information that is more sensitive includes Private or Confidential Data, Protected
Data and Intellectual Property data. In addition to the above conditions, the following
applies to information that is more sensitive:

Labeling

= Marking must indicate “Sensitive”

Access
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= A signed nondisclosure agreement shall exist
Electronic distribution for all destinations
=  Transmission must be via a private link or securely encrypted
Storage
» Information transferred to any portable media must be encrypted
11.1.2.3 Protection For The Most Sensitive Information
Information that is most sensitive includes Restricted Data. In addition to the criteria
specified in the previous protection levels, the following applies to most sensitive
information:
Labeling
= Marking must indicate “Restricted”
Distribution within the County
* Delivered direct — signature required, envelopes stamped classified

Distribution outside of the County internal mail

* Delivered direct, sighature required
= Approved carriers

* Electronic transmission must be securely encrypted

Storage

* Individual access controls are required for all forms of storage

11.2 Mobile Devices or Portable Media

Storage of sensitive information on mobile devices or portable media is permitted only
if all of the following requirements have been satisfied:

) Use is restricted to individuals whose official duties require it;

. Use is granted for a finite duration, as needed to fulfill the specific functions
required to perform a specific job;

»  The employee has obtained approval from both their department head and the
Information Owner. For non-County employees, “department” is defined as the
County department or agency contracting with the 3rd party;
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'3 Sensitive data is encrypted. Encryption must comply with approved County
standards.

Mohbile Devices include:

¢ Any mobile device (County-owned or privately owned) capable of storing data.

« Examples include, but are not limited to, laptop, tablet PCs, Blackberries, cell
phones, personal device assistants (PDAs), universal serial bus USB (thumb)
memory data storage drives, external storage devices, iPods and MP3 players.

» For the purpose of this policy, all non-County-owned computing or data storage
equipment, such as, personal computers (PCs), servers, Network-Attached
Storage (NAS), Storage Area Network (SAN) are considered mobile devices. The
department or agency must explicitly authorize use of such equipment within their
environments.

Portable media includes:

* Any portable media (County-owned or privately owned) capable of storing data.

e Examples include, but are not limited to, extemal hard drives, USB thumb drives,
flash drives, memory sticks and cards, Compact Disc (CDs), Digital Video Disc
(DVDs), floppy disks.

11.3 Reporting Lost Data

12

In the event that County sensitive information (including that stored on a mobile device
or portable media - encrypted or unencrypted) is lost or stolen, or where there is
reasonable belief that an unauthorized person may have acquired the data, it must be
reported immediately to the appropriate department or agency management
designated by Department policy and the 1SO.

Hardware and Software Control

To prevent the introduction of malicious code and protect the confidentiality, integrity, and
availability of County information resources, all hardware and software shall be obtained
from or authorized by the department head or their designated agent. This includes
equipment such as servers, PCs, laptops, printers, cell phones, radios, PDAs,
telephones, portable media such as USB drives, compact disk — read only memory (CD-
ROMSs), compact disk —read writable (CD-RWs), DVDs, digital video recorders (DVRs),
software, etc.
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Department heads, or their designated approving agent, will authorize the adding of any
networked component that is connected either directly to the County’s Wide-Area-
Network, indirectly connected via a Local-Area-Network segment, or attached to an
existing computing system.

Using products that are not appropriately licensed for use by the County or those that
violate the rights of any person or organization protected by copyright, trade secret,
patent or other intellectual property, or similar laws or regulations, including, but not
limited to, the installation or distribution of “pirated” or other software is prohibited.

13 Archive Data Protection

This section establishes for the protection and safeguarding of Riverside County data
stored on backup media. In the field of information technology, backup refers to the
copying of data so that these additional copies may be restored after a data loss event.
Backups are useful primarily for two purposes: to restore a computer to an operational
state following a disaster (called disaster recovery) and to restore small numbers of files
after they have been accidentally deleted or corrupted.

The public rightly assumes and should be assured that the data in the possession of

Riverside County government is secure and protected from unauthorized disclosure or
use.

This covers all County data stored on backup media, including but not limited to:

13.1 Magnetic Tape

Magpnetic tape has long been the most commonly used medium for bulk data storage,
backup, archiving, and interchange. Tape has typically had an order of magnitude better
capacity/price ratio when compared to hard disk, but recently the ratios for tape and hard
disk have become a lot closer.

13.2 Hard Disk

The capacity/price ratio of hard disk has been rapidly improving for many years. This is
making it more competitive with magnetic tape as a bulk storage medium. The main
advantages of hard disk storage are the high capacity and low access times.

13.3 Optical Disk

A CD-R can be used as a backup device. One advantage of CDs is that they can hold 650
MIB of data on a 12 cm (4.75") reflective optical disc. (This is equivalent to 12,000
images or 200,000 pages of text.) They can also be restored on any machine with a CD-
ROM drive. Another common format is DVD+R. Many optical disk formats are WORM
type, which makes them useful for archival purposes since the data can't be changed.

27




Riverside County Enterprise Information Systems Security Policy

13.4 Floppy Disk

During the 1980s and early 1990s, many personal/home computer users associated
backup mostly with copying floppy disks. The low data capacity of a floppy disk makes it
an unpopular choice since 2006.

13.5  Solid State Storage

Also known as flash memory, thumb drives, USB keys, compact flash, smart media,
memory stick, secure digital cards, etc., these devices are relatively costly for their low
capacity, but offer excellent portability and ease-of-use.

13.6 Remote Backup Service

As broadband internet access becomes more widespread, remote backup services are
gaining in popularity. Backing up via the internet to a remote location can protect against
some worse case scenarios, such as a county building burning down, destroying any
backups along with everything else. A drawback to remote backup is the internet
connection is usually substantially slower than the speed of local data storage devices, so
this can be a problem for people with large amounts of data. It also has the risk of
potentially losing control over sensitive data.

13.7 Backup Media Requirements

In order to ensure the recoverability of critical information, copies of Backup media shall
be stored at a geographicatly separated County owned/leased facility, or with an
authorized contracted data storage vendor. Departments or agencies may enter into
agreements to store Backup data with another department and/or offer to provide
reciprocal services. At no time will Backup media be stored at a personal residence or
other personal property.

In the event that County Backup media is lost or stolen, or where there is reasonable
belief that an unauthorized person may have acquired the data, it must be reported
immediately to the appropriate department or agency management and to the 1SO.

14 Wireless Networking

Access to Riverside County networks via unsecured wireless communication
mechanisms is prohibited. Only wireless systems that have been approved by the 1SO,
through the Wireless Design Review praocess, or have been granted an exclusive
waliver, are permitted to be connected to Riverside County's networks.

This covers all wireless data communication devices (e.g., personal computers, cellular

phones, PDA's, etc.) connected to any of Riverside County's internal networks. This
includes any form of wireless communication device capable of transmitting packet
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data. Wireless devices and/or networks without any connectivity to Riverside County
networks do not fall under the purview of this policy.

14.1 Wireless Requirements
Wireless systems must meet the following requirements:

e Wireless deployment designs must be approved by the ISO and
RCIT/Communications Engineering, via the Wireless Design Review process, or
granted an exclusive waiver,

o All wireless equipment connected to Riverside County's networks (CORNET) or any
departmental Local Area Network (LANs) must be coordinated with
RCIT/Communications Engineering.

» Avoid advertising the presence of a Wireless Local Area Network (WLAN): The easier
itis to find, the more likely it will be a target. Change the Service Set Identifier (SSID)
so that it's not the factory default, and turn off SSID broadcasting. The RCIT
Communications Bureau, at the direction of the 1SO, will manage and assign all
SSIDs. Access point (AP) antennas and power levels will be adjusted to avoid signal
leakage to areas where coverage is neither required nor desirable.

» ltis easy to spoof a device so that it locks like another device. Lost or stolen devices
are also a severe threat. Media Access Control (MAC) address control alone is
insufficient protection. Device-independent authentication, such as secured user
names and passwords, which integrate with existing network directories or
authentication schemes, will be implemented.

» Wireless data requires encryption. A minimum of 128 bit encryption is required. WEP
(Wired Equivalent Privacy) is weak and does not meet this requirement. Advanced
encryption protocols, such as WPA2, are necessary to meet the minimum security
requirements.

e Use Access Control Lists (ACL) to limit WLAN Access to County resources.

+ Do not place APs on desks or other locations where they can be easily accessed.
Unscrupulous visitors or careless employees can easily move, replace, or reset the
APs. Security cannat be assured in such insecure locations. Equipment will be placed
in secure areas, such as a wiring closet.

= Actively monitor AP configurations. It's not sufficient to just configure an AP correcitly;
once configured, the AP must stay properly configured.

« The owning department will document periodic inspections of AP configurations.

« The ISO will perform periodic scans to detect and disable unauthorized APs. Active
sniffing for these rogue devices is a critical operational requirement.

» Over a wireless LAN, an intruder can attack the wireless clients themselves in a peer-
to-peer fashion. This attack can give the intruder network access by simply using a
legitimate client as an accepted entry point. To address this issue, desktop firewalls
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14.2

shall be deployed on all devices connected via wireless AP, along with network
management tools that actively audit and manage the client before permitting access
via the wireless LAN.

Deploy real-time policy management. As they are deployed, wireless LANs will span
entire campuses and incorporate multiple sites. Security policies (e.g., valid user lists
or access rights) will naturally change. These changes must be reflected in real time
throughout the wireless LAN to reduce the window of opportunity for intrusion and,
more important, provide immediate lockdown of detected security holes.

All WLANSs will be routinely monitored. This is to verify that security configurations
comply with this policy; to determine if devices are authorized; to identify unauthorized
activity; and to maintain a current inventory of wireless devices.

Network bridging must be disabled on all devices connected to a WLAN.
Definitions

AP: Access point or base station of a wireless LAN.

MAC Address: Media Access Control address, a hardware address that uniquely
identifies each node of a network. In IEEE 802 networks, the Data Link Control (DLC)
layer of the OSI| Reference Model is divided into two sub-layers: the Logical Link
Control (LLC) tayer and the Media Access Control (MAC) layer. The MAC layer
interfaces directly with the network media. Consequently, each different type of
network media requires a different MAC layer.

SSID: Service Set Identifier, a 32-character unique identifier attached to the header of
packets sent over a WLAN that acts as a password when a mobile device tries to
connect to the Basic Service Set (BSS). When one AP is connected to a wired
network and a set of wireless stations, it is referred to as a BSS. The SSID
differentiates one WLAN (wireless local-area network) from another, so all access
points and all devices attempting to connect to a specific WLAN must use the same
SSID. A device will not be permitted to join the BSS unless it can provide the unique
SSID. Because an SSID can be sniffed in plain text from a packet it does not supply
any security to the network

User Authentication: A method by which the user of a wireless system can be
verified as a legitimate user independent of the computer or operating system being
used.

Wireless LAN (WLAN): A wireless LAN is one in which a mobile user can connect to
a local area network (LAN) through a wireless (radio) connection.

Spoof (Spoofing): Electronically changing the packets sent from your computer so
they appear to be coming from a different source. This is often used to hi-jack a
connection or to impersonate another machine on a network.
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15 Analog Lines

As part of the on-going security assurance efforts across the County, departments
must closely track and monitor the installation and use of all analog telephone lines.

There are two important scenarios involving analog line misuse that we attempt to
guard against through policy.

» The first is an outside attacker who calls a set of analog line numbers in the
hope of connecting to a computer that has a modem attached to it (also referred
to as a “war dial”). If the modem answers (and most computers today are
configured out-of-the-box to auto-answer) from inside County premises, then
there is the possibility of breaching the County's internal network through that
computer, unmonitored. At the very least, information that is held on that
computer alone can be compromised. This potentially results in the exposure of
sensitive information.

¢ The second scenario is the threat of anyone with physical access into a County
facility being able to use a modem-equipped laptop or desktop computer. In
this case, the intruder would be able to connect to the trusted network of the
County through the computer's Ethernet connection, and then call out to an
unmonitored site using the modem, with the ability to siphon County information
to an unknown location. This could also potentially result in the substantial
exposure of vital information.

Specific procedures for addressing the security risks inherent in each of these
scenarios must be developed and fully documented by each department. Each
department is responsible for establishing procedures and designating approval
authorities who will be accountable for these lines. The senior IT person in each
department is the default responsible agent. Department heads may designate

| anyone deemed appropriate within their department as an alterative Point of Contact
for this function.
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Appendix B

Riverside County Enterprise
Information Systems Security Policy

User Agreement

| have read, understand and am fully aware of the County of Riverside Enterprise
Information Systems Security Policy; and | agree to comply with the terms of this policy. |
also agree to remain informed of and comply with future revisions to this policy.

As a user of the County's information systems, you will have access to sensitive resources
that are connected through the County network. To assure security throughout the entire
County network, it is critical that all users actively support and fully comply with the
measures described in the Enterprise Information Systems Security Policy. Failure to
comply can place the entire County network at serious risk; and users who fail ta comply
will be subject to disciplinary action.

Users of the County's information systems shall at all times act in accordance with all
applicable laws and County policies, rules or procedures. Users shall not use County
information systems in an improper or unauthorized manner.

User Name:

Signature:

Date:

Responsible Manager Approval Authority

Name and Title:

Signature:

Date:
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This form shall be retained in department, district or agency files.
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Appendix C

Riverside County Enterprise
Information Systems Security Policy

Administrator Agreement

| have read, understand and am fully aware of the County of Riverside Enterprise
Information Systems Security Palicy; and | agree to comply with the terms of this policy. |
also agree to remain informed of and comply with future revisions to this policy.

As an administrator of the County's information systems, you will have access to and
responsibility for sensitive resources that are connected through the County network. To
assure security throughout the entire County network, it is critical that all administrators
actively support and fully comply with the measures described in the Enterprise
Infarmation Systems Security Policy. Failure to comply can place the entire County
network at serious risk; and administrators who fail to comply will be subject to disciplinary
action.

Administrators of the County's information systems shall at all times act in accordance with
all applicable laws and County policies, rules or procedures. Administrators shall not use
County information systems in an improper or unauthorized manner.

Administrator Name:

Title:

Signature:

Date:

Responsible Manager Approval Authority

Name and Title:

Signature:

Date:

This form shall be retained in department, district or agency files.
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Riverside County Enterprise
Information Systems Security Policy

Remote Access Agreement

| have read, understand and am fully aware of the terms of the County of Riverside
Enterprise Information Systems Security Policy, especially as applied to remote users of
the County's information systems; and | agree to comply with the terms of this palicy. |
also agree to remain informed of and comply with future revisions to this policy.

As a remote user of the County's information systems, you will have unique access to
sensitive resources that are connected through the County network. To assure security
throughout the entire County network, it is critical that all remote users actively support
and fully comply with the measures described in the Enterprise Information Systems
Security Policy. Failure to comply can place the entire County network at serious risk;
and remote users who fail to comply will be subject to disciplinary action.

Remote users of the County's information systems shall at all times act in accordance
with all applicable laws and County policies, rules or procedures. Remote users shall
not use County information systems in an improper or unauthorized manner.

Remote User Name:

Signature:

Date:

Responsible Manager Approval Authority

Name and Title:

Signature:

Date:

This form shall be retained in department, district or agency files.




