SUBMITTAL TO THE BOARD OF SUPERVISORS D6
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA A

FROM: Community Health Agency/Department of Public Heaith SUBMITTAL DATE:
October 19, 2009

SUBJECT: Ratify the Agreement #09-11221 between California Department of Public
Health and the Riverside County Community Health Agency, Department of Public Health,
for Network for a Healthy California Program.

RECOMMENDED MOTION: That the Board of Supervisors:

1) Ratify the Agreement #09-11221 between California Department of Public Health and
8 the Riverside County Community Health Agency, Department of Public Health in the
amount of $ 682,997 for the period of October 1, 2009 through September 30, 2010.
& 2) Authorize the Chairman of the Board to sign six (6) originals of the contract face

sheet; and
;Tf 3) Authorize the Chairman of the Board to sign one (1) original of the Final State Share
e Budget.
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. Current F.Y. Total Cost: $ 512,248 In Current Year Budget: YES
og SZ - FINANCIAL Current F.Y. Net County Cost: $0 ‘Budget Adjustment: NO
. 5 DATA Annual Net County Cost: $0 For Fiscal Year: 09/10
% L. | SOURCE OF FUNDS: 100% Federal Funds Positions To Be
E Z Deleted Per A-30
O ‘>£' Requires 4/5 Vote | [ ]
C.E.O. RECOMMENDATION: ,
APPROVE
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€ & |County Executive Office Signature Debra Cournoyer
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Prev. Agn. Ref.: 3.9, 9/4/2007 District: All Agenda Number: 2 2
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BACKGROUND:

The Department of Public Health, Nutrition Services Branch is a continuing contractor
participating in a one-year contract with the Network for a Healthy California Incentive
Awards Program (Agreement #09-11221). |

|
The California Department of Public Health, Cancer Prevention and Nutritipn Section
will match qualifying activities from this funding at 50 cents in Federal matching funds
for every dollar of approved State Share activity. The State Share matching dollars
must be spent on “qualifying nutrition and physical activity interventions”. This funding
will be used to collaborate with other programs in Riverside County through
partnerships and coalitions to promote nutrition and physical activity. The target
population for this program is eligible for participation in the Food Stamp Program.

On September 23, 2009, this Agreement was received from the State of California
Department of Public Health and preparation of this Form 11 began.

FINANCIAL INFORMATION: The Department of Public Health, Nutrition Services
Branch Network program receives 100% of its funding from the State as a pass through
from the Federal government. The Network program year is based on a federal fiscal
year (October 1, 2009 — September 30, 2010).

The funding allocation for the county fiscal years is as follows:

$512,248




State of California—Health and Human Services Agency

&2 - - California Department of Public Health
C)CBPH
MARK B HODRTO{N, MD, MSPH ARNOLD S(GJHWARZENEGGER

September 22, 2009

County of Riverside Community Health Agency
4065 County Circle Drive, #204

Riverside, CA 92503

Attention: Nancy Allende, Program Director

Subject: Agreement Number 09-11221
Dear Ms. Allende:

The California Department of Public Health (CDPH) has standardized its contracting procedures
and agreement formats. The enclosed agreement references on-line general terms and
conditions (GTC or GIA) that are not attached to the agreement. The cited terms may be
accessed at this Internet site: http://www.ols.dgs.ca.gov/Standard+Language/default.htm. The
enclosed agreement is not binding until signed by both parties and approved by the appropriate
state control agency (if required). No services are to be provided prior to approval, as CDPH is
not obligated to make any payment prior to final approval. Expeditious handiing of this
agreement is appreciated.

For inquiries regarding this agreement, please contact Pamela Delapa at (916) 449-5382 and
cite the agreement number. Unless otherwise instructed, do not invoice CDPH for services
rendered under this agreement until a copy of the fully executed agreement is received.

Required action is noted by each checked/marked item. Return all item(s) to the address
identified below:

X __ Affix a signature to the enclosed agreement copy and each additional face sheet. Two
copies must bear original signatures. Return all items to CDPH for further processing.
A copy of the approved agreement will be distributed to you after it is fully executed.
Alterations, in general, are not allowed. Alterations and page replacements, if any, must
be pre-approved by CDPH and each visible alteration must be initialed by the person
who signs the agreement.

Non-Profit Agreements: The signed agreements as indicated above must be
accompanied by a copy of your organizations 501¢(3) Non-profit status letter from the
Internal Revenue Service to prove non-profit status.

X __ County, City, District, or other local public body Agreements: The signed
agreements as indicated above must be accompanied by a copy of the resolution, order,

Network for a Healthy Califomnia -
1616 Capitol Avenue, Suite 74.516 MS 7204, P.O. Box 997377, Sacramento, CA, 95899-7377
Phone: (916) 449-5400 + Internet. www.cdph.ca.gov




County of Riverside Community Health Agency
Page 2
September.22, 2009

motion, or ordinance of the local governing body, which by law has authority to enter into
the proposed agreement, authorizing execution of the agreement.

Complete, sign, and return the Payee Data Record (STD 204). Payments cannot be
issued without this form.

Go to http://www.ols.dgs.ca.gov/Standard+Language/default.htm to review GTC version
that is referenced on the face of the agreement as Exhibit C. Review provision 11 to
locate the Contractor Certification Clause (CCC) number (e.g., 1005 or 304, etc.) that
applies to the enclosed agreement. Read the cited CCC in its entirety. Sign the first
page of the applicable cited Certification. Return the first page of the originally signed
Certification to the address noted below. Failure to return the appropriate signed CCC
will prohibit CDPH from doing business with your firm.

X __ Other: State Share Budget(s). Attached to this letter is a copy of the final State Share
Budget(s) that has been incorporated into this agreement and made a part hereof by
reference in Exhibit E, Additional Provisions, paragraph 1.A. The State Share Budget(s)
must be signed by the person with signature authority to sign the Standard Agreement
(STD 213) contract pages. Please retain a copy of the signed State Share Budget(s) for
your file and return the original along with the signed STD 213 contract face sheets.
This signed State Share budget(s) must be on file at the Network for a Healthy
California before your contract will be processed further.

Return all designated materials to the following address:

California Department of Public Health
Network for a Healthy California
ATTENTION: Jill Harden
1616 Capitol Avenue, Suite 74.516

Mail Station 7204
P.O. Box 997377
Sacramento, CA 95899-7377

Direct questions regarding this letter to Jill Harden at (916) 327-8018. Be sure to cite the
agreement number in all future correspondence.

Thank you for your attention to this matter.
Sincerely,
Jill Harden

Associate Governmental Program Analyst
Network for a Healthy California

Enclosure(s)




STATE OF CALIFORNIA 1

STANDARD AGREEMENT

STD 213 (CDPH Rev 12/08)

REGISTRATION NUMBER AGREEMENT NUMBER
09-11221
1. This Agreement is entered into between the State Agency and the Contractor named below: v
STATE AGENCY'S NAME (Also referred to as CDPH or the State)
California Department of Public Health
CONTRACTOR'S NAME (Also referred to as Contractor)
County of Riverside Community Health Agency
2. The term of this 10/01/2009 ' through 09/30/2010

Agreement is:
3. The maximum amount $ 682,997

of this Agreement is: SIX HUNDRED EIGHTY TWO THOUSAND NINE HUNDRED NINETY SEVEN DOLLARS
4. The parties agree to comply with the terms and conditions of the following exhibits, which are by this reference made a
part of this Agreement. ‘
Exhibit A — Scope of Work - 18 pages
Exhibit B — Budget Detail and Payment Provisions - 9 pages
Exhibit B, Attachment | — Budget (Year 1) 1 page
Exhibit C * — General Terms and Conditions GTC 307
Exhibit D(F) — Special Terms and Conditions (Attached hereto as part of this agreement) 26 pages
[Notwithstanding provision 6 which does not apply to this agreement 1
Exhibit E — Additional Provisions 2 pages
Exhibit F — Contractor’'s Release 1 page
Exhibit G — Travel Reimbursement Information 2 pages
Exhibit H — Information Confidentiality and Security Requirements 3 pages
Exhibit | — Information Systems Security Requirements for Projects (ISO/SR1) 24 pages
Exhibit J — Contractor Equipment Purchased With CDPH Funds 2 pages
Exhibit K — Inventory/Disposition of CDPH-Funded Equipment 2 pages

See Exhibit E, Provision 1 for additional incorporated exhibits.

Items shown above with an Asterisk (*), are hereby incorporated by reference and made part of this agreement as if attached hereto.

These documents can be viewed at hitp./iwww.ols.dgs.ca.qgov/Standard+Language. E
IN WITNESS WHEREOF, this Agreement has been executed by the parties h:il'et é
CONTRACTOR 5 < California Department of
| CONTRACTOR'S NAME (f other than an individual, state whether a corporation, partnership, etc) < General Services Use Only
| County of Riverside Community Health Agency > 4D
| BY (Authorized Signature) DATE SIGNEQ_ﬁ type)
&5 o T

PRINTED NAME AND TITLE OF PERSON SIGNING

|

~ Jeff Stone, Chairman of the Board
~ADDRESS
\

4065 County Circle Drive #240, Riverside, CA. 92503

<

STATE OF CALIFORNIA % z
AGENCY NAME O >
California Department of Public Health -
BY (Authorized Signature) DATE SIGNED (Do not type)
&5
PRINTED NAME AND TITLE OF PERSON SIGNING |__| Exempt per:
Sandra Winters, Chief, Contracts and Purchasing Services Section
ADDRESS

1501 Capitol Avenue, Suite 71.5178, MS 1802, PO Box 997377
Sacramento, CA 95899-7377




Exhibit A

Riverside County Community Health Agency
09-11221

Scope of Work

Service Overview

Contractor agrees to provide to the California Department of Public Health the services

described herein:

Contractor will provide nutrition education and physical activity promotion to United
States Department of Agriculture (USDA) Supplemental Nutrition Assistance Program
Education (SNAP-Ed) eligible families described herein.

Service Location

The services shall be performed at applicable facilities in the County of Riverside.

Service Hours

The services shall be provided during normal contractor working hours and days.

Project Representative

A. The project representatives during the term of this agreement will be:

California Department of Public Health

CDPH Contract Manager: Jill Harden
Telephone: (916) 327-8018
Fax: (916) 449-5414

County of Riverside Community Health
Agency

Project Director: Nancy Allende
Telephone: 951 358-5311

Fax: 951 358-5472

E-mail: nallende@riverside.ca.us

E-mail: iilLharden@cdph.ca.qov

B. Direct all inquiries to:

California Department of Public Health

Network for a Healthy California
Attention: Giida Carpenter, Chief

1616 Capitol Avenue, Suite 74.516, MS 7204
P.O. Box 997377, MS 7204
Sacramento, CA 95899-7377

Telephone: 916 449-5409
Fax: (916) 449-5414
E-mail:_gilda.carpenter@cdph.ca.gov

County of Riverside Community Health
Agency

Attention: Nancy Allende, Project
Coordinator

4065 County Circle Drive
Riverside, CA 92501

Telephone: 951 358-5311
Fax: 951 358-5472
E-mail: nallende@riverside.ca.us

C. Either party may make changes to the information above by giving written notice to the other
party. Said changes shall not require an amendment to this agreement.

Page 1 of 18




A.

Riverside County Community Health Agency
09-11221
Exhibit A
Scope of Work

Allowable Informal Scope of Work (SOW) Changes

Changes and revisions to the SOW contained in the agreement, utilizing the “allowable
cost payment system”, may be proposed by the Contractor in writing. All requested
changes and revisions are subject to the approval of the State. Failure to notify the State of
proposed revisions to the SOW may result in an audit finding.

The State will respond, in writing, as to the approval or disapproval of all such requests for
changes or revisions to the SOW within 30 calendar days of the date the request is received
in the program. Should the State fail to respond to the Contractor’s request within 30
calendar days of receipt, the Contractor’s request shall be deemed approved.

The State may also request changes and revisions to the SOW. The State will make a
good-faith effort to provide the Contractor 30 calendar days advance written notice of said
changes or revisions.

Progress Reports

A.

The Contractor shall submit one original semi-annual progress report to CDPH in the format
prescribed by the State. The progress reports shall describe progress made in completing
agreement deliverables, challenges encountered, and solutions proposed.

Progress report periods and due dates are:

Report Period Due Date
Semiannual October 1, 2008 — March 31, 2010 04/16/2010
Final April 1, 2010 — September 30, 2010 09/30/2010

If the State does not receive complete and accurate progress reports by the required dates,
further payments to the Contractor may be suspended until complete and accurate reports
are received.

Contractor Requirements

The Contractor shall comply with the guidelines for the development of all education materials
as outlined in the Local Incentive Award Program Guidelines Manual. These Guidelines have
been incorporated into this agreement and made a part hereof by reference in Exhibit E,
Additional Provisions, paragraph 1. In particular, the Contractor shall comply with the following
requirements: '

A. Submit any news release related to this agreement to the State for review prior to its

B.

release.

The Contractor agrees to cooperate with the State in data collection related to evaluation of
program effectiveness as requested in the manner, format, and timeline prescribed by the
State. Data shall include, at a minimum, demographic descriptions of the population served,

Page 2 of 18




Riverside County Community Health Agency
09-11221
Exhibit A
Scope of Work

audience reach, and items to measure program effectiveness. The data shall be submitted
in the required form prescribed by the State.

C. The Contractor agrees to cooperate with the State in the review and, when appropriate, the
field testing of statewide evaluation instruments and newly developed educational materials.

D. The Contractor shall ensure that the USDA SNAP-Ed is clearly identified as a sponsor or
support organization on all materials and products funded by the agreement (electronic,
print, audiovisual, media, etc.). The Contractor agrees to abide by the guidelines set for
usage of the Network logos on any products generated by the Contractor.

E. The Contractor agrees to cooperate with the State by participating in statewide meetings
and site visits, as deemed necessary by the State.

See the following pages for a detailed description of the services to be performed.

Page 3 of 18




8l Jo  abeyd
welbold uaip|iyD pue sjueuj ‘UsWOAN = DM saljiwe4

Kpsa) Joj souelsissy Aleiodwa| = JNVL ‘uoneonpg welbold souelsissy UolinN [eluswslddng = p3-4vNS ‘welboid aoue)sissy uonN [eusws|ddng

= JdVYNS 1sljeloads yoseasay = Sy ‘BiulojeD AyjjesH e 10j YIOMJON = }Iomjap ‘10jeulploo) weibold = Od -101eanp3 yiesH = JH ‘YIUo 8y} jo isenieH

= INLOH ‘9ouspuadopu| 10} 8NuUsAY J8jeaid) = NIV ‘Spiy 0} Ajliqisuodsay pue AjunuoddQ SOAA BlulojieD = SYHOMIBD S80IAIBS [B[00S 2l|gNnd Jo juswieda( =
SSdQ ‘uoluanaid AseqQ pue ‘ANAIOY [edIsAud ‘UOIINN Ul 83UB|[89X3 JO SSIIUNIWOY = X0 -48XI0AN YoBannQ AIUNWIWOD = MOD ‘lojelsiuiwpy = (v -pusban

‘(lJomIaN UljeaH eulsig Lasa(q b a) sbunssw
uonedionted jo SAI}RI0QE||00 OUIpleulsg UeS / SPISISAIY pue SLI0YS aAljeljiul (euoieonpa ay) Buipnjoul saijialoe
pJooal ‘sepuabe MOD [euoiBal yomian Ui syedisiied pue saiiaijoe jeuoibal yuompsN Buiuueld ojul Jndul apiaoid o}
010Z/6 — 600Z/01 josadoy | ‘3H ‘0d ‘av (-01@ ‘sbupeaw ubledwen sjqejabap pue jini4 “6-9) sBujeaw paelal yiompaN [euoibay pushy (G
-arendoidde uaym yoeasno dwe)s pooj Buidonpuod suoneziuebio
saljAnoe pue saiousbe welibo.id uoleanp3 uolnN dwejs poo4-eluioyije) jo Ajisianiun Bunsixse
ul uonjedion.ed MO yim uosjeloqeijoo Buipnjou; ‘swelboid [Bo0| 0} ssainosas uonowoid Ajanoe jeoisAyd / uoneonps
0L0zZ/6 — 600Z/01 JO pJooay ‘JH ‘Od ‘av uolLINu apiroad pue saajeiul apimalels Buptoddns saianoe Ajunwwod Buiobuo uy sjedidiled (¥
YIOM}ON
0} papiwgns ‘glelidoidde
pue pajajdwod se sBuluies jeuoibal Buipuape sapnjoul siy | -uoildwnsuod ajgejabaa pue jinl) aseasoul
0102/6 — 6002/0\ sjuawnooq av 0} UCHUBAIBIUI Ui JO Uojen(eA] Joeduw| Jonpuo) aleys [elapad 000°0SES JOA0 Uiim siojoeduo) (g
YIOMION
laquisydag 0} papiwgns
pue |udy pue paja|dwod ‘swio4 Bupjoely AlAnoy pue sjuswiyoene
0102/6 — 6002/01 sjuswinocg av pajeqe) ‘saAnelleu Jodal ssalboid ‘spodal ssaifosd Buipniour ‘poday [eutd pue |enuuy-lwes (2
YIOM)ON
Jaquivldeg 0) papiwqgns
pue judy pue pajs|dwod
010¢/6 — 6002/04 Sjuawnoogd av ‘auluo spoday AjAROY lenuuy-liwag (1
awelaWl | uoljenjeay w_n_mw_wm‘mwm SaNIALOY
Kiewwng jo8lolg 899G .saby/salloiuy3/aoey :@oualpny jebie |
Ajunwwo) [X]  |euoneziuebig/euonninsul [X]  sdnou |eloog :euossadisiul [[]  [Bnpialpuj [] :jopoin 120160027 je1oog

‘sBujujes) pue sjuans AJlunwwoo palosuods

-yiompap Ui sjedionied pue aulpesp Yoes 810§aq Jo U0 SLUIO} pue suodal palinbai jle juwgns pue 8}ajdwod [im JOJOBIUOD :(aumjongiseqyut) | 9AILO3PA0

*AJUNOD) BpPISIBAIY JO m«cm,b_wmh

[(d4) [9re Alenod [Bepad %G8 S | ewooul-mo| U Ajanoe [eoisAyd Ajiep asealoul pue sajqelaboa pue s)inig |nuojod Jo uoldwinsuod Ajiep ay) eaoiduw] (L VOO

LZZ11-60 :13quUnN joeluoH
yjjeaH 2iiqnd jo uawnedaq Aouaby yjjeaH
Aunwiwod LJunos) apisionly :awep joesjuod

YIOAA JO adoog

Vv LigIHX3 G# wio4




g8l jo g ebed
welboud uaip|iyD pue SIUBJU| ‘UBSLLUOAA = DA ‘saljiwe
ApaoN .o} aouelsissy Alelodwa] = 4NVL ‘uojjeonpg welbodd aouelsissy UoNLINN [ejuswalddng = p3-dvNS :welbold aouelsissy uoiiiny [eluawsiddng
= dVNS ‘1sljeloads yoiessay = Sy ‘eiuolijer) Ayjjeap e iof YI0MjaN = YI0MaN ‘J0jeulpioo) weiboid = Dd Jojeanp3 yjeaH = JH ‘UJUo| auj Jo 1senieH
= WNLOH ‘@ouspuadapu| 40y anuUsAY Jajealn) = NIVD ‘SpiX 0} Alijilqisuodsay pue AjunyoddQ MIOAA BILIOHED = SHYOMIBD ($801A18S {BI100S J1iqNd JO usweda(] =
SSd( ‘uonuanaid AIsagQ pue ‘AANoY [e2ISAUd ‘UOIIMINN Ul 80U8|[9aXT JO SaIJIUNWIWOYD = X0 0 Yoealno AUNWWoD = MOD Loledsiuiwpy = Qv pusbe

1obpnq MOD "pajusinoop Ajglelidoidde pue ajgemole
0L0Z/6 — 600Z/01 aleys 9)B1Q ‘IH ‘0d ‘av 8Je SBlJIAIJOR 8Jeys 9]els ainsud 0} saulepinb a.nnoLby jo uswedsq selels pajun esn (L

“SISIUOIANN Juswlieda
yijeeH [2207 J0 @oUsI8UOCY BIUIOJI[ED [ENUUE pusjje Osie sjuswledsp yjjesy |eoo) sbujured |
(WLOH) Yytuoy oy} Jo }senteH pue (buuds) sBujieaw BlLICY|ED UONEBINPT Ul SI1dulied se U)jeaH

uonedpnied jo | Buideys |euoifal palosuods-y/omiaN dy] pualje OS[e S|o0YIS UliM BujIom Saspiemy SANUSUY]|
pJooa. ‘sepuabe MOD [2007 JO S}olISIp [ooyos ‘sBuiulel) [euoifal palosuods-¥I0mjaN J8Uic pue adUSISIU0D YJOMISN
0102/6 — 6002/0L jo saldo) ‘QH ‘Dd ‘av [enuue :Buipnjoul seousIaju0d pue sbuluiel) palosuods-yiomisN 984y} JO Wwnwiuiw e pusly (9
, Aped
awleljowt } uonen|eay a|qisuodsay SaNIAOY

LZZLi-60 :J3qunp joehuo)
yjjeaH o1jand jo juswiiedaqg Aouaby yjesH Y40)A Jo adoog
Aunwwo) AJuno) SpISISALY BWEN Joei3U0D Vv LigiHX3 G# wo4d




81 jo g ebed
welboid usipjiyd pue Sjueju] ‘UsWOop = DIAA ‘Saljiwe

Apaa Joj soueisissy Atelodwa] = JNV1 ‘uogeonpd weiboid aouesissy uojunN [eluswalddng = p3-4yYNS :welbold saouelsissy uolyny |elusweiddng

= 4¥NS ‘isi|eads yoieasay = Sy ‘BlIoye) AyljesH & 104 YIOMIBN = 3IOMJaN ‘10Jeu|plood weibold = Dd 10jeanp3 yjlesH = 3H ‘YIUo ay} Jo 1seAleH

= INLOH ‘8ouspuadapu| 10} 8NUBAY J3JBaIE) = NIVD 'SPy 0} AJljiqisuodsay pue Ajunuoddo YoM BILIOHIED = SYHOMIBD (S921AI8S [B100G 21|gNnd Jo Juswiedsq =
SSdqQ ‘uonuaaaid AisaqQ pue ‘ANAROY [e01SAUd ‘UOHINN Ul 90US||89XT JO SBIIUNWWOD = XD US3IOA YoBannQ AunWwoD = MO HHojelsiujwpy = QY :pusba

suonuaAIalul
pasodoid "1 10Z JBaA |eosid {eJopa4 u
pue sease uonejuswa|dwi Jo} saiLioud AJUNWWOD 8y} JO 8UO Sassalppe Jey) ABsjelis uojeonps uoliinu e
wajgold paynuapl sje10dI00Ul 0] 8AN0B[GO BuNSIXS UB 8SIARJ JO S|qeMO||B XJOMISN S| 1BL} 9A1103[q0 HIOAA o 8d0oog
0102/6 — 6002/0} jo Alewwing od ‘av oibajels e dojaasp pue ‘ses.e wa|qoud paynuapl azyuoud ‘eljsyoeod ul sbulpul X0 Uo pasegq (v
s|eusjew
uonejuasaid
"apISIaAly 10 AJunod ay} Ul yels uswedsp yjesay Jo/pue S|ooyas ‘sieioiyjo Ajo
0102/6 — 600Z/01 | epuabe jo saido) Od ‘'SH ‘av ‘sajouabe Ajunwiiod o} ejjayoeo)) ui sbuipuly X0 ayruo suolejuasald aaly) 0} om} 1onpuosn (¢
MQOD 3H
0102/6 — 6002/01 sjnsal Aening ‘SY ‘0d ‘av ‘sjinsaJ AsAins azAjeuy "pooyioqybiau ejjayoeod sy} Ul SBINIAIDE JUSWUSSSSE XD JONPU0D (z
“Xnopiqny Ul }lom Aaains juanbasqns pue (A1
010¢/6 —6002/01 Hodas Aewwng Od ‘av [eJpayien pue JewsH ‘eucio)) Jolid XO 9002 U} WoJ) SANI0 S} 104 SUOHUBAIBIUI JUBWNZO(] (1
awesjowl ] uonenjeay w_n_\mﬂhwm_mwm Sa}IAIOY
. Kiewwing 109loid 9ag :saby /saijloiuyig/aoey aousipny 1ebie|
Aunwwod [X] |euoneziuebiQ/jeuonnisul [ sdnolg) [e0og :euosiadioul [X] [enpiaipul [X]  :I12PO |e0150]00] [ejoos

*AIUN0YD apisIaAly Jo sjoed) snsuad a|qibe ui joalo.d joid X0

1O BLWO0DINO UO JIOM 0} BNUIIUOD |Iim Jojoenuo) :fosfoid Amxov uoluaald AlsaqQO pue ‘ANAIOY [BOISAUG ‘UCIHINN Ul 82Ud[[99X3 JO SaljlUNWWo)d] Z IAILOAr90

‘Ajuno)

opISIOAlY 10 Sluapisal (1dd %S85 ) 8Wwoou-mo| ul AJIANoe [eolsAyd Ajlep asealoul pue sajge)abaA PuB Sjinyj INojod jJo uoldwnsuod Ajlep sy} asealou| | YOO

LZ211-60 :J2qunp joenuod
yjieaH 21iqnd jo juswyedag Aouaby yyjesHy
Ajunwwon AJuno) apISIanly :dWeN Joeljuo)

)IOM Jo adoog

V ligiHX3 G# wiog




g1 jo / abed

weubold uaipjiyD pue sjueju| ‘UBWOAA = DIAA ‘saljiwe
ApoaN Joj eoue)sissy Alesodwa | = 4NV L ‘uoiieonp] welbold aouejsissy uoniny [eluswslddng = p3-dvNS ‘weibold aouejsissy uonuiny [euswalddng

= dVNS ‘Isi|e1padg yoieasay = QY ‘eiiojen Ayjjesy e Joj 3I0MaN = JI0MJaN ‘10jeulplood weibold = Dd 10}eonpg yiesH = JH ‘UIUOW 8y} JO jsaAteH

= WL1OH ‘eouspuadapu) 10} ®nusAy Jajeals) = NIV ‘Sppy 01 Alijiqisuodsay pue AllunuoddO MOoAN BIUIOHED = SHHOMIED S90IAI9S [B100S Jljqnd JO Juswiiedaq =
SSdQ ‘uonuanald AissqQ pue ‘AlIADY [e21SAUd ‘UOHLIINN Ul 90US|j99X T JO SOIHUNWIWOD = X0 HUSYIOM YyoeannQ Ajunwwiod = MOD Holedsiuiwpy = QY :pusbe

ISEE)
ajse} / sadioal
uoneJjsuoLlap

poo

uolejussaid
uodJamod
/ sue|d uossan

18l uonnguisiq

"sse|0 yoea ul sjuedioied

G1-01 Alewixoidde aq |im aiayl -Alaljoe Buiise) 81se} Jo/pue uoneljsuowsp pooy e apnou|
Aew pue salnuiW GH-0¢ aq |IIm sesse)) “welboud ayy ul Bupedioied saouo NIVO/SYHOMIED
U8} 0} BAl} U} JO YOBS Je Yjuow Yoes Pajonpuos ag ||IM SasSe[O OM] 0} suo Jses| Iy "welboud
Jejwis 40 qnID qor 8y} Buusua SJusd MaU YIIM AJUNOD SPISISAIY Ul SO0 NIVD/SHHOMIED

010¢2/6 — 600¢/01 s|elsielN MOD ‘IH ‘Od |edo| Je sessefo uojowoid Ajaoe |eaisAyd pue uopednps uolLNU 00| 0} G/ JO [el0} B Jonpuod (¢
‘payoeal aq |im sjuedionied QL JO WNWIUIW y “S|eusjew
1s1] uoiNguysiq |euoneonpa Buiseyoind pue sjeusiew pajuiid Buipiroid apnjoul Aew uoleloqe||od jo se|dwexy

010¢/6 — 600¢/0L s|elisie|y MOD ‘FH ‘0d "sabessall yjomjaNy ynm siuedioied yoeal o} welbold 4yNS [BO0| 83Ul yim sjeloqe|od (g
sojoyd ‘JUBA8 Uoes je payoeal aq ||Im siuedidied gz Ajpjewixoiddy -welaboud ayy
ur Bujedionied sao1l40 4YNS 9Al) 01 99443 94} JO 4OBa Je Pajonpuod ag ||Im SJUSAS OM] }Sed| 1y
181 uongulsiq ‘uonjowo.d AjAnoe [eojsAyd pue uoleonpa uoINU apiacJd O} SadI0 JYNS [e90] Je (suonowoud

010¢/6 — 6002/01 sjelsie MOD ‘GH "0d ubiedwed apimale]s Jo Yjuopy uonuinN jeuoneN “6'8) sjuaas us) 0} Xis Ul sedioled - (1

aweBwly uonenjeAg Aved SalIAlOY

a|qisuodsay

abe jo sieoh G — g| :seby

Aunwwod [X]

"UOIIEONPS UONLIINU BAID0]

|jim weibold (@duspuadepu| 40} 8NUBAY Jajealn)) NIVS/(SpY Jo} Aljigisucdsay pue AjjluniioddQ YIOAA BILIOHIED) SMHOMIED Jo/pue
(dV¥NS) weibold aouelsissy uoninN feusws|ddng (SSdQa) SooIAI9S [BI100S dljgnd 10 Juswiiedaq ayj ut Buijediopled ‘AjJuno) apiIsioniy

10 syuapisal a|qibije (P3-d¥YNS) uoleonps weibold uoieonpg uolINN _EcmEm_aa:w 000°L Jo Wnwiuiw e ‘010z ‘0g Jequeidas Ag Awwmooiv ¢ JALLD3rgo

BpISIanY JO sjuapisal (d4 %G8 S ) @WOodUI-Mmo| Ui Ajianoe _mo_m>ca Ajlep e@seauouj pue sajqejaban pue sjnuy _:to_oo 10 uondwnsuod Ajiep ay} asealou|

1221 1-60 :l2quinN joenuod
yjjeaH 21jqnd jo juawpedaq Aouaby Yjjeay
Aunwwon AJunod apIsSIaAly dweN joeljuod

*Aluno)

HIOM JO 9doog
Vv 1liglHX3

NVOIYINY NvOId4V PUe FLIHM 'ONILY1 :S8lidluyi3/edey :aousipny jebiel

jeuoneziuebiQ/euonnisuly]  sdnoio _m_oow ‘Jeuosiediaul [X]  [enpiaipuj [X] :l9POIA 1€0160j003 [e100S

1 IV09O

G# wioy




81 jo g ebed

welb0oid uaipjiyD pue SsiuBju| ‘USWOAA = DIAA ‘Saljiwe
Apsay Joy aoue)sissy AJesodwa] = 4NV1 ‘uolleanp3 welbold 8oue)sissy uolnp eyuswelddng = p3-dyNS ‘wesboid aoue)sissy uoninnp [eusweiddng

= JVNS ‘1sljeoadg yoleasay = Sy ‘Biiolen AyjjesH e 4o} 3IOMJSN = 3Iom)epN ‘10jeulpiood weibold = Dd Jojeonp3 yjesH = 3H YIUoW 8y} Jo jseaieH

= INLOH ‘82uspuadapu| 10} 8nUsAY J8jesid) = NIV ‘Spiy 0} Ajljigisuodsay pue AjunpoddQ YIOAA BIUIOHED = SHHOMIBD ($991AI8G |BI00G 21|dNd JO Juswledsq =
$SdQ ‘uonuanaid ANseqQ pue ‘AJAIOY |edisAld ‘UOHIINN Ul 80US|[90XT JO SBIUNWWOD = XD HYIOM YyoeaunQ AUNWiIo) = AMOD Holelsiuiupy = QY pusbeT

sojoud "JUsA9 |yoes
Je payoeal aq |m sjuedionied Gz-0z Ajeiewixoiddy sjelajew |euoileonpa Jo dAjjedsiullupe
1s1] uoiinquysiqg Aeme anib pue saweb paje|al uoiLnu Aejd ‘syajydwed uogesnpa uolLINU SINGLASIP pue ([210}
010¢/6 — 6002/0L sleusiely | MOO ‘3H ‘Od sjuaAs 1yBie 0} INoJ) SUOIEDO| JBXIBIN Sialie OM} 0} SUO Je sawi} noj Jses| Je yjoog e dniag (¥
"JuUsAB Uoes Je payoeal aq ||m sjuedoied oG
sojoud JO WiNUHUIW 7 "SUOoiEd0] [ie)ad Buipn|oul sajousbe AJunwwod |eo0] Je SjudAs pue suofjeziueblo
paseq-ylie; [eoo| e swelbouid ‘uoneigsdn Yussiaung ‘odx3 pue apeled AIoisiH yoe|g ‘uoy |
1817 uoanqusI -V-MBA “Ir Buy JayinT uiuepy 0} paliwi| Jou aJe Ing ‘epnjoul Aew syuaag -uonowosd Ajaioe
0102/6 — 6002/01 sjeusleN | MOD ‘3H 'Od [eaisAyd pue uonesnpa uohINu BuipiAcid SJUBAS UBDIBWY UBDLYY Noj O} 984y} Ui ajedidied (g
"JUBAS Uoea Je payoeal aq jm sjuedionied G| JO wnWwiuW
sojoud Vv "suoneoo] |iejas Buipnjou; saiouabe AJunwiwod [Bo0] Je SJUsAs pue suoljeziuebio paseq yie)
[e00| Je swelboid ‘|easa ajewe | ‘Juaal si0j00q Bulki4 AsiieA e||eyoeo) ‘e YyijeaH |euoieN
1817 uoinqusiq -i1g ‘lie4 A1ojes pue yljesH Iyoele 0} palill] Jou ale ng ‘apnjoul ABw sjuaAag uojowoud
010¢/6 — 600Z/01 sleusiey | MOD ‘IH ‘Od Ayanoe [eaisAyd pue uoneonpa uoiinu BuipiACId SJUBAS OullET JNoj 0} 83Jy) Ul sjedidiied (2
"JUaAS Loes Je payoeal aq
sojoud (m siuedioiued 671 Jo wNWiulw y sabessal yiomjsly djowoud 0} uoiesldsy pue syled Jojpue
‘UoISUBIXT dAlelado0o)) ‘apISIaAlY O Ajuno) ‘A19100S Jooue) uedlsWy ‘UOHeID0SSY JieaH
1Sl uonnguisi uesusLWY Se Yons salouabe yim sjeioqe|o) “sdoysyiom Jo syjem ‘siie} yljeay Buipnjoul sjuass
0102/6 — 600Z/0} sieusiey | AMMOD ‘IH ‘Od Auunwiwos Jofew unoy 0] a1y} Ul uogowold Ajaijoe [eolsAyd pue uoleanps uohlinu spinold (L
awelow| uonenjeag m_n_mu_wm_mom SOIIAIOY
TV seby NVOISINY NYOI-4Y PUE ‘TIIHA ONILY1 :S8holuyig/eoey :sousipny jebie |
Aunwwo) [X]  |euoneziuebip/euonniisul [} sdnouo [e1oog jeuosiadisiul [ [enplaipu] <] [1@PON 1eoibojoo3 |e1oog

‘Alunon) apisianly

Ul 1dd %S 1e soljiuie) aulooul-mo| jobie; 03 sjusas Ayunwiwod Ul ajdoad Gog'|L JO WnWwiuiw e yoeas ‘0L0Z ‘0¢ lequeidses Ag :(s$9001d) ¥ IAILOArg0

‘Ajunod

apISIanly Jo syuapisal (dd %S85 ) awoou-moj Ui Ajiaijoe [eoishyd Ajlep asealoul pue sajgelsban pue sjinyy [npojod Jo uondwnsuod Ajep 8y aseauoul | V09

12211-60 oquinN joenuod
yileaH 21qnd jo uawisedaq Aouaby yijesH
Ajunwiwon AJUno9 apISIOALY DUBN JOBIIUO0)

YIOM JO adosg
Vv 1igIHX3

G# woy




81 jo g abed
welboud ualip|iyD pue sjueju] ‘UBWOAA = DIMA ‘Soijie
ApaaN Joj souesissy Alesodwa | = n_z<._. ‘uoijeonpy welbold eoue)sissy uohinN [ejuswalddng = p3-dyNS ‘welboid aouejsissy uonuny |eluswelddng
= dVNS ‘1sl|ei0adg yoleasay = SY ‘giuiojljed Ayjeap e Joj YI0M}aN = }IO0M}aN ‘10Jeulpiood weuboid = Dd 40yeonp3 yjesH = JH YUO 8uj JO 1SeAieH
= INLOH ‘@dudpuadepu) 1o} snusAy Jsjeals) = NIVO ‘Sph 0} Ajljigisuodsay pue AjunuoddQ Yo BILIOJIED = SYHOMIED 'S22IAISS [B100G 2llqnd JO Juswuedaq =
SSdQ ‘uonuaaaly AliseqQ pue ‘AliAIDY 1BOISAUH ‘UOHIIINN Ul 893U8|80XT JO SaIIUNWWo) = X0 IO Yoeano Aunwiuod = AMAOD Hojedsiujwpy = gy :pusben

suejd uossoT

1si| uoNNgUysI

s|elalen "PaydEal 84 [iM UsIp|iyd Oy JO WNWIUIW ¥ "UaIplIYd 0Z-G | Ajplewixoldde
aAey jm sseo yoe ‘ued uossa| pasoidde xromisn Jayjo Jojpue uolowold Ajaioe
(3t uo) |eaisAyd pue Bupes Ayyesy spnjoul Aew soido | *(|B10) S8SSe[d GZ-91) S|00YDs JelS pesH
010¢/6 — 600Z/01 sjeays u-ubis | AMOD ‘SH ‘Od BAl} 0} UNOJ BY] JO YOBS JB Pa||0Jus UsIp|Iiyo Jo} sasse|d dnoub aAljoe.IOlul SAl4 0} INOJ JoNnpuo) (g
uoneyuasalid
julodJiamod
/ sue|d uosse
11| uoNNQGLISI ‘|ejo) sjuedioied gf 16 wWnwiulw v sueld uosse| paaoidde
sjeus)ep sHomjsN Jayio Jojpue ‘sjage| pooy Buipeal ‘sjoeq ayl 199 spnjoul Aew soido] “ssejo yoeo
ul syuedipied G| - o} Algjewixoldde aq im a1ay ] (wnuwiuil sasse|o ybie o) unoy) wesboud
(3l uo) 8y} ui buiedionsed AJunon apisianry ul (Bulby uo ao1Q) seys Joiuas o|qibije Jnoj 0] om} 8}
0102/6 — 6002/01 syeays uI-ubis | AMOD ‘JH ‘Od | Jo yoea Je sesse[o uonowold AJAIO. [BoISAyd puB UoIIEoNPa UOHLIINU OM] JO WNWIUIW & 1onpuod (2
‘[eyo} sjuedioiied 0zg jo wnuiuiw
uonejuasaid v ‘suejd uosss| pasoidde yiomiap J9Yl0 Jo/pue ‘s|age| pooy) Buipeay ‘sjoe4 oy} o) apnjoul Aew
UI0449MO0d saido] -AJunoo) apISIBAlY Ul S8IjIWe) awooul mo| 1abie) yoiym suoljeziueBlo 1aylo Jo ‘sjooyosald
/ sue|d uossaT ‘Uoiiealoas pue syied ‘suoljeziuebio paseq AjUnwiLIOD ‘siajuso Ajunwwod ul jybne) aq Aew
S9ssEe|D) 'SSB|D yoea uj sjuedoned Gz-og Ajplewixoidde aq |m siey] “suoljesisuowap AjAljoe
(ey uo) [eaisAud Jo/pue ‘se|gejabana pue s)inij Bulnies;) suoljessuowap Bupood spnjoul Aew sasse|D
01L0Z/6 — 600Z/01 sj@sys ul-ubis | AOD ‘9H ‘Dd ‘uoljowoud Ajaioe [eaisAyd pue uolieonpa uonuinu Buipiaoid sasseo 9z Jo wnwiuiw g onpuod (L
Aued
awesjawl ] uoljen|eAs SOIHAIOY

a|qisuodsay

TV :seby NVOIRIANY NVOIHdY Pue ‘J1IHM ‘ONILY :Senidluyl3/edey :9oualpny jeblie|

Aunwwo) [ |euoieziuebip/euonminsul [X]  sdnous) [e1oog jjeuosiadisiul [X]  [enpialpul [X] ([@POW [eo160]003 [e100s

"Ajunog apisienty ul (1dd %S85 )
S3l|lLie} aWoduU-mo| 0} pajab.e) sasseld uoieoanpa uollnu u) ajedioied [jim oidoad gg0‘ L Jo wnwiuiw e ‘010z ‘0g Joqweldeg Ag :(ss8204d) G AAILDIANG0O

Ajunod
OpISIaAY JO sjuapisal (dd %SQE ) aWodu-mo| Ul AjiAloe |eo1sAyd Ajlep asea1ou) pue sajqejaban pue s)nj |nHojoo JO uoljdwnsuod Alep sy} asesloul L V09

122L1-60 :Jaquinp joenuod
yjjeoH 21jqnd jo Juswpedaq Aouaby yjeoH IO Jo @doog
Ajlunwwon A3unon apisieAly awWeN joejuo) v LIgIHX3 G# ulog




81 J0 0| abed
welbold uslpjiyd pue SJUBJUL ‘USWIOAA = DIAA ‘Saliwe

Apoa| 1o} aoue)sissy Alelodwa] = 4NV ‘uoneonpg weliboid asuelsissy UolinN [ejuswaiddng = p3-dyNS ‘weiboid aouelsissy uonuiny [ejuswajddng

= dVNS ‘Isljei0ads Yoleasay = QY ‘eiulojijen Ayjjes e o YIoMmjapN = 3iomjap ‘10jeuipiood welboid = DOd ‘1oyeanp3 yiesH = 3H YIUO\ 8y} Jo 1seAleH

= WLOH ‘@ouapuadapuj 4o} 8NUBAY J8jeals) = NIVD ‘SpIy 0} Alljigisuodsay pue AjunjoddQ YIOAA BILIOHIED = SHHOMIED (S82IAI8G (8120 0llghd Jo Juswuedad =
SSdQ ‘uojjuanaid AlisaqQ pue ‘AlAOY [BoISAUd ‘UOILINN Ul 8U8||80XT JO SSIHUNWWOY) = X0 HONIOM YoeauNO AlUnwwon = pOD Holessiuiwpy = gy -pusbar

010¢/6 — 6002/0L

(ol

uo) aouepusalie
10 piooal
/sye8ys ul-ubig

salis
uocljuaAlajul Jo 1si

ueld
uolien|eas oedulj

3H ‘0d

‘SUOISSAS DAY} BY} Ul payoeal
aq |Im (suoissaldwil 0GZ) SHNPEe 10/pue Sjuspnis OG JO WNWIUIW v/ "1S8) 8}se)} a|qejaban Jo
unJj e ainjes} AW YoIym ‘s)inpe Jo/pue sjuapns Joj papiaocid aq ||m Sjelislew jeuojeonps pue
UONEONPA UCHLINN "SUOISSSS 9Al} JO LUNWIUIW B SABY [|IM SB1IAS SSBJD uolenieas joedw| ey |
"$9119S uonen(eAs joeduwil ay) 1onpuod o} weiboid pasoidde ysomisN JBUl0 10 NI1OH 84yl azimn (v

awesawl |

uonenjeay

Aued
a|qisuodsay

SelIAIOY

12¢Z11-60 :1aquinp joenuo)
YyjjeoH o1jqnd jo juawpedaq Aousby yjjesH
Ajunwwon AJunon apisIaAly :aluey Joeljuo)

MIOM\ JO 2d0DG

V 1igIHX3d G# wiod




8l Jo || obed
wedsboid usipiiyo pue sjueiul ‘UBWOAA = DI ‘sdljiued

ApasN 40} douelsissy Alejodws | = 4NV ‘uoleonpg welibold souejsissy uoniny [eyuswsiddng = p3-dvNS :Welboid aouelsissy uonlny jeluswajddng

= dVNS ‘1sleoads yoseasay = Sy ‘Biulofifed AyjiesH e Joj YIoMaN = 3IOMJaN ‘10JeuIpIo0) welboid = Od 01eonps YieeH = JH ‘YIUO\ oy} O 1SanieH

= INLOH ‘8ouspuadapuj 1o} snusay Jsjealo = NIVO ‘SPIY 01 Alljigisuodsay pue AjunpuoddQ SO BILIOJED = SHHOMIED ‘SO0IAISS [BI00S 2[qNnd JO Jusweds( =
SSd(@ :uohuanaid AysaqO pue ‘ANARDY [e0ISAYd ‘UOHIINN Ul 80US|[80XT JO SBIIUNWWIOY = X3 48YIOM YOBSANO AUNWWOD = MOD HOIBISIUILIPY = QY :pusbeT

(a4 Uo) sino) al0)s
Jo} yesys ul-ubig

sojoyd

)89}

s)se / sadioal
uojjessuowap

poo4

isi| uonnquysia

‘|e10) ajdoad gz Agrewixoidde yoeal jjipA "SINO) 8101S JO/PUB $B|(E] UoIBWIOoU] ‘S1S8)

010zZ/6 —6002/01 sleuslelNy | MOD ‘3H ‘Dd | 91se) ‘suoielisuowsp poo) se Yons suoiuaAlalul 1eyad 1ybie o] aaly jJuswajdwi pue sjowoud ‘ueld (v
sl uonnqrysig
s|elslen
"[ejoy a|doad gp0‘g Ajeyewixoidde yoeau jipn  sobessew yJompsN sjowodd 0} s810)s |iejad ybie
010z/6 —6002/0} sl a10}s | MOD ‘IH ‘Od 0} @Al 0} (Yuow Jayjo Aiane) Jeak sad seuul) XIS JO WNWIUIW e s|eslew sajes Jo juiod ajnquisiq (€
(8l uo) pie ‘(uoneoyieD
0Loz/6 ~ 6002/0L SI8|pueH poo MOO ‘IH SJaxJop\ POO4) LoneDy(eD Buljpuey poo) AJunod Juand e ulejulew Jo/pue ajRldwod (g
‘papsaau se sajepdn jieje. 186 0} saousJIajuU0039)
0102/6 — 6002/01 | sepuabe jo saidon IH |lejel spimelels ul ajedionsed Jojpue isiiepadg weiboud {lejay jeuoibay ay) oewod (1
Aaed
awelewI ] uoljenjeaz siqIsuodsay saI)IAlOY
TV seby NYOIGINY NVOId4V Pue ‘JLIHM ‘'ONILYT :Selioluyjq/e0ey :eousipny jabie |
Aunwwod [ feuoneziueBbip/euonniisul [X]  sdnoug [e1oog (jeuosiedisiu|[X]  [enpialpul [X] ([epojN (e0160j00] [e100S

"AJunoD apisianry Ul saJols Buidyiienb je sjuaaa |ielay ul ajedionled |im ajdoad 0gz‘e Jo Wnwiuiw e ‘010z ‘0¢ Jequsldag Ag :(ssadold) 9 JAILDArdo

‘AunoD

apisIanly Jo slueplsal (d4 %S85 ) awodul-mo| Ul Ajjanoe [eaisAyd Ajiep aseaioul pue sajgejaban pue s)inJj [NHojo9o Jo uoidwnsuoo Ajilep sy eseasou | V0D

LZZL1-60 -19qunN JOoBUOD
yieaH alqnd jo juswipedaq Louaby yjeoH
Alunwiwon AJunon apISIdAlY SN JorIjUO)

W10\ JO @doog

vV 1igiHX3 S# wuod




8l jo z| abed
welboid usip|iyD pue Sjuejl| ‘USWOAA = DA ‘Saljiwe ]
Apaap Joj souelsissy Alelodwa | = 4NV ‘uoieonp3 weiboid aouelsissy uojuinN [ejuswelddng = p3-4y¥NS welboid aouelsissy uollinN |elusws|ddng
= dVNS ‘I1si|eioadg yoieasay = QY ‘Biuioye) AYjesp e 10j 3I0MJaN = 3I0mjapN ‘I0Jeulplood weiboid = Dd '10jeonpd yjjesH = JH ‘YUoW 8y} Jo JseAleH
= INLOH ‘eouspuadapu| 1o} anuaAy Jajeai) = NIVO ‘Spiy 0} Alljigisuodsay pue AjjunuoddO YJOAA BILIOJED = SYHOMIED S82IAISS [B100G 2ligNnd J0 Juswiedsq =
SSdQ ‘uonusAaid AisaqQ pue ‘AJAROY [BOISAUd ‘UORIINN Ul 80U8|[90X3 JO SBRIUNWWOY = XD MO YoeaanQ Ayunwwiod = MO Hojesiuiwpy = Qv ;pusber

“JUaA8 |yoea je payoeal

sojoud aq M sjuedionied gQ| JO WNWIUIW Y (je)0) SiuaAs aAy) sisjyduwed Jojpue sinopuey ‘siejsod
Buipnioul sfelselew uonowoud Alaijoe jeorsAyd Jojpue uojeanpa uoilnu apiaoid oy Aefdsip
1s17 uonngsiq £ 10 yjooq e dn Buies Ag S|ooyos parosias au) o yoes je (YJuop UuoInN jeucien ‘|ooyos
010¢/6 — 600¢/0L s|elisjepy MOD ‘3H 'Od 0} Y[EA ‘@snoH uadQ YBIN |00yoS O} Yoeg “6°8) JuaAa |00YDS BUO JO WNWIUIW € Ul djedidied (€
suolnejuasaud

‘payoeal og [jIm sjualed G Jo wnNWiulw Y "SSEJO yoes ul sjuedioiled

G1-01 Ajerewixosdde aq |im alay] -palsanbal se 0ido} pajejsl uoiiNU J8ylo Jo/pue ‘siasielpuny
pooj-uou ‘saied woolissed Ayleay ‘Ajajes pooy ‘spooy snonuinu Ases Buedsud ‘Buiddoys
A190046 uo uoiewojul apnjoul Aew soido | "ysiuedg Jo ysi|Bug ul psjonpuoo ase pue yibus| ul

jujodleomod
/sue|d uossa

(14 uo) sa)NUIW OE — 0z A|slewixoidde aie sasse|) ‘(|ejo} $8SSEe|D aAy) s|ooyos Bunedioiued ay) Jo yoes
0102/6 — 6002Z/01 sjoays u-ubigs | AMOD ‘3H ‘Od 1e sjuased o} ssejo uonowolid A)yAnoe [eaisAyd pue uolJeoNpa UONLINU SAORISIUI 8UO JoNpuod (2
"S8SSE|0 pue sjuas uonowo.d Ajaioe [eoisAyd/uoiieanpa uoninu
pajoajas u| eyedionted o} Jo1ISI] |00YDS UOIUM MBIANN Ul [00Y3IS SUO puB JoISI |00YoS payiun JaWwsH
010¢/6 — 600¢/0L $|00Y3s JO 1S MOD 3H ‘Od u] s|ooyds Alejusiwale om} ‘JoLISIF [100YOS PaiuN BPISIBARY Ul S|00YDS Alejuawale om} Josfes (1
awesawlj uoljenjeay Aved Sa|JIAlOY

a|qisuodsay

TV Seby  NVOIYINY NVOId4VY pUe ‘F1IHM ONILY1 ‘Senidluyiz/e0ey :eousipny jebie
Ayunwwo) [ feuoneziueBip/euonnisul [X] - sdnolg [e1oog :jeuosiediaul [X]  [ENPIAIPUI [X] (ePOA [0160j003 21008

'$85SB|0 Jo/pue sjusAs uonowold Ajaioe [eaisAyd pue uoljesnps uonnu ul sjedioed
Jim AJUNOD) 8pISIaARY Ul 4oun| paonpal 1o 9a1) BuiAigdal ualp|iyo Jo saljiwe) Jo/pue sjuaied OGS JO wnwiulw e ‘010z ‘0E Jequieldes Ag :(sse20id) /2 IAILOIrd0

‘Alunon
8PISIBAIY JO SluUapIsal (Td4 %S85 ) awoou-moj Ul Alanoe [eaisAyd Ajiep asealoul pue sajqelafiaa pue sjiniy NJojod o uoidwnsuod Alrep ey} asealou| | VOO

L2ZL1L-60 :Jagqunp joenuon
yjjesH 2ljqnd jo juswpedeaq >c:mm< yjjeaH 3IOM Jo 8doog
Ajunwiwon AJunos apISIaAly :aWepN joesjuon Vv 1LigIHX3 G# wiod




8l jo g| obed
wesboad uaipjiyD pue sjueu| ‘USWOAA = DIAA ‘Saljiwe

AposaN Joj soue)sissy Alesodwa ] = 4NV ‘Uoneonpg weibold aoue)sissy UoRIINN jelusws|ddng = pa-4y¥NS ‘Wweiboid 8oueisissy uoinN [eluswsiddng

= dVNS ‘Islje10ads yoleasay = QY ‘euiojijen AyjjesH e Joj YI0MJeN = YIOM}SN ‘101eulpio0r) welbold = Dd 401eonp3 yiesH = JH ‘YIUo\ 8y} JO 1SeAieH

= N1 OH ‘8ouspuadspu] J0o} 8nudAY JBJESIS = NIYO SPIY 0} Ajijigisuodsay pue Ajunuodd YO BILIOHED = SHHOMIBD 'S0IAISS [B100S 2l|gNd JO Juswnedsq =
SSdQ ‘uoiusnaid A)isaqO pue ‘ANANOY [ed1sAUd ‘UOHLINN Ul 80US|[89XT JO SBIUNWWOY = XD “OYIOM YoBSANO AHUNWWOD = MOD “OIeASIUIWPY = QY pusbeT

010¢/6 — 6002/01L

"sj0040s aAly Buliedionied sy je payoeal aq

(M Sluspnis 00z Z Alglewixolddy “sjusied Jo/pue JIe)s |00yDS ‘SIOjRlSIUILIPE |00YDS ‘sioyoes)
‘S)UBPN]S 0} SJBPUS|ED BJNQUISIP puB Julld "sebessaw Jo/pue sdi} UOIIINU Y)im Jepus|ed
|0040S & BuIdojaASp Ul SISUUIM 1SBIU0D 8ZI|i "S8|qIasSse |00YDS 1 }SBIU0D Jepusied ay}

Jepusien ajdwesg MO ‘3H ‘Od 20onposju] “(Je10} SOIGUISSSE BAlY) S|00UIS Pa)Ia|as ayl JO Yoes Je }sajuod Jepuajed e jonpuod (2
adioal

10180 B)se ) ‘|leusjew [euoneosnps ajeldosdde abe ‘uny & aa1808l ||IMm

Aay) pue ajqelabian Jo JInJy peoajas ayi Ay 0} pabeinodus aq |jIm sjuapnis (suoissaidwil 00F'S|

1Sl uonqLIsI — 000°L 1) SYlUOW UaAas 0} DAl J0j Yluow e 2uo (adidoaJ Jo 1s9) aise)) ajqelsban 1o yny W10H
0L0¢/6 —6002/01 S[elsien MO2 ‘3H ‘Od ay) eidwes |jIm / aA0a(qQ J0) pPej0s|as S|00YIS BAl SWES AU} Je SJuapn)s 00Z'Z 40 wnwiuiw v (1

awesjowl | uoljenjeag m_n_mﬂMM_wmm saljIAOY .

plo siesh Z1-G uaip(iyy :seby NVOIMINY NvOId4Y Pue J1IHM ‘ONILY] ‘seiidluyjg/eoey :eoualpny jabie |
Aunwwo)d [X] [|euoneziuebiQ/euonniisy| [X]  sdnoug [e100g [euosiadiaiul [ [enplialpu] [X] :[9PON [e2i60j0037 [e100g

‘(suoissasdwll 0Oz ‘S ) Jo wnuiuiw) welboud

WLOH @y} Ul ejedionted jim AJunon) epiSIaAly Ul Youn| paonpad Jo 8aJ) Buiaieoal sjuspnis 00z 'z 10 wnwiuiw e ‘g0z ‘0g Jequeides Ag :(sse90.4d) 8 IAILDIrd0O

"Aluno)

apisianiy Jo sjuapisal (1dd %G8 5 ) 8Wooul-moj ul Ayaioe [eoisAyd Ajlep asealoul pue sa|gejaban pue sjinyy [nJojod jo uojdwnsuod Ajiep ey eseaiou) | VOO

LZZL1-60 :lequinp joesuod
yjjeaH d1qnd jo juaswpedag Aouaby yjjeaH
Alunwwon AJuno’ apisiaAly :aWEN joenuon

YIOpA Jo 8doog

V 11gIHX3 S# wio4




8l Jo v| abed
welboid uapjiyD pue sjueju| ‘USWOAA = DIAA Soljiwey
Apaa| Jo} aouejsissy Aselodwa | = 4NV1 ‘uoiieanp3 welboud aosue)sissy uoiny jeuaws|ddng = p3-4vNsS ‘weibold aoueisissy uolinN jejuswsiddng
= dVYNS isljeioadg yoleasay = QY ‘eiiofijen AyjjesH e 10§ 310MaN = }JoM)apN ‘10jeulpioo)) weiboid = Dd ‘10}eonp3 yljesH = JH YIUO 8y} JO 1senieH
= WLOH ‘eouspuadapuj 10} anNuaAy Ia1eals) = NIVO ‘Spiy 01 Alljiqisuodsay pue AjlunuoddQ YIOAA BILIOJED = SHHOMIED (S8IAISG [BI00S 2l|qnd Jo Judweda( =
SSdq ‘uonuanaid AsaqQ pue ‘ANAROY [edlsAld ‘UOHLINN Ul 80US|[90X3F JO SANIUNLIWOY = XD HOMIOM YoeaanQ Ajunwiuod = OO -iojelisiuiupy = Qv :pusban

9jnpayds N1O0H
‘uoljedionJted Jo yjuow yoes 10} swoy

1slj uoNqulsiq 2)e} 0] JUSPN}S LoED 10} Ja)jo|SMau AlLie) 8y} pue ‘JB)}a|smau Jojeonpa W1 OH du) ‘sojgeiaboa
010¢/6 — 600¢/01 sleliajen MOO 3H ‘0d pue spnJj jo Bunsi| 8INPayos N LOH 31 Yim papiacid 84 jim sisyoes) £z [euoiippe uy  (Z
adioal

10)s9] 8ise] wonedioned
10 YluoW Yoea Joj dWoy o) e} 0} JUSPN]S YOBS J0j Ja)9ISMau AjiLue) 8y} pue ‘19)}8|Smau J0}ednpa
INLOH au} ‘sejqejaban pue sjinyj jo Buysl| 8inpayos NLOH dU} Uim papiaoid aq |jim siayoes |
‘sjuspnys 0} weiboid | OH oY) eowoud djay o} sa|geabsa 1o syiny} painjes) ay) Buldies

a|Npayos W10H

slelialep apnjoul Aew Buiuiel | “awiy pajeubisap |00YOS JBYI0 JO Yealq youn| Jieyy Buunp W1OH uo ‘2
0L0Z/6 — 6002/01 Buluiel] Jo1s 3H ‘Od BAI99[qO Ul Po1O8|as S|00YDS 9Al) BWIES 83U} 1B ‘SISyoea) UdASS Jo wnwiulw e o) Buluiesy spiacid (L
awelyawl ) uonenjeAy w_n_m”_MM__wwm SB81IANOY
abe Jo sieak + g| ‘seby NVOIY3NY NVOId4V PUe JLIHM ‘ONILY ‘SeRdluyi3/e0ey :8oualpny jebie]

Aunwwo) [X] [euoneziuebig/euonniisul [X]  sdnoto [e100g :Jeuossedieiul []  [enplalpul [X] :jopopy [eo1Bojoo] [e1dos

AJUNWWOD JO/PUB WOOISSED
‘elsa1ae0 8y} Ul Allaioe [eoisAyd se ||am se ‘sa|qejabaa pue syinyy jo uojldwnsuod ay) sjowoud jey) sabesssw uoeonpa uoljinu
poddns pue yuij 0} welboid N1 OH 8y} UO SjeLsjew Jo/pue Buluiel) aA1@081 |IM sJayoes) Og JO Wnwiulw e ‘0Lz ‘0¢ Jequieides Ag :(sse20id) 6 IAILOINE0

‘Aluno)
apisianly Jo sjuspisal (Td4 %S8E ) ewoou-mo| Ul AjiAloe [eaisAyd Ajlep aseaioul pue sajqejeban pue s)indy |nuojod jo uoldwnsuod Ajiep 8y} asesuou| 1| V09O

1Z2L1-60 :1equinp joenuo)
yjjedH 211qnd jo juswpedaqg Asuaby yyeaH MIOM jo adoog
Alunwwo) AJuno) apiSIdAly dwep joeiuo) V LigiHX3 G4 WO




8l Jo G| sbey
wesbold usipiiyD pue SjuBjU] ‘USWOAA = DIAA ‘saljiwe ]

ApoaN Joy eouelsissy Aiesodwa] = JNVL ‘uoneonpy welboid aoue)sissy UoRLNN [eluawalddng = p3-dvNS ‘Wweibold aouelsissy UoiuUiny |ejuswe|ddng

= dVNS ‘I1sl|e108dg yoieasay = Sy ‘BIlIoje) AUlfesH B J0j 3IOMIBN = YJOMIBN ‘10jeulpiood) welboid = Dd 101eonpg yijesH = 3H ‘YIUOA 8y} Jo 1seAleH

= N1OH -eouapuadapu| 10} snuaAy Jajeals) = NIVO ‘spiy 0} Aljiqisuodsay pue AjlunjoddO MOAA BILIOHED = SYYOMIBD (S92IAISS [BI00S 21 |gNd JO Juswiiedaq =
SSdQ ‘uohuanaid AisaqQ pue ‘AJIAIOY [BOISAUC ‘UOIHIIINN Ul 80U8|j199XT JO SaIUNLILWIOY = X0 43MIOM yoBalINO Aunwwon = pOD Hojedisiulupy = QY :puaben

aunQ
Jo ue|d uossan
s uoingusig
sjeuslep
’|BIO} UBSWIOM Q0| JO WNWIUIW B YyJBal [IM pUB SIS DA\ 9Al) 0} 984U}
(e uo) 1e piey aq jm sasse|D "welboid Buipasisealq 1aad ay} uj sjedioiied oym uswom ueduswy
010Z/6 — 6002Z/01 sjasys u-ubig MOD 3H ‘Od ueolly 0) Sasse[o ucjjowold Aliagoe |esisAyd pue uoiEdNPa UOIINU O} JO WNWwiulw e apinold (€
Uoneuwoyu] . :
uoieoNpa . "USWOM
uoinu 0002 10 yoBal WNWIUiW {e)o} B 10} 8}iS DA 84} 1e Jo/pue lew Ag uojewlojul uolesnps uoninu
010zZ/6 — 600Z/01 / Jejlew ajdweg MOD ‘Od aA1R0al |Im welbold DIAA 8y Buusiua uswom Buipaspiseslq Jojpue weubald mau ‘Ajlenuuy (g
sojoud
adioay
J0 189] dise| ‘sjuedioied gog — G/ ¢ Jo yoeal
[e10] B 10} @)IS oea je usiom Bulpasjisealq lo/pue Jueubaid Q0 L-G/ 0} USAIB aq ||im sjelisiew
0102/6 1817 uonnquisig |euoljeonpa Jo/pue saweb ‘suolesjsuowap poo- ‘sabessaw yiomjspN ajowold o} sa)is DIM
pue ¢102/8 sjelsiey MOD ‘3H O0d Y12 0} A} JO WNWILIW € Je SANIAIIOE UOIEIqe]ad YjuoL Buipesyseaig pUOpA U3 Ut ejedidiled (1
aweugowi] uonenjeay w_n_M”Mmem SaljIAOY
TV :seby NVOIHSINY NVOIY-Y Pue ‘FLIHM ‘ONILY1 :Selioluy)s/eoey :aousipny jebiel
Awunwwod [ jeuoneziuebipjeuonniysul [[]  sdnols [eioos :leuosiadisjul [X]  [enpiaipuf [X] [8POIN [edi60jod] |eioos

"sa)is (DIAA) welbolid ualpiyd pue ‘sjuejul ‘UsWOAA AJUN0Y apIsiony

34} & UOEONPS UOHLINU 81808 (M AJUNOD BPISIaATY JO Sjuapisal 9|qiBlje PI-dYNS S.p'Z JO Wnwiujw e ‘0L0g ‘0¢ Jequeldes Ag :(ss800.d) 0L JAILOAMEO

‘Alunon

apISIaAY JO sluapIsal (d4 %SQE ) 8Woou-mo| uj Ananoe [eoisAyd Ajlep asealoul pue sajgejabaa pue sjinyy JNHojod JO uohdwnsuod Ajlep sy} asealoy| | YOO

L22CL1-60 :12quINN joesjuod
yjjeaH aland jo juswpedaq Aauaby yjleaH
Aunwwion AJunon apisIdAly :dWEN JoBUOD

}IOAA JO adoog

Vv 11giHX3 G# wio4




gl jo 9| obed
welboud usipiiyd pue sjueju| ‘USWOAA = DIAA ‘Saljiwe

ApasN Jo} soue)sissy Aselodwa | = JNYL ‘uoneonpg welboid 9ouelsissy uoniny [eluswe|ddng = p3-dyNs ‘weibold aoueisissy uonLiny [elusweddng

= JVNS ‘I1sljeroadg yoleasay = Sy ‘Biiiojifen Ayljesi e 104 3I0MjaN = 3I0MJaN ‘J0jeuIpioo) welboid = Dd 4ojeonpd yijesH = 3H ‘YU 8y} Jo 1sanieH

= INLOH ‘@ouspuadapuyj 10} anuaAy Jajealis) = NIV ‘Spiy 0} Aljigisuodsay pue AjiunjoddQ YJopn elulofije)) = SHHOMIED ($92IAI9S [BI00S dliqnd Jo Juswpedaq =
$SdQ ‘uonuaAsld AysagQ pue ‘ANAIOY [BOISAU ‘UORLINN Ul 90US[[20XT JO SBIUNWWOY = X0 'SMIOM YOBIANO AJUnWwio) = OO HolelisiuiwpY = QY :pusber

0L0c¢/6 — 6002/0L

uonejuasaid

Julod44amod

/ sue|d uossan
(o1 uo)

sjaays ul-ubig

sepuabe Bunasy

3H ‘0d

"Ajunod episiaaly Inoybnouy) sajis DI WO [e10} Jjels DIAA 0G L JO WwnuwiuiL
e Buiyoead sbBuiuiely uonowoud Ajanoe |eaisAyd pue uoleaNps UOILINU 93y} }ses| Je 1onpuod (g

0Loz/6 —600c/0L

uonejuasald

julodJiemod

/ sue|d uossaT
(aly uo)

sjaays ui-ubig

sepuabe Bunsspy

3H "Od

‘sabessalu
»i0M}apN @jowold o} sealjejuasseldal Buipasysealg 0z-G | 10} Juaaa Bujuies) suo ises| e 1onpuod (g

0102/6 —6002/0L

uoljeyussaid

ulogq4amod

/ sueld uosse
(a1 uo)

sjoays ul-ubig

sepuabe Buiisapy

3H "0d

‘uonowoud Ajanoe [eaisAyd Jo/pue uolesanpa uoljljnu uo jels $sdqg Jo/pue yyesH alignd
10 Wwawedaq G/-0S 1Se9) Je Joj sjuaAa Buluiely ainulw 0Z-G | SUO JO wnwiuiw e ainpayss (|

awelyawl

uoljenjeAy

Aued
ajqisuodsay

sanIAnOY

abe jo sleak + g| :saby

Aunwwo) [X]

leuoneziuebio/reuonniisul [X]

NVOIYINY NVOId4V PUB JLIHM ‘ONILYT Semdluyi3/eoey :eoualpny joble |
sdnou9 e1oog :Jeuosiadisu] [X]  [enpialpul [X] (l@PON (2160|003 [e100S

"sjenajew uonowoud

Auanoe [eaisAyd/uciieonpa UonINU aAleo8l Jo/pue Buluiel; uojowold Alaioe [eaisAydjuoneanpa uonunu e u) ajedioied |im Ajuno)
apISiaAly Ul sjuapisal a|qibije dYNS 01 S821AIas Joalip apInoid oym sisuped Jo/pue Jels oz JO Wwnwiulw e ‘L0z ‘oS Jequieldag Ag :(sse00.4d) L JAILD3rd0

"9PISIBAIY JO

Aunog ayj Jo sjuspisal (d4 %G8 ) 8wooul-mo| ul Ajanoe |eoisAyd Ajlep asealoul pue sajqejaban pue s)iny [npojod jo uondwnsuoo Ajiep sy} @seaou] (| VOO -

L2ZL1-60 4dquUnN joeljuo)
yjjeaH 21iqnd jo yuawpedaqg Aouaby yjjesH
Aunwwon AJUNoD apISIBALY :DWeN Jorijuo)

HIOM JO 8doog

Vv 119iHX3 G# wiio4




81 4o /| abed
weliboid uaipjiyn pue Sjueju| ‘UBWOAA = DIAA ‘Saljwe

Apsa) Joj aouejsissy Aietodws | = 4NY1 ‘uoneonp3 welboid aoue)sissy UoNUINN [eluawa|ddng = p3-dyNS ‘welboid 9oue)sissy uonLinN [ejuswse|ddng

= JVNS ‘Islje109dg youesssy = QY ‘eiuiojie AyjiesH e Joj YIoMiaN = 3IoM}ap ‘101euIpIoo) weibold = Dd 401eonpg yieaH = JH YIUOW 9y} JO 1seAleH

= NLOH ‘@ouspuadapu| Jo} SnUsAY Jajealo) = NIVO ‘Spiy 0} AJljiqisuodsay pue Ajunuoddo MIOAA BILIOHIED = SHYHOMIED ‘S82IAISS [100S Jljgnd 40 Juswiedaq =
SSdQ :uoluaaald AsaqQ pue ‘ANANOY [edlsAld ‘UOHLINN Ul 8DUSI[80X JO SBIHUNWWIOY = X0 MO YOBSINQO ANUNWWOD = MOD HOoRRASIUIWPY = QV :pusben

‘|e10} siaued AJUNwiwod QG L-0S Jo Wnwiuiw e yoeay ‘swelbold Ayunwiiod
1200} ojul uonowold AjAnoe |eaisAyd pue uojeonpa UolINuU aelbajul 0) S9SSE(S J0/pPUR Salepdn

SajnuUIW welboud apinocid 0} sBupeaw ie (*0)0 ‘siouled X0 ‘A18100G 180URD URDIBWY ‘BpISISAlY 0 AllD
0102/6 — 6002/01 Jo sepuabe Bunasiy 3H ‘Od ‘suoneziueBiQ paseg Yied ‘Wniuosuo) aled piyd “6-9) sieupied us) 0} 8A) Yum djeloge|o] (¥
Aued
aweyouwl] uopenjeas siqisuodsey salliAlOY
12211-60 :aquinp joeljuod
ylleaH 211qnd Jo Juawpedaqg Aouaby yjesH YIOM jo adoog .
Ajunwwon AJunos) apiSIaAly :dwep joesuod) Vv LigiHX3 G# wio4




ApaaN J0j aoue)sissy Aeiodwa | = NV ‘uoileonpg welbold 2oue)sissy uoinp [euswsiddng = p3-dvNS welboud asueisissy uoninN [euawsiddng

= dVNS ‘1slienadg yoleasay = QY ‘eiuiojijen Ayjjesi e ioj YI0OMJaN = ¥I0M}apN (I0JBUIPJI00Y) Welbold = Dd 40}eonp3 yiesH = JH ‘UIUO 8y} Jo jsenieH

= WLOH ‘@douspuadapuyj 40} BNuUdAY JdJBaID) = NIVD ‘SpiM 0} Aljigisuodsay pue Ajunuodd( YJOAA BILIOHED = SYHOMIED {S821AI8G [BI100S 21|dNd 40 Juswedsq =
SSda ‘uonusaasalid AlsaqQ pue ‘AlANOY [Bo1SAUd ‘UCIIIINN Ul 82U3|199XT JO SOIIUNWLWIOY) = X0 LNIOAA YoeanNnO AHUNWWOD = ANOD ojessiuiwpy = QY pusbar

81 Jo 8| abed
welboid ualpjiyd pue SjuBU| ‘UBWIOAA = DI ‘Saljlwe

ejep pue podal

010¢/L leuy jo AdoD od ‘avy "YI0MeN 8U) 0] Loday Jwqgns pue ajup (S
sisAjeue "E]ep pa09||00 azAjeuy uondwNsSUoD s|qejabaa pue 1Ny 0] pajejal Si0}oe} o/pue uondwnsuod

0102Z/L —0102/S ejep jo Adon av ‘3H ‘0Od a|gejeban pue Ny ul abueyd ay) ainseall pue s)sal-}sod pue -aid ajedwod pue Pseod (v
s}s9) ‘(dnoJb [0U0D pue UoRUBAIB)UI BY) Yjoq 40} sisal-isod yojew o} padinbau

01L02/9 —010Z/S -1sod Jo Adon aH ‘Dd aq {lim sisa)-aud 0G Jo wnwiuiw ) dnoub [onuoo pue dnolb uonusaisiul 0 S1sel-jsod Jajsiuiwpy (g
S9)IS UOUBAIBUI "(dnoJb joU05 pue uojuaAIBiul BY} Ulog 4o} sisel-isod
J031s yolew o0} palinbas aq [Im S)$8}-aid 06 JO WNWIUIW ) UOJUSAISIUI O) JolId ‘SBBJE SLI0IUI-MO|
. Ul sjooy9s Jojpue siayays ‘sjustudojanap Buisnoy ‘sadiyo (4NVY1) salliwed ApssN 1o} 8oue)sISSyY

0L02/2 —6002/01 s}sa)-aud jo Adon IH ‘Od Klejodwsa | se yons says Jebie) je dnolb josuoo pue dnolb uoiuaidiui 0} sissl)-ald seisiIuiupy (2
sjelalew “JIUN UOlBN{EAT pug YyoIessay

6002/Z1 — 6002Z/01 Renins pajosjag MOD ‘IGH ‘Dd Jo/pue 1abeuepy welbold S, )yJ0MmiaN a4y Uim uejd uoien|eAs maiaal pue sjeusjew Aoans 10ses (1

swesjawij uoljenjeAy m_n_mﬂwm_mmm SBIIANOY
71V seby NVOIHYINY NVOId4Y PUe T1IHM ‘ONILY ] ‘Sendiuyig/eoey :eousipny jebie]
Aunwwo)d K]  (euoneziuebig/eucnniiisul [X] sdnoug) {e100g :[euosiadiejul [X]  |enpiaipuf [X] ([@pOo {e0150|007 [e1oog

awooNo ‘souslaleld ‘eBpajmouy se 4ons uoldwnsuoo ajgejabaa pue Jinlj 0} pale|ds SI0}0.) 8J0W JO SUO Ul 8SESIOUI JO/pue
uondwnsuos sjgejaban pue Jiny Ul asealou ue Jodal [Im ualpliyd Jojpue s)npe a|qiblje p3-dvNS Jo sjdwes e ‘010z ‘0¢ Joquaides Ag :(ssso0.ld) 21 IAILDIrdO

Ajuno) ey Jo sjuapisal (d- %S8E ) 8WoouUI-Mmo| Ul AjiAoe [eoisAyd Ajlep asesuou pue sajgelsBfan pue s)nij [NHOJ0D Jo uondwnsuod Ajiep sy} @sealou| | V09D

1221 1-60 -19qunp joenuo)n
yjieaH oijqnd jo juawpedaq Asuaby yjesH
Anunwiwon AJunon apiIsSIaAly dWweN joeijuo)

"Aoeoyyja J|es Jo/pue suoijeloadxa

"9pISIOARY JO

YIOAA JO doog

Vv LiIgIHX3 G# wiod




County of Riverside Community Health Agency
08-11221
Exhibit B
Budget Detail and Payment Provisions

invoicing and Payment

A

For services satisfactorily rendered, and upon receipt and approval of the invoices, the State
agrees to compensate the Contractor for actual expenditures incurred in accordance with
the budget(s) attached hereto.

Invoices shall include the Agreement Number and shall be submitted not more frequently
than quarterly in arrears to:

Jill Harden, Contract Manager
California Department of Public Health
Network for a Healthy California

1616 Capiiol Avenue, Suite 74.516
MS 7204

P.O. Box 997377

Sacramento, CA 95899-7377

Invoice shall:

1. Be prepared on company letterhead. If invoices are not on produced letterhead
invoices, then it must be signed by an authorized official, employee or agent certifying
that the expenditures claimed represent actual expenses for the service performed
under this agreement.

Bear the Contractor’s name as shown on the agreement.

Identify the billing and/or performance period covered by the invoice.

Itemize costs for the billing period in the same or greater level of detail as indicated in
this agreement. Subject to the terms of this agreement, reimbursement may only be
sought for those costs and/or cost categories expressly identified as allowabie in this
agreement and approved by CDPH.

wN

Quarterly invoices shall be submitted for payment within 30 days following the end of each
calendar quarter in which the work was performed and costs incurred in the performance of
the agreement, unless the agreement has reached the expiration or termination date

(see paragraph 4, Timely Submission of Final Invoice) or a later or alternate deadline is
agreed {o in writing by the program contract manager.

The State may, at its discretion, choose not to honor any delinquent invoice if the Contractor
fails to obtain prior written State approval of an alternate invoice submission deadline.

Budget Contingency Clause

A.

It is mutually agreed that if the Budget Act of the current year and/or any subsequent years
covered under this Agreement does not appropriate sufficient funds for the program, this
Agreement shall be of no further force and effect. In this event, the State shall have no
liability to pay any funds whatsoever to Contractor or to furnish any other considerations
under this Agreement and Contractor shall not be obligated to perform any provisions of this
Agreement. :

If funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this
program, the State shall have the option to either cancel this Agreement with no liability
occurring to the State, or offer an agreement amendment to Contractor to reflect the
reduced amount.
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County of Riverside Community Health Agency
09-11221
Exhibit B
Budget Detail and Payment Provisions

Prompt Payment Clause

Payment will be made in accordance with, and within the time specified in, Government Code
Chapter 4.5, commencing with Section 927.

Timely Submission of Final invoice

A. A final undisputed invoice shall be submitted for payment no more than ninety (S0) calendar
days following the expiration or termination date of this agreement, unless a later or
alternate deadline is agreed to in writing by the program contract manager. Said invoice
should be clearly marked “Final Invoice”, thus indicating that all payment obligations of the
State under this agreement have ceased and that no further payments are due or
outstanding.

B. The State may, atits discretion, choose not to honor any delinquent final invoice if the
Contractor fails to obtain prior written State approval of an alternate final invoice submission
deadline. Written State approval shall be sought from the program contract manager prior
to the expiration or termination date of this agreement.

C. The Contractor is hereby advised of its obligation to submit, with the final invoice, a
“Contractor’s Release (Exhibit F)” acknowledging submission of the final invoice to the
State and certifying the approximate percentage amount, if any, of recycled products used in
performance of this agreement.

Allowable Line Item Shifts

A. Subject to the prior review and approval of the State, line item shifts of up to fifteen percent
(15%) of the annual agreement total, not to exceed a maximum of one hundred thousand
($100,000) annually are allowed, so long as the annual agreement total neither increases
nor decreases.

The $100,000 maximum limit shall be assessed annually and automatically adjusted by the
State in accordance with cost-of-living indexes. Said adjustments shall not require a formal
agreement amendment. The State shall annually inform the Contractor in writing of the
adjusted maximum.

B. Line item shifts meeting the criteria shall not require a formal agreement amendment.

C. The Contractor shall adhere to State requirements regarding the process to follow in
requesting approval to make line item shifts.

D. Line item shifts may be proposed/ requested by either the State or the Contractor.
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Expense Allowability / Fiscal Documentation

A.

Invoices, received from a Contractor and accepted and/or submitted for payment by the
State, shall not be deemed evidence of allowable agreement costs.

Contractor shall maintain for review and audit and supply to CDPH upon request, adequate
documentation of all expenses claimed pursuant to this agreement to permit a determination
of expense allowability.

If the allowability or appropriateness of an expense cannot be determined by the State
because invoice detail, fiscal records, or backup documentation is nonexistent or inadequate
according to generally accepted accounting principles or practices, all questionable costs
may be disallowed and payment may be withheld by the State. Upon receipt of adequate
documentation supporting a disallowed or questionable expense, reimbursement may
resume for the amount substantiated and deemed allowable.

if travel is a reimbursable expense, receipts must be maintained to support the claimed
expenditures. For more information on aliowable travel and per diem expenses and
required documentation, see Exhibit G entitled, “Travel Reimbursement information”.

Costs and/or expenses deemed unallowable are subject to recovery by CDPH.
See provision 7 in this exhibit entitled, “Recovery of Overpayments” for more information.

Recovery of Overpayments

A

Contractor agrees that claims based upon a contractual agreement or an audit finding
and/or an auditing finding that is appealed and upheld, will be recovered by the State and/or
Federal Government by one of the following options:

1) Contractor’s remittance to the State of the full amount of the audit exception within 30
days following the State’s request for repayment;

2) A repayment schedule which is agreeable to both the State and the Contractor.

The State reserves the right to select which option will be employed and the Contractor will
be notified by the State in writing of the claim procedure to be utilized.

Interest on the unpaid balance of the audit finding or debt will accrue at a rate equal to the
monthly average or the rate received on investments in the Pooled Money Investment Fund
commencing on the date that an audit or examination finding is mailed to the Contractor,
beginning 30 days after Contractor’s receipt of the State's demand for repayment.

If the Contractor has filed a valid appeal regarding the report of audit findings, recovery of
the overpayments will be deferred until a final administrative decision on the appeal has
been reached. If the Contractor loses the final administrative appeal, Contractor shall repay,
to the State, the over-claimed or disallowed expenses, plus accrued interest. Interest
accrues from the Contractor’s first receipt of State’s notice requesting reimbursement of
questioned audit costs or disallowed expenses.

Page 3 of 5




County of Riverside Community Health Agency
09-11221
Exhibit B
Budget Detail and Payment Provisions

8. Contractor’'s State Share Requirements

A. The contractor shall contribute qualifying network nutrition education contributions from its
own State Share resources to the extent of the Contractor’s State Share as detailed in the
State Share Budgets signed and approved as final by the contractor. These State Share
Budgets have been incorporated into this agreement and made a part hereof by reference in
Exhibit E, Additional Provisions, paragraph 1.A. The Contractor's State Share must be from
a public, non-Federal source.* The Contractor's State Share cannot be used to match
another Federal program. In addition, the qualifying nutrition education intervention must
target Supplemental Nutrition Assistance Program Education (SNAP-Ed) recipients and/or
other similar households living at not higher than 185 percent of the Federal Poverty Level
or for school districts and other education agencies, interventions must target low-resource
schools, defined as those with 50% of students or more eligible for free or reduced-price
school meals.

*Exception: Indian Tribal Organizations can use federal grant funds that are designated as
an allowable source of State Share dollars directed toward nutrition education.

B. The Contractor is responsible for maintaining verifiable records of all State Share
contributions. The Contractor shall submit quarterly, State Share reports documenting State
Share contributions. The State Share documentation report shall be submitted in a form
and format prescribed by the State.

C. The Contractor shall return any funds necessary to repay the State for any Federal audit
exceptions resulting in the disallowance of agreement funds in which the Contractor has not
complied with the requirements of this agreement and applicable Federal regulations.

D. The Contractor agrees to match each Federal Share dollar with two dollars of State Share
contributions as detailed in the State Share Budgets. The State Share Budgets represent
the minimum support the contractor agrees to provide in exchange for the payments
received. Any changes to the Contractor’'s State Share Budgets as referenced in Exhibit E,
Additional Provisions, paragraph 1.A. may be proposed by the Contractor. All changes are
subject to prior written approval by the State. Changes to State Share Budgets do not
require a formal amendment.

9. Revenue

A. This provision supersedes and replaces provision 6 entitled, “Income Restrictions”
appearing in Special Terms and Conditions Exhibit D(F).

B. If the Contractor realizes a profit from the sale of nutrition education materials (videos,
literature, etc. paid with agreement dollars), it must report the amount to the State as
Contractor income on the SF-269 form. The Contractor shall make the SF-269 form
available to the State on request. The Contractor shall place any income, fees, or
reimbursements accruing to or received by the Contractor for services rendered under this
agreement into a separate identifiable account. Revenues generated by the Contractor as a
result of this State agreement must be utilized to meet identified, agreed upon, program-
related needs of the Contractor, or must be returned to the State. Any revenues accruing to
the Contractor, based on services supported in whole or in part by the State pursuant to this
agreement, shall be used to defray costs incurred by this project to measurably expand the
program or improve the quality of services detailed in this agreement, and must be approved
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in writing by the State. Adeguate documentation of the use of these funds shall be
mainiained.

10. Advance Payment

No advance payment is allowed under this agreement.
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Exhibit B Attachment |

BUDGET

Personnel $339,692
Fringe Benefits (44.5% of Personnel) $151,163
Operating Expenses $ 62,500
Equipment ' $ 2,950
Travel $ 17,728
Subcontracts $ 0
Other Costs $ 59,878
Indirect Costs (10% of Total Personnel and Fringe) $ 49,086

Total % 682,997
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’ California Department o¥ Public Heatth Exhibit D(F;
i Special Terms and Conditions
\

(For federally funded service contracts or agreements and grant agreements)

The use of headings or titles throughout this exhibit is for convenience only and shall not be used to interpret or o
govern the meaning of any specific term or condition.

The terms "contract", "Contractor” and "Subcontractor” shall aiso mean, “agreement’, "grant”, “grant agreesment”,
"Grantee" and "Subgraniee” respectively.

The terms “California Department of Public Health” and *CDPH" shall have the same meaning and refer to the
California State agency that is a party to this Agreement.

This exhibit contains provisions that require strict adherence to various contracting laws and policies. Some
provisions herein are conditional and only apply if specified conditions exist (i.e., agreement total exceeds a certain
amount, agreement is federally funded, etc.). The provisions herein apply to this Agreement uniess the provisions
are removed by reference on the face of this Agreement, the provisions are superseded by an alternate provision
appearing elsewhere in this Agreement, or the applicable conditions do not exist.

Index of Special Terms and Conditions

1. Federal Equal Employment Opportunity 17. Human Subjects Use Requiremenis

Requirements 18. Novation Requirements

Travel and Per Diem Reimbursement 19. Debarment and Suspension Certification

Procurement Rules 20. Smoke-Free Workplace Certification

Equipment Ownership / Inventory / Disposition 21, Covenant Against Contingent Fees
22. Payment Withholds

23. Performance Evaiuation

24. Officials Not to Benefit

25. Four-Digit Date Compliance

26. Prohibited Use of State Funds for Software

27. Use of Small, Minority Owned and Women's
11.  Air or Water Pollution Requirements Businesses '

2
3
4
5. Subcontract Requirements
6 Income Restrictions

7 Audit and Record Retention
8 Site Inspection

9. Federal Contract Funds

10. Intellectual Property Rights

12.  Prior Approval of Training Seminars, Workshops | 28.  Alien Ineligibility Certification
or Conferences . -

29. Union Organizing

30. Contract Uniformity (Fringe Benefit Allowability)

31. Lobbying Restrictions and Disclosure Certification

13. Confidentiality of Information
14. Documents, Publications, and Written Reports
15. Dispute Resolution Process

16. Financial and Compliance Audit Requirements
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1.

Federal Equal Opportunity Requirements

(Applicable to all federally funded agreements entered into by the California Department of Public
Health (CDPH) formerly known as California Department of Health Services (CDHS).)

a.

The Contractor will not discriminate against any employee or applicant for empioyment because of
race, color, religion, sex, national origin, physical or mental handicap, disability, age or status as a
disabled veteran or veteran of the Vietnam era. The Contractor will take affirmative action to
ensure that qualified applicants are empioyed, and that employees are treated during
employment, without regard to their race, color, religion, sex, national origin, physical or mental
handicap, disability, age or status as a disabled veteran or veteran of the Vietnam era. Such
action shall include, but not be limited to the following: employment, upgrading, demotion or
transfer; recruitment or recruitment advertising; layoff or termination; rates of pay or other forms of
compensation; and career development opportunities and selection for training, including
apprenticeship. The Contractor agrees to post in conspicuous places, availabie to employees and
applicants for employment, notices to be provided by the Federal Government or CDPH, setting
forth the provisions of the Equal Opportunity clause, Section 503 of the Rehabilitation Act of 1973
and the affirmative action clause required by the Vietnam Era Veterans' Readjustment Assistance
Act of 1974 (38 U.S.C. 4212). Such notices shall state the Contractor’'s obligation under the law to
take affirmative action to employ and advance in employment qualified applicants without
discrimination based on their race, color, religion, sex, national origin physical or mental handicap,
disability, age or status as a disabled veteran or veteran of the Vietnam era and the rights of
applicants and employees.

The Contractor will, in all solicitations or advancements for employees placed by or on behalf of
the Contractor, state that all qualified applicants will receive consideration for employment without
regard to race, color, religion, sex, national origin physical or mental handicap, disability, age or
status as a disabled veteran or veteran of the Vietnam era.

The Contractor will send to each labor union or representative of workers with which it has a
collective bargaining agreement or other contract or understanding a notice, to be provided by the
Federal Government or the State, advising the labor union or workers' representative of the
Contractor's commitments under the provisions herein and shall post copies of the notice in
conspicuous places available to employees and applicants for employment.

The Contractor will comply with all provisions of and furnish all information and reports required by
Section 503 of the Rehabilitation Act of 1973, as amended, the Vietnam Era Veterans'
Readjustment Assistance Act of 1974 (38 U.S.C. 4212) and of the Federal Executive Order No.
11246 as amended, including by Executive Order 11375, ‘Amending Executive Order 11246
Relating to Equal Employment Opportunity,' and as supplemented by regulation at 41 CFR part
60, “Office of the Federal Contract Compliance Programs, Equal Empioyment Opportunity,
Department of Labor,” and of the rules, regulations, and relevant orders of the Secretary of Labor.

The Contractor will furnish all information and reports required by Federal Executive Order No.
11246 as amended, including by Executive Order 11375, ‘Amending Executive Order 11246
Relating to Equal Employment Opportunity,' and as supplemented by regulation at 41 CFR part
60, “Office of the Federal Contract Compliance Programs, Equal Employment Opportunity,
Department of Labor,” and the Rehabilitation Act of 1973, and by the rules, regulations, and
orders of the Secretary of Labor, or pursuant thereto, and will permit access to its books, records,
and accounts by the State and its designated representatives and the Secretary of Labor for
purposes of investigation to ascertain compliance with such rules, reguiations, and orders.

In the event of the Contractor's noncompliance with the requirements of the provisions herein or
with any federal rules, regulations, or orders which are referenced herein, this Agreement may be
cancelled, terminated, or suspended in whole or in part and the Contractor may be declared
ineligible for further federal and state contracts in accordance with procedures authorized in
Federal Executive Order No. 11246 as amended and such other sanctions may be imposed and
remedies invoked as provided in Federal Executive Order No. 11246 as amended, including by
Executive Order 11375, ‘Amending Executive Order 11246 Relating to Equal Employment
Opportunity,’ and as supplemented by regulation at 41 CFR part 60, “Office of the Federal
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Conftract Compliance Programs, Equal Employment Opportunity, Department of Labor,” or by rule,
regulation, or order of the Secretary of Labor, or as otherwise provided by law.

g. The Contractor will include the provisions of Paragraphs a through g in every subcontract or
purchase order uniess exempted by rules, regulations, or orders of the Secretary of Labor issued
pursuant to Federal Executive Order No. 11246 as amended, including by Executive Order 11375,
‘Amending Executive Order 11246 Relating to Equal Employment Opportunity,’ and as
supplemented by regulation at 41 CFR part 60, “Office of the Federal Contract Compiiance
‘Programs, Equal Employment Opportunity, Department of Labor,” or Section 503 of the
Rehabilitation Act of 1973 or (38 U.S.C. 4212) of the Vietnam Era Veteran's Readjustment
Assistance Act, so that such provisions will be binding upon each subcontractor or vendor. The
Contractor will take such action with respect to any subcontract or purchase order as the Director
of the Office of Federal Contract Compliance Programs or CDPH may direct as a means of
enforcing such provisions including sanctions for noncompliance provided, however, that in the
event the Contractor becomes invoived in, or is threatened with litigation by a subcontractor or
vendor as a result of such direction by CDPH, the Contractor may request in writing to CDPH,
who, in turn, may request the United States to enter intc such litigation to protect the interests of
the State and of the United States.

~

2. Travel and Per Diem Reimbursement
(Applicable if travel and/or per diem expenses are reimbursed with agreement funds.)

Reimbursement for travel and per diem expenses from CDPH under this Agreement shall, unless
otherwise specified in this Agreement, be at the rates currently in effect, as estabiished by the
California Department of Personnel Administration (DPA), for nonrepresented state employees as
stipulated in CDPH's Travel Reimbursement Information Exhibit. If the DPA rates change during the
term of the Agreement, the new rates shall apply upon their effective date and no amendment to this
Agreement shall be necessary. Exceptions to DPA rates may be approved by CDPH upon the
submission of a statement by the Contractor indicating that such rates are not availabie to the
Contractor. No travel outside the State of California shall be reimbursed without prior authorization
from CDPH. Verbal authorization should be confirmed in writing. Written authorization may be in a
form including fax or email confirmation. '

3. Procurement Rules

(Applicable to all agreements in which equipment, property, commodities and/or supplies are
furnished by CDPH or expenses for said items are reimbursed with state or federal funds.)

a. Equipment definitions
Wherever the term equipment /property is used, the following definitions shall apply:

(1) Major equipment/property: A tangibie or intangible item having a base unit cost of $5,000 or
more with a life expectancy of one (1) year or more and is either furnished by CDPH or the
cost is reimbursed through this Agreement. Software and videos are examples of intangible
items that meet this definition.

2) Minor equipment/property: A tangible item having a base unit cost of less than $5,000 with
a life expectancy of one (1) year or more and is either furnished by CDPH or the cost is
reimbursed through this Agreement.

b. Government and public eniities (including state colleges/universities and auxiliary
organizations), whether acting as a contractor and/or subcontractor, may secure all commodities,
supplies, equipment and services related to such purchases that are required in performance of
this Agreement. Said procurements are subject to Paragraphs d through h of Provision 3.
Paragraph ¢ of Provision 3 shall also apply, if equipment purchases are delegated to
subcontractors that are nonprofit organizations or commercial businesses.

c. Nonprofit organizations and commercial businesses, whether acting as a contractor and/or
subcontractor, may secure commodities, supplies, equipment and services: related to such
| purchases for performance under this Agreement.
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(1) Egquipment purchases shall not exceed $50,000 annually.

To secure equipment above the annual maximum limit of $50,000, the Contractor shall make
arrangements through the appropriate CDPH Program Contract Manager, to have all
remaining equipment purchased through CDPH's Purchasing Unit. The cost of equipment
purchased by or through CDPH shall be deducted from the funds available in this Agreement.
Contractor shall submit to the CDPH Program Contract Manager a list of equipment
specifications for those items that the State must procure. The State may pay the vendor
directly for such arranged equipment purchases and title to the equipment will remain with

| CDPH. The equipment will be delivered to the Contractor's address, as stated on the face of

‘ the Agreement, unless the Contractor notifies the CDPH Program Contract Manager, in
writing, of an alternate delivery address.

(2) All equipment purchases are subject to Paragraphs d through h of Provision 3. Paragraph b
| of Provision 3 shall also apply, if equipment purchases are delegated to subcontractors that
are either a government or public entity.

(3) Nonprofit organizations and commercial businesses, shall use a procurement system that
meets the foliowing standards:

(a) Maintain a code or standard of conduct that shall govern the performance of its officers,
employees, or agents engaged in awarding procurement contracts. No employee, officer,
or agent shall participate in the selection, award, or administration of a procurement, or
bid contract in which, to his or her knowledge, he or she has a financial interest.

(b) Procurements shall be conducted in @ manner that provides, to the maximum extent
practical, open, and free competition.

(c) Procurements shall be conducted in a manner that provides for all of the following:
[1] Avoid purchasing unnecessary or duplicate items.

[2] Equipment solicitations shall be based upon a clear and accurate description of the
technical requirements of the goods to be procured.

[3] Take positive steps to utilize small and veteran owned businesses.

d. Unless waived or otherwise stipulated in writing by CDPH, prior written authorization from the
appropriate CDPH' Program Contract Manager will be required before the Contractor will be
reimbursed for any purchase of $5,000 or more for commodities, supplies, equipment, and
services related to such purchases. The Contractor must provide in its request for authorization
all particulars necessary, as specified by CDPH, for evaluating the necessity or desirability of
incurring such costs. The term ‘“purchase" excludes the purchase of services from a
subcontractor and public utility services at rates established for uniform applicability to the general
public.

e. In special circumstances, determined by CDPH (e.g., when CDPH has a need to monitor certain
purchases, etc.), CDPH may require prior written authorization and/or the submission of paid
vendor receipts for any purchase, regardiess of dollar amount. CDPH reserves the right to either
deny claims for reimbursement or to request repayment for any Contractor and/or subcontractor
purchase that CDPH determines to be unnecessary in carrying out performance under this
Agreement.

f.  The Contractor and/or subcontractor must maintain a copy or narrative description of the
procurement system, guidelines, rules, or regulations that will be used to make purchases under
this Agreement. The State reserves the right to request a copy of these documents and to inspect
the purchasing practices of the Contractor and/or subcontractor at any time.

|
} g. For all purchases, the Contractor and/or subcontractor must maintain copies of all paid vendor
\
\
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invoices, documents, bids and other information used in vendor selection, for inspection or audit.
Justifications supporting the absence of bidding (i.e., sole source purchases) shall also be
maintained on file by the Contractor and/or subcontractor for inspection or audit.

CDPH may, with cause (e.q., with reasonable suspicion of unnecessary purchases or use of
inappropriate purchase practices, efc.), withhoid, cancel, modify, or retract the delegated
purchase authority granted under Paragraphs b and/or ¢ of Provision 3 by giving the Coniractor no
less than 30 calendar days written notice.

Eguipment Ownership / Inventory / Disposition

(Applicable to agreements in which equipment and/or property is furnished by CDPH and/or when said
items are purchased or reimbursed with state or federal funds.)

~

a.

Wherever the terms equipment and/or property are used in Provision 4, the definitions in
Provision 3, Paragraph a, shall apply.

Unless otherwise stipulated in this Agreement, all equipment and/or property that are
purchased/reimbursed with agreement funds or furnished by CDPH under the terms of this
Agreement shall be considered state equipment and the property of COPH.

(1) CDPH requires the reporting, tagging and annual inventorying of all eguipment and/or
property that is furnished by CDPH or purchased/reimbursed with funds provided through this
Agreement.

Upon receipt of equipment and/or property, the Contractor shail report the receipt to the
CDPH Program Contract Manager. To report the receipt of said items and to receive property
tags, Contractor shall use a form or format designated by CDPH's Asset Management Unit. If
the appropriate form (i.e., Contractor Equipment Purchased with. CDPH Funds) does not
accompany this Agreement, Contractor shall request a copy from the CDPH Program
Contract Manager.

(2) If the Contractor enters into an agreement with a term of more than twelve months, the

~ Contractor shall submit an annual inventory of state equipment and/or property to the CDPH

Program Contract Manager using a form or format designated by CDPH’s Asset Management

Unit. If an inventory report form (i.e., Inventory/Disposition of CDPH-Funded Equipment) does

not accompany this Agreement, Contractor shall request a copy from the CDPH Program
Contract Manager. Contractor shall:

(a) Include in the inventory report, equipment and/or property in the Contractor's possession
and/or in the possession of a subcontractor (including independent consultants).

(b) Submit the inventory report to CDPH according to the instructions appearing on the
inventory form or issued by the CDPH Program Contract Manager. .

(c) Contact the CDPH Program Contract Manager to learn how to remove, trade-in, sell,
transfer or survey off, from the inventory report, expired equipment and/or property that is
no longer wanted, usable or has passed its life expectancy. Instructions will be supplied
by CDPH's Asset Management Unit.

Title to state equipment and/or property shall not be affected by its incorporation or attachment to
any property not owned by the State.

Uniess otherwise stipulated, CDPH shall be under no obligation to pay the cost of restoration, or
rehabilitation of the Contractor's and/or Subcontractor's facility which may be affected by the
removal of any state equipment and/or property.

The Contractor and/or Subcontractor shall maintain and administer a sound business program for
ensuring the proper use, maintenance, repair, protection, insurance and preservation of state
equipment and/or property.
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e.

(1) In administering this provision, CDPH may require the Contractor and/or Subcontractor to
repair or replace, to CDPH’s satisfaction, any damaged, lost or stolen state equipment and/or
property. Contractor and/or Subcontractor shall immediately file a theft report with the
appropriate police agency or the California Highway Patrol and Contractor shall promptly
submit one copy of the theft report to the CDPH Program Contract Manager.

Unless otherwise stipulated by the program funding this Agreement, equipment and/or property
purchased/reimbursed with agreement funds or furnished by CDPH under the terms of this
Agreement, shall only be used for performance of this Agreement or another CDPH agreement.

Within sixty (60) calendar days prior to the termination or end of this Agreement, the Contractor
shall provide a final inventory report of equipment and/or property to the CDPH Program Contract
Manager and shall, at that time, query CDPH as to the requirements, including the manner and
method, of returning state equipment and/or property to COPH. Final disposition of equipment
and/or property shall be at CDPH expense and according to CDPH instructions. Equipment
and/or property disposition instructions shall be issued by CDPH immediately after receipt of the
final inventory report. At the termination or conclusion of this Agreement, CDPH may at its
discretion, authorize the continued use of state equipment and/or property for performance of
work under a different CDPH agreement.

Motor Vehicles

(Applicabie only if motor vehicles are purchased/reimbursed with agreement funds or furnished by
CDPH under this Agreement.)

(1) If motor vehicles are purchased/reimbursed with agreement funds or furnished by CDPH
under the terms of this Agreement, within thirty (30) calendar days prior to the termination or
end of this Agreement, the Contractor and/or Subcontractor shall return such vehicles to
CDPH and shall deliver all necessary documents of title or registration to enable the proper
transfer of a marketabie titie to CDPH.

(2) If motor vehicles are purchased/reimbursed with agreement funds or furnished by CDPH
under the terms of this Agreement, the State of California shall be the legal owner of said
motor vehicles and the Contractor shall be the registered owner. The Contractor and/or a
subcontractor may only use said vehicles for performance and under the terms of this
Agreement.

(3) The Contractor and/or Subcontractor agree that all operators of motor vehicles,
purchased/reimbursed with agreement funds or furnished by CDPH under the terms of this
Agreement, shall hold a valid State of California driver's license. In the event that ten or more
passengers are to be transported in any one vehicle, the operator shall also hold a State of
California Class B driver's license. ’

(4) If any motor vehicle is purchased/reimbursed with agreement funds or furnished by CDPH
under the terms of this Agreement, the Contractor and/or Subcontractor, as applicable, shall
provide, maintain, and certify that, at a minimum, the following type and amount of automobile
liability insurance is in effect during the term of this Agreement or any extension period during
which any vehicle remains in the Contractor's and/or Subcontractor's possession:

Automobile Liability Insurance

(a) The Contractor, by signing this Agreement, hereby certifies that it possesses or will obtain
automobile liability insurance in the amount of $1,000,000 per occurrence for bodily injury
and property damage combined. Said insurance must be obtained and made effective
upon the delivery date of any motor vehicle, purchased/reimbursed with agreement funds
or furnished by CDPH under the terms of this Agreement, to the Contractor and/or
Subcontractor.
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{(b) The Contractor and/or Subcontractor shall, as soon as practical, furnish a copy of the
certificate of insurance to the CDPH Program Contract Manager. The certificate of
insurance shall identify the CDPH contract or agreement number for which the insurance
applies.

{c) The Contractor and/or Subcontracior agree that bodily injury and property damage liability
insurance, as required herein, shall remain in effect at all times during the term of this
Agreement or until such time as the motor vehicle is returned to CDPH.

{d) The Contractor and/or Subcontractor agree to provide, at least thirty (30) days prior to the
expiration date of said insurance coverage, a copy of a new certificate of insurance
evidencing continued coverage, as indicated herein, for not less than the remainder of the
term of this Agreement, the term of any extension or continuation thereof, or for a period
of not less than one (1) vear.

{e) The Contractor and/or Subcontractor, if not a self-insured government and/or public
entity, must provide evidence, that any required certificates of insurance contain the
foliowing provisions:

[1] The insurer will not cancel the insured's coverage without giving thirty (30) calendar
days prior written notice to the State (California Department of Public Health (CDPH)).

[2] The State of California, its officers, agents, employees, and servants are included as
additional insureds, but only with respect to work performed for the State under this
Agreement and any extension or continuation of this Agreement.

[3] The insurance carrier shall notify CDPH, in writing, of the Contractor's failure to pay
premiums; its cancellation of such policies; or any other substantial change, inciuding,
but not limited to, the status, coverage, or scope of the required insurance. Such
notices shall contain a reference to each agreement number for which the insurance
was obtained.

(i The Contractor and/or Subcontractor is hereby advised that copies of certificates of
insurance may be subject to review and approval by the Department of General Services
(DGS), Office of Risk and Insurance Management. The Contractor shall be notified by
CDPH, in writing, if this provision is applicable to this Agreement. If DGS approval of the
certificate of insurance is required, the Contractor agrees that no work or services shall be
performed prior {c obtaining said approval.

{(g) In the event the Contractor and/or Subcontractor fails to keep insurance coverage, as
required herein, in effect at all times during vehicle possession, CDPH may, in addition to
any other remedies it may have, terminate this Agreement upon the occurrence of such
event.

5. Subcontract Requirements

{Applicable to agreements under which services are to be performed by subconiractors including
independent consultants.)

a. Prior written authorization will be required before the Contractor enters into or is reimbursed for
any subcontract for services costing $5,000 or more. Except as indicated in Paragraph a(3)
herein, when securing subcontracts for services exceeding $5,000, the Contractor shall obtain at
least three bids or justify a sole source award.

(1) The Contractor must provide in its request for authorization, all information necessary for
evaluating the necessity or desirability of incurring such cost.

(2) The State may identify the information needed to fulfill this requirement.
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(3) Subcontracts performed by the following entities or for the service types listed below are
exempt from the bidding and sole source justification requirements:

(a) A local governmental entity or the federal government,

(b} A State college or university from any State,

{c) A Joint Powers Authority,

(d) An auxiliary organization of a California State University or a California community
coliege,

{e) A foundation organized to support the Board of Governors of the California Community
Colleges,

() An auxiliary organization of the Student Aid Commission established under Education
Code § 69522,

(9) Entities of any type that will provide subvention aid or direct services to the public,

(h) Entities and/or service types identified as exempt from advertising in State Contracting
Manual 5.80. View this publication at the following Internet address:

hitp://www.ols.dgs.ca.gov/Contract+Manual/Chapters4through6.htm.

b. CDPH reserves the right to approve or disapprove the selection of subcontractors and with
advance written notice, require the substitution of subcontractors and require the Contractor to
terminate subcontracts entered into in support of this Agreement.

(1) Upon receipt of a written notice from CDPH requiring the substitution and/or termination of a
subcontract, the Contractor shall take steps to ensure the completion of any work in progress
and select a replacement, if applicable, within 30 calendar days, unless a longer period is
agreed to by CDPH.

c. Actual subcontracts (i.e., written agreement between the Contractor and a subcontractor) of
$5,000 or more are subject to the prior review and written approval of CDPH. CDPH may, at its
discretion, elect to waive this right. All such waivers shall be confirmed in writing by COPH.

d. Contractor shall maintain a copy of each subcontract entered into in support of this Agreement
and shall, upon request by CDPH, make copies available for approval, inspection, or audit.

e. CDPH assumes no responsibility for the payment of subcontractors used in the performance of
this Agreement. Contractor accepts sole responsibility for the payment of subcontractors used in
the performance of this Agreement.

f.  The Contractor is responsible for all performance requirements under this Agreement even
though performance may be carried out through a subcontract.

g. The Contractor shall ensure that all subcontracts for services include provision(s) requiring
compliance with applicable terms and conditions specified in this Agreement.

h. The Contractor agrees to inciude the following clause, relevant to record retention, in all
subcontracts for services:

“(Subcontractor Name) agrees to maintain and preserve, until three years after
termination of (Agreement Number) and final payment from CDPH to the Contractor, to
permit CDPH or any duly authorized representative, to have access to, examine or audit
any pertinent books, documents, papers and records related to this subcontract and to
allow interviews of any employees who might reasonably have information related to such
records.”

i. Unless otherwise stipulated in writing by CDPH, the Contractor shall be the subcontractor's sole
point of contact for all matters related to performance and payment under this Agreement.

j. Contractor shall, as applicable, advise all subcontractors of their obligations pursuant to the
following numbered provisions of this Exhibit: 1, 2, 3, 4, 5, 6, 7, 8, 10, 11, 12, 13, 14, 17, 19, 20,
24, and 31 or other numbered provisions herein that deemed applicable.
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6. Income Restrictions

Unless otherwise stipulated in this Agreement, the Contractor agrees that any refunds, rebates,
credits, or other amounts (including any interest thereon) accruing 1o or received by the Contractor
under this Agreement shall be paid by the Contractor to CDPH, to the extent that they are properly
allocable to costs for which the Contractor has been reimbursed by CDPH under this Agreement.

7. Audit and Record Retention

(Applicable to agreements in excess of $10,000.)

a.

The Contractor and/or Subcontractor shall maintain books, records, documents, and other
evidence, accounting procedures and practices, sufficient to properly reflect all direct and indirect
costs of whatever nature claimed to have been incurred in the performance of this Agreement,
including any matching costs and expenses. The foregoing constituies "records” for the purpcse
of this provision.

The Contractor's andfor subcontractor's facility or office or such part thereof as may be engaged
in the performance of this Agreement and his/her records shall be subject at all reasonable times
to inspection, audit, and reproduction.

Contractor agrees that CDPH, the Department of General Services, the Bureau of State Audits, or
their designated representatives including the Comptroller General of the United States shall have
the right to review and to copy any records and supporting documentation pertaining to the
performance of this Agreement. Contractor agrees to allow the auditor(s) access to such records
during normal business hours and to allow interviews of any employees who might reasonably
have information related to such records. Further, the Contractor agrees to include a similar right
of the State to audit records and interview staff in any subcontract related to performance of this

Agreement. (GC 8546.7, CCR Title 2, Section 1896).

The Contractor and/or Subcontractor shall preserve and make available his/her records (1) for a
period of three years from the date of final payment under this Agreement, and (2) for such longer
period, if any, as is required by applicable statute, by any other provision of this Agreement, or by
subparagraphs (1) or (2) below.

(1) If this Agreement is completely or partially terminated, the records relating to the work
terminated shall be preserved and made available for a period of three years from the date of
any resulting final settlement.

(2) If any litigation, claim, negotiation, audit, or other action involving the records has been started
before the expiration of the three-year period, the records shall be retained until completion of
the action and resolution of all issues which arise from it, or until the end of the reguiar three-
year period, whichever is later.

The Contractor and/or Subcontractor shall comply with the above requirements and be aware of
the penalties for violations of fraud and for obstruction of investigation as set forth in Public
Contract Code § 10115.10, if applicable.

The Contractor and/or Subcontractor may, at its discretion, following receipt of final payment
under this Agreement, reduce its accounts, books and records related to this Agreement to
microfilm, computer disk, CD ROM, or other data storage medium. Upon request by an
authorized representative to inspect, audit or obtain copies of said records, the Contractor and/or
Subcontractor must supply or make available applicable devices, hardware, and/or software
necessary to view, copy and/or print said records. Applicable devices may include, but are not
limited to, microfilm readers and microfilm printers, etc.

The Contractor shall, if applicable, comply with the Single Audit Act and the audit reporting
requirements set forth in OMB Circular A-133.

8. Site Inspection
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The State, through any authorized representatives, has the right at all reasonable times to inspect or
otherwise evaluate the work performed or being performed hereunder including subcontract
supported activities and the premises in which it is being performed. If any inspection or evaluation is

| made of the premises of the Contractor or Subcontractor, the Contractor shall provide and shall
require Subcontractors to provide all reasonable facilities and assistance for the safety and

} convenience of the authorized representatives in the performance of their duties. All inspections and

| evaluations shall be performed in such a manner as will not unduly delay the work.

9. Federal Contract Funds
(Applicable only to that portion of an agreement funded in part or whole with federal funds.)

a. It is mutually understood between the parties that this Agreement may have been written before
ascertaining the availability of congressional appropriation of funds, for the mutual benefit of both
parties, in order to avoid program and fiscal delays which would occur if the Agreement were
executed after that determination was made.

b. This agreement is valid and enforceable only if sufficient funds are made available to the State by
the United States Government for the fiscal years covered by the term of this Agreement. In
addition, this Agreement is subject to any additional restrictions, limitations, or conditions enacted
by the Congress or any statute enacted by the Congress which may affect the provisions, terms or
funding of this Agreement in any manner.

|

i c. It is mutually agreed that if the Congress does not appropriate sufficient funds for the program,
| this Agreement shall be amended to reflect any reduction in funds.

|

d. CDPH has the option to invalidate or cancel the Agreement with 30-days advance written notice or
to amend the Agreement to reflect any reduction in funds.

10. Intellectual Property Rights
a. Ownership

(1) Except where CDPH has agreed in a signed writing to accept a license, CDPH shall be and
remain, without additional compensation, the sole owner of any and all rights, title and interest
in all Intellectual Property, from the moment of creation, whether or not jointly conceived, that
are made, conceived, derived from, or reduced to practice by Contractor or CDPH and which
result directly or indirectly from this Agreement.

(2) For the purposes of this Agreement, Intellectual Property means recognized protectable rights
i and interest such as: patents, (whether or not issued) copyrights, trademarks, service marks,
applications for any of the foregoing, inventions, trade secrets, trade dress, logos, insignia,
1 color combinations, slogans, moral rights, right of publicity, author's rights, contract and
| licensing rights, works, mask works, industrial design rights, rights of priority, know how,
design flows, methodologies, devices, business processes, developments, innovations, good
will and all other legal rights protecting intangible proprietary information as may exist now
and/or here after come into existence, and all renewals and extensions, regardless of whether
those rights arise under the laws of the United States, or any other state, country or

jurisdiction.

(a) For the purposes of the definition of intellectual Property, “works” means all literary works,
writings and printed matter including the medium by which they are recorded or
reproduced, photographs, art work, pictorial and graphic representations and works of a
similar nature, film, motion pictures, digital images, animation cells, and other audiovisual
works including positives and negatives thereof, sound recordings, tapes, educational
materials, interactive videos and any other materials or products created, produced,
conceptualized and fixed in a tangible medium of expression. It includes preliminary and
final products and any materials and information developed for the purposes of producing
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(3

those final products. Works does not include articles submitted to peer review or
reference journals or independent research projects.

In the performance of this Agreement, Contractor will exercise and utilize certain of its
intellectual Property in existence prior to the effective date of this Agreement. In addition,
under this Agreement, Contracior may access and utilize certain of CDPH's Iniellectual
Property in existence prior to the effective date of this Agreement. Exceptias otherwise set
forth herein, Contracior shail not use any of CDPH’s intellectual Property now existing or
hereatfter exisiing for any purposes without the prior written permission of CDPH. Except as
otherwise sef forth herein, neither the Contractor nor CDPH shail give any ownership
interest in or rights to its Intellectuai Property to the other Party. If during the term of
this Agreement, Contractor accesses any third-party Intellectual Property that is licensed to
CDPH, Contractor agrees to abide by all license and confidentiality restrictions applicable to
CDPH in the third-party’s license agreement.

Contractor agrees to cooperate with CDPH in establishing or maintaining CDPH's exclusive
rights in the intellectual Property, and in assuring CDPH'’s sole rights against third parties with
respect to the Intellectual Property. If the Contractor enters into any agreements or
subcontracts with other parties in order to perform this Agreement. Contractor shall require
the terms of the Agreement(s) to inciude ail Intellectual Property provisions. Such terms must
include, but are not limited to, the subcontractor assigning and agreeing to assign to CDPH all
rights, title and interest in Iniellectual Property made, conceived, derived from, or reduced to
practice by the subcontractor, Contractor or CDPH and which result directly or indirectly from
this Agreement or any subcontract.

Contractor further agrees to assist and cooperate with CDPH in all reasonable respects, and
execute all documents and, subject to reasonable availability, give testimony and take all
further acts reasonably necessary to acquire, transfer, maintain, and enforce CDPH's
Intellectual Property rights and interests.

b. Retained Rights / License Rights

(1)

(2)

Except for Intellectual Property made, conceived, derived from, or reduced to practice by
Contractor or CDPH and which result directly or indirectly from this Agreement, Contractor
shall retain title to all of its Intellectual Property to the extent such Intellectual Property is in
existence prior to the effective date of this Agreement. Contractor hereby grants to CDPH,
without additional compensation, a permanent, non-exclusive, royalty free, paid-up,
worldwide, irrevocable, perpetual, non-terminable license to use, reproduce, manufacture,
sell, offer to sell, import, export, modify, publicly and privately display/perform, distribute, and
dispose Contractor’s Intellectual Property with the right to sublicense through multipie layers,
for any purpose whatsoever, to the extent it is incorporated in the Intellectual Property
resulting from this Agreement, unless Contractor assigns all rights, title and interest in the
Intellectual Property as set forth herein.

Nothing in this provision shall restrict, limit, or otherwise prevent Contractor from using any
ideas, concepts, know-how, methodology or techniques related to its performance under this
Agreement, provided that Contractor's use does not infringe the patent, copyright, trademark
rights, license or other Intellectual Property rights of CDPH or third party, or result in a breach
or defauit of any provisions of this Exhibit or result in a breach of any provisions of law relating
to confidentiality.

c. Copyright

(1) Contractor agrees that for purposes of copyright law, all works [as defined in Paragraph a,

subparagraph (2)(a) of this provision] of authorship made by or on behalf of Contractor in
connection with Contractor's performance of this Agreement shall be deemed “works made
for hire”. Contractor further agrees that the work of each person utilized by Contractor in
connection with the performance of this Agreement will be a “work made for hire,” whether
that person is an employee of Contractor or that person has entered into an agreement with
Contractor to perform the work. Contractor shall enter into a written agreement with any such
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person that: (i) all work performed for Contractor shail be deemed a “work made for hire”
under the Copyright Act and (ii) that person shall assign all right, title, and interest to CDPH to
any work product made, conceived, derived from, or reduced to practice by Contractor or
CDPH and which result directly or indirectly from this Agreement.

(2) All materials, including, but not limited to, visual works or text, reproduced or distributed
pursuant to this Agreement that inciude Intellectual Property made, conceived, derived from,
or reduced to practice by Contractor or CDPH and which resuit directly or indirectly from this
Agreement, shall include CDPH's notice of copyright, which shall read in 3mm or larger
typeface: “© [Enter Current Year e.g., 2007, etc.], Department of Health Care Services. This
material may not be reproduced or disseminated without prior written permission from the
Department of Health Care Services.” This notice should be placed prominently on the
materials and set apart from other matter on the page where it appears. Audio productions
shall contain a similar audio notice of copyright.

d. Patent Righis

With respect to inventions made by Contractor in the performance of this Agreement, which did
not result from research and development specifically inciuded in the Agreement's scope of work,
Contractor hereby grants to CDPH a license as described under Section b of this provision for
devices or material incorporating, or made through the use of such inventions. If such inventions
result from research and development work specifically included within the Agreement’s scope of
work, then Contractor agrees to assign to CDPH, without additional compensation, all its right, title
and interest in and to such inventions and to assist CDPH in securing United States and foreign
patents with respect thereto.

e. Third-Party intellectual Property

Except as provided herein, Contractor agrees that its performance of this Agreement shall not be
dependent upon or include any Intellectual Property of Contractor or third party without first: (i)
obtaining CDPH’s prior written approval; and (ii) granting to or obtaining for CDPH, without
additional compensation, a license, as described in Section b of this provision, for any of
Contractor's or third-party’'s Intellectual Property in existence prior to the effective date of this
Agreement. If such a license upon the these terms is unattainable, and CDPH determines that
the Intellectual Property should be included in or is required for Contractor's performance of this
Agreement, Contractor shall obtain a license under terms acceptable to CDPH.

f. Warranties
(1) Contractor represents and warrants that:
(a) itis free to enter into and fully perform this Agreement.

(b) It has secured and will secure all rights and licenses necessary for its performance of this
Agreement.

(c) Neither Contractor's performance of this Agreement, nor the exercise by either Party of
the rights granted in this Agreement, nor any use, reproduction, manufacture, sale, offer
to sell, import, export, modification, public and private display/performance, distribution,
and disposition of the Intellectual Property made, conceived, derived from, or reduced to
practice by Contractor or CDPH and which result directly or indirectly from this Agreement
will infringe upon or violate any Intellectual Property right, non-disclosure obligation, or
other proprietary right or interest of any third-party or entity now existing under the laws of,
or hereafter existing or issued by, any state, the United States, or any foreign country.
There is currently no actual or threatened claim by any such third party based on an
alleged violation of any such right by Contractor.

(d) Neither Contractor's performance nor any part of its performance will violate the right of
privacy of, or constitute a libel or slander against any person or entity.
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(2)

(e} It has secured and will secure all rights and licenses necessary for Intellectual Property
inciuding, but not limited to, consents, waivers or releases from all authors of music or
performances used, and talent (radio, television and motion picture talent), owners of any
interest in and to reat estate, sites, locations, property or props that may be used or
shown.

{(fy 1t has not granted and shall not grant to any person or entity any right that wouid or might
derogate, encumber, or interfere with any of the rights granted ioc CDPH in this
Agreement. ’

(g) It has appropriate systems and controls in place to ensure that state funds will not be
used in the performance of this Agreement for the acquisition, operation or maintenance
of computer software in violation of copyright laws.

(h) It has no knowledge of any outstanding claims, licenses or other charges, liens, or
encumbrances of any kind or nature whatsoever that could affect in any way Coniractor’s
performance of this Agreement.

CDPH MAKES NC WARRANTY THAT THE INTELLECTUAL PROPERTY RESULTING
FROM THIS AGREEMENT DOES NOT INFRINGE UPON ANY PATENT, TRADEMARK,
COPYRIGHT OR THE LIKE, NOW EXISTING OR SUBSEQUENTLY ISSUED.

g. Intellectual Property Indemnity

(N

(3)

Contractor shall indemnify, defend and hold harmiess CDPH and its licensees and assignees,
and its officers, directors, employees, agents, representatives, successors, and users of its
products, (“Indemnitees”) from and against all claims, actions, damages, losses, liabilities (or
actions or proceedings with respect to any thereof), whether or not rightful, arising from any
and all actions or claims by any third party or expenses related thereto (including, but not
limited to, all legal expenses, court costs, and attorney’'s fees incurred in investigating,
preparing, serving as a witness in, or defending against, any such claim, action, or
proceeding, commenced or threatened) to which any of the Indemnitees may be subject,
whether or not Contractor is a party to any pending or threatened litigation, which arise out of
or are related to (i) the incorrectness or breach of any of the representations, warranties,
covenants or agreements of Contractor pertaining to Intellectual Property; or (ii) any
Intellectual Property infringement, or any other type of actual or alleged infringement claim,
arising out of CDPH's use, reproduction, manufacture, sale, offer to sell, distribution, import,
export, modification, public and private performance/dispiay, license, and disposition of the
Intellectual Property made, conceived, derived from, or reduced to practice by Contractor or
CDPH and which result directly or indirectly from this Agreement. This indemnity obligation
shall apply irrespective of whether the infringement ciaim is based on a patent, trademark or
copyright registration that issued after the effective date of this Agreement. CDPH reserves
the right to participate in and/or control, at Contractor's expense, any such infringement action
brought against CDPH.

Should any Intellectual Property licensed by the Contractor to CDPH under this Agreement
become the subject of an Intellectual Property infringement claim, Contractor will exercise its
authority reasonably and in good faith to preserve CDPH's right to use the licensed Intellectual
Property in accordance with this Agreement at no expense to CDPH. CDPH shall have the
right to. monitor and appear through its own counsel (at Contractor's expense) in any such
claim or action. In the defense or settlement of the claim, Contractor may obtain the right for
CDPH to continue using the licensed Intellectual Property; or, replace or modify the licensed
Intellectual Property so that the replaced or modified Intellectual Property becomes non-
infringing provided that such replacement or modification is functionally equivalent to the
original licensed Intellectual Property. If such remedies are not reasonably :available, CDPH
shall be entitled to a refund of all monies paid under this Agreement, without restriction or
limitation of any other rights and remedies available at law or in equity.

Contractor agrees that damages alone would be inadequate to compensate CDPH for breach
of any term of this Intellectual Property Exhibit by Contractor. Contractor acknowiedges
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12

13.

CDPH would suffer irreparable harm in the event of such breach and agrees CDPH shall be
entitled to obtain equitable relief, including without limitation an injunction, from a court of
competent jurisdiction, without restriction or limitation of any other rights and remedies
available at law or in equity.

h. Federai Funding

In any agreement funded in whole or in part by the federal government, CDPH may acquire and
maintain the Intellectual Property rights, title, and ownership, which results directly or indirectly
from the Agreement: except as provided in 37 Code of Federal Regulations part 401.14; however,
the federal government shall have a non-exclusive, nontransferable, irrevocable, paid-up license
throughout the world to use, duplicate, or dispose of such Intellectual Property throughout the
world in any manner for governmental purposes and to have and permit others to do so.

i.  Survival

The provisions set forth herein shall survive any termination or expiration of this Agreement or any
project schedule.

Air or Water Pollution Requirements

Any federally funded agreement and/or subcontract in excess of $100,000 must comply with the
following provisions unless said agreement is exempt under 40 CFR 15.5.

a. Government contractors agree to comply with all applicable standards, orders, or requirements
issued under section 306 of the Clean Air Act [42 U.S.C. 1857(h)}, section 508 of the Clean Water
Act (33 U.S.C. 1368), Executive Order 11738, and Environmental Protection Agency regulations
(40 CFR part 15).

b. Institutions of higher education, hospitals, nonprofit organizations and commercial businesses
agree to comply with all applicable standards, orders, or requirements issued under the Clean Air
Act (42 U.S.C. 7401 et seq.), as amended, and the Federal Water Pollution Control Act (33 U.S.C.
1251 et seq.), as amended.

Prior Approval of Training Seminars, Workshops or Conferences

Contractor shall obtain prior CDPH approval of the location, costs, dates, agenda, instructors,
instructional materials, and attendees at any reimbursable training seminar, workshop, or conference
conducted pursuant to this Agreement and of any reimbursable publicity or educational materials to be
made available for distribution. The Contractor shall acknowledge the support of the State whenever
publicizing the work under this Agreement in any media. This provision does not apply to necessary
staff meetings or training sessions held for the staff of the Contractor or Subcontractor to conduct
routine business matters.

Confidentiality of Information

a. The Contractor and its employees, agents, or subcontractors shall protect from unauthorized
disclosure names and other identifying information concerning persons either receiving services
pursuant to this Agreement or persons whose names or identifying information become available
or are disclosed to the Contractor, its employees, agents, or subcontractors as a result of services
performed under this Agreement, except for statistical information not identifying any such person.

b. The Contractor and its employees, agents, or subcontractors shall not use such identifying
information for any purpose other than carrying out the Contractor's obligations under this
Agreement.

¢. The Contractor and its employees, agents, or subcontractors shall promptly transmit to the CDPH
Program Contract Manager all requests for disclosure of such identifying information not
emanating from the client or person.
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d. The Contractor shall not disclose, except as otherwise specifically permitted by this Agreement or
authorized by the client, any such identifying information to anyone other than CDPH without prior
written authorization from the CDPH Program Contract Manager, except if disclosure is required
by State or Federai law.

e. For purposes of this provision, identity shall include, but not be limited to name, identifying
number, symbol, or other identifying particular assigned to the individual, such as finger or voice
print or a photograph.

f.  As deemed applicable by CDPH, this provision may be supplemented by additional terms and
conditions covering personal health information (PHI) or personal, sensitive, and/or confidential
information (PSCI). Said terms and conditions will be outlined in one or more exhibits that will
either be attached to this Agreement or incorporated into this Agreement by reference.

Documents, Publications and Written Reports

{Appiicable to agreements over $5,000 under which publications, written reports and documents are
developed or produced. Government Code Section 7550.)

Any document, publication or written report (exciuding progress reports, financial reports and normal
contractual communications) prepared as a requirement of this Agreement shall contain, in a separate
section preceding the main body of the document, the number and doliar amounts of all contracts or
agreements and subcontracts relating to the preparation of such document or report, if the total cost
for work by nonemployees of the State exceeds $5,000.

Dispute Resolution Process

a. A Contractor grievance exists whenever there is a dispute arising from CDPH's action in the
administration of an agreement. If there is a dispute or grievance between the Contractor and
CDPH, the Contractor must seek resolution using the procedure outlined below.

(1) The Contractor should first informally discuss the problem with the CDPH Program Contract
Manager. If the problem cannot be resolved informally, the Contractor shall direct its
grievance together with any evidence, in writing, to the program Branch Chief. The grievance
shall state the issues in dispute, the legal authority or other basis for the Contractor's position
and the remedy sought. The Branch Chief shall render a decision within ten (10) working
days after receipt of the written grievance from the Contractor. The Branch Chief shall
respond in writing to the Contractor indicating the decision and reasons therefore. If the
Contractor disagrees with the Branch Chief's decision, the Contractor may appeal to the
second level.

(2) When appeaiing to the second level, the Contractor must prepare an appeal indicating the
reasons for disagreement with Branch Chief's decision. The Contractor shall include with the
appeal a copy of the Contractor's original statement of dispute along with any supporting
evidence and a copy of the Branch Chief's decision. The appeal shall be addressed to the
Deputy Director of the division in which the branch is organized within ten (10) working days
from receipt of the Branch Chief's decision. The Deputy Director of the division in which the
branch is organized or his/her designee shall meet with the Contractor to review the issues -
raised. A written decision signed by the Deputy Director of the division in which the branch is
organized or his/her designee shall be directed to the Contractor within twenty (20) working
days of receipt of the Contractor's second level appeal.

b. If the Contractor wishes to appeal the decision of the Deputy Director of the division in which the
branch is organized or his/her designee, the Contractor shall follow the procedures set forth in
Division 25.1 (commencing with Section 38050) of the Health and Safety Code and the
regulations adopted thereunder. (Title 1, Subchapter 2.5, commencing with Section 251,
California Code of Regulations.)

c. Disputes arising out of an audit, examination of an agreement or other action not covered by
subdivision (a) of Section 20204, of Chapter 2.1, Title 22, of the California Code of Regulations,

CDPH Exhibit D(F) (8/09) ' Page 15 of 26




California Department of Public Heaith - Special Terms and Conditions - Exhipit D (F)

and for which no procedures for appeal are provided in statute, regulation or the Agreement, shail
be handied in accordance with the procedures identified in Sections 51016 through 51047,
Title 22, California Code of Regulations.

Unless otherwise stipulated in writing by CDPH, all dispute, grievance and/or appeal
correspondence shall be directed to the CDPH Program Contract Manager.

There are organizational differences within CDPH's funding programs and the management levels
identified in this dispute resolution provision may not apply in every contractual situation. When a
grievance is received and organizational differences exist, the Contractor shall be notified in
writing by the CDPH Program Contract Manager of the level, name, and/or title of the appropriate
management official that is responsible for issuing a decision at a given level.

16. Financial and Compiiance Audit Requirements

a.

The definitions used in this provision are contained in Section 38040 of the Health and Safety
Code, which by this reference is made a part hereof.

Direct service contract means a contract or agreement for services contained in local assistance
or subvention programs or both (see Health and Safety [H&S] Code section 38020). Direct
service contracts shall not include contracts, agreements, grants, or subventions to other
governmental agencies or units of government nor contracts or agreements with regional centers
or area agencies on aging (H&S Code section 38030).

The Contractor, as indicated below, agrees to obtain one of the following audits:

(1) If the Contractor is a nonprofit organization (as defined in H&S Code section 38040) and
receives $25,000 or more from any State agency under a direct service contract or
agreement; the Contractor agrees to obtain an annual single, organization wide, financial and
compliance audit. Said audit shall be conducted according to Generally Accepted Auditing
Standards. This audit does not fuffill the audit requirements of Paragraph c(3) below. The
audit shall be completed by the 15th day of the fifth month following the end of the
Contractor's fiscal year, and/or

(2) If the Contractor is a nonprofit organization (as defined in H&S Code section 38040) and
receives less than $25.000 per year from any State agency under a direct service contract or
agreement, the Contractor agrees to obtain a biennial single, organization wide financial and
compliance audit, unless there is evidence of fraud or other violation of state law in
connection with this Agreement. This audit does not fulfill the audit requirements of
Paragraph c(3) below. The audit shall be completed by the 15th day of the fifth month
following the end of the Contractor’s fiscal year, and/or

(3) If the Contractor is a State or Local Government entity or Nonprofit organization (as defined
by the Federal Office of Management and Budget [OMB] Circular A-133) and_expends
$500,000 or more_in_Federal awards, the Contractor agrees to obtain an annual single,
organization wide, financial and compliance audit according to the requirements specified in
OMB Circular A-133 entitled "Audits of States, Local Governments, and Non-Profit
Organizations”. An audit conducted pursuant to this provision will fulfill the audit requirements
outlined in Paragraphs c(1) and c(2) above. The audit shall be completed by the end of the
ninth month following the end of the audit period. The requirements of this provision apply if:

(a) The Contractor is a recipient expending Federal awards received directly from Federal
awarding agencies, or

(b) The Contractor is a subrecipient expending Federal awards received from a pass-through
entity such as the State, County or community based organization.

(4) If the Contractor submits to CDPH a report of an audit other than an OMB A-133 audit, the
Contractor must also submit a certification indicating the Contractor has not expended
$500,000 or more in federal funds for the year covered by the audit report.
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Two copies of the audit report shall be delivered to the CDPH program funding this Agreement.
The audit report must identify the Contractor's legal name and the number assigned to this
Agreement. The audit report shall be due within 30 days after the completion of the audit. Upon
receipt of said audit report, the CDPH Program Contract Manager shall forward the audit report to
CDPH's Audits and Investigations Unit if the audit report was submitted under Section 16.¢(3),
uniess the audit report is from a City, County, or Special District within the State of California
whereby the report will be retained by the funding program.

The cost of the audits described herein may be included in the funding for this Agreement up to
the proportionate amount this Agreement represents of the Contractor's total revenue. The CDPH
program funding this Agreement must provide advance written approval of the specific amount
allowed for said audit expenses.

The State or its authorized designee, including the Bureau of State Audits, is responsible for
conducting agreement performance audits which are not financial and compliance audits.
Performance audits are defined by Generally Accepted Government Auditing Standards.

Nothing in this Agreement limits the State’s responsibility or authority to enforce State law or
reguiations, procedures, or reporting requirements arising thereto.

Nothing in this provision limits the authority of the State to make audits of this Agreement,
provided however, that if independent audits arranged for by the Contractor meet Generally
Accepted Governmental Auditing Standards, the State shall rely on those audits and any
additional audit work and shall build upon the work already done.

The State may, at its option, direct its own auditors to perform either of the audits described
above. The Contractor will be given advance written notification, if the State chooses to exercise
its option to perform said audits.

The Contractor shall include a clause in any agreement the Contractor enters into with the audit
firm doing the single organization wide audit to provide access by the State or Federal
Government to the working papers of the independent auditor who prepares the single
organization wide audit for the Contractor.

Federal or state auditors shall have "expanded scope auditing" authority to conduct specific
program audits during the same period in which a single organization wide audit is being
performed, but the audit report has not been issued. The federal or state auditors shall review and
have access to the current audit work being conducted and will not apply any testing or review
procedures which have not been satisfied by previous audit work that has been completed.

The term "expanded scope auditing” is applied and defined in the U.S. General Accounting Office
(GAQO) issued Standards for Audit of Government Organizations, Programs, Activities and
Functions, better known as the "yellow book".

Human Subjects Use Requirements

(Applicable only to federally funded agreements/grants in which performance, directly or through a
subcontract/subaward, includes any tests or examination of materials derived from the human body.)

By signing this Agreement, Contractor agrees that if any performance under this Agreement or any
subcontract or subagreement includes any tests or examination of materials derived from the human
body for the purpose of providing information, diagnosis, prevention, treatment or assessment of
disease, impairment, or health of a human being, all locations at which such examinations are
performed shall meet the requirements of 42 U.S.C. Section 263a (CLIA) and the reguiations
thereunder.
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18.

18.

20.

Novation Requirements

If the Contractor proposes any novation agreement, CDPH shall act upon the proposal within 60 days
after receipt of the written proposal. CDPH may review and consider the proposal, consult and
negotiate with the Contractor, and accept or reject all or part of the proposal. Acceptance or rejection
of the proposal may be made orally within the 60-day period and confirmed in writing within five days
of said decision. Upon written acceptance of the proposal, CDPH will initiate an amendment to this
Agreement to formally implement the approved proposal.

Debarment and Suspension Certification
(Applicable to all agreements funded in part or whole with federai funds.)

a. By signing this Agreement, the Contractor/Grantee agrees to comply with applicable federal
suspension and debarment regulations including, but not limited to 7 CFR Part 3017, 45 CFR 76,
40 CFR 32 or 34 CFR 85.

b. By signing this Agreement, the Contractor certifies to the best of its knowledge and belief, that it
and its principals:

(1) Are not presently debarred, suspended, proposed for debarment, declared ineligibie, or
voluntarily excluded by any federal department or agency;

(2) Have not within a three-year period preceding this application/proposal/agreement been
convicted of or had a civil judgment rendered against them for commission of fraud or a
criminal offense in connection with obtaining, attempting to obtain, or performing a public
(Federal, State or local) transaction or contract under a public transaction; violation of Federal
or State antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification
or destruction of records, making false statements, or receiving stolen property;

(3) Are not presently indicted for or otherwise criminally or civilly charged by a governmental
entity (Federal, State or local) with commission of any of the offenses enumerated in
Paragraph b(2) herein; and

(4) Have not within a three-year period preceding this application/proposal/agreement had one or
more public transactions (Federal, State or local) terminated for cause or default.

(5) Shall not knowingly enter into any lower tier covered transaction with a person who is
proposed for debarment under federal regulations (i.e., 48 CFR part 9, subpart 9.4), debarred,
suspended, declared ineligible, or voluntarily excluded from participation in such transaction,
unless authorized by the State.

(6) Will include a clause entitied, "Debarment and Suspension Certification” that essentially sets
forth the provisions herein, in all lower tier covered transactions and in all solicitations for
lower tier covered transactions.

c. If the Contractor is unable to certify to any of the statements in this certification, the Contractor
shall submit an explanation to the CDPH Program Contract Manager.

d. The terms and definitions herein have the meanings set out in the Definitions and Coverage
sections of the rules implementing Federal Executive Order 12549.

e. If the Contractor knowingly violates this certification, in addition to other remedies available to the
Federal Government, the CDPH may terminate this Agreement for cause or default.

Smoke-Free Workplace Certification

(Applicable to federally funded agreements/grants and subcontracts/subawards, that provide health,
day care, early childhood development services, education or library services to children under 18
directly or through local governments.)
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21.

22.

23.

24,

a. Public Law 103-227, also known as the Pro-Children Act of 1994 (Act), requires that smoking not
be permitted in any portion of any indoor facility owned or leased or contracted for by an entity and
used routinely or regularly for the provision of health, day care, early childhood development
services, education or library services {o chiidren under the age of 18, if the services are funded
by federal programs either directly or through state or local governments, by federal grant,
contract, loan, or loan guarantee. The law also applies fo children’s services that are provided in
indoor facilities that are constructed, operated, or maintained with such federal funds. The law
does not apply to children's services provided in private residences; portions of facilities used for
inpatient drug or alcohol treatment; service providers whose sole source of applicable federal
funds is Medicare or Medicaid; or facilities where WIC coupons are redeemed.

b. Failure to comply with the prbvisions of the law may result in the imposition of a civil monetary
penalty of up to $1,000 for each violation and/or the imposition of an administrative compliance
order on the responsible party.

c. By signing this Agreement, Contractor or Grantee certifies that it will comply with the requirements
of the Act and will not allow smoking within any portion of any indoor faciiity used for the provision
of services for chiidren as defined by the Act.  The prohibitions herein are effective
December 26, 1994.

d. Contractor or Graniee further agrees that it will insert this certification into any subawards
(subcontracts or subgrants) entered info that provide for children's services as described in the
Act.

Covenant Against Contingent Fees
(Applicable only to federally funded agreements.)

The Contractor warrants that no person or seiling agency has been employed or retained to
solicit/secure this Agreement upon an agreement of understanding for a commission, percentage,
brokerage, or contingent fee, except bona fide employees or bona fide established commercial or
selling agencies retained by the Contractor for the purpose of securing business. For breach or
violation of this warranty, CDPH shall have the right to annul this Agreement without liability or in its
discretion to deduct from the Agreement price or consideration, or otherwise recover, the full amount
of such commission, percentage, and brokerage or contingent fee.

Payment Withholds
(Applicable only if a final report is required by this Agreement. Not applicable to government entities.)

Unless waived or otherwise stipulated in this Agreement, CDPH may, at its discretion, withhold 10
percent (10%) of the face amount of the Agreement, 50 percent (50%) of the final invoice, or $3,000
whichever is greater, until CDPH receives a final report that meets the terms, conditions and/or scope
of work requirements of this Agreement.

Performance Evaluation

(Not applicable to grant agreements.)

CDPH may, at its discretion, evaluate the performance of the Contractor at the conclusion of this
Agreement. [f performance is evaluated, the evaluation shall not be a public record and shall remain
on file with CDPH. Negative performance evaluations may be considered by CDPH prior to making
future contract awards.

Officials Not to Benefit

No members of or delegate of Congress or the State Legislature shall be admitted to any share or part
of this Agreement, or to any benefit that may arise therefrom. This provision shall not be construed to
extend to this Agreement if made with.a corporation for its general benefits.
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25.

26.

27.

28.

29.

Four-Digit Date Compliance

(Applicable to agreements in which Information Technology (IT) services are provided to DHCS or if IT
equipment is procured.)

Confractor warrants that it will provide only Four-Digit Date Compliant (as defined below) Deliverables
and/or services to the State. “Four Digit Date compliant” Deliverables and services can accurately
process, calculate, compare, and sequence date data, including without limitation date data arising out
of or relating to leap years and changes in centuries. This warranty and representation is subject to
the warranty terms and conditions of this Contract and does not limit the generality of warranty
obligations set forth elsewhere herein.

Prohibited Use of State Funds for Software

(Applicable to agreements in which computer software is used in performance of the work.)
Contractor certifies that it has appropriate systems and controls in place to ensure that state funds will
not be used in the performance of this Agreement for the acquisition. operation or maintenance of
computer software in violation of copyright laws.

Use of Small, Minority Owned and Women’s Businesses

(Applicable to that portion of an agreement that is federally funded and entered into with institutions of
higher education, hospitals, nonprofit organizations or commercial businesses.)

Positive efforts shall be made to use small businesses, minority-owned firms and women's business
enterprises, whenever possible (i.e., procurement of goods and/or services). Contractors shall take
all of the following steps to further this goal.

(1) Ensure that small businesses, minority-owned firms, and women's business enterprises are used
to the fullest extent practicable.

(2) Make information on forthcoming purchasing and contracting opportunities available and arrange
time frames for purchases and contracts to encourage and facilitate participation by small
businesses, minority-owned firms, and women's business enterprises.

(3) Consider in the contract process whether firms competing for larger contracts intend to
subcontract with small businesses, minority-owned firms, and women'’s business enterprises.

(4) Encourage contracting with consortiums of small businesses, minority-owned firms and women's
business enterprises when a contract is too large for one of these firms to handle individuatly.

(5) Use the services and assistance, as appropriate, of such organizations as the Federal Small
Business Administration and the U.S. Department of Commerce's Minority Business Development
Agency in the solicitation and utilization of small businesses, minority-owned firms and women's
business enterprises.

Alien Ineligibility Certification

(Applicable to sole proprietors entering federally funded agreements.)

By signing this Agreement, the Contractor certifies that he/she is not an alien that is ineligible for state

and local benefits, as defined in Subtitle B of the Personal Responsibility and Work Opportunity Act.

(8 U.S.C. 1601, et seq.)

Union Organizing

(Applicable only to grant agreements.)
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Grantee, by signing this Agreement, hereby acknowledges the applicability of Government Code
Sections 16645 through 16649 1o this Agreement. Furthermore, Grantee, by signing this Agreement
hereby certlfles that:

a.

b.

No state funds disbursed by this grant will be used‘ to assist, promote or deter union organizing.

Grantee shall account for state funds disbursed for a specific expenditure by this grant, to show
those funds were allocated to that expenditure.

Grantee shall, where state funds are not designated as described in b herein, aliocate, on a pro-
rata basis, all disbursements that support the grant program.

If Grantee makes expenditures to assist, promote or deter union organizing, Grantee will maintain
recoerds sufficient to show that no state funds were used for those expenditures, and that Grantee
shall provide those records to the Attorney General upon request.

Contract Uniformity {Fringe Benefit Allowability)

(Applicable only to nonprofit organizations.)

Pursuant to the provisions of Article 7 (commencing with Section 100525) of Chapter 3 of Part 1 of
Division 101 of the Health and Safety Code, CDPH sets forth the following policies, procedures, and
guidelines regarding the reimbursement of fringe benefits.

a.

b.

d.

As used herein fringe benefits shall mean an employment benefit given by one’s employer to an
employee in addition to one’s regular or normal wages or salary.

As used herein, fringe benefits do not include:

(1) Compensation for personal services paid currently or accrued by the Contractor for services
of empioyees rendered during the term of this Agreement, which is identified as regular or
normal salaries and wages, annual leave, vacation, sick leave, holidays, jury duty and/or
military leave/training.

(2) Director's and executive committee member's fees.

(3) Incentive awards and/or bonus incentive pay.

{4) Allowances for off-site pay.

(5) Location allowances.

(6) Hardship pay.

(7) Cost-of-living differentials

Specific allowable fringe benefits inciude:

(1) Fringe benefits in the form of employer contributions for the employer's portion of payroll taxes
(i.e., FICA, SUI, SDI), employee health plans (i.e., health, dental and vision), unemployment
insurance, worker's compensation insurance, and the employer's share of pension/retirement
plans, provided they are granted in accordance with established written organization policies
and meet all legal and internal Revenue Service requirements.

To be an allowable fringe benefit, the cost must meet the foliowing criteria:

(1) Be necessary and reasonable for the performance of the Agreement.

(2) Be determined in accordance with generally accepted accounting principles.
{3) Be consistent with policies that apply uniformly to all activities of the Contractor.
Contractor agrees that all fringe benefits shall be at actual cost.

Earned/Accrued Compensation

(1) Compensation for vacation, sick leave and holidays is limited to that amount earned/accrued
within the agreement term. Unused vacation, sick leave and holidays earned from periods
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(2)

prior to the agreement term cannot be claimed as allowable costs. See Provision f (3)(a) for
an example.

For multiple year agreements, vacation and sick leave compensation, which s
earned/accrued but not paid, due to employee(s) not taking time off may be carried over and
claimed within the overall term of the multiple years of the Agreement. Holidays cannot be
carried over from one agreement year to the next. See Provision f (3)(b) for an exampie.

For single year agreements, vacation, sick leave and holiday compensation that is
earned/accrued but not paid, due to employee(s) not taking time off within the term of the
Agreement, cannot be claimed as an allowable cost. See Provision f (3)(c) for an example.

(a) Example No. 1:

If an employee, John Doe, earns/accrues three weeks of vacation and twelve days of sick
leave each year, then that is the maximum amount that may be claimed during a one year
agreement. If John Doe has five weeks of vacation and eighteen days of sick leave at the
beginning of an agreement, the Contractor during a one-year budget period may only
claim up to three weeks of vacation and twelve days of sick leave as actually used by the
employee. Amounts earned/accrued in periods prior to the beginning of the Agreement
are not an allowable cost.

{b) Exampie No. 2:

If during a three-year (multiple year) agreement, John Doe does not use his three weeks
of vacation in year one, or his three weeks in year two, but he does actually use nine
weeks in year three; the Contractor would be allowed to claim all nine weeks paid for in
year three. The total compensation over the three-year period cannot exceed 156 weeks
(3 x 52 weeks).

(c) Example No. 3:

If during a single year agreement, John Doe works fifty weeks and used one week of
vacation and one week of sick leave and all fifty-two weeks have been billed to CDPH, the
remaining unused two weeks of vacation and seven days of sick leave may not be
claimed as an allowable cost.

31. Lobbying Restrictions and Disciosure Certification

(Applicable to federally funded agreements in excess of $100,000 per Section 1352 of the 31, U.S.C.)

a. Certification and Disclosure Requirements

(1)

Each person (or recipient) who requests or receives a contract or agreement, subcontract,
grant, or subgrant, which is subject to Section 1352 of the 31, U.S.C., and which exceeds
$100,000 at any tier, shall file a certification (in the form set forth in Attachment 1, consisting
of one page, entitled “Certification Regarding Lobbying”) that the recipient has not made, and
will not make, any payment prohibited by Paragraph b of this provision.

Each recipient shall file a disclosure (in the form set forth in Attachment 2, entitled “Standard
Form-LLL 'disclosure of Lobbying Activities’) if such recipient has made or has agreed to
make any payment using nonappropriated funds (to include profits from any covered federal
action) in connection with a contract, or grant or any extension or amendment of that contract,
or grant, which would be prohibited under Paragraph b of this provision if paid for with
appropriated funds.

Each recipient shall file a disclosure form at the end of each calendar quarter in which there
occurs any event that requires disclosure or that materially affect the accuracy of the
information contained in any disclosure form previously filed by such person under Paragraph
a(2) herein. An event that materially affects the accuracy of the information reported includes:
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(5)

(a) A cumulative increase of $25,000 or more in the amount paid or expected to be paid for
influencing or attempting to influence a covered federal action;

{b) A change in the person(s) or individuals(s) influencing or attempting to influence a
covered federal action; or

(c) A change in the officer(s), empioyee(s), or member(s) contacted for the purpose of
influencing or attempting to influence a covered federal action.

Each person (or recipient) who requests or receives from a person referred to in Paragraph
a(1) of this provision a contract or agreement, subcontract, grant or subgrant exceeding
$100,000 at any tier under a coniract or agreement, or grant shall file a certification, and a
disclosure form, if required, to the next tier above.

All disclosure forms (but not certifications) shall be forwarded from tier to tier until received by
the person referred to in Paragraph a(1) of this provision. That person shail forward all
disciosure forms to CDPH Program Contract Manager.

b. Prohibition

Section 1352 of Title 31, U.S.C., provides in part that no appropriated funds may be expended by
the recipient of a federal contract or agreement, grant, loan, or cooperative agreement to pay any
person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with any of the following covered federal actions: the awarding of any federal contract
or agreement, the making of any federal grant, the making of any federal loan, entering into of any
cooperative agreement, and the extension, continuation, renewal, amendment, or modification of
any federal contract or agreement, grant, loan, or cooperative agreement.
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Attachment 1
STATE OF CALIFORNIA
CALIFORNIA DEPARTMENT OF PUBLIC HEALTH

CERTIFICATION REGARDING LOBBYING
The undersigned certifies, to the best of his or her knowiedge and belief, that:

(1) No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any
person for influencing or attempting to influence an officer or employee of an agency, a Member of Congress, an officer or
employee of Congress, or an employee of a Member of Congress in connection with the making, awarding or entering into
of this Federal contract, Federal grant, or cooperative agreement, and the extension, continuation, renewal, amendment,
or medification of this Federal contract, grant, or cooperative agreement.

(2) If any funds other than Federal appropriated funds have been paid or will be paid to any person for influencing
or attempting to influence an officer or employee of any agency of the United States Government, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this Federal contract,
grant, or cooperative agreement, the undersigned shall compiete and submit Standard Form LLL, "Disclosure of Lobbying
Activities" in accordance with its instructions.

(3) The undersigned shall require that the language of this certification be included in the award documents for all
subawards at all tiers (including subcontractors, subgrants, and contracts under grants and cooperative agreements) of
$100,000 or more, and that all subrecipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction was made or
entered into. Submission of this certification is a prerequisite for making or entering into this transaction imposed by
Section 1352, Title 31, U.S.C., any person who fails to file the required certification shall be subject to a civil penalty of not
less than $10,000 and not more than $100,000 for each such failure.

Name of Contractor Printed Name of Person Signing for Contractor
Contract/ Grant Number Signature of Person Signing for Contractor
Date Title

After execution by or on behalf of Contractor, please return to:

California Department of Public Health

CDPH reserves the right to notifiy the contractor in writing of an ailternate submission address.
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Attachment 2

CERTIFICATION REGARDING LOBBYING Approved by OMB
Complete this form to disclose lobbying activities pursuant to 31 U.S.C. 1352 0348-0046
(See reverse for public burden disclosure)

1. Type of Federal Action: 2. Status of Federal Action: 3. Report Type:
['] a contract [ ] a. Dbid/offer/application ] a. initial filing -
b. grant b. initial award b. material change
3. ﬁ)oaonperatlve agreement c. post-award For Material Change Only:
e. loan guarantee Year quarter
f.  loan insurance date of last report _____
4. Name and Address of Reporting Entity: 5. If Reporting Entity in No. 4 is Subawardee, Enter Name
and Address of Prime:
{3 Prime [ Subawardee
Tier ___, if known:
Congressional District, if known: Congressional District, If known:
6. Federal Department/Agency 7. Federal Program Name/Description:
CDFA Number, if applicable:
8. Federal Action Number, if known: 9.  Award Amount, if known:
$
10.a. Name and Address of Lobbying Registrant b. Individuais Performing Services (including address if different from
(If individual, last name, first name, Mi): 10a.
(Last name, First name, Mi):
11. Information requested through this form is authorized by title 31 . )
U.8.C. section 1352. This disclosure of lobbying activities is a material | Signature:
representation of fact upon which reliance was placed by the tier .
above when this transaction was made or entered into. This | Print Name:
disclosure is required pursuant to 31 U.S.C. 1352. This information .
will be available for public inspection. required disciosure shall be Title: .
subject to a not more than $100,000 for each such failure. Telephone No.: Date:
Authorized for Local Reproduction
Standard Form-LLL (Rev. 7-97)
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INSTRUCTIONS FOR COMPLETION OF SF-LLL, DISCLOSURE OF LOBBYING ACTIVITIES

This disclosure form shall be completed by the reporting entity, whether subawardee or prime Federal recipient, at the initiation or receipt of a covered Federal action, or a
material change to a previous filing, pursuant to title 31 U.S.C. section 1352. The filing of a form is required for each payment or agreement to make payment to any lobbying
entity for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member
of Congress in connection with a covered Federal action. Complete all items that appiy for both the initial filing and material change report. Refer to the impiementing guidance
published by the Office of Management and Budget for additional information.

1. Identify the type of covered Federal action for which lobbying activity is and/or has been secured to influence the outcome of a covered Federal action.

2. Identify the status of the covered Federal action.

3. Identify the appropriate classification of this report. If this is a follow-up report caused by a material change to the information previously reported, enter the year and
quarter in which the change occutred. Enter the date of the last previously submitted report by this reparting entity for this covered Federal action.

4. Enter the full name, address, city, State and zip code of the reporting entity. Include Congressional District, if known. Check the appropriate classification of the
reporting entity that designates if it is, or expects to be a prime or subaward recipient. Identify the tier of the subawardee, e.g., the first subawardee of the prime is
the 1st tier. Subawards include but are not limited to subcontracts, subgrants and contract awards under grants.

5. if the organization filing the report in item 4 checks "Subawardee," then enter the full name, address, city, State and zip code of the prime Federal recipient. include
Congressional District, if known.

6. Enter the name of the Federal agency making the award or loan commitment. Include at least one organizational level below agency name, if known. For example,
Department of Transportation, United States Coast Guard.

7. Enter the Federal program name or description for the covered Federal action (item 1). If known, enter the full Cataiog of Federal Domestic Assistance (CFDA)
number for grants, cooperative agreements, ioans, and ioan commitments.

8.  Enter the most appropriate Federal identifying number availabie for the Federal action identified in item 1 (e.g., Request for Proposal (RFP) number; Invitation for Bid
(IFB) number; grant announcement number; the contract, grant, or loan award number; the application/proposal control number assigned by the Federal agency).
include prefixes, e.g., "RFP-DE-90-001."

9. For a covered Federal action where there has been an award or loan commitment by the Federal agency, enter the Federal amount of the award/loan commitment
for the prime entity identified in item 4 or 5.

10. (a) Enter the full name, address, city, State and zip code of the lobbying registrant under the Lobbying Disclosure Act of 1995 engaged by the reporting entity
identified in item 4 to influence the covered Federat action.

(b) Enter the full names of the individual(s) performing services, and include full address if different from 10 (a). Enter Last Name, First Name, and Middle Initial
(V).

11.  The certifying official shall sign and date the form, print his/her name, title, and telephone number.

According to the Paperwork Reduction Act, as amended, no persons are required to respond to a collection of information uniess it displays a valid
OMB -Control Number. The valid OMB control number for this information coliection is OMB No. 0348-0046. Public reporting burden for this
collection of information is estimated to average 10 minutes per response, including time for reviewing instructions, searching existing data sources,
gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding the burden
estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to the Office of Management and
Budget, Paperwork Reduction Project (0348-00486), Washington, DC 20503.
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County of Riverside Community Health Agency
09-11221

Exhibit E '

Additional Provisions

Additional incorporated E:xhibits

A

ML

The following documents and any subsegquent updates are not attached, but are
incorporated herein and made a part hereof by this reference. These documents may be
updated periodically by CDPH, as required by program directives. CDPH shall provide the
Contractor with copies of said documents and any periodic updates thereto, under separate
cover. CDPH will maintain on file, all documents referenced herein and any subsequent
updates.

1) State Share Budget(s) (signed and approved as final by the Contractor)

2) Local Incentive Award Program Guidelines Manuali

3) Network for a Healthy California Program Letters and any revisions thereto.

4) United States Department of Agricuiture State Supplemental Nutrition Assistance
Program Education {(SNAP-Ed) Plan Guidance

Cancellation / Termination

A

This agreement may be cancelled by CDPH or Contractor without cause upon 30 calendar
days advance written notice to the other party.

CDPH reserves the right to cancel or terminate this agreement immediately for cause. The
Contractor may submit a written request to terminate this agreement only if CDPH
substantially fails to perform its responsibilities as provided herein.

The term “for cause” shall mean that the Contractor fails to meet the terms, conditions,
and/or responsibilities of this agreement.

Agreement termination or cancellation shall be effective as of the date indicated in CDPH’s
notification to the Contractor. The notice shall stipulate any final performance, invoicing or
payment requirements.

Upon receipt of a notice of termination or cancellation, the Contractor shall take immediate
steps to stop performance and to cancel or reduce subsequent agreement costs.

In the event of early termination or cancellation, the Contractor shall be entitled to
compensation for services performed satisfactorily under this agreement and expenses
incurred up to the date of cancellation and any non-cancelable obligations incurred in
support of this agreement.

Avoidance of Conflicts of Interest by Contractor

A.

CDPH intends to avoid any real or apparent conflict of interest on the part of the Contractor,
subcontractors, or employees, officers and directors of the Contractor or subcontractors.
Thus, CDPH reserves the right to determine, at its sole discretion, whether any information,
assertion, or claim received from any source indicates the existence of a real or apparent
conflict of interest; and, if a conflict is found to exist, to require the Contractor to submit
additional information or a plan for resolving the conflict, subject to prior CDPH review and
approval.
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Additional Provisions

Conflicts of interest include, but are not limited to:

1) An instance where the Contractor or any of its subcontractors, or any empioyee, officer,
or director of the Contractor or any subcontractor has an interest, financial or otherwise,
whereby the use or disclosure of information obtained while performing services under
the agreement would allow for private or personal benefit or for any purpose that is
contrary to the goals and objectives of the agreement.

2) An instance where the Contractor’s or any subcontractor’'s employees, officers, or
directors use their positions for purposes that are, or give the appearance of being,
motivated by a desire for private gain for themselves or others, such as those with whom
they have family, business or other ties.

If CDPH is or becomes aware of a known or suspected conflict of interest, the Contractor will
be given an opportunity to submit additional information or to resolve the conflict. A
Contractor with a suspected conflict of interest under this agreement will have five (5)
working days from the date of notification of the conflict by CDPH to provide complete
information regarding the suspected conflict. If a conflict of interest is determined to exist by
CDPH and cannot be resolved to the satisfaction of CDPH, the conflict will be grounds for
terminating the agreement. CDPH may, at its discretion upon receipt of a written request
from the Contractor, authorize an extension of the timeline indicated herein.

Freeze Exemptions
(Applicable only to local government agencies.)

A

Contractor agrees that any hiring freeze adopted during the term of this agreement shall not
be applied to the positions funded, in whole or part, by this agreement.

Contractor agrees not to implement any personnel policy, which may adversely affect
performance or the positions funded, in whole or part, by this agreement.

Contractor agrees that any travel freeze or travel limitation policy adopted during the term of
this agreement shall not restrict travel funded, in whole or part, by this agreement.

Contractor agrees that any purchasing freeze or purchase limitation policy adopted during
the term of this agreement shall not restrict or limit purchases funded, in whole or part, by
this agreement.
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Exhibit F
Coniractor’s Release
Insiructions to Coniractor:

With final invoice!s) submit one (1) original and one (1) copy. The original must bear the original signature of a person
authorized to bind the Contractor. The additional copy may bear photocopied signatures. ‘

Submission of Final Invoice

Pursuant to contract number 09-11221 entered into between the California Department of Public Heaith (CDPH)
and the Contractor (identified below), the Contractor does acknowledge that final payment has been requested via invoice
number(s} , in the amount(s) of $ and dated

If necessary, enter "See Attached” in the appropriate blocks and attach a list of invoice numbers, dollar amounts and invoice dates.

Release of ail Obligations

By signing this form, and upon receipt of the amount specified in the invoice number(s) referenced above, the Contractor does
hereby release and discharge the State, iis officers, agents and employees of and from any and all liabilities, obligations, claims. and
demands whatsoever arising from the above referenced contract.

Repayments Due to Audit Exceptions / Record Retention

By signing this form, Contractor acknowledges that expenses authorized for reimbursement does not guarantee final allowability of
said expenses. Contractor agrees that the amount of any sustained audit exceptions resulting from any subsequent audit made
after final payment will be refunded to the State.

All expense and accounting records related to the above referenced contract must be maintained for audit purposes for no less than
three years beyond the date of final payment, uniess a longer term is stated in said contract.

Recycled Product Use Certification

By signing this form, Contractor certifies under penaity of perjury that a minimum of 0% unless otherwise specified in writing of post
consumer material, as defined in the Public Contract Code Section 12200, in products, materials, goods, or supplies offered or sold
to the State regardless of whether it meets the requirements of Public Contract Code Section 12209. Contractor specifies that
printer or duplication cartridges offered or sold to the State comply with the requirements of Section 12156(g).

Reminder to Return State Equipment/Property (If Applicable)
(Applies only if equipment was provided by CDPH or purchased with or reimbursed by contract funds)

Unless CDPH has approved the continued use and possession of State equipment (as defined in the above referenced contract) for
use in connection with another CDPH agreement, Contractor agrees to promptly initiate arrangements to account for and return said
equipment to CDPH, at CDPH's expense, if said equipment has not passed its useful life expectancy as defined in the above
referenced contract.

Patents / Other Issues

By signing this form, Contractor further agrees, in connection with patent matters and with any claims that are not specifically
released as set forth above, that it will comply with all of the provisions contained in the above referenced contract, including, but not
limited to, those provisions relating to notification to the State -and related to the defense or prosecution of litigation. '

ONLY SIGN AND DATE THIS DOCUMENT WHEN ATTACHING IT TO THE FINAL INVOICE

Contractor’s Legal Name (as on contract):

Signature of Contractor or Official Designee: Date:

Printed Name/Title of Person Signing:

Distribution: Accounting (Original) Program

CDPH 2352 (7/07)






California Department of Public Health ) Exhibit G

Traveri Reimbursement information
(Mileage Decrease Effective 1/1/09)

1. The following rate policy is to be applied for reimbursing the trave! expenses of persons under contract. The terms
“contract” and/or “subcontract” have the same meaning as “grantee” and/or “subgrantee” where applicable.

a.

O

Reimbursement for travel and/or per diem shail be at the rates established for nonrepresented/excluded state
employees. Exceptions to Department of Personnel Administration (DPA) lodging rates may be approved by the
California Department of Public Health (CDPH) upon the receipt of a statement on/with an invoice indicating that such
rates are not available.

Short Term Travel is defined as a 24-hour period, and less than 31 consecutive days, and is at least 50 miles from the
main office, headquarters or primary residence. Starting time is whenever a contract or subcontract employee leaves
his or her home or headquarters. "Headquarters” is defined as the place where the contracted personnel spends the
largest portion of their working time and returns to upon the completion of assignments. Headquarters may be

.individually established for each traveier and approved verbaily or in writing by the program funding the agreement.

Verbal approval shall be foliowed up in writing or email.

Contractors on travel status for more than one 24-hour period and less than 31 consecutive days may claim a
fractional part of a period of more than 24 hours. Consult the chart appearing on Page 2 of this exhibit to
determine the reimbursement allowance. All lodging reimbursement claims must be supported by a receipt®. ifa
contractor does not or cannot present receipts, lodging expenses will not be reimbursed.

(1) Lodging (with receipts™):

Travel Location / Area Reimbursement Rate
Statewide {excluding the counties identified below) $ 84.00 plus tax
Counties of Los Angeles and San Diego $110.00 plus tax
Counties of Alameda, San Francisco, San Mateo, and Santa Clara $140.00 pius tax

Reimbursement for actual lodging expenses that exceed the above amounts may be allowed with the advance
approval of the Deputy Director of the California Department of Public Health (COPH) or his or her designee.
Receipts are required.

*Receipts from Internet lodging reservation services such as Priceline.com which require prepayment for that
service, ARE NOT ACCEPTABLE LODGING RECEIPTS and are not reimbursable without a valid lodging receipt
from a lodging establishment.

(2) Meal/Supplemental Expenses (with or without receipts): With receipts, the contractor will be reimbursed actual
amounts spent up to the maximum for each full 24-hour period of travel.

Meal /| Expense Reimbursement Rate
Breakfast $ 6.00
Lunch $ 10.00
Dinner $ 18.00
Incidental expenses $ 6.00

Out-of-state travel may only be reimbursed if such travel is necessitated by the scope or statement of work and has
been approved in advance by the program with which the contract is held. For out-of-state travel, contractors may be
reimbursed actual lodging expenses, supported by a receipt, and may be reimbursed for meals and supplemental
expenses for each 24-hour period computed at the rates listed in c. (2) above. For all out-of-state travel,
contractors/subcontractors must have prior CDPH written or verbal approval. Verbal approval shall be confirmed in
writing (email or memo).

In computing allowances for continuous periods of travel of less than 24 hours, consult the chart appearing on Page 2
of this exhibit.

No meal or lodging expenses will be reimbursed for any period of travel that occurs within normal working hours, unless
expenses are incurred at least 50 miles from headquarters.
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Travel Reimbursement Information (Continued) Exhibit G

)

If any of the reimbursement rates stated herein is changed by DPA, no formal contract amendment will be required to
incorporate the new rates. However, CDPH shall inform the contractor, in writing, of the revised travel reimbursement rates
and the applicable effective date of any rate change.

At CDPH’s discretion, changes or revisions made by CDPH to this exhibit, excluding travel reimbursement policies
established by DPA may be applied retroactively to any agreement to which a Travel Reimbursement Information exhibit is
attached, incorporated by reference, or applied by CDPH program policy. Changes to the travel reimbursement rates
stated herein may not be applied earlier than the date a rate change is approved by DPA.

For transportation expenses, the contractor must retain receipts for parking; taxi, airline, bus, or rail tickets; car rental; or
any other travel receipts pertaining to each trip for attachment to an invoice as substantiation for reimbursement.
Reimbursement may be requested for commercial carrier fares; private car mileage; parking fees; bridge tolls; taxi, bus, or
streetcar fares; and auto rental fees when substantiated by a receipt.

Note on use of autos: If a contractor uses his/her or a company car for transportation, the rate of reimbursement will be
55 cents maximum per mile. If a contractor uses his/her or a company car "in lieu of" airfare, the air coach fare will be the
maximum paid by the State. The contractor must provide a cost comparison upon request by the State. Gasoline and
routine automobiie repair expenses are not reimbursable.

The contractor is required to furnish details surrounding each period of travel. Travel expense reimbursement detail may
include, but not be limited to: purpose of travel, departure and return times, destination points, miles driven, mode of
transportation, etc. Reimbursement for travel expenses may be withheld pending receipt of adequate travel documentation.

Contractors are to consult with the program with which the contract is heid to obtain specific invoicing procedures.

Per Diem Reimbursement Guide

Length of travel This condition exists... Allowable Meal(s)
period S
Less than 24 hours Trip begins at or before 6 a.m. and ends at or after 9 a.m. | Breakfast may be claimed.
Less than 24 hours Trip begins at or before 4 p.m. and ends at or after 7 p.m. | Dinner may be claimed.

24 hours Trip begins at or before 6 a.m. Breakfast may be claimed.
24 hours Trip begins at or before 11 a.m. Lunch may be claimed.
24 hours Trip begins at or before 5 p.m. Dinner may be claimed.
More than 24 hours Trip ends at or after 8 a.m. Breakfast may be claimed.
More than 24 hours Trip ends at or after 2 p.m. Lunch may be claimed.
More than 24 hours Trip ends at or after 7 p.m. Dinner may be claimed.
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County of Riverside Community Health Agency
09-11221
Exhibit H
Information Confidentiality and Security Requirements

1. Definitions. For purposes of this Exhibit, the following definitions shail apply:

A. Public Information: Information that is not exempt from disciosure under the provisions of the
California Public Records Act (Government Code sections 6250-6265) or other appiicable state or
federal laws.

B. Confidential information: Information that is éxempt from disclosure under the provisions of the
California Public Records Act (Government Code sections 6250-6265) or other applicable state or
federal laws.

C. Sensitive Information: Information that requires special precautions to protect from unauthorized use,
access, disclosure, modification, loss, or deletion. Sensitive Information may be either Public
information or Confidential Information. It is information that requires a higher than normal assurance
of accuracy and completeness. Thus, the key factor for Sensitive Information is that of integrity.
Typically, Sensitive Information includes records of agency financial transactions and regulatory
actions. ‘

D. Personal information: Information that identifies or describes an individual, including, but not limited
to, their name, social security number, physical description, home address, home telephone number,
education, financial matters, and medical or employment history. It is CDPH’s policy to consider all
information about individuals private unless such information is determined to be a public
record.

2. Nondisclosure. The Contractor and its employees, agents, or subcontractors shall protect from
unauthorized disclosure any Personal Information, Sensitive Information, or Confidential Information
(hereinafter identified as PSCI), except for statistical information not identifying any such person.

3. The Contractor and its employees, agents, or subcontractors shall not use any PSCI for any purpose other
than carrying out the Contractor's obligations under this Agreement.

4. The Contractor and its employees, agents, or subcontractors shall promptly transmit to the CDPH Program
Contract Manager all requests for disclosure of any PSCI not emanating from the person who is the subject
of PSCI.

5. The Contractor shall not disclose, except as otherwise specifically permitted by this Agreement or
authorized by the person who is the subject of PSCI, any PSCI to anyone other than CDPH without prior
written authorization from the CDPH Program Contract Manager, except if disclosure is required by State
or Federal law. '

6. The Contractor shall observe the following requirements:

A. Safeguards. The Contractor shall implement administrative, physical, and technical safeguards that
reasonably and appropriately protect the confidentiality, integrity, and availability of the PSCI, including
electronic PSCI that it creates, receives, maintains, uses, or transmits on behalf of CDPH. Contractor
shall develop and maintain a written information privacy and security program that includes
administrative, technical and physical safeguards appropriate to the size and complexity of the
Contractor's operations and the nature and scope of its activities, including at a minimum, the
safeguards set forth in Exhibit I, the SR1 CDPH-ISO Project Requirements. ‘
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Exhibit H
Information Confidentiality and Security Requirements

| B. Security Officer. The Contractor shall designate a Security Officer to oversee its data security
program who will be responsible for carrying out its privacy and security programs and for
communicating on security matters with CDPH. ‘

|

\

} C. Training. The Contractor shall provide training on its data privacy and security policies at its own

| expense, to all its employees who assist in the performance of functions or activities on behalf of CDPH
under this Agreement and use or disclose PSCI.

1) The Contractor shall require each employee who receives data privacy and security training to sign
a certification, indicating the employee’s name and the date on which the training was completed.

2) The Contractor shall retain each employee’s written certifications for CDPH inspection for a period
of three years following contract termination.

D. Discovery and Notification of Breach. The Contractor shall notify CDPH immediately by telephone
call plus email or fax upon the discovery of breach of security of PSCI in computerized form if the
PSC! was, or is reasonably believed to have been, acquired by an unauthorized person, or within
twenty-four (24) hours by email or fax of the discovery of any suspected security incident, intrusion
or unauthorized use or disclosure of PSCI in violation of this Agreement, this provision, the law, or
potential loss of confidential data affecting this Agreement. Notification shall be provided to CDPH
Program Contract Manager, the CDPH Privacy Officer and the CDPH Chief Information Security
Officer. If the incident occurs after business hours or on a weekend or holiday and involves electronic
PSCI, notification shall be provided by calling the CDPH I.T. Service Desk. Contractor shall take:

1) Prompt corrective action to mitigate any risks or damages involved with the breach and to protect
the operating environment and

2) Any action pertaining to such unauthorized disclosure required by applicable Federal and State
laws and regulations.

E. Investigation of Breach. The Contractor shall immediately investigate such security incident, breach,
i or unauthorized use or disclosure of PSCI and within seventy-two (72) hours of the discovery, shall
‘ notify the CDPH Program Contract Manager, the CDPH Privacy Officer, and the CDPH Chief
| Information Security Officer of:

1) What data elements were involved and the extent of the data involved in the breach,

2) A description of the unauthorized persons known or reasonably believed to have improperly used or
disclosed PSCI,

3) A description of where the PSCl is believed to have been improperly transmitted, sent, or utilized,
4) A description of the probable causes of the improper use or disclosure; and

5) Whether Civil Code sections 1798.29 or 1798.82 or any other federal or state laws requiring
individual notifications of breaches are triggered.

F. Written Report. The Contractor shall provide a written report of the investigation to the CDPH
Program Contract Manager, the CDPH Privacy Officer, and the CDPH Chief Information Security
| Officer within ten (10) working days of the discovery of the breach or unauthorized use or disclosure.
| The report shall include, but not be limited to, the information specified above, as well as a full, detailed
corrective action plan, including information on measures that were taken to halt and/or contain the

improper use or disclosure.

CDPH ICSR (9/08) Page 2 of 3




County of Riverside Community Health Agency
09-11221
_ Exhibit H
Information Confidentiality and Security Requirements

G. Notification of Individuals. The Contractor shall notify individuais of the breach or unauthorized use
or disclosure when notification is required under state or federal law and shall pay any costs of such
notifications, as well as any cosis associated with the breach. The CDPH Program Contract Manager,
the CDPH Privacy Officer, and the CDPH Chief information Security Officer shall approve the time,
manner and content of any such notifications.

H. Affect on fower tier transactions. The terms of this Exhibit shall apply to all contracts, subcontracts,
and subawards, regardiess of whether they are for the acquisition of services, goods, or commodities.
The Contractor shall incorporate the contents of this Exhibit into each subcontract or subaward to its
agents, subcontractors, or independent consultanis.

7. Contact information. To direct communications to the above referenced CDPH staff, the Contractor shall
initiate contact as indicated herein. CDPH reserves the right to make changes to the contact information
below by giving written notice to the Contractor. Said changes shall not require an amendment to this
Exhibit or the Agreement to which it is incorporated.

CDPH Program CDPH Privacy Officer CDPH Chief Information
Contract Security Officer
Manager
See the Scope of | Privacy Officer . Chief Information Security Officer
Work exhibit for | Privacy Office, c/o Office of Legal Information Security Office
Program Contract | Services _ California Department of Public
Manager California Department of Public Health
Health P.O. Box 997413, MS 6302
P.O. Box 997377, MS 0506 Sacramento, CA 95899-7413
Sacramento, CA 95898-7377
o Email: cdphiso@cdph.ca.gov
Email: privacy@cdph.ca.gov Telephone: IT Service Desk
Telephone: (877) 421-9634 (916) 440-7000 or
(800) 579-0874
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] Type: 1SO Requirements

Issued: October 31, 2008 Doc Number: SR1 v2.8

Revised:

Title: information Systems Security Requirements for Projects

IMPORTANT NOTE: if an exemption from any SR requirement is required,
the SR1 Exemption Form in Appendix A must be filled out by the Project
Manager or Contract Manager.

. Purpose

This document provides the minimum security requirements, mandated by the
information Security Office (ISO) from projects governed and/or subject to the policies
and standards of the California Department of Public Health (CDPH). Projects that
intend to deploy systems/applications into the Department’s system infrastructure or wiil
utilize Department information system services are also subject to these minimum
security reguirements.

This document is intended to assist the Department and its service customers in
understanding the criteria the Department will use when evaluating and certifying the
system design and security features and protocols used by project solutions utilizing
Department services. The security requirements herewith will also be used in
conjunction with the Department ISO’s compliance review program of its information
system services consumers.

This document will serve as a universal set of requirements which must be met
regardless of physical hosting location or entities providing operations and maintenance
responsibility. These requirements do not serve any specific project nor do they
prescribe any specific implementation technology.

i Scope of Requirements

The information security requirements herein are organized in five categories (sections)
and address at a minimum:

= Administrative/Management Safeguards
» Technical and Operational Safeguards
= Solution Architecture

= Documentation of Solution

= |SO Notifications and Approvals

SR1- Information Systems Security Requirements for Projects Page 5 of 24




Exhibit | .

I. Contact

Chief Information Security Officer
California Department of Public Health
Information Security Office

1615 Capitol Avenue

Sacramento, Ca 95814
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v, information Systems Security Requirements

A. Administrative / Management Safeguards

1. Workiorce Confidentiality Statement

All persons working with Department information must sign a Security and Confidentiality
statement. The statement must include at a minimum; General Use, Security and
Privacy safeguards, Unacceptable Use, Audit, and Enforcement policies. (Contact the
iSO for the current version of the Security & Confidentiality form in use.)

The statement must be signed by the Project member prior to being granted access to
the Department’s information. The statement must be renewed annuaily.

2. Access Authorization }

Project/Program must implement and document clear rules and processes for vetting
and granting authorizations; and procedures for the supervision of workforce members
who work with Department information or in locations where it might be accessed.

3. Access Authorization Maintenance

On at least a semi-annual basis, Project/Program will review and remove all
authorizations for individuals who have left the department, transferred to another unit,
or assumed new job duties within the Department.

4. Information System Activity Review

Project/Program must implement and document procedures to regularly review records
of information system activity, such as audit logs, access reports, and security incident
tracking reports.

5. Periodic System Security Review

All systems shall allow for periodic system security reviews that provide assurance that
management, operations, personnel, and technical controls are functioning effectively
and providing adequate levels of protection.

The reviews may include technical tools and security procedures such as virus
scanners, vulnerability assessment products (which look for known security problems,
configuration errors, and the installation of the latest hardware/software “patches”), and
penetration testing.

6. Periodic System Log Review

All systems processing and/or storing Department information shall have a method or
procedure in place to create and review system logs for unauthorized access. Logs may
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be stored within the system or on a centralized logging server or service, and shall be
maintained for a minimum of three years.

| =

RE Business impact Analysis

Project/Program will conduct annually a Business Impact Analysis of the application to
determine the Maximum Acceptable Outage (MAO), cost of lost functionality, system
component dependencies, business function dependencies, and business partner
dependencies.

8. Change Conirol

All systems processing and/or storing Department information must have a documented
change conirol procedure that ensures separation of duties and protects the
confidentiality, integrity, and availability of information.

For those systems running within the Department’s environment and/or are consuming
Department services, those systems shall comply with Department of Technology
Services (DTS) and Department standards for change control process and procedures.

9. Incident Response

Project/Program wiil establish procedures for responding to an emergency or other
occurrence (e.g., fire, vandalism, system failure, and natural disaster) that damages
systems that contain electronic protected health information.

The emergency response procedures shall be added to the existing Operational
Recovery Plan (ORP). The ORP shall address what to do if a computer system and/or
the information files are violated, lost, damaged, or inaccessible.

10. Disaster Recovery

Project/Program will establish procedures that allow facility access in support of
restoration of lost information under the ORP and emergency mode operations plan in
the event of an emergency.

The restoration/recovery support procedures shall be added to the existing Operational
Recovery Plan (ORP) to restore any loss of information and assure continuity of
computing operations for support of the application and information.

Recovery procedures shall be developed using the appropriate template from the .
Department’s ORP.

11. Emergency Mode Operation Plan

Project/Program will establish an Emergency Mode Operation Plan (EMO) to enabie
continuation of critical business processes for protection of the security of electronic
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protected health information while operating in emergency mode. This plan shall be
added to the exisiing ORP.

12. Periodic Sysiem Recovery Testing

All systems, as part of a new or existing project, shall allow for periodic system recovery
testing. The period between tests should be defined as part of the project and be
consistent with relevant department disaster recovery standards. Such testing should
provide assurances that pians (Incident Response, Disaster Recovery, Emergency
Mode Operation, and Data Backup) and controis (management, operations, personnel,
and technical) are functioning effectively and providing adequate levels of protection’
during an incident, disaster, or breach.

13. Supervision of Data

Protected Health Information (PHI) in paper form shall not be left unattended at any time,
unless it is locked in a file cabinet, file room, desk, or office. Unattended means that
information is not being observed by an employee authorized to access the information.
Department PHI in paper form shall not be left unattended at any time in vehicles or
planes and shall not be contained in checked-in baggage on commercial airplanes.

14. Escorting Visitors

Visitors to areas where Department PHI is contained shall be escorted and Department
PHI shall be kept out of sight while visitors are in the area.
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B. Technical and Operational Safeguards

1. Sysiem Security Compiiance

All Project systems shall comply with applicable Department security policies and
requirements, as specified in the State Administrative Manual (SAM), Health
Administrative Manual (HAM), HIPAA, Privacy Act, and any other applicable state or
federal regulation. All security safeguards and precautions shall be subject to the
approval of the Department 1SO.

‘l 2. Virus Protection

All systems shall install and actively use comprehensive third-party virus protection
software, and routinely update such software when updates are released. All security
safeguards and precautions shall be subject to the approval of the Department ISO.

3. Patch Management

All systems shall install and actively use comprehensive third-party patch management
program and routinely update system and application software when updates are
released. All security safeguards and precautions shall be subject to the approval of the
Department ISO.

4. Encrypted Electronic Transmissions

All information transmissions that contain confidential information must be encrypted
end-to-end using an industry-recognized encryption standard. The electronic transport
must utilize Secure Socket Layer (SSL) and Department information and confidential
information shall be encrypted at the minimum of 128 bit AES (Advanced Encryption
Standard) or 3DES (Triple Data Encryption Standard) if AES is unavailable. Equivalent
or stronger algorithms may be used upon approval of the Department 1SO.

5. Encrypted Data Storage

All confidential information must be encrypted when stored using a Department
approved encryption standard. Confidential information shall be encrypted at the
minimum of 128 bit AES (Advanced Encryption Standard) or 3DES (Triple Data
Encryption Standard) if AES is unavailable. Equivalent or stronger algorithms may be
used upon approval of the Department I1SO.

6. Workstation / Laptop Encryption

All workstations and laptops that process and/or store Department information must be
encrypted with a Department approved solution or a solution using a vendor product
specified on the Department of General Services (DGS) California Strategic Sourced
Initiative (CSSI) website. :
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7. Removable Media Encryption

All electronic files that contain, Department information must be encrypted when stored
on any removable media type device (i.e. USB thumb drives, floppies, CD/DVD, tape
backup, etc.) with a Department approved solution or a solution using a vendor product
specified on the Department of General Services (DGS) California Strategic Sourced
Initiative (CSSI) website.

8. Secure Connectivity

All transmission and data-links between the information and application/system and
DBMS and the DTS Wide Area Network (WAN) shall be secure between transmission
systems as required by regulation, policy or standard and as prescribed for the given
application/system.

g8 Intrusion Detection and Prevention

All systems that are accessible via the Internet, are critical, or contain ePHI (eiectronic
Protected Health Information) shall install and actively use a Department approved
comprehensive third-party real-time host based intrusion detection and prevention
program that reports security events directly to the Department ISO. All security
safeguards and precautions shall be subject to the approval of Department |SO.

10. Minimum Data Downloads

In accordance with the principle of need-to-know, only the minimum amount of
information required to perform necessary business functions should be copied or
downloaded.

11. Data Destruction

All Department information must be wiped from systems when the information is no
longer necessary. The wipe method must conform to Department of Defense (DoD) and
Department standards for information destruction. Once information has been
destroyed, the Department contract manager must be notified. If an agency or other
entity is unable to destroy media in accordance with Department standards and provide
notification, the media must be returned to the Department after usage for destruction in
an approved manner.

12. Confidential Destruction

Department PHI in paper form must be disposed of through confidential means, such as
cross cut shredding and pulverizing.

13. Removal of Data
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Department PHI in either electronic or paper form shall not be removed from Department
premises or from the premises of an authorized vendor or contractor without the written
permission of the Department 1SO.

14. Faxing of Confidential Information

Facsimile transmissions containing PHI shall not be left unattended and fax machines
shall be in secure areas. Faxes shall contain a confidentiality statement notifying
persons receiving faxes in error to destroy them. Fax numbers must be verified before
sending.

1E. Mailing of Confidential Information

Department PHI shall only be mailed using secure methods. Large volume mailings of
Department PHI must be by a secure, bonded courier with signature required on receipt.
Disks and other transportable media sent through the mail must be encrypted with a
Department approved solution or a solution using a vendor product specified on the
Department of General Services (DGS) California Strategic Sourced Initiative (CSSH)
website.
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Soiution Architecture

El 1. Sysiem Security Compiiance

The system shall comply with all applicable Department security policies and
requirements, as well as those specified in the State Administrative Manual (SAM),
Health Administrative Manual (HAM), HIPAA Privacy Act, and any other applicable state
or federal regulation. All security safeguards and precautions shall be subject to the
approval of the Department 1SC.

2. Warning Banner

All systems containing Department information shall display a login warning banner
stating that information is confidential, activity is logged, and system use is for business
purposes only. User shall be directed to log off the sysiem if they do not agree with
these requirements.

The following warning banner shall be used for all access points (e.g., deskiops, laptops,
web applications, mainframe applications, servers and network devices):

WARNING: This is a State of California computer system that is for
official use by authorized users and is subject tc being monitored
and/or restricted at any time. Unauthorized or improper use of this
system may result in administrative disciplinary action and/or civil
and criminal penalties. By continuing to use this system you indicate
your awareness of and consent to these terms and conditions of use.

LOG OFF IMMEDIATELY, if you do not agree to the conditions stated
in this warning.

3. Layered Application Design

Application must be able to be segmented into a layered application design separating at
a minimum the Presentation, Application/Business Logic, and Data Access Logic, and
Data Persistence/Database layers.’

o~
Presentation Layer R
o

rayers separated
by firewall

{Presentation and

Application layers

_at minimum}
T

A/"

Application/
Business Logic
Layer

Data Layer
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4. Separation of Layers

The Presentation, Application/Business Logic, and Data Access Logic layer must be
separated physically by a firewall regardless of physical implementation.

Vendor-provided commercial off-the-shelf (COTS) packages or components where
physical separation of layers is not possible requires ISO approval.

5. Business Logic Layer Communication

Any system request made to the Business logic layer must be authenticated.

6. Data Access Logic Layer Design

The Data Access Logic Layer may take the form of stored procedures, database AP!
(Application Programming Interface), Data Access Objects/Components, Data Access
Middleware, Shared Data Services, or Secure Web Service.

7. Data Access Logic Layer Communication

Any system request made to the Data Access logic layer must be authenticated and
authorized.

8. Data Persistence/Database Layer Isolation

No direct access to the Data Persistence/Database layer will be permitted, except
through the Data Access logic layer.

All calls to the Data Persistence/Database layer will be made through the Data Access
logic layer as a trusted sub-system that utilizes a single database access account to all
transactions.

Vendor-provided commercial off-the-shelf (COTS) packages or components where
physical separation of Data Access Logic layer from Data Persistence/Database layer is
not possible require ISO approval.

9. User Input Validation

All user input must be validated. The system must manage client input controls from
server side to the extent possible. All third-party client side input controls must be
documented and approved by the Department 1SO.

10. Data Input Validation

All user information input must be validated before being committed to the database or
other application information repository.
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11. Data Queries

J

All Data queries (including In-line SQL calls) wiil not be allowed from the Presentation or
the Business Logic layers unless validated for appropriate use of query language and
validated for appropriate quantity/quality of data input. All data queries solution must be
approved by the Department 1SO.

Database table names and column names must not be exposed. Applications must use
an alias for every table and column.

Dynamic SQL will not be permitted from the Presentation Layer without prior approval
from the Department 1SO.

12. Username/Password Based Authentication

When usernames and passwords are going to be used as the method for system
authentication the following for each must be met:

e Username requirements:
= Usernames are unique and are traceable to an individual worker.
= Usernames are NOT to be shared and never hard-coded into system logic.

e Password requirements:
= Are not o be shared.
Must be 8 characters or more in length.
Must NOT be a word found in the dictionary, regardless of language.
Passwords must be encrypted using irreversible mdustry accepted strong
encryption.
Must be changed at least every 60 days.
Must NOT be the same as any of the previous 10 passwords.
Must be changed immediately if revealed or compromised.
Must be composed of characters from at least three of the following four
groups from the standard keyboard:
°  Upper case letters (A-Z);
° Lower case letters (a-z);
° Arabic numerals (0 through 9); and
® Non-alphanumeric characters (punctuation symbois).
= Accounts must be locked after 3 failed logon attempts.
= Account lock-out reset timers must be set for a minimum of 15 minutes.

13. Privileged Accounts Management

o Privileged Account Authorization
A privileged account is an account that allows an individual to perform
maintenance on an operating system or application (e.g. create/remove users,
install applications, create/modify databases). Privileged accounts require the
approval of the individual's manager, the 1SO, and must include a business
justification stating why privileged access is required and what it will be used for.
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Individuals granted privileged accounts must have already signed the Security
and Confidentiality Acknowledgement Statement. Privileged accounts must be
unique and associated with the individual for whom the account is authorized.

The use of shared privileged accounts (e.g. Administrator) is strictly prohibited.

» Username requirements

= Must be unique and are traceable to an individual person.

=  Must NOT be shared.

= Must never be hard-coded into system logic.

= Must NOT be the same across different zones (e.g. Web Zone, Internal
network, and Test Labs / Environments).
The default built-in Administrator account must be renamed and disabled.
The naming convention for privileged accounts must not make it obvious that
usernames belong to privileged accounts.
= |f a generic privileged account is created:

° ]t must only be used in an Emergency.

° ltis NOT to be used for routine maintenance.

°  The password storage and management process for generic privileged

accounts must be approved by the Department ISO.

e Password requirements
= Must not be the same as any of the previous 10 passwords.
= Must not to be shared.
= Must NOT be the same across different zones (e.g. Web Zone, Internal
network, and Test Labs / Environments).
Must be 12 characters or more in length.
Must NOT be a word found in the dictionary, regardless of language.
Password must NOT be stored in clear text.
Must be changed at least every 60 days.
Must be changed immediately if revealed, or compromised.
Must be changed immediately upon the termination or transfer of an
employee with knowledge of the password.
= Passwords must be encrypted using industry accepted, irreversible strong
encryption.
» Accounts must be locked after 3 failed logon attempts.
= Account lock-out timers must be set for at least 60 minutes.
= Must be comprised of characters from at least three of the following four
groups from the standard keyboard:
°  Upper case letters (A-2);
° Lower case letters (a-z);
°  Arabic numerals (O through 9);
° Non-alphanumeric characters (punctuation symbols).

» Restrictions for Privileged Accounts
= Holders of privileged accounts must restrict the use of their account privileges
to activities that are part of their job and that require privileged access.
» Holders of privileged accounts must never share their access and password
with other individuals.

14. Service Accounts Management
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e Service Account Authorization
in situations where it is necessary to use a service account, which is an account
used {o run a service and whose password is known by multiple individuals, the
account request will be approved by the manager of the Project/Program
requesting the account and by the I1SO. Requirements, stating the need for a
service account, will be documented in the request. A service account password
is shared among the individuals authorized to access the account, and is subject
to controls as stated in the password requirements in this document.

e Restrictions for Service Accounts
= Sharing passwords via email is prohibited, uniess the body of the email itself
is encrypted using strong encryption.
= When users are no ionger authorized to access an existing service account,
the service account password must be changed.

15. Roie - Based Access

Any system deployed during, or as a result of a project, shall provide secure role-based
access for authorization utilizing the principle of least privilege at all layers/tiers.

16. User / Entity Authentication Logging

The system must log success and failures of user authentication at all layers as well as
log all user transactions at the database layer as required by regulation, policy or
standard and as prescribed for the given application/system. This logging shall be
included for all user privilege levels including but not limited to systems administrators.
This requirement applies to systems that process, store, and/or interface with Pli
(Personal ldentifiable Information) and/or confidential information.

17. Automatic System Session Expiration

The system must provide an automatic timeout of user sessions after 20 minutes of
inactivity.

18. Automatic System Lock-out and Reporting

The system must provide an automatic lock-out of users and a means to audit a
minimum of 3 failed log-in attempts. The means of providing audit information must be
approved by the Department I1SO.

19. Role-based Access to Audit Functions and Data

All systems/applications will implement role-based access to auditing functions and audit
trail information utilizing the principle of least privilege.

20. Secure Online Access to Audit Functions
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All systems / applications will implement a secure online interface to Audit Capabilities
and Reporting by way of application programming interface (API) or network service (or
Web Service); to allow Department ISO to view logs, auditing procedures, and audit
reporting.

21. Audit Trails

This requirement delineates the (minimum) log information that audit trails should record
for any system that contains or is involved in the transmission of confidential information.
The information listed below should be available on every system running a production
environment. Not only will this information assist with problem resolution efforts and
system restore operations, it will also be invaluable to system penetration attack
investigations, fraud investigations, etc.

The system must record (at minimum) the following events and any other events
deemed appropriate by the Department {SO:

Transaction Types
e Any and all administrative changes to the system (i.e. administrative password
changes (forgotten password resets), system variables, network configuration
changes, disk subsystem modifications, etc).
Logon failures.
Logons during non-business hours.
Program or file access denial.
Addition, deletion, or modification of users or program access privileges.
Changes in file access restrictions.
Database addition, deletion, or modification.
Copy of files before and after read and write changes.
Transaction issued.

Individual audit trail records shall contain the information needed to associate each
query transaction to its initiator and relevant business purpose. Individual audit trail
records should capture at a minimum the following:

Minimum Audit Trail Record Content
e Date and Time Stamp.
Unique Username of Transaction initiator.
Transaction Recorded.
Success or Failure of Transaction Recorded.
Relevant business process or application component involved.
o Data captured (if any).

Audit Trail logs shall be maintained at minimum for three years after the occurrence or a
set period of time determined by the Department ISO that would not hinder a detailed
forensic investigation of the occurrence. The Department ISO has final approval
authority.

22. Application Security Controls
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For any application which accesses confidential data, the following technical controls
shall be present, unless an exception is granted by 1SO:

Shall use least privileged accounts to execute code and to access databases.
User access rights shall be authenticated and authorized on entry to each
application tier.

All user input shall be vaiidated as well as all validating parameters passed to all
public web service methods. ‘

Do not expose information that is not required, as such information can
potentially open doors that might lead to new vulnerabilities.

If a web application fails, it shall not leave sensitive data unprotected or expose
any detaiis in error messages presented to the user. Any exceptions shail be
logged or emailed to the appropriate team member.

Any sensitive data stored in session, cookies, disk files etc., shall be encrypted.
Any sensitive data passed between tiers shall be encrypted.

Applications shall be protected from the internet by a front-end web application,
firewall, gateway, and proxy of a type approved by the iSO, which shall be
included in the documented system design.

Post back Universal Resource Locators (URLs) shall not contain unencrypted
record identifiers or database keys.

Post back URLs shall not include guery strings.
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D. Documentation of Solution

1. System Configuration ]

As part of each project, assigned staff will document and maintain a full inventory of the
major hardware, software, and communications platforms in use; system configurations;
all applications/components with descriptions encompassing the solution; and a
description of the solution’s security design features and user access control
mechanisms. Project/Program will ensure a custodian(s) is assigned to each
application/component.

{2. Data in Use Classifications

Project/Program will document and maintain information classification matrix of all
information elements accessed and/or processed by solution.

The matrix should identify at a minimum:
» Information element.
o Information classification/sensitivity.
¢ Relevant function/process or where is it used.
» System and database or where is it stored.

3. System Roles and Relationships

Project shall document the following roles and ensure everyone understands their role,
and complies with all applicable regulations inctuding the SAM.

e The designated owner of the system

The designated custodian(s) of the system

The users of the system

The security administrator for the system

Outside entities sending or receiving data to system

Project shall document the organizational structure and relationships between these
roles.

4. Audit Method Documentation

Project/Program will document the solution’s auditing features and provide samples of
audit reporting.

5. Retention of Documentation

The system/application administrators will retain documentation, including audit and
activity logs, for a minimum of three years (up to seven years) from the date of its
creation or the date it was last in effect, whichever is later.
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E. 1SO Notifications and Approvais

1. Security Compliance Notification

As part of each project, assigned staff will document how proposed solution meets or
addresses the requirements specified in this document and must be submitied to the
Department 1ISO prior to taking custody of Department owned information.

2. Notification of Changes to Soiution

Once a project is approved as final by the Department ISO, no changes wiil be made to

the project scope, documentation, systems or components without a change approval by
the Department {SO.

| 3. Notification of Breach or Compromise

The system/appilication administrators shall immediately and in writing report to the
Department ISC any and all breaches or compromises of system and/or information
security, and shall take such remedial steps as may be necessary to restore security and
repair damage, if any.

In the event of a breach or compromise of system and/or information security, the
Department ISO may require a system/application security audit. The Department ISO
shall review the recommendations from the security audit, and make final decisions on
the steps necessary to restore security and repair damage.

The system/application administrators shall properly implement any and all
recommendations of the security audit, as approved by the Department |SO.

4. Project Security Approvals

Projects shall ensure checkpoints throughout the SDLC which verify security
requirements are being met. This shall be incorporated in the project plan along with
identification of necessary resources, timelines, and costs to address these
requirements. An ISO representative should be involved throughout the SDLC to ensure
this occurs.

For reportable FSR'’s, Office of Information Security and Privacy Protection (OISPP)
requires submission of the Questionnaire for Information Security and Privacy
Components in Feasibility Study Reports and Project-Related Documents. See
http://www.oispp.ca.gov/government/documents/docs/Info_Sec _and Priv_Components
FSR-Questionnaire.doc. The response to this document shall be approved by the 1ISO -
prior to submission.

Projects shall ensure all applicable security requirements and deliverables are included
in the project plan, and that ISO approvals are obtained, where required. This includes
those listed in the following section, and any covered by other sections of this document.
ISO shall be given reasonable time to review and comment on these deliverables.
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5. Appiication Security Approvals

At a minimum, for any application which accesses confidential data, the following
documented 1SO approvals shall be obtained at the appropriate project phases, and
before the application is moved to production.

» SO approval of a dated, detaiied design document. This design shall include
network layout including specific firewall port requirements, server hosting
locations, operating systems, databases, data exchange interfaces, and points of
authentication/authorization. The project shall not move beyond the design phase
until there is an 1ISO approved design.

s SO approval of any non-standard development tools, e.g. programming
languages or toolkits.

e [SO approval of a plan for an independent security code review which addresses
at minimum the current Open Web Application Security Project (OWASP) top ten
application vuinerabilities, where applicable. ISO shall approve any findings of
that code review not being corrected. ISO recommends the security code review
be carried out during the development process rather than only at the end.

e SO approval of a plan for security code reviews of future maintenance code
changes, which addresses at minimum the current OWASP top ten application
vulnerabilities, where applicable.

¢ |ISO approval of a plan for an independent automated security vuinerability
assessment of the application, and approval of the findings of that assessment.
The assessment shall assess the OWASP top ten risks at minimum, as
applicable.

Independent as indicated above is defined as organizationally separate from those
developing or configuration the application. The independence and skill level of the
entities being utilized shall be approved by ISO.

Appiication code and infrastructure is subject to ISO audit, and shall match the approved
detailed design.
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oo Security Requi

e ';E,xe:mption

Administrative / Management Safeguards

Workforce Confidentiality Statement

Access Authorization

Access Authorization Maintenance

Information System Activity Review

Periodic System Security Review

Periodic System Log Review

Business impact Anaiysis

Change Control

ol ool ~t| o B ||| 2| P

Incident Response

Disaster Recovery

Emergency Mode Operation Plan

Periodic System Recovery Testing

Supervision of Data

Escorting Visitors

Technical and Operational Safeguards

System Security Compliance

Virus Protection

Patch Management

Encrypted Electronic Transmissions

Encrypted Data Storage

Workstation / Laptop Encryption

Removable Media Encryption

ol N ol g Blw N~ T

Secure Connectivity

w

Intrusion Detection and Prevention

-
o

Minimum Data Downloads

-
-

Data Destruction

-
N

Confidential Destruction

13

Removal of Data

Faxing of Confidential information

Mailing of Confidential Information

Solution Architecture

System Security Compliance

Access Point Warning Banner

Layered Application Design

Separation of Layers
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Business Justification.

5 Business Logic Layer Communication

6 Data Access Logic Layer Design

7 Data Access Logic Layer Communication
8

9

Data Persistence/Database Layer Isolation

User Input Validation

10 Data Input Validation
11 Data Queries
12 Username/Password Based Authentication

13 Privileged Accounts Management

14 Service Accounts Management

15 | Role - Based Access

16 | User/ Entity Authentication Logging
17 | Automatic System Session Expiration

18 | Automatic System Lock-out and Reporting

19 Role-based Access to Audit Functions and Data
20 Secure Online Access to Audit Functions

21 Audit Trails

22 | Application Security Controls

Documentation of Solution
System Configuration

Data In Use Classifications
System Roles and Relationships
Audit Method Documentation
Retention of Documentation

S AESEXIECIENY |

ISO Notifications

Security Compliance Notification
Notification of Changes to Solution
Notification of Breach or Compromise
Project Security Approvals

g B w| N -l m

Application Security Approvals
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