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SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

FROM: DEPARTMENT OF PUBLIC SOCIAL SERVICES SUBMITTAL DATE:
May 2, 2014

SUBJECT: Approve the Agreement with Jaguar Computer Systems Inc. for Managed IT Services for
one year, with the option to renew for four additional one-year periods, via the Competitive Bidding
Process, All Districts; [$414,964 total]; [$84,127 annually]; Federal 77.12%, State 22.88%

RECOMMENDED MOTION: That the Board of Supervisors:
1. Approve and authorize the Chair of the Board to sign the attached one year professional service
agreement #AA-02834 with Jaguar Computer Systems Inc. for $84,127 annually, which
contains the option to renew the agreement for four additional one-year periods; and

2. Authorize the Purchasing Agent, in accordance with Ordinance No. 459, to exercise renewal
options, based on the availability of fiscal funding, and to sign amendments that do not change
the substantive terms of the agreement, including amendments to the compensation provision
that do not exceed the annual CPI rates.

BACKGROUND:
(Continued on page 2)

Sugamvaanw/\

Susan von Zabern, Director

FINANCIAL DATA | current Fiscal Year: | Next Fiscal Year: Total Cost: Ongoing Cost: P{?::%I!eiogglil:ir :
CoST $ 84,127| $ 80,148| $ 414,964 § Consent O Polic
NET COUNTY COST |§$ 0| $ 0% 0l$ Y
SOURCE OF FUNDS: Federal Funding: 77.12% State Funding: 22.88%; Budget Adjustment: No
County Funding: 0%; Realignment Funding: 0%; Other Fundi.ng: 0% For Fiscal Year: 14/15 — 18/19
C.E.O. RECOMMENDATION: APPROVE /
. :
By AU A AN
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SUBMITTAL TO THE BOARD OF SUPERVISORS, COUNTY OF RIVERSIDE, STATE OF CALIFORNIA
FORM 11: Approve the Agreement with Jaguar Computer Systems Inc. for Managed IT Services for one year,
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DATE: April 30, 2014
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BACKGROUND:

Summary (continued)

The Department of Public Social Services (DPSS) maintains a public computer network to provide internet
access in its GAIN Resource Rooms and to DPSS contractors providing services to DPSS clients. As this is a
public access network, it cannot be provided through CORNET. The vendor will install the network hardware,
install software on workstations, arrange internet connectivity, maintain a web portal, manage and monitor the
network, and provide helpdesk and on-site support. DPSS will supply the PCs and printers for the project.

GAIN is DPSS’ welfare to work program. DPSS provides GAIN clients computer access to training materials,
along with internet access to perform job searches and to submit resumes and applications to prospective
employers.

The network is also used by Maximus, who assists eligible clients to find health care providers.

DPSS is mandated by the State to have a percentage of its CalWORKSs clients working or actively participating
in Welfare to Work. Providing internet access for these clients is integral to meet these goals.

DPSS is also mandated to ensure that each of its clients attend a presentation where they are informed of
managed care and fee-for-service options. Maximus contracts with the State to provide this service. DPSS
has an agreement with Maximus for office space and internet access.

Impact on Residents and Businesses
This program assists the residents of Riverside County to locate employment, helping to move them toward

self-sufficiency.

SUPPLEMENTAL.:
Additional Fiscal Information
Cost by Fiscal Year

FY14/15 $84.127
FY15/16 $80,148
FY16/17 $81,761
FY17/18 $83,547
FY18/19 $85,381
TOTAL $414,964
Notes:

e FY14/15 includes $6,970 in one-time costs for planned projects and pending office moves.
e Each fiscal year includes a contingency to cover expansion or moves. The total contingency equals
$37,090 (approximately 10% of the contract).
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Contract History and Price Reasonableness
Purchasing released a Request for Quotation, DPARC-363, notifying 68 companies through
PublicPurchase.com. Two responses were received, with proposals submitted by two vendors.

The proposals were screened for responsiveness by an evaluation team consisting of personnel from County
Purchasing and DPSS. Jaguar Computer Systems Inc. was selected as the lowest responsive/responsible
vendor, submitting a total cost that shall not exceed $414,964 over five years. The other bidder's proposal was
$1,814,382 over five years.

The evaluation committee recommends that the award be given to Jaguar Computer Systems Inc. as the
lowest responsive/responsible vendor for an amount $414,964 over five years.

SvZ:bt
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Riverside County Department of Public Social Services
Contracts Administration Unit
10281 Kidd Street
Riverside, CA 92503

AGREEMENT: AA-02834

CONTRACTOR: Jaguar Computer Systems Inc.

EFFECTIVE PERIOD: July 1, 2014 - June 30, 2015
MAXIMUM REIMBURSABLE

AMOUNT: Not to exceed $84,127

WHEREAS, the County of Riverside, Department of Public Social Services, (hereinafter referred to as
the “County and or “DPSS”) desires to provide Managed IT Services;

WHEREAS, Jaguar Computer Systems Inc (hereinafter referred to as the “Contractor”) is qualified to
provide Managed IT Services;

WHEREAS, DPSS desires Jaguar Computer Systems Inc, to perform these services in accordance
with the TERMS and CONDITIONS (T&C) attached hereto and incorporated herein by this refer ;nce.
The T&C specify the responsibilities of DPSS and the Contractor;

NOW THEREFORE, DPSS and the Contractor do hereby covenant and agree that the Contractor shall
provide said services in return for monetary compensation, all in accordance with the TERMS and
CONDITIONS contained herein and exhibits attached hereto and incorporated herein (hereinafter
referred to as an “Agreement”).

Authorized Signature for County: Authorized Signature for Computer

Systems‘wc.

Jaguar

7 —_—
St L

)
d Name of Person Signing:

Printed Name of Person Signing: /Prin

-

Jeff Stone

George F Hoanzl

Title:

Chair, Board of Supervisors

Title:

Marketing Vice President

Address:
10281 Kidd St.
Riverside, CA 92503

Address:
4135 Indus Way
Riverside, CA 92503

Date Signed:

Date Signed:
/2 /20,

PORHFQEESykEf \TVCOUNngl\i(L

NTN R. KIPNIS

DATE
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AA-02834

TERMS AND CONDITIONS

DEFINITIONS

A. “Contractor” refers to Jaguar Computer Systems Inc. and its employees, agents and
representatives providing services under this Agreement.

B. “DPSS and/or County” refers to the County of Riverside and its Department of Public Social
Services, which has administrative responsibility for this Agreement.

C. “Subcontract’” refers to any contract, purchase order, or other purchase agreement,

including modifications and change orders to the foregoing, entered into by the Contractor
with a subcontractor to furnish supplies, materials, equipment, and services for the
performance of any of the terms and conditions contained in this Agreement.

“Subcontractor” means any supplier, vendor, or firm that furnishes supplies, materials,
equipment, or services to or for the Contractor or another subcontractor.

DPSS RESPONSIBILITIES

A.

B.

Assign staff to be liaison between DPSS and the Contractor.

DPSS may monitor the performance of the Contractor in meeting the terms, conditions and
services in this Agreement. DPSS, at its sole discretion, may monitor the performance of the
Contractor through any combination of the following methods: periodic on-site visits, annual
inspections, evaluations and Contractor self-monitoring.

Provide rack space for network.

Provide all cabling from communication rooms to furniture or hardwall termination.

Provide desktop workstations, printers, and printer supplies.

Provide required software and be responsible for software licensing.

Be the second level of support for issues involving desktop and printer hardware or software
licensing.

Provide the necessary and appropriate levels of security access to DPSS sites.

CONTRACTOR RESPONSIBILITIES

A.

SCOPE OF SERVICE
1. Assign staff to be liaison between the Contractor and DPSS.

2. Provide all network hardware and infrastructure, including appliances/servers, firewalls,
and switches at each site listed in Schedule A.

3. Provide all patch cables.
4. Arrange for and provide all necessary circuits for internet connection.

5. In the five (5) Family Resource locations provide, in addition to the listed hardwired
connections, wi-fi access to support up to 20 concurrent users at each site.
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6. Provide helpdesk support during DPSS business hours (Monday — Friday, 7:30am to
5:30pm). For support issues involving desktop and printer hardware or software issues,
provide the first level of support, with DPSS being the second level.

7. Provide a web page to serve as the internet homepage for the workstations on the
network.

8. Provide a method for DPSS to filter or block websites.
9. Create and maintain three PC images with software provided by the County.

10. Provide additional installation or decommission projects as requested by DPSS.
a. DPSS will submit in writing, through U.S. mail, overnight courier, or email, a Scope of
Work to Contractor for each project. The Scope of Work will include expected
deliverables.

b. The Contractor will provide a Project Estimate to DPSS within ten (10) business days
of receipt of the Scope of Work. The Project Estimate will include a statement of
work, deliverables, project timeline, and cost. The Contractor shall provide the
Project Estimate to the DPSS Contracts Administration Unit (CAU) in writing, through
U.S. mail, overnight courier, or email.

c. DPSS will accept the Project by returning an executed copy of the Project Estimate
to Contractor.

d. The executed Project Estimate shall be incorporated as an amendment hereto.

e. No work shall be completed unless the Project Estimate is formally approved and
executed by both parties.

11. Agree, upon termination of the agreement and if so requested, to sell to the County any
or all of the network hardware installed in County buildings to the County at the market
value of equipment at the time of agreement termination.

B. REPORTING
The Contractor shall submit a quarterly statistical report including, but not limited to,
bandwidth traffic per office and reports of most accessed sites. Reports shall be submitted
to DPSS Contracts Administration Unit on a quarterly basis by the 20th of the month
following the report month at: contractreporting@riversidedpss.org

C. FISCAL
1. MAXIMUM REIMBURSABLE AMOUNT
Total payment under this Agreement shall not exceed $84,127.00.

2. UNIT OF SERVICE COST RATE
The Contractor will be paid:

a. Network connectivity: $3,372.20 monthly
b. Maintenance and Support: $2,473.00 monthly
In FY14/15 payments for services may include:

c. FRC Project $2,776.00
d. Desert Hot Springs office move: $1,561.00
e. Norco office move: $1,322.00
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f. Moreno Valley office move: $1,311.00
g. New project contingency: Not to exceed $7,000.00

Network connectivity; maintenance and support; and project contingencies will increase
annually as detailed in the Contractor’s response to RFQ DPARC-363.

3. METHOD, TIME AND SCHEDULE CONDITIONS OF PAYMENT
a. The Contractor will be paid the actual amount of each monthly invoice for payment. If
the required supporting documentation is not provided, DPSS may delay payment
until the information is received by DPSS.

b. All completed claims must be submitted on a monthly basis no later than 30 days
after the end of each month in which the services were provided. All complete claims
submitted in a timely manner shall be processed within forty-five (45) calendar days.

c. The Contractor shall submit DPSS Forms 2076A, 2076B (if applicable) (Exhibit A),
following the instructions set forth. Exhibit A is attached hereto and incorporated
herein by this reference for request of all payments.

d. Each claiming period shall consist of a calendar month claiming period. Contractor
Invoice estimates for May and June are due no later than the 10th of June. Actual
Contractor invoices for May and June are due no later than the 30th of July.

4. FINANCIAL RESOURCES
The Contractor warrants that during the term of this Agreement, the Contractor shall
retain sufficient financial resources necessary to perform all aspects of its obligations, as
described under this Agreement. Further, the Contractor warrants that there has been no
adverse material change in the Contractor, Parent, or Subsidiary business entities,
resulting in negative impact to the financial condition and circumstances of the
Contractor since the date of the most recent financial statements.

5. RECORDS, INSPECTIONS AND AUDITS
a. The Contractor shall maintain auditable books, records, documents, and other
evidence pertaining to costs and expenses in this Agreement. The Contractor shall
maintain these records for three (3) years after final payment has been made or until
all pending County, State, and Federal audits, if any, are completed, whichever is
later.

b. Any authorized representative of the County of Riverside, the State of California, and
the Federal government shall have access to any books, documents, papers,
electronic data, and other records, which these representatives may determine to be
pertinent to this Agreement, for the purpose of performing an audit, evaluation,
inspection, review, assessment, or examination. These representatives are
authorized to obtain excerpts, transcripts, and copies, as they deem necessary.
Further, these authorized representatives shall have the right at all reasonable times
to inspect or otherwise evaluate the work performed, or being performed, under this
Agreement and the premises in which it is being performed.

c. This access to records includes, but is not limited to, service delivery, referral,
financial, and administrative documents for three (3) years after final payment is
made, or until all pending County, State, and Federal audits are completed,
whichever is later.
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d. Should the Contractor disagree with any audit conducted by DPSS, the Contractor

shall have the right to employ a licensed, Certified Public Accountant (CPA) to

prepare and file with DPSS a certified financial and compliance audit that is in

compliance with generally-accepted government accounting standards of related

services provided during the term of this Agreement. The Contractor shall not be
reimbursed by DPSS for such an audit.

e. In the event the Contractor does not make available its books and financial records
at the location where they are normally maintained, the Contractor agrees to pay all
necessary and reasonable expenses, including legal fees, incurred by DPSS in
conducting such an audit.

f. Contractors that expend $500,000 or more in a year in Federal funding shall obtain
an audit performed by an independent auditor in accordance with generally accepted
governmental auditing standards covering financial and compliance audits as per the
Single Audit Act of 1984 and the Single Audit Act Amendments of 1996, as per OMB
Circular A-133. However, records must be available for review and audit by
appropriate officials of Federal, State and County agencies.

6. SUPPLANTATION

The Contractor shall not supplant any federal, state, or County funds intended for the
purpose of this Agreement with any funds made available under any other Agreement.
The Contractor shall not claim reimbursement from DPSS for, or apply any sums
received from DPSS, with respect to the portion of its obligations, which have been paid
by another source of revenue. The Contractor agrees that it will not use funds received
pursuant to this Agreement, either directly or indirectly, as a contribution or
compensation for purposes of obtaining state funds under any state program or County
funds under any County programs without prior approval of DPSS.

DISALLOWANCE

In the event the Contractor receives payment for services under this Agreement which is
later disallowed for nonconformance with the terms and conditions herein by DPSS, the
Contractor shall promptly refund the disallowed amount to DPSS on request, or at its
option, DPSS may offset the amount disallowed from any payment due to the Contractor
under any agreement with DPSS.

D. ADMINISTRATIVE

1.

CONFLICT OF INTEREST

The Contractor, Contractor’s employees, and agents shall have no interest, and shall not
acquire any interest, direct or indirect, which shall conflict in any manner or degree with
the performance of services required under this Agreement.

CONFIDENTIALITY
The Contractor shall maintain the confidentiality of all information and records and
comply with all other statutory laws and regulations relating to privacy and confidentiality.

Each party shall ensure that case record information is kept confidential when it
identifies an individual by name, address, or other information. Confidential information
requires special precautions to protect it from loss, unauthorized use, access, disclosure,
modification, and destruction.

The parties to this Agreement shall keep all information that is exchanged between them
in the strictest confidence, in accordance with Section 10850 of the Welfare and
Institutions Code. All records and information concerning any and all persons referred to
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the Contractor shall be considered and kept confidential by the Contractor, its staff,
agents, employees and volunteers. The Contractor shall require all of its employees,
agents, subcontractors and volunteer staff who may provide services under this
Agreement with the Contractor before commencing the provision of any such services,
to maintain the confidentiality of any and all materials and information with which they
may come into contact, or the identities or any identifying characteristics or information
with respect to any and all participants referred to the Contractor by Riverside County.

The confidentiality of juvenile records is established under section 827 and 828 of the
Welfare and Institutions Code, California Rules of Court, Rule 5.552 and case law. The
Juvenile Court has exclusive jurisdiction over juvenile records and information and has
the responsibility to protect the interests of minors and their families in the confidentiality
of any records and information concerning minors involved in the justice system and to
provide a reasonable method for release of these records and information in appropriate
circumstances.

Contractor shall ensure that no person will publish, disclose, use, permit, or cause to be
published, disclosed, or used, any confidential information pertaining to any applicant or
recipient of services under this Agreement. The Contractor agrees to inform all persons
directly or indirectly involved in administration of services provided under this Agreement
of the above provisions and that any person deliberately violating these provisions is
guilty of a misdemeanor.

HOLD HARMLESS/INDEMNIFICATION

Contractor agrees to indemnify and hold harmless County, all Agencies, Districts,
Special Districts and Departments of County, their respective directors, officers, Board of
Supervisors, elected and appointed officials, employees, agents and representatives
from any liability whatsoever, based or asserted upon any services of Contractor, its
officers, employees, subcontractors, agents or representatives arising out of or in any
way relating to this Agreement, including but not limited to property damage, bodily
injury, death, or any other element of any kind or nature whatsoever arising from the
performance of Contractor, its officers, agents, employees, subcontractors, agents or
representatives from this Agreement. Contractor shall defend, at its sole expense, all
costs and fees, including but not limited to attorney fees, cost of investigation, defense
and settlements or awards, of County, all Agencies, Districts, Special Districts and
Departments of County, their respective directors, officers, Board of Supervisors, elected
and appointed officials, employees, agents or representatives in any claim or action
based upon such alleged acts or omissions.

With respect to any action or claim subject to indemnification herein by Contractor,
Contractor shall, at their sole cost, have the right to use counsel of their choice, subject
to the approval of County, which shall not be unreasonably withheld, and shall have the
right to adjust, settle, or compromise any such action or claim without the prior consent
of County; provided, however, that any such adjustment, settlement or compromise in no
manner whatsoever limits or circumscribes Contractor’s indemnification to County as set
forth herein. Contractor’s obligation to defend, indemnify and hold harmless County shall
be subject to County having given Contractor written notice within a reasonable period of
time of the claim or of the commencement of the related action, as the case may be, and
information and reasonable assistance, at Contractor's expense, for the defense or
settlement thereof. Contractor’s obligation hereunder shall be satisfied when Contractor
has provided to County the appropriate form of dismissal relieving County from any
liability for the action or claim involved.
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The specified insurance limits required in this Agreement shall in no way limit or
circumscribe Contractor’s obligations to indemnify and hold harmless County herein from
third party claims.

In the event there is conflict between this clause and California Civil Code §2782, this
clause shall be interpreted to comply with Civil Code §2782. Such interpretation shall not
relieve the Contractor from indemnifying County to the fullest extent allowed by law.

INSURANCE

a. Without limiting or diminishing the Contractor’s obligation to indemnify or hold the
County harmless, Contractor shall procure and maintain or cause to be maintained,
at its sole cost and expense, the following insurance coverage's during the term of
this Agreement. As respects to the insurance section only, the County herein refers
to the County of Riverside, its Agencies, Districts, Special Districts, and
Departments, their respective directors, officers, Board of Supervisors, employees,
elected or appointed officials, agents or representatives as Additional Insureds.

(1) Worker's Compensation:

If the Contractor has employees as defined by the State of California, the
Contractor shall maintain statutory Worker's Compensation Insurance (Coverage
A) as prescribed by the laws of the State of California. Policy shall include
Employers’ Liability (Coverage B) including Occupational Disease with limits not
less than $1,000,000 per person per accident. The policy shall be endorsed to
waive subrogation in favor of The County of Riverside, and, if applicable, to
provide a Borrowed Servant/Alternate Employer Endorsement.

(2) Commercial General Liability:

Commercial General Liability insurance coverage, including but not limited to,
premises liability, contractual liability, products and completed operations liability,
personal and advertising injury, and cross liability coverage, covering claims
which may arise from or out of Contractor's performance of its obligations
hereunder. Policy shall name the County as additional Insured. Policy’s limit of
liability shall not be less than $1,000,000 per occurrence combined single limit. If
such insurance contains a general aggregate limit, it shall apply separately to this
Agreement or be no less than two (2) times the occurrence limit.

(3) Vehicle Liability:

If vehicles or mobile equipment are used in the performance of the obligations
under this Agreement, then Contractor shall maintain liability insurance for all
owned, non-owned or hired vehicles so used in an amount not less than
$1,000,000 per occurrence combined single limit. If such insurance contains a
general aggregate limit, it shall apply separately to this Agreement or be no less
than two (2) times the occurrence limit. Policy shall name the County as
additional Insured.

b. General Insurance Provisions — All lines:

(1) Any insurance carrier providing insurance coverage hereunder shall be admitted
to the State of California and have an A M BEST rating of not less than A: VIII
(A:8) unless such requirements are waived, in writing, by the County Risk
Manager. If the County’s Risk Manager waives a requirement for a particular
insurer such waiver is only valid for that specific insurer and only for one policy
term.
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The Contractor's insurance carrier(s) must declare its insurance self-insured
retentions. If such self-insured retentions exceed $500,000 per occurrence such
retentions shall have the prior written consent of the County Risk Manager before
the commencement of operations under this Agreement. Upon notification of self
insured retention unacceptable to the County, and at the election of the Country’s
Risk Manager, Contractor’s carriers shall either; 1) reduce or eliminate such self-
insured retention as respects this Agreement with the County, or 2) procure a
bond which guarantees payment of losses and related investigations, claims
administration, and defense costs and expenses.

Contractor shall cause Contractor’s insurance carrier(s) to furnish the County of
Riverside with either 1) a properly executed original Certificate(s) of Insurance
and certified original copies of Endorsements effecting coverage as required
herein, and 2) if requested to do so orally or in writing by the County Risk
Manager, provide original Certified copies of policies including all Endorsements
and all attachments thereto, showing such insurance is in full force and effect.
Further, said Certificate(s) and policies of insurance shall contain the covenant of
the insurance carrier(s) that thirty (30) days written notice shall be given fo the
County of Riverside prior to any material modification, cancellation, expiration or
reduction in coverage of such insurance. In the event of a material modification,
cancellation, expiration, or reduction in coverage, this Agreement shall terminate
forthwith, unless the County of Riverside receives, prior to such effective date,
another properly executed original Certificate of Insurance and original copies of
endorsements or certified original policies, including all endorsements and
attachments thereto evidencing coverages set forth herein and the insurance
required herein is in full force and effect. Contractor shall not commence
operations until the County has been furnished original Certificate(s) of Insurance
and certified original copies of endorsements and if requested, certified original
policies of insurance including all endorsements and any and all other
attachments as required in this Section. An individual authorized by the
insurance carrier to do so on it's behalf shall sign the original endorsements for
each policy and the Certificate of Insurance.

It is understood and agreed to by the parties hereto that the Contractor's
insurance shall be construed as primary insurance, and the County's insurance
and/or deductibles and/or self-insured retentions or self-insured programs shall
not be construed as contributory.

If, during the term of this Agreement or any extension thereof, there is a material
change in the scope of services; or, there is a material change in the equipment
to be used in the performance of the scope of work which will add additional
exposures (such as the use of aircraft, watercraft, cranes, etc.); or, the term of
this Agreement, including any extensions thereof, exceeds five (5) years the
County reserves the right to adjust the types of insurance required under this
Agreement and the monetary limits of liability for the insurance coverages
currently required herein, if; in the County Risk Manager's reasonable judgment,
the amount or type of insurance carried by the Contractor has become
inadequate.

Contractor shall pass down the insurance obligations contained herein to all tiers
of subcontractors working under this Agreement.

The insurance requirements contained in this Agreement may be met with a
program(s) of self-insurance acceptable to the County.
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(8) Contractor agrees to notify County of any claim by a third party or any incident or
event that may give rise to a claim arising from the performance of this
Agreement.

5. LICENSES AND PERMITS
In accordance with the provisions of the Business and Professions Code concerning the
licensing of Contractors, all Contractors shall be licensed, if required, in accordance with
the laws of this State and any Contractor not so licensed is subject to the penalties
imposed by such laws.

The Contractor warrants that it has all necessary permits, approvals, certificates,
waivers, and exemptions necessary for the provision of services hereunder and required
by the laws and regulations of the United States, State of California, the County of
Riverside and all other appropriate governmental agencies, and shall maintain these
throughout the term of this Agreement.

6. INDEPENDENT CONTRACTOR
It is understood and agreed that the Contractor is an independent Contractor and that no
relationship of employer-employee exists between the parties hereto. Contractor and/or
Contractor's employees shall not be entitled to any benefits payable to employees of the
County including, but not limited to, County Worker's Compensation benefits. County
shall not be required to make any deductions for employees of Contractor from the
compensation payable to Contractor under the provision of this Agreement.

As an independent Contractor, Contractor hereby holds County harmless from any and
all claims that may be made against County based upon any contention by any third
party that an employer-employee relationship exists by reason of this Agreement. As
part of the foregoing indemnity, the Contractor agrees to protect and defend at its own
expense, including attorney’s fees, the County, its officers, agents and employees in any
legal action based upon any such alleged existence of an employer-employee
relationship by reason of this Agreement.

7. ASSIGNMENT
The Contractor shall not assign any interest in this Agreement, and shall not transfer any
interest in the same, whether by assignment or novation, without the prior written
consent of DPSS. Any attempt to assign or delegate any interest without written consent
of DPSS shall be deemed void and of no force or effect.

8. SUBCONTRACT FOR SERVICES
a. The Contractor shall not enter into any subcontract with any subcontractor who:

i. is presently debarred, suspended, proposed for debarment, and declared
ineligible or voluntarily excluded from covered transactions by a federal
department or agency.

ii. has within a 3-year period preceding this Agreement been convicted of or had a
civil judgment rendered against them for the commission of fraud, or a criminal
offense in connection with obtaining, attempting to obtain, or performing a public
(Federal, State, or local) transaction; violation of Federal or State anti-trust status
or commission of embezzlement, theft, forgery, bribery, falsification or destruction
of records, making false statements, or receiving stolen property;

iii. is presently indicated or otherwise criminally or civilly charged by a government
entity (Federal, State, or local) with commission of any of the offenses
enumerated in the paragraph above; and
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iv. has within a 3-year period preceding this Agreement had one or more public
transactions (Federal, State, or local) terminated for cause or default.

b. The Contractor shall be as fully responsible for the acts or omissions of its
subcontractors, and of persons either directly or indirectly employed by them as for
the acts or omissions of persons directly employed by the Contractor.

c. The Contractor shall insert appropriate clauses in all subcontracts to bind
subcontractors to the terms and conditions of this Agreement insofar as they are
applicable to the work of subcontractors.

d. Nothing contained in this Agreement shall create any contractual relationship
between any subcontractor and the County of Riverside, its Agencies, Districts,
Special Districts and Departments, their respective directors, officers, Board of
Supervisors, elected and appointed officials, employees, agents and representatives.

9. DEBARMENT AND SUSPENSION
As a sub-grantee of federal funds under this Agreement, the Contractor certifies that it,

and its principals:

a. Are not presently debarred, suspended, proposed for debarment, and declared
ineligible or voluntarily excluded from covered transactions by a federal department
or agency.

b. Have not within a 3-year period preceding this Agreement been convicted of or had a
civil judgment rendered against them for the commission of fraud, or a criminal
offense in connection with obtaining, attempting to obtain, or performing a public
(Federal, State, or local) transaction; violation of Federal or State anti-trust status or
commission of embezziement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

c. Are not presently indicated or otherwise criminally or civilly charged by a government
entity (Federal, State, or local) with commission of any of the offenses enumerated in
the paragraph above; and

d. Have not within a 3-year period preceding this Agreement had one or more public
transactions (Federal, State or local) terminated for cause or default.

10. COMPLIANCE WITH RULES, REGULATIONS AND DIRECTIVES
The Contractor shall comply with all rules, regulations, requirements, and directives of
the California Department of Social Services, other applicable state agencies, and
funding sources which impose duties and regulations upon DPSS, which are equally
applicable and made binding upon the Contractor as though made with the Contractor
directly.

11. EMPLOYMENT PRACTICES
a. The Contractor shall not discriminate in its recruiting, hiring, promoting, demoting, or
terminating practices on the basis of race, religious creed, color, national origin,
ancestry, physical handicap, medical condition, marital status, age, or sex in the
performance of this Agreement, and to the extent they shall apply, with the
provisions of the Fair Employment and Housing Act (FEHA) and the Federal Civil
Rights Act of 1964 (P. L. 88-352).
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b. In the provision of benefits, the Contractor shall certify and comply with Public

Agreement Code 10295.3, to not discriminate between employees with spouses and

employees with domestic partners, or discriminate between the domestic partners
and spouses of those employees.

c. For the purpose of this section Domestic Partner means one of two persons who
have filed a declaration of domestic partnership with the Secretary of State pursuant
to Division 2.5 (commencing with Section 297) of the Family Code.

12. HEALTH INSURANCE PORTABILITY ACCOUNTABILITY ACT (HIPAA)
Under the Health Insurance Portability and Accountability Act (IHPAA), 42 U.S.C. 1320d
et seq. and its 162, and 164 (“Privacy Rule and Security Rule”), the Contractor must
comply with the Security Rule as a Business Associate, if under this Agreement, it
receives, maintains or transmits any health information in electronic form in connection
with a transaction covered by part 162 of Title 45 of the Code of Federal Regulations.

The County and Contractor acknowledge that HIPAA mandates them to comply as
business associates in order to safeguard protected health information that may be
accessed during the performance of this Agreement. The parties agree to the terms and
conditions set forth from the County of Riverside Board of Supervisors Policy No. B-23
and the HIPAA Business Associated Agreement with County of Riverside DPSS as
attached hereto as Exhibit B.

All social service privacy complaints should be referred to:

Department of Public Social Services
HR/Administrative Compliance Services Unit
10281 Kidd Street
Riverside, CA 92503
(951) 358-3030

13. TRANSITION PERIOD
The Contractor recognizes that the services under this Agreement are vital to DPSS and
must be continued without interruption, and that, upon expiration, a successor, either
DPSS or another contractor, may continue the services outlined herein. The Contractor
agrees to exercise its best efforts and cooperation to effect an orderly and efficient
transition of clients to a successor.

The Contractor shall, upon written notification from DPSS, negotiate in good faith a
transition plan with a successor to determine the nature and extent of the transitioning of
services. The transition plan for each service type and shall be subject to DPSS’
approval.

V. GENERAL

A. EFFECTIVE PERIOD
This Agreement is effective July 1, 2014 to June 30, 2015, with 4 one-year renewal

option(s).
B. NOTICES

All notices, claims, correspondence, and/or statements authorized or required by this
Agreement shall be addressed as follows:
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DPSS: Department of Public Social Services
Contracts Administration Unit
P.O. Box 7789
Riverside, CA 92513

CONTRACTOR: Jaguar Computer Systems Inc.
4135 Indus Way
Riverside, CA 92503

All notices shall be deemed effective when they are made in writing, addressed as indicated
above, and deposited in the United States mail. Any notices, correspondence, reports
and/or statements authorized or required by this Agreement, addressed in any other fashion
will not be acceptable, except invoices and other financial documents, which must be

addressed to:

Department of Public Social Services
Fiscal/Management Reporting Unit
4060 County Circle Drive
Riverside, CA 92503

. AVAILABILITY OF FUNDING
DPSS’ obligation for payment of any Agreement is contingent upon the availability of funds
from which payment can be made.

. DISPUTES

Except as otherwise provided in this Agreement, any dispute concerning a question of fact
arising under this Agreement, which is not disposed by agreement, shall be disposed by
DPSS which shall furnish the decision in writing. The decision of DPSS shall be final and
conclusive until determined by a court of competent jurisdiction to have been fraudulent or
capricious, arbitrary, or so grossly erroneous as necessarily to imply bad faith. The
Contractor shall proceed diligently with the performance of the Agreement pending DPSS’
decision.

. SANCTIONS

Failure by the Contractor to comply with any of the provisions covenants, requirements, or
conditions of this Agreement including, but not limited to, reporting and evaluation
requirements, shall be a material breach of this Agreement. In such event, DPSS may
immediately terminate this Agreement and may take other remedies available by law, or
otherwise specified in this Agreement. DPSS may also:

1. Afford the Contractor a time period within which to cure the breach, the period of which
shall be established at the sole discretion of DPSS; and/or

2. Discontinue reimbursement to the Contractor for, and during the period in which the
Contractor is in breach, the reimbursement of which the Contractor shall not be entitled
to recover later; and/or

3. Withhold funds pending a cure of the breach; and/or

4. Offset against any monies billed by the Contractor but yet unpaid by DPSS. DPSS shall

give the Contractor notice of any action pursuant to this paragraph, the notice of which
shall be effective when given.
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. GOVERNING LAW
This Agreement shall be construed and interpreted according to the laws of the State of
California. Any legal action related to the interpretation or performance of this Agreement
shall be filed only in the appropriate courts located in the County of Riverside, State of
California. Should action be brought to enforce or interpret the provisions of the Agreement,
the prevailing party shall be entitled to attorney's fees in addition to whatever other relief are
granted.

. CONSUMER PRICE INDEX

No price increases will be permitted during the first year of the Agreement. All price
decreases (for example, if Contractor offers lower prices to another governmental entity) will
automatically be extended to the DPSS. The DPSS requires written proof satisfactory to
DPSS of cost increases prior to any approved price adjustment. After the first year of the
award, a minimum of 30-days advance notice in writing is required to secure such
adjustment. No retroactive price adjustments will be considered. Any price increases must
be stated in a written amendment to this Agreement. The net dollar amount of profit will
remain firm during the period of the Agreement. Annual increases shall not exceed the
Consumer Price Index (CPI) for all consumers, all items for the Los Angeles, Riverside and
Orange County, CA areas and be subject to satisfactory performance review by the County
and approved (if needed) for budget funding by the Board of Supervisors.

. MODIFICATION OF TERMS

No addition to or alteration of the terms of this Agreement, whether by written or verbal
understanding of the parties, their officers, agents, or empioyees shall be valid unless made
in writing and formally approved and executed by both parties. Requests to modify fiscal
provisions shall be submitted no later than April 1.

TERMINATION

This Agreement may be terminated without cause by either party by giving thirty (30) days
written notification to the other party. In the event DPSS elects to abandon, indefinitely
postpone, or terminate the Agreement, DPSS shall make payments for all services
performed up to the date that written notice was given in a prorated amount.

ENTIRE AGREEMENT

This Agreement constitutes the entire Agreement between the parties hereto with respect to
the subject matter hereof, and all prior or contemporaneous agreements of any kind or
nature relating to the same shall be deemed to be merged herein.
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COUNTY OFRIVERSIDE ~_ ~ -
DEPARTMENT OF PUBLIC SOCIAL SERVICES

CONTRACTOR PAYMENT REQUEST
Exhibit Nuniber: A

To: Riverside County From: _Jaguar Computer Systems Inc

Department of Public Social Services Remit to Name

Attn: Management Reporting Unit :ﬂﬁi Indus Way

4060 County Circle Drive I

Riverside, CA 92503 Slyorside o= =
Jaguar Computer Systems Inc
Contractor Name
AA-02834

Contract Number

Total amount requested for the period of 20

Select Payment Type(s) Below:

[0 Advance Payment $ [ Actual Payment $
(if allowed by Contract/MOU) (Same amount as 2076B if needed)
(]  Unit of Service Payment $ ___#ofUnits) X (%)
# of Units) X ($) __ #ofUnits) X %
# of Units) X (§) __ #ofUnits) X (%)

Any questions regarding this request should be directed to:

Name Phone Number

I hereby certify under penalty of perjury that to the best of my knowledge the above is true and correct

Authorized Signature Title Date

Business Unit (5) Purchase Order # (10) Invoice #
Account (6) Amount Authorized
If amount authorized is different from amount request, please explain:

Fund (5)

Dept ID (10)

Program (5) Program (if applicable) Date

Class (10) Management Reporting Unit Date
Project/Grant (15) Contracts Administration Unit Date
Vendor Code (10) General Accounting Section Date

DPSS 2076A (8/03) CONTRACTOR PAYMENT REQUEST



DEPARTMENT OF PUBLIC SOCIAL SERVICES FORMS

Mailing Instructions: When completed, these forms will summarize all of your claims for
payment. Your Claims Packet will include DPSS 2076A, 2076B (if required).

invoices, payroll verification, and copies of canceled checks attached, receipts, bank
statements, sign-in sheets, daily logs, mileage logs, and other back-up documentation
needed to comply with Contract/MOU.

Mail Claims Packet to address shown on upper left corner of DPSS 2076A.
[see method, time, and schedule/condition of payments).
(Please type or print information on all DPSS Forms.)

DPSS 2076A
CONTRACTOR PAYMENT REQUEST

"Remit to Name"
The legal name of your agency.

"Address"

The remit to address used when this contract was
established for your agency. All address changes
must be submitted for processing prior to use.

"Contractor Name"
Business name, if different than legal name (if not leave blank).

"Contract Number"
Can be found on the first page of your contract.

"Amount Requested"
Fill in the total amount and billing period you are requesting
payment for.

"Payment Type"
Check the box and enter the dollar amount for the type(s) of
payment(s) you are requesting payment for.

"Any questions regarding..."

Fill in the name and phone number of the person to be
contacted should any questions arise regarding your request
for payment.

"Authorized Signature, Title, and Date (Contractor's)
Self-explanatory (required). Original Signature needed for payment.

AA-02834

Exhibit A

EVERYTHING BELOW THE THICK SOLID LINE IS FOR DPSS USE ONLY AND SHOULD BE LEFT BLANK.
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Exhibit B

HIPAA Business Associate Agreement
Addendum to Agreement
Between the County of Riverside and Jaguar Computer Systems Inc.

This HIPAA Business Associate Agreement (the “Addendum™) supplements, and is made part of the AA-02834 (the
“Underlying Agreement”) between the County of Riverside (“County”) and Jaguar Computer System Inc.
(“Contractor”) and shall be effective as of the date the Underlying Agreement is approved by both Parties (the
“Effective Date”™).

RECITALS

WHEREAS, County and Contractor entered into the Underlying Agreement pursuant to which the
Contractor provides services to County, and in conjunction with the provision of such services certain protected
health information (“PHI”) and/or certain electronic protected health information (“ePHI”) may be created by or
made available to Contractor for the purposes of carrying out its obligations under the Underlying Agreement; and,

WHEREAS, the provisions of the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”™),
Public Law 104-191 enacted August 21, 1996, and the Health Information Technology for Economic and Clinical
Health Act (“HITECH”) of the American Recovery and Reinvestment Act of 2009, Public Law 111-5 enacted
February 17, 2009, and the laws and regulations promulgated subsequent thereto, as may be amended from time to
time, are applicable to the protection of any use or disclosure of PHI and/or ePHI pursuant to the Underlying
Agreement; and,

WHEREAS, County is a covered entity, as defined in the Privacy Rule; and,

WHEREAS, to the extent County discloses PHI and/or ePHI to Contractor or Contractor creates, receives,
maintains, transmits, or has access to PHI and/or ePHI of County, Contractor is a business associate, as defined in
the Privacy Rule; and,

WHEREAS, pursuant to 42 USC §17931 and §17934, certain provisions of the Security Rule and Privacy Rule
apply to a business associate of a covered entity in the same manner that they apply to the covered entity, the
additional security and privacy requirements of HITECH are applicable to business associates and must be
incorporated into the business associate agreement, and a business associate is liable for civil and criminal penalties
for failure to comply with these security and/or privacy provisions; and,

WHEREAS, the parties mutually agree that any use or disclosure of PHI and/or ePHI must be in compliance
with the Privacy Rule, Security Rule, HIPAA, HITECH and any other applicable law; and,

WHEREAS, the parties intend to enter into this Addendum to address the requirements and obligations set
forth in the Privacy Rule, Security Rule, HITECH and HIPAA as they apply to Contractor as a business associate of
County, including the establishment of permitted and required uses and disclosures of PHI and/or ePHI created or
received by Contractor during the course of performing functions, services and activities on behalf of County, and
appropriate limitations and conditions on such uses and disclosures;
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NOW, THEREFORE, in consideration of the mutual promises and covenants contained herein, the parties
agree as follows:

1. Definitions. Terms used, but not otherwise defined, in this Addendum shall have the same meaning as those
terms in HITECH, HIPAA, Security Rule and/or Privacy Rule, as may be amended from time to time.

A. “Breach” when used in connection with PHI means the acquisition, access, use or disclosure of PHI in a
manner not permitted under subpart E of the Privacy Rule which compromises the security or privacy of the
PHI, and shall have the meaning given such term in 45 CFR §164.402.

(1) Except as provided below in Paragraph (2) of this definition, acquisition, access, use, or disclosure of
PHI in a manner not permitted by subpart E of the Privacy Rule is presumed to be a breach unless
Contractor demonstrates that there is a low probability that the PHI has been compromised based on a
risk assessment of at least the following four factors:

(a) The nature and extent of the PHI involved, including the types of identifiers and the likelihood of re-
identification;

(b) The unauthorized person who used the PHI or to whom the disclosure was made;

(c) Whether the PHI was actually acquired or viewed; and

(d) The extent to which the risk to the PHI has been mitigated.
(2) Breach excludes:

(a) Any unintentional acquisition, access or use of PHI by a workforce member or person acting under
the authority of a covered entity or business associate, if such acquisition, access or use was made in
good faith and within the scope of authority and does not result in further use or disclosure in a
manner not permitted under subpart E of the Privacy Rule.

(b) Any inadvertent disclosure by a person who is authorized to access PHI at a covered entity or
business associate to another person authorized to access PHI at the same covered entity, business
associate, or organized health care arrangement in which County participates, and the information
received as a result of such disclosure is not further used or disclosed in a manner not permitted by
subpart E of the Privacy Rule.

(¢) A disclosure of PHI where a covered entity or business associate has a good faith belief that an
unauthorized person to whom the disclosure was made would not reasonably have been able to retain
such information.

B. “Business associate” has the meaning given such term in 45 CFR §164.501, including but not limited to a
subcontractor that creates, receives, maintains, transmits or accesses PHI on behalf of the business associate.

C. “Data aggregation” has the meaning given such term in 45 CFR §164.501.
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D. “Designated record set” as defined in 45 CFR §164.501 means a group of records maintained by or for a

covered entity that may include: the medical records and billing records about individuals maintained by or

for a covered health care provider; the enrollment, payment, claims adjudication, and case or medical

management record systems maintained by or for a health plan; or, used, in whole or in part, by or for the
covered entity to make decisions about individuals.

E. “Electronic protected health information” (“ePHI”) as defined in 45 CFR §160.103 means protected health
information transmitted by or maintained in electronic media.

F. “Electronic health record” means an electronic record of health-related information on an individual that is
created, gathered, managed, and consulted by authorized health care clinicians and staff, and shall have the
meaning given such term in 42 USC §17921(5).

G. “Health care operations™ has the meaning given such term in 45 CFR §164.501.

H. “Individual” as defined in 45 CFR §160.103 means the person who is the subject of protected health
information.

[. “Person” as defined in 45 CFR §160.103 means a natural person, trust or estate, partnership, corporation,
professional association or corporation, or other entity, public or private.

J. “Privacy Rule” means the HIPAA regulations codified at 45 CFR Parts 160 and 164, Subparts A 17 and E.

K. “Protected health information” (“PHI”) has the meaning given such term in 45 CFR §160.103, which
includes ePHI.

=

“Required by law” has the meaning given such term in 45 CFR §164.103.

M. “Secretary” means the Secretary of the U.S. Department of Health and Human Services 22 (“HHS”).

Z

“Security incident” as defined in 45 CFR §164.304 means the attempted or successful unauthorized access,
use, disclosure, modification, or destruction of information or interference with system operations in an
information system.

O. “Security Rule” means the HIPAA Regulations codified at 45 CFR Parts 160 and 164, Subparts 27 A and C.

“Subcontractor” as defined in 45 CFR §160.103 means a person to whom a business associate delegates a
function, activity, or service, other than in the capacity of a member of the workforce of such business
associate.

Q. “Unsecured protected health information” and “unsecured PHI” as defined in 45 CFR §164.402 means PHI
not rendered unusable, unreadable, or indecipherable to unauthorized persons through use of a technology or
methodology specified by the Secretary in the guidance issued 34 under 42 USC §17932(h)(2).
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2. Scope of Use and Disclosure by Contractor of County’s PHI and/or ePHI.

A. Except as otherwise provided in this Addendum, Contractor may use, disclose, or access PHI and/or ePHI as
necessary to perform any and all obligations of Contractor under the Underlying Agreement or to perform
functions, activities or services for, or on behalf of, County as specified in this Addendum, if such use or
disclosure does not violate HIPAA, HITECH, the Privacy Rule and/or Security Rule.

B. Unless otherwise limited herein, in addition to any other uses and/or disclosures permitted or authorized by
this Addendum or required by law, in accordance with 45 CFR §164.504(¢)(2), Contractor may:

(1) Use PHI and/or ePHI if necessary for Contractor’s proper management and administration and to carry
out its legal responsibilities; and,

(2) Disclose PHI and/or ePHI for the purpose of Contractor’s proper management and administration or to
carry out its legal responsibilities, only if:

(a) The disclosure is required by law; or,

(b) Contractor obtains reasonable assurances, in writing, from the person to whom Contractor will Hold
such PHI disclose such PHI and/or ePHI that the person will:

(i) and/or ePHI in confidence and use or further disclose it only for the purpose for which Contractor
disclosed it to the person, or as required by law; and,

(ii) Notify Contractor of any instances of which it becomes aware in which the confidentiality of the
information has been breached; and,

(3) Use PHI to provide data aggregation services relating to the health care operations of County pursuant to
the Underlying Agreement or as requested by County; and,

(4) De-identify all PHI and/or ePHI of County received by Contractor under this Addendum provided that
the de-identification conforms to the requirements of the Privacy Rule and/or 24 Security Rule and does
not preclude timely payment and/or claims processing and receipt.

C. Notwithstanding the foregoing, in any instance where applicable state and/or federal laws and/or regulations
are more stringent in their requirements than the provisions of HIPAA, including, but not limited to,
prohibiting disclosure of mental health and/or substance abuse records, the applicable state and/or federal
laws and/or regulations shall control the disclosure of records.

3. Prohibited Uses and Disclosures.

A. Contractor may neither use, disclose, nor access PHI and/or ePHI in a manner not authorized by the
Underlying Agreement or this Addendum without patient authorization or de-identification of the PHI and/or
ePHI and as authorized in writing from County.

B. Contractor may neither use, disclose, nor access PHI and/or ePHI it receives from County or from another
business associate of County, except as permitted or required by this Addendum, or as required by law.
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Contractor agrees not to make any disclosure of PHI and/or ePHI that County would be prohibited from
making.

Contractor shall not use or disclose PHI for any purpose prohibited by the Privacy Rule, Security Rule,
HIPAA and/or HITECH, including, but not limited to 42 USC §17935 and §17936. Contractor agrees:

(1) Not to use or disclose PHI for fundraising, unless pursuant to the Underlying Agreement and only if
permitted by and in compliance with the requirements of 45 CFR §164.514(f) or 45 CFR §164.508;

(2) Not to use or disclose PHI for marketing, as defined in 45 CFR §164.501, unless pursuant tothe
Underlying Agreement and only if permitted by and in compliance with the requirements of 45 CFR
§164.508(a)(3);

(3) Not to disclose PHI, except as otherwise required by law, to a health plan for purposes of carrying out
payment or health care operations, if the individual has requested this restriction pursuant to 42 USC
§17935(a) and 45 CFR §164.522, and has paid out of pocket in full for the health care item or service to
which the PHI solely relates; and,

(4) Not to receive, directly or indirectly, remuneration in exchange for PHI, or engage in any act that would
constitute a sale of PHI, as defined in 45 CFR §164.502(a)(5)(ii), unless permitted by the Underlying
Agreement and in compliance with the requirements of a valid authorization under 45 CFR
§164.508(a)(4). This prohibition shall not apply to payment by County to Contractor for services
provided pursuant to the Underlying Agreement.

4. Obligations of County.

A.

County agrees to make its best efforts to notify Contractor promptly in writing of any restrictions on the use
or disclosure of PHI and/or ePHI agreed to by County that may affect Contractor’s ability to perform its
obligations under the Underlying Agreement, or this Addendum.

County agrees to make its best efforts to promptly notify Contractor in writing of any changes in, or
revocation of, permission by any individual to use or disclose PHI and/or ePHI, if such changes or revocation
may affect Contractor’s ability to perform its obligations under the Underlying Agreement, or this
Addendum.

County agrees to make its best efforts to promptly notify Contractor in writing of any known limitation(s) in
its notice of privacy practices to the extent that such limitation may affect Contractor’s use or disclosure of
PHI and/or ePHLI.

County agrees not to request Contractor to use or disclose PHI and/or ePHI in any manner that would not be
permissible under HITECH, HIPAA, the Privacy Rule, and/or Security Rule.

County agrees to obtain any authorizations necessary for the use or disclosure of PHI and/or ePHI, so that
Contractor can perform its obligations under this Addendum and/or Underlying Agreement.
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5. Obligations of Contractor. In connection with the use or disclosure of PHI and/or ePHI, Contractor agrees to:

A.

K.

Use or disclose PHI only if such use or disclosure complies with each applicable requirement of45 CFR
§164.504(e). Contractor shall also comply with the additional privacy requirements that are applicable to
covered entities in HITECH, as may be amended from time to time.

Not use or further disclose PHI and/or ePHI other than as permitted or required by this Addendum or as
required by law. Contractor shall promptly notify County if Contractor is required by law to disclose PHI
and/or ePHL.

Use appropriate safeguards and comply, where applicable, with the Security Rule with respect to ePHI, to
prevent use or disclosure of PHI and/or ePHI other than as provided for by this Addendum.

Mitigate, to the extent practicable, any harmful effect that is known to Contractor of a use or disclosure of
PHI and/or ePHI by Contractor in violation of this Addendum.

Report to County any use or disclosure of PHI and/or ePHI not provided for by this Addendum or otherwise
in violation of HITECH, HIPAA, the Privacy Rule, and/or Security Rule of which Contractor becomes
aware, including breaches of unsecured PHI as required by 45 CFR §164.410.

In accordance with 45 CFR §164.502(e)(1)(ii), require that any subcontractors that create, receive, maintain,
transmit or access PHI on behalf of the Contractor agree through contract to the same restrictions and
conditions that apply to Contractor with respect to such PHI and/or ePHI, including the restrictions and
conditions pursuant to this Addendum.

Make available to County or the Secretary, in the time and manner designated by County or Secretary,
Contractor’s internal practices, books and records relating to the use, disclosure and privacy protection of
PHI received from County, or created or received by Contractor on behalf of County, for purposes of
determining, investigating or auditing Contractor’s and/or County’s compliance with the Privacy Rule.

Request, use or disclose only the minimum amount of PHI necessary to accomplish the intended purpose of
the request, use or disclosure in accordance with 42 USC §17935(b) and 45 CFR §164.502(b)(1).

Comply with requirements of satisfactory assurances under 45 CFR §164.512 relating to notice or qualified
protective order in response to a third party’s subpoena, discovery request, or other lawful process for the
disclosure of PHI, which Contractor shall promptly notify County upon Contractor’s receipt of such request
from a third party.

Not require an individual to provide patient authorization for use or disclosure of PHI as a condition for
treatment, payment, enrollment in any health plan (including the health plan administered by County), or
eligibility of benefits, unless otherwise excepted under 45 CFR §164.508(b)(4) and authorized in writing by
County.

Use appropriate administrative, technical and physical safeguards to prevent inappropriate use, disclosure, or
access of PHI and/or ePHI.
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L. Obtain and maintain knowledge of applicable laws and regulations related to HIPAA and HITECH, as may
be amended from time to time.

M. Comply with the requirements of the Privacy Rule that apply to the County to the extentContractor is to carry
out County’s obligations under the Privacy Rule.

N. Take reasonable steps to cure or end any pattern of activity or practice of its subcontractor of which
Contractor becomes aware that constitute a material breach or violation of the subcontractor's obligations
under the business associate contract with Contractor, and if such steps are unsuccessful, Contractor agrees
to terminate its contract with the subcontractor if feasible.

6. Access to PHI, Amendment and Disclosure Accounting. Contractor agrees to:

A. Access to PHI, including ePHI. Provide access to PHI, including ePHI if maintained electronically, in a
designated record set to County or an individual as directed by County, within five (5) days of request from
County, to satisfy the requirements of 45 CFR §164.524.

B. Amendment of PHI. Make PHI available for amendment and incorporate amendments to PHI in a designated
record set County directs or agrees to at the request of an individual, within fifteen (15) days of receiving a
written request from County, in accordance with 45 CFR §164.526.

C. Accounting of disclosures of PHI and electronic health record. Assist County to fulfill its obligations to
provide accounting of disclosures of PHI under 45 CFR §164.528 and, where applicable, electronic health
records under 42 USC §17935(c) if Contractor uses or maintains electronic health records. Contractor shall:

(1) Document such disclosures of PHI and/or electronic health records, and information related to such
disclosures, as would be required for County to respond to a request by an individual for an accounting
of disclosures of PHI and/or electronic health record in accordance with 45 CFR §164.528.

(2) Within fifteen (15) days of receiving a written request from County, provide to County or any individual
as directed by County information collected in accordance with this section to permit County to respond
to a request by an individual for an accounting of disclosures of PHI and/or electronic health record.

(3) Make available for County information required by this Section 6.C for six (6) years preceding the
individual’s request for accounting of disclosures of PHI, and for three (3) years preceding the
individual’s request for accounting of disclosures of electronic health record.

7. Security of ePHI. In the event County discloses ePHI to Contractor or Contractor needs to create, receive,
maintain, transmit or have access to County ePHI, in accordance with 42 USC §17931 and 45 CFR
§164.314(a)(2)(i), and §164.306, Contractor shall:

A. Comply with the applicable requirements of the Security Rule, and implement administrative, physical, and
technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability
of ePHI that Contractor creates, receives, maintains, or transmits on behalf of County in accordance with 45
CFR §164.308, §164.310, and §164.312;
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B. Comply with each of the requirements of 45 CFR §164.316 relating to the implementation of policies,
procedures and documentation requirements with respect to ePHI;

C. Protect against any reasonably anticipated threats or hazards to the security or integrity of ePHI;

D. Protect against any reasonably anticipated uses or disclosures of ePHI that are not permitted or required
under the Privacy Rule;

E. Ensure compliance with the Security Rule by Contractor’s workforce;

F. In accordance with 45 CFR §164.308(b)(2), require that any subcontractors that create, receive, maintain,
transmit, or access ePHI on behalf of Contractor agree through contract to the same restrictions and
requirements contained in this Addendum and comply with the applicable requirements of the Security Rule;

G. Report to County any security incident of which Contractor becomes aware, including breaches of unsecured
PHI as required by 45 CFR §164.410; and,

H. Comply with any additional security requirements that are applicable to covered entities in Title 42 (Public
Health and Welfare) of the United States Code, as may be amended from time to time, including but not
limited to HITECH.

8. Breach of Unsecured PHI. In the case of breach of unsecured PHI, Contractor shall comply with the applicable
provisions of 42 USC §17932 and 45 CFR Part 164, Subpart D, including but not limited to 45 CFR §164.410.

A. Discovery and notification. Following the discovery of a breach of unsecured PHI, Contractor shall notify
County in writing of such breach without unreasonable delay and in no case later than 60 calendar days after
discovery of a breach, except as provided in 45 CFR §164.412.

(1) Breaches treated as discovered. A breach is treated as discovered by Contractor as of the first day on
which such breach is known to Contractor or, by exercising reasonable diligence, would have been
known to Contractor, which includes any person, other than the person committing the breach, who is an
employee, officer, or other agent of Contractor (determined in accordance with the federal common law
of agency).

(2) Content of notification. The written notification to County relating to breach of unsecured PHI shall
include, to the extent possible, the following information if known (or can be reasonably obtained) by
Contractor:

(a) The identification of each individual whose unsecured PHI has been, or is reasonably believed by
Contractor to have been accessed, acquired, used or disclosed during the breach;

(b) A brief description of what happened, including the date of the breach and the date of the discovery
of the breach, if known;

(c) A description of the types of unsecured PHI involved in the breach, such as whether full name, social
security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved;
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(d) Any steps individuals should take to protect themselves from potential harm resulting from the
breach;

(e) A brief description of what Contractor is doing to investigate the breach, to mitigate harm to
individuals, and to protect against any further breaches; and,

(f) Contact procedures for individuals to ask questions or learn additional information, which shall
include a toll-free telephone number, an e-mail address, web site, or postal address.

. Cooperation. With respect to any breach of unsecured PHI reported by Contractor, Contractor shall
cooperate with County and shall provide County with any information requested by County to enable County
to fulfill in a timely manner its own reporting and notification obligations, including but not limited to
providing notice to individuals, prominent media outlets and the Secretary in accordance with 42 USC
§17932 and 45 CFR §164.404, §164.406 and §164.408.

. Breach log. To the extent breach of unsecured PHI involves less than 500 individuals, Contractor shall
maintain a log or other documentation of such breaches and provide such log or other documentation on an
annual basis to County not later than fifteen (15) days after the end of each calendar year for submission to
the Secretary.

. Delay of notification authorized by law enforcement. If Contractor delays notification of breach of
unsecured PHI pursuant to a law enforcement official’s statement that required notification, notice or posting
would impede a criminal investigation or cause damage to national security, Contractor shall maintain
documentation sufficient to demonstrate its compliance with the requirements of 45 CFR §164.412.

. Payment of costs. With respect to any breach of unsecured PHI caused solely by the Contractor’s failure to
comply with one or more of its obligations under this Addendum and/or the provisions of HITECH, HIPAA,
the Privacy Rule or the Security Rule, Contractor agrees to pay any and all costs associated with providing
all legally required notifications to individuals, media outlets, and the Secretary. This provision shall not be
construed to limit or diminish Contractor’s obligations to indemnify, defend and hold harmless County under
Section 9 of this Addendum.

Documentation. Pursuant to 45 CFR §164.414(b), in the event Contractor’s use or disclosure of PHI and/or
ePHI violates the Privacy Rule, Contractor shall maintain documentation sufficient to demonstrate that all
notifications were made by Contractor as required by 45 CFR Part 164, Subpart D, or that such use or
disclosure did not constitute a breach, including Contractor’s completed risk assessment and investigation
documentation.

. Additional State Reporting Requirements. The parties agree that this Section 8.G applies only if and/or
when County, in its capacity as a licensed clinic, health facility, home health agency, or hospice, is required
to report unlawful or unauthorized access, use, or disclosure of medical information under the more stringent
requirements of California Health & Safety Code §1280.15. For purposes of this Section 8.G, “unauthorized”
has the meaning given such term in California Health & Safety Code §1280.15(j)(2).

(1) Contractor agrees to assist County to fulfill its reporting obligations to affected patients and to the
California Department of Public Health ("CDPH") in a timely manner under the California Health &
Safety Code §1280.15.

(2) Contractor agrees to report to County any unlawful or unauthorized access, use, or disclosure of patient's
medical information without unreasonable delay and no later than two (2) business days after Contractor
detects such incident. Contractor further agrees such report shall be made in writing, and shall include
substantially the same types of information listed above in Section 8.A.2 (Content of Notification) as
applicable to the unlawful or unauthorized access, use, or disclosure as defined above in this section,
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understanding and acknowledging that the term “breach” as used in Section 8.A.2 does not apply to
California Health & Safety Code §1280.15.

9. Hold Harmless/Indemnification.

A.

Contractor agrees to indemnify and hold harmless County, all Agencies, Districts, Special Districts and
Departments of County, their respective directors, officers, Board of Supervisors, elected and appointed
officials, employees, agents and representatives from any liability whatsoever, based or asserted upon any
services of Contractor, its officers, employees, subcontractors, agents or representatives arising out of or in
any way relating to this Addendum, including but not limited to property damage, bodily injury, death, or
any other element of any kind or nature whatsoever arising from the performance of Contractor, its officers,
agents, employees, subcontractors, agents or representatives from this Addendum. Contractor shall defend, at
its sole expense, all costs and fees, including but not limited to attorney fees, cost of investigation, defense
and settlements or awards, of County, all Agencies, Districts, Special Districts and Departments of County,
their respective directors, officers, Board of Supervisors, elected and appointed officials, employees, agents
or representatives in any claim or action based upon such alleged acts or omissions.

With respect to any action or claim subject to indemnification herein by Contractor, Contractor shall, at their
sole cost, have the right to use counsel of their choice, subject to the approval of County, which shall not be
unreasonably withheld, and shall have the right to adjust, settle, or compromise any such action or claim
without the prior consent of County; provided, however, that any such adjustment, settlement or compromise
in no manner whatsoever limits or circumscribes Contractor’s indemnification to County as set forth herein.
Contractor’s obligation to defend, indemnify and hold harmless County shall be subject to County having
given Contractor written notice within a reasonable period of time of the claim or of the commencement of
the related action, as the case may be, and information and reasonable assistance, at Contractor’s expense, for
the defense or settlement thereof. Contractor’s obligation hereunder shall be satisfied when Contractor has
provided to County the appropriate form of dismissal relieving County from any liability for the action or
claim involved.

The specified insurance limits required in the Underlying Agreement of this Addendum shall in no way limit
or circumscribe Contractor’s obligations to indemnify and hold harmless County herein from third party
claims arising from issues of this Addendum.

In the event there is conflict between this clause and California Civil Code §2782, this clause shall be
interpreted to comply with Civil Code §2782. Such interpretation shall not relieve the Contractor from
indemnifying County to the fullest extent allowed by law.

In the event there is a conflict between this indemnification clause and an indemnification clause contained
in the Underlying Agreement of this Addendum, this indemnification shall only apply to the subject issues
included within this Addendum.
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10. Term. This Addendum shall commence upon the Effective Date and shall terminate when. all PHI and/or ePHI

provided by County to Contractor, or created or received by Contractor on behalf of County, is destroyed or

returned to County, or, if it is infeasible to return or destroy PHI and/ePHI, protections are extended to such
information, in accordance with section 11.B of this Addendum.

11. Termination.

A. Termination for Breach of Contract. A breach of any provision of this Addendum by either party shall
constitute a material breach of the Underlying Agreement and will provide grounds for terminating this
Addendum and the Underlying Agreement with or without an opportunity to cure the breach,
notwithstanding any provision in the Underlying Agreement to the contrary. Either party, upon written
notice to the other party describing the breach, may take any of the following actions:

(1) Terminate the Underlying Agreement and this Addendum, effective immediately, if the other party
breaches a material provision of this Addendum.

(2) Provide the other party with an opportunity to cure the alleged material breach and in the event the other
party fails to cure the breach to the satisfaction of the non-breaching party in a timely manner, the non-
breaching party has the right to immediately terminate the Underlying Agreement and this Addendum.

(3) If termination of the Underlying Agreement is not feasible, the breaching party, upon the request of the
non-breaching party, shall implement, at its own expense, a plan to cure the breach and report regularly
on its compliance with such plan to the non-breaching party.

B. Effect of Termination.

(1) Upon termination of this Addendum, for any reason, Contractor shall return or, if agreed to in writing by
County, destroy all PHI and/or ePHI received from County, or created or received by the Contractor on
behalf of County, and, in the event of destruction, Contractor shall certify such destruction, in writing, to
County. This provision shall apply to all PHI and/or ePHI which are in the possession of subcontractors
or agents of Contractor. Contractor shall retain no copies of PHI and/or ePHI, except as provided below
in paragraph (2) of this section.

(2) In the event that Contractor determines that returning or destroying the PHI and/or ePHI is not feasible,
Contractor shall provide written notification to County of the conditions that make such return or
destruction not feasible. Upon determination by Contractor that return or destruction of PHI and/or ePHI
is not feasible, Contractor shall extend the protections of this Addendum to such PHI and/or ePHI and
limit further uses and disclosures of such PHI and/or ePHI to those purposes which make the return or
destruction not feasible, for so long as Contractor maintains such PHI and/or ePHI.

12. General Provisions.

A. Retention Period. Whenever Contractor is required to document or maintain documentation pursuant to the
terms of this Addendum, Contractor shall retain such documentation for 6 years from the date of its creation
or as otherwise prescribed by law, whichever is later.
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B. Amendment. The parties agree to take such action as is necessary to amend this Addendum from time to
time as is necessary for County to comply with HITECH, the Privacy Rule, Security Rule, and HIPAA

generally.

C. Survival. The obligations of Contractor under Sections 3, 5, 6, 7, 8, 9, 11.B and 12.A of this Addendum
shall survive the termination or expiration of this Addendum.

D. Regulatory and Statutory References. A reference in this Addendum to a section in HITECH, HIPAA, the
Privacy Rule and/or Security Rule means the section(s) as in effect or as amended.

E. Conflicts. The provisions of this Addendum shall prevail over any provisions in the Underlying Agreement
that conflict or appear inconsistent with any provision in this Addendum.

F. Interpretation of Addendum.

(1) This Addendum shall be construed to be part of the Underlying Agreement as one document. The
purpose is to supplement the Underlying Agreement to include the requirements of the Privacy Rule,
Security Rule, HIPAA and HITECH.

(2) Any ambiguity between this Addendum and the Underlying Agreement shall be resolved to permit
County to comply with the Privacy Rule, Security Rule, HIPAA and HITECH generally.

G. Notices to County. All notifications required to be given by Contractor to County pursuant to the terms of
this Addendum shall be made in writing and delivered to the County both by fax and to both of the addresses
listed below by either registered or certified mail return receipt requested or guaranteed overnight mail with
tracing capability, or at such other address as County may hereafter designate. All notices to County
provided by Contractor pursuant to this Section shall be deemed given or made when received by County.

County HIPAA Privacy Officer: HIPAA Privacy Manager
County HIPAA Privacy Officer Address: P.O. Box 1569

Riverside, CA 92502
County HIPAA Privacy Officer Fax Number: (951) 955-HIPAA or (951) 955-4472
————————TO BE COMPLETED BY COUNTY PERSONNELONLY— — — ——— —

County Departmental Officer:

County Departmental Officer Title:

County Department Address:

County Department Fax Number:

County of Riverside BAA 09/2013



AA-02834

SCHEDULE A

Office Location

Rooms

63 S 4" Street, Banning 92220

Resource Room #6
Class Room #7

1225 W Hobsonway , Blythe 92225

Job Club

68-625 Perez Road, Suites 4 & 5, Cathedral
City 92234

Training Room A
Training Room B
Training Room C

14-201 Palm Dr, Suite 201, Desert Hot Springs
92240

Job Club

1400 Minthorn St, Lake Elsinore 92530

Resource Room
Job Search

541 N. San Jacinto Ave, Hemet 92543

Resource Room
Job Search
Job Club

44-199 Monroe St, Indio 92201

Class Room A
Job Search

5961 Mission Blvd, Jurupa, 92509

Resource Room
Job Search

11060 Magnolia Ave, Riverside 92503

Resource Room #1
Phone Room

Resource Room #2
Resource Room #3

23119 Cottonwood, Bldg B,
Moreno Valley 92553

Resource Room
Job Search
Phone Room

23119 Cottonwood, Bidg C,
Moreno Valley 92553

3178 Hamner Ave, Norco 92680

Resource Room

201 Redlands Blvd, Perris CA 92570

Resource Room
Job Club

43264 Business Park Drive Suite B-1,
Temecula, CA 92590

Resource Room

91-275 66th Avenue, Suite 100
Mecca, CA 92254

FRC —needs wi-fi access for 20 concurrent users

5961 Mission Blvd.
Rubidoux, CA 92509

FRC-needs wi-fi access for 20 concurrent users

21091 Rider St
Perris CA 92570

FRC —needs wi-fi access for 20 concurrent users

14-201 Palm Dr, Suite 108, Desert Hot Springs
92240 (* NOTE: the Desert Hot Springs offices
share a comm room)

FRC —needs wi-fi access for 20 concurrent users

371 Wilkerson Avenue Suite L, Perris, CA
92570

FRC —needs wi-fi access for 20 concurrent users




