
SUBMITTAL TO THE RIVERSIDE UNIVERSITY HEALTH
SYSTEM MEDICAL CENTER GOVERNING BOARD
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

lr[iY$5:lfli
HEALTH SYSTEM
MedicalCenter

ITEM:15.2
(lD # 20192)

MEETING DATE:
Tuesday, October 18, 2022

FROM : RUHS-MEDICAL CENTER.

SUBJECT: RIVERSIDE UNIVERSITY HEALTH SYSTEM-MEDICAL CENTER: Ratification
and Approval of the S-Year Software Use Agreement with Strata Decision Technology, LLC to
Provide a Cost Accounting and Performance Measurement Software System Services Wthout
Seeking Competitive Bids Effective August 30, 2022, through August 29, 2027; All Districts.
[Annual Cost $443,732; Total Cost $2,218,660; Up to $221,866 in Additional Compensation];
100o/o Hospital Enterprise Fund.

RECOMMENDED MOTION: That the Board of Supervisors:
1. Ratify and approve the Software Use Agreement with Strata Decision Technology, LLC

to provide a cost accounting and performance measurement software system services
without seeking competitive bids, in the aggregate amounl of $2,218,660 for the period
of performance of August 30, 2022, through August 29, 2027 , and authorize the Chair of
the Board to sign the Agreement on behalf of the County; and

2. Authorize the Purchasing Agent, in accordance with Ordinance No. 459 and based on
the availability of fiscal funding and as approved as to form by County Counsel to sign
amendments that exercise the options of the agreement including modifications of the
scope of services that stay within the intent of the Agreement; and sign amendments to
the compensation provisions that do not exceed the sum total of ten percent (10%)
annually.

ACTION:Policy

MINUTES OF THE GOVERNING BOARD

On motion of Supervisor Jeffries, seconded by Supervisor Perez and duly carried by
unanimous vote, lT WAS ORDERED that the above matter is approved as recommended.

Ayes:
Nays:
Absent:
Date:
xc:

Jeffries, Spiegel, Washington, Perez and Hewitt
None
None
October 18,2022
RUHS-MC

C

Ke Harper

Deputy
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SUBMITTAL TO THE RIVERSIDE UNIVERSITY HEALTH
SYSTEM MEDICAL CENTER GOVERNING BOARD OF DIRECTORS

COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

C.E.O. RECOMMENDATION : Approve

BAGKGROUND:
Summarv
The Riverside University Health System Medical Center (RUHS-MC) has engaged Strata
Decision Technologies LLC (Strata) for cost accounting and performance measurement
software system service since August of 2017 through a previous five-year Software Use
Agreement. The forementioned Agreement termed on August 28, 2022, and requires a new
Software Use Agreement to be established to continue RUHS-MC use of Strata cost accounting
and performance measurement software system services.

Through its software, Strata currently provides RUHS-MC with access to its StrataJazz system
support modules: RUHS-MC utilizes these support modules in conjunction with Strata's cost
accounting and performance measurement software system to perform budgeting and data
analysis efficiently. RUHS-[UC has a continued need for this software, as it is used to analyze
costs across its physician, payor, labor, and product lines. Strata is unique in the feature of
tracking continuous improvements. lts software has a pre-built algorithm that target key areas
which helps to reduce the time and resources it would take to analyze specific data.

RUHS-MC analyzes current data and its partnership with Strata allows for efficient costing of
this data and results in accurate patient cost data. Strata will allow the user to evaluate cost
margins and formulate custom design reports. Additionally, this engagement with Strata will
provide an efficient method of collecting and reporting cost accounting, performance
measurements, productivity reporting, and financialforecasting. These metrics assist RUHS-MC
in identifying opportunities for potential savings, measuring and managing labor productivity
which can result in improved patient outcomes.

The requested board action will allow RUHS-MC to continue utilizing Strata's cost accounting
and performance measurement system software via a new five-year Software Use Agreement
without seeking competitive bids (SSJ#) effective August 30, 2022, through August 29, 2027,
with maximum annual compensation of $443,732.

FINANCIAL DATA Current Flscal Year: Next Flscal Year: Total Cost: Ongoing Cost

COST $443,732 $443,732 $2,218,660 $0

NET COUNTY COST $0 $o $0 $0

SOURCE OF FUNDS:. 100o/o - Hospital Enterprise Fund
40050

Budget Adjustment: No

For Fiscal Y ear: 22123- 27 128
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SUBMITTAL TO THE RIVERSIDE UNIVERSITY HEALTH
SYSTEM MEDICAL CENTER GOVERNING BOARD OF DIRECTORS

COUNTY OF RIVERSIDE, STATE OF CAL!FORNIA

lmpact on Residents and Businesses
These services are a component of RUHS's system of care aimed at improving the health and
safety of its patients and the community.

Additional Fiscal lnformation
There are sufficient appropriations in the Departmenl's FY21l22 budget. No additional County
funds are required.

Contract Historv and Price Reasonableness
On August 16,2017, the County of Riverside Purchasing and Fleet Department approved Sole
Source Justification (#18-043). Subsequently, on August 29,2017, (Agenda ltem 3.89), the
Board approved a five-year Software Use Agreement with Strata to provide a cost accounting
and performance measurement software system, effective August 29,2017, through June 30,
2022, for a total amount of $2,491 ,960.

On December 17,2019, (Agenda ltem 15.4), the Board approved Addendum No. 1 to the
Software Use Agreement, effective December 31, 2019 through June 30, 2022, to increase the
total contract amount by $168,'1 13 from $2,491,960 to $2,660,073.

On April 2, 2020, Addendum No. 2 was executed under the Purchasing Agent's Authority to
establish authorized uses of the Customer Data exchanged under this agreement.

On June 23, 2020, Addendum No. 3 was executed using the Purchasing Agent's Authority to
purchase additional consulting services for StrataJazz Operating Budget.

On September 24, 2020, Addendum No. 4 was executed under the Purchasing Agent's
Authority for additional consulting services for StrataJazzData lntegration.

On May 11,2021, (Agenda ltem 3.23), the Board approved Addendum No. 5 to the Software
Use Agreement, effective March 2, 2021 through August 29, 2022, to increase the aggregate
contract amount by $96,048 from $2,718,537 to $2,814,585 and extend the contract term
through August 29, 2022.

On October 22,2021, Addendum No. 6 was executed under the Purchasing Agent's Authority to
purchase additional consulting services for StrataJazz Operating Budgeting.

The agreement requires Board approval as the compensation provision exceeds the Purchasing
Agent's authority for contracting with a single vendor for professional services per Ordinance
459.6.
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SUBMITTAL TO THE RIVERSIDE UNIVERSITY HEALTH
SYSTEM MEDICAL CENTER GOVERNING BOARD OF DIRECTORS

COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ATTACHMENTS:
Attachment A: THE SOFTWARE USE AGREEMENT BETWEEN STRATA DECISION

TECHNOLOGY LLC AND THE COUNTY OF RIVERSIDE

Attachment B: SINGLE SOURCE JUSTIFICATION (#23-059)

10t12t2022

(

nU
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SOFTWARE USE AGREEMENT

THIS SOFTWARE USE AGREEMENT ("Agreement") is made and entered into as of August 29,2022 (the "Effective

Date"), by and between Strata Decision Technology LLC, an lllinois Limited Liability Company with principal offices
at 200 East Randolph Street,4gth Floor, Chicago, lllinois 60601 ("Strata") and the County of Riverside, a political

subdivision of the State of California, on behalf of Riverside University Health System, having its principal offices at
26520 Cactus Avenue, Moreno Valley, California 92555 ("Customer").

wllr'TESSEIH:

WHEREAS, Strata desires to grant to Customer, and Customer desires to obtain from Strata, a non-exclusive right to
use the computer software and related materials described below, all on the terms and conditions set forth in this
Agreement.

AGEEEMENIS

NOW, THEREFORE, in consideration of the mutual covenants set forth in this Agreement and other good and valuable
consideration, the receipt and adequacy of which are hereby acknowledged, the parties agree as follows:

1. Definitions. As used in this Agreement, the following definitions will apply:

"Annual Consulting Davs" means the annual consulting support that will be provided to Customer to be used as

Customer sees fit, including, but not limited to, training (on-site or web based), process support meetings, database
rollovers or additional services that are not included in the project assumptions contemplated under this Agreement.
Each Annual Consulting Day equals eight (8) hours;

"Authorized User" means a party granted the right to use the Program Assets at the Facilities, including and limited
to only the following: (a) Customer and its employees and authorized agents; (b) nurses, physicians and technicians
orstaff otherwise affiliated with Customer, including, without limitation, the medical staff members; (c) Third Party
consultants and other independent contractors performing services for Customer; and (d) any governmental bodies
lawfully requesting or requiring access. Notwithstanding the foregoing, the entities listed in Exhibit D, their
respective personnel, and their respective Facilities shall at no time be deemed to be an Authorized User;

"Contract Year" means each successive 12-month period after the Effective Date of this Agreement;

"Facilitv" means, with respect to either party, any person or entity which such party controls. For purposes of the
preceding sentence, the term "Control" means the ownership of more than fifty percent (50%) of an entity's voting
secu rities;

"Hospital" means a healthcare provider of inpatient and other healthcare services with a single National Provider
ldentifier (i.e., Medicare number) without regard for sub-provider identifiers which are identified in Exhibit B of this
AgreemenU

"lnput Data" means all data entered into the Programs by the Customer and/or its Facilities;

"Programs" means the computer software identified in Exhibit A to this Agreement, which is hereby incorporated
by reference and made a part ofthis Agreement, and also includes any subsequent upgrades provided by Strata;

"Program Assets" means the Programs and the User Documentation;

L
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"Proprietarv Assets" means the copyright, patent, trade secret and other proprietary rights of Strata included in the
Program Assets, including, without limitation, Strata's Confidential lnformation and materials identified in Section
9.2;

"Report User" means individual user of the Programs with a specified name with a unique Windows or network
logon name or lD who has read only report viewing access to the Programs;

"Svstem User" means an individual user of the Programs with a specified name with a unique Windows or network
logon name or lD who has full access to the Programs;

"User Documentation" means the user documentation materials, including online help and PDF guides provided by
Strata to Customer pursuant to the terms of this Agreement which embody, represent, describe or specify the
Programs or their uses, operations or applications;

Other defined terms are contained in the body of this Agreement.

2. Customer Rishts Under Agreement.

2.1 lnaccordancewiththetermsofthisAgreement,StratagrantstoCustomer,andCustomeracceptsfromStrata,
a limited, non-transferable, non-exclusive right to use the Programs (or any version thereof provided to Customer
pursuant to this Agreement) via Strata's hosted application environment. Notwithstanding the foregoing, Strata
acknowledges that part of Customer's business may involve operating in a shared resource and/or service bureau
environment, and in connection with such business, Customer will have, sub.ject to the requirements set forth in this
Agreement, the right to use the Programs for itself and its Facilities, such right of use will include a right of access

and direct use of Customer's Authorized Users.

2.2 Customer will have the right to modify the Program Assets and/or merge the same into other programs and
materials to form an updated work for its own use.

2.3 Customer must obtain from Strata advance written approval, which will not be unreasonably withheld, before
any changes are made to the Hospitals listed in Exhibit B. Customer recognizes the fees for the rights granted
hereunder are based upon (1) the number of System Users for the Facilities and (2) the number of Hospitals listed
in Exhibit B and an increase in either may result in an increase in fees.

2.4 Customer must not access the Program Assets from any location other than Customer's Facilities and must
prevent use or access of the Program Assets by anyone other than Customer or other Authorized Users. Customer
acknowledges that any use of the Program Assets in violation of this Section constitutes a material breach of the
terms of this Agreement. Customer and Authorized Users are permitted to access the software from remote sites,
so long as such access conforms to the Customer's policies for remote access to confidential information.

3. Term.

This Agreement will be effective on the date first written above and will be in effect through the Commitment Period

outlined in Section 6.1, unless terminated pursuant to the express terms of this Agreement.

4. Deliverv; lnstallation; Consultine Support.

2

4.1 Consulting Services: Strata shall provide consulting services related to StrataJazz Continuous lmprovement
Optimization in exchange for the fees outlined in Exhibit A of this Agreement. This will be a fixed fee service
engagement for the services outlined in the project assumptions attached as Exhibit F.
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Strata shall provide consulting services related to StrataJazz Data lntegration As a Service and StrataJazz Cost

Accounting As a Service in exchange for the fees outlined in Exhibit A of this Agreement. This will be a fixed fee
service engagement for the services outlined in the project assumptions attached as Exhibit G.

4.2 Annual Consulting Davs: Strata shall make its resources available to Customer for a specified number of
ongoing Annual Consulting Days pursuant to the details outlined in Exhibit A to be used toward consulting
engagements outside of the project assumptions. These Annual Consulting Days will be provided to Customer at no

additional charge. The allotment of person-days for a given Contract Year is to be used within one year, and will not
carry over from year to year.

5. Charges.

5.1 Customer will pay Strata the fees set forth in Exhibit $ in accordance with the Payment Schedule set forth
therein. Any and all other charges due under this Agreement will be due and payable within thirty (30) days of
Customer's receipt of the applicable invoice.

5.2 Customer will be responsible for the payment of all taxes levied or based on this Agreement or the Program
Assets, including state and local privilege or excise taxes; provided that Customer will not be responsible for the
payment of taxes based on the net income of Strata.

5. Annual Fees / Renewals f Uperades f Tech Support.

6.1 Customer has made a commitment to use the suite of Program Assets for a minimum of five (5) years from the
Effective Date (i.e., the "Commitment Period"). This Agreement shall not auto renew, and any renewal term(s) may
be negotiated by the parties at the end of the Commitment Period, however, in no case will the annual subscription
fees outlined in Exhibit A increase by more than 10% per year for any renewal.

6.2 Customer must pay the annual fees outlined in Exhibit A for continued use of the suite of Program Assets beyond
the first Contract Year. ln the event that Customer fails to pay the annual fees outlined in Exhibit A, Customer's
access to the Program Assets will be terminated, and Customer must immediately cease and desist from using the
suite of Program Assets.

6.3 PaymentofthesubscriptionfeesoutlinedinExhibitAentitlesCustomertoreceiveupgradesoftheProgramsin
use that are of the same software and analytics platform and free Technical Support for unlimited support incidents
for resolving incidents where software functionality does not perform in accordance with User Documentation.
Technical Support is defined to include, but not be limited to, the following: software system-related error messages,

system performance issues, troubleshooting specific to system issues or error messages, software system errors.
Support personnel will assist Customer in resolving issues with the use of the Program Assets and answer related
general questions. For this Technical Support, Strata's hours of operation are Monday through Friday, 7:00 a.m. to
7:00 p.m. United States Central Tlme.

6.3(a) Technical Support is available to Customer in the following way through the following communication
Telephone: 312-726-1227 and select the technical support option.
E-Mail: Send messages to support@stratadecision.com

3

6.3(b) Strata will enter Technical Support incident reports provided by Custonrer into Strata's call tracking system,
and prioritize requests using the following categories:
Category I - Prograrn malfunction that prevent substantial numbers of Customer's users from using Prograrns for
substantially all normal functions using normal procedures.
Category 2 - Same as Category I, except that malfunction prevents some of Customer's users from using some normal
functions using normal procedures.
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Category 3 - All normal functions of the Programs are operational and can be productively used, but one or more
functions are degraded as a result of a malfunction.
Category 4 - Cosmetic issues and other minor issues that do not result in degraded performance or otherwise materially
affect use or functionality of the Programs.

Strata will use commercially reasonable efforts to provide the following Response and Resolution times for the
Categories. Response and Resolution times are measured from the tinre that the report is received by Strata Technical
Support staff:

Strata will use commercially reasonable efforts to either fix or provide a workaround procedure for any material breach
of functionality as described in the then current User Documentation as long as the Program Assets are used with
soflware and operating systems that match then-current Strata technical standards. Resolution tinres are measured
from the time a problem is reported until the time that Customer is sent notification that a solution has been tested and
verified by Strata staff, and does not include time required for the Custorner to verify that solution. Resolution times
exclude any time u,aitinS for completion of reasonable requests from Strata staff for testing, additional information,
or completion of problem resolution procedures when those steps lllust be carried out by Customer's employees or
third-party product and service providers.

Strata will be in material breach pursuant to Section 10.I of this Agreement should Customer report a software system-
related error or issue which is classified as a Category I and Strata does not provide a fix or workaround procedure
that addresses such system-related error or issues within l0 business days.

5.4 Except in instances where this Agreement is terminated as a direct result of Strata's material breach, or as

outlined in Section 7.1, nothing in this Agreement will relieve the Customer of its obliBations to pay the fees outlined
in Exhibit A for the full Commitment Period. Subject to the foregoing, Customer must remit to Strata the fees

outlined in Exhibit A during the Commitment Period even if the Agreement terminates prior to the end of the
Commitment Period. Customer further understands that all fees are distinct and separate payment obligations of
the Customer under the terms of this Agreement and that no refunds will be issued for an early termination of this
Agreement.

6.5 AspartofthepaymentofthesubscriptionfeesoutlinedinExhibitA,Stratawill hostone(1) productionversion
of the Programs and provide access to the Programs to Customer's System Users for the duration of the Commitment
Period. Strata's Hosting Service Level Agreement is attached as Exhibit E. Any increase in the number of System

Users from what is outlined in Exhibit A will result in an increase in the fees set forth in Exhibit A. Strata reserves

the right to periodically archive and/or purge all data after five (5) years. For any potential archive/purge involving
Customer Data, Strata shall provide 90 days written notice to Customer. Should Customer need to store additional
data after five (5) years, prior to an archive/purge, Customer may do so in exchange for an annual fee that will be

mutually agreed upon by the parties.

6.6 AspartofthesubscriptionfeeoutlinedinExhibitA,Stratawill provideCustomerwitheLearningtobeusedfor
end user training on the Programs for the duration of Customer's Commitment Period for all System Users for the
Programs.

4

1 2 business hours 1 business day

2 4 business hours 2 business days

3 8 business hours 5 business days

4 8 business hours 15 business days

7. Strata Warranties.

Standard Business Hours

Catesorv Response fime Resolution Time
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7.1 During the Commitment Period (the "Warranty Period"), Strata warrants that the Programs will operate
properly when used in the manner specified in the User Documentation to be provided by Strata. The extent of
Strata's obligations under the foregoing warranty will be limited to correcting or replacing defective Programs and

User Documentation, so as to satisfy such warranties, provided that, if Strata fails to do so, at Customer's election,
Customer may terminate this Agreement, and thereafter Customer will have no further obligations to make any

payments under this Agreement and the parties will have no further rights or obligations under this Agreement

except as set forth in Section 10.4 below. Notwithstanding anything to the contrary contained in this Agreement,

the foregoing warranty will not apply to malfunctions not promptly reported by Customer during the Warranty
Period or from: (i) unapproved alteration or modification of the Programs or any component thereof by Customer

or others (any update provided by Strata is considered for this section an approved alteration or modification of the

Programs), or (ii) use of the Programs in conjunction with software obtained from another source not indicated by

Strata to be compatible with the Programs.

7.2 EXCEPT AS OTHERWISE EXPRESSLY STATED IN THIS AGREEMENT, STRATA MAKES NO EXPRESS OR IMPLIED

WARRANTIES OF ANY KIND WITH RESPECT TO THE PROGRAMS, INCLUDING, BUT NOT LIMITED TO, IMPLIED

WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. STRATA DOES NOT WARRANT THE

RESULTS OF ANY PROGRAM OR SERVICE OR THAT ANY ERRORS IN ANY PROGRAM WILL BE CORRECTED, OR THAT

THE FUNCTIONALITY CONTAINED IN THE PROGRAMS WILL MEET CUSTOMER'5 REQUIREMENTS.

7.3 EXCEPT AS SET FORTH IN SECTION 8 BELOW, STRATA,S TOTAL LIABILITY, IF ANY, INCLUDING BUT NOT LIMITED

TO LIABILITY ARISING OUT OF CONTRACT, TORT, BREACH OF WARRANTY, INFRINGEMENT, PERSONAL INJURY,

DAMAGE TO REAL PROPERTY OR PERSONAL PROPERTY OR OTHERWISE, SHALL NOT IN ANY EVENT EXCEED

S1,OOO,OOO. STRATA WILL NOT BE LIABLE UNDER ANY CIRCUMSTANCES FOR LOSS OR INACCURACY OF DATA, LOSS

OF PROFITS OR INDIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES (INCLUDING, WITHOUT

LIMITATION, THE COSTS OF ANY SUBSTITUTE PROCUREMENT) WHETHER OR NOT FORESEEABLE AND EVEN IF

STRATA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

8. lndemnitv.

8.1 Strata shall indemnify, defend, and hold harmless Customer against any claim asserted against Customer
alleging that the Program Assets infringe a United States patent or copyright.. Strata's obligation under this
Paragraph is subject to Customer promptly notifying Strata in writing of such claim and giving Strata full and

complete authority, information and assistance in the defense of such claim. Strata shall have no liability or
obligation to Customer with respect to any such claim if such claim is based upon: (i) modification of the Program

Assets made at the request of or according to the specifications of Customer; (ii) use by Customer of the Program

Assets with non-Strata software, data, or materials not indicated by Strata to be compatible with the Program Assets;

or (iii) for alterations to the Program Assets not approved by Strata if such alleged infringement would not have

occurred but for Customer's use of such non-Strata software, data, or materials in conjunction with the Program

Assets, or but for such alterations. ln addition, Strata shall not be responsible for the cost of any settlement of any

such claim made without the prior written consent of Strata, which shall not be unreasonably withheld. ln the event
that any such claim of infringement is made or threatened, or injunctive relief is granted to the third-party claimant,
Strata may, at its sole option, either: (a) secure the right for Customer to continue using the Program Assets, (b)

substitute other software of like capability, or (c) refund to Customer an amount equalto the subscription fees paid

byCustomerperExhibitA,whereuponCustomerwill discontinueitsuseoftheProgramAssets. Thisparagraphsets
forth the complete liability of Strata with respect to infringement of intellectual property rights.

9. Ownership. Confidentialitv and Protection of Proprietarv lnformation.

9.1 lt is agreed and understood by Customer that the Proprietary Assets are the sole property of Strata; provided

however that all lnput Data, in all file formats, will be the sole and exclusive property of Customer.

5
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9.2 DuringthecourseofthisAgreement,eachpartyanditsAuthorizedUserswill haveaccesstotheotherparty's
"Confidential lnformation," which includes, without limitation, the User Documentation, information pertaining to
customer lists, services, methods, processes, prices, profits, contract terms, operating procedures, and any other
information disclosed pursuant to this Agreement and in confidence. Each party will, to the extent and in accordance

with its policies used to protect its own Confidential lnformation, use commercially reasonable efforts to refrain
from and prevent the use or disclosure of any such Confidential lnformation disclosed or obtained by it while
performing its obligations under this Agreement, except where such use or disclosure is for internal purposes, is

required pursuant to the governmental authority listed in Exhibit A, or by any other governmental authority. Such

commercially reasonable efforts will include, at a minimum: (a) preventing the removal of any Confidential
lnformation from such party's premises without the other party's prior written approval; (b) prohibiting the copying
or distribution of any Confidential lnformation without the other party's prior written consen! and (c) prohibiting
use of any Confidential lnformation for any purpose other than those contemplated by this Agreement.
Notwithstanding the foregoing, each party's obligations to protect the confidentiality of any such Confidential
lnformation will terminate if the same falls into the public domain without breach by such party of its obligations
under this Agreement and such materials, but only such materials, will thereupon cease being Confidential
lnformation. ln addition, the foregoing obligations of the parties will not applyto information which is disclosed to
a party by a third party with the right to do so. Strata is aware that Customer is a government entity and is subject
to the California Public Records Act, Col.Govt.Code 56250 et seq., the Brown Acl, Cal.Govt.Code 554950 et seq., and
other laws pertaining to government entities. lnformation required by law to be disclosed will not be considered
Proprietary and Confidential by the Parties and will be disclosed only to the extent required to comply with that legal
obligation. Customer shall have sole discretion and authority in determining in its response to said disclosures.

10. Termination and Remedies.

10.1 lf either party materially breaches any provision of this Agreement and fails to cure the same within forty-
five (45) calendar days of its receipt of written notice of such breach from the non-breaching party, then the non-
breaching party may at its sole discretion declare this Agreement to be in default and all rights of Customer granted
under this Agreement to be terminated.

10.2 lmmediately following the termination of this Agreement pursuant to Section 10.1 above, Customer will
cease to use the suite of Program Assets in the conduct of its business except to make an archival copy of data
previously processed using the suite of Program Assets and to convert such data so that it may be processed by the
software used to replace the Programs. Unless this Agreement otherwise provides, within five (5) calendar days of
the termination of this Agreement, Customer will return to Strata all physical embodiments of the suite of Program
Assets and wlll continue to maintaln the confidentiality thereof.

10.4 Non-appropriation. Customer is a government entity, reserves the right to terminate this Agreement in the
event insufficient funds are appropriated for this Agreement in any fiscal year under the provisions of California
Constitution Article L6 section 18a. Customer's fiscal year is July 1to June 30 of each calendar year. Upon such

termination, Customer will be released from any further financial obligation to Strata except for services performed
prior to the date of termination or any liability due to any default existing at the time this clause is exercised. Strata
will be given 30 days' prior written notice in the event that Customer requires such an action.

10. 5 The provisions of Sections 6.4,7.2,7.3, 8,9, and 10.2 will survive the termination of this Agreement.

11. Data Security.

77.7 "Customer Data" means any data and information, that is stored in Strata's system or software, provided
by Customer and its users to Strata, or otherwise obtained by Strata from Customer and its users in connection with
this Agreement.

6
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11..2 Strata shall not gather, retrieve or utilize Customer Data for any purpose other than as expressly authorized
by the Agreement or in writing by an authorized official of Customer. Notwithstanding anything to the contrary,
Customer (1) authorizes Strata to use Customer Data for use in Strata developed or integrated software
enhancements, algorithms, models, or analytics products or services (collectively, "Strata Products") and (2) agrees
that Strata will own all right, title, and interest in such Strata Products and any derivative works created therefrom,
Strata agrees that the Strata Products offered by Strata will only utilize Customer Data and lnput Data on an

anonymous basis, unless so authorized by Customer in writing, th us not allowing users, other than Customer, of such
data, analytics product or service to attrlbute such data to Customer. lf Strata utilizes third-party services to
deidentify any PHI within Customer Data for use in Strata Products, Strata will only do so pursuant to a valid Business

Associate Addendum. Strata will not export any Customer Data outside of the United States or its territories.
Notwithstanding anything to the contrary, the outputs of any Strata Products (including any results, analysis or
derivative works of such outputs) contain Confidential lnformation of Strata and may only be used internally by
Customer and may not be publicly shared or used forthe benefit of a third party.

11.3 With respect to system security as it pertains to Customer and Customer Data, Strata agrees to:

(a) segment Customer Data away from Strata's internal users, so that only authorized employees of Strata with
a need to know such information can access iU

(b) encrypt all back-up media, laptops, and similar devices that interact with and/or store Customer Data
("Devices"), and keep audit logs of such Devices to verify, in the event of the loss of a Device, that such
Device was encrypted;

(c) put into place all other external controls on Customer Data necessary to prevent such data from being
obtained, viewed, altered, or otherwise accessed by unauthorized users, and to prevent its systems from
being compromised or breached (i.e., electronic defenses, Access Control Lists (ACLs) on routers, firewalls,
etc.);

(d) not use or permit generic account logins for multiple persons or generic root access to its information
systems; i.e., all of Strata's system administrators of information systems must have their own logins so

they can be tracked and audited individually;

(e) have adequate physical security controls in place at its data center and in all other areas or locations
(physical or virtual) where Customer Data is stored or processed (voice, video, data, logs, etc.);

(f) have company security policies documented and all of those policies implemented, and require that any
subcontractors of Strata adhere to such security policies;

(g) use adequate logical security controls to separate Customer Data from other customers' data;

(h) encrypt data transmissions between Strata and Customer using HTTPS, VPN, Secure FTP or other mutually
approved methpd of encryption;

(i) permit any and all off-site storage or backups of Customer Data only in a secure storage facility that meets
industry standard requirements; and

(j) ensure that its agents, subcontractors, third party providers, and users who have access to Customer Data
are bound at least as stringent as those applicable to Strata under this Agreement, with respect to data
security and protection and non-use of Customer Data.

77.4 Destruction of Data Standards. Upon termination of this Agreement, Strata will destroy all identifiable
Customer Data. lf Strata believes it is not feasible to destroy all identifiable Customer Data, Strata will promptly

7
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notify Customer and propose a plan for safeguarding the confidentiality and security of retained identifiable
Customer Data. Upon Customer's agreement that the destruction of identifiable Customer Data is infeasible and its

consent to Strata's plan, Strata may retain such identifiable Customer Data for a mutually agreeable period of time.
For the avoidance of doubt, any Customer Data or derivatives thereof which have been de-identified or anonymized

in conjunction with this Agreement shall still be available for Strata's use beyond termination of this Agreement and

consent for further use is not required.

12. Data Submission.

!2.L Customer agrees to forward all data files to Strata using secure file transfer protocol (SFTP) to Strata's SFTP

server. A unique SFTP account will be provided to the Customer. Strata shall assume no responsibility for any data

file until receipt and unless sufficient security is maintained to protect the confidentially and integrity of all data.

12.2 The parties will execute a mutually acceptable Business Associate Agreement ("BAA") that complies with
the Health lnsurance Portability and Accountability Act of 1996 ("HlPAA"). Both parties agree that no work on

Stratalazz Cost Accounting lmplementation can begin until this BAA is executed by both parties. Attachment l, HIPAA

Business Associate Attachment to the Agreement.

13. General Provisions.

13.1 Except as specifically provided in this Agreement, neither this Agreement nor Customer's rights or duties

under this Agreement may be assigned or delegated by Customer without Strata's prior written consent; provided

that, Customer may, upon written notice to Strata, assign the rights granted under Section 2 to any entity which
acquires all or substantially all of the assets of Customer if, in each instance, the party to whom Customer's rights

under this Agreement are assigned agrees in writing to assume Customer's obligations under this Agreement.

13.2 Customer specifically recognizes that (i) Strata owns the Proprietary Assets, (ii) the Proprietary Assets are

of value to Strata, and (iii) any unauthorized disclosure or use of the Program Assets will cause irreparable injury to
Strata and that actual damages may be difficult to ascertain, and in any event, may be inadequate. Accordingly,
Customer agrees that in the event of any such unauthorized disclosure or use, Strata will be entitled to injunctive
relief, without bond, in addition to such other legal and equitable remedies that may be available.

13.3 This Agreement and the exhibits attached hereto constitute the entire agreement between the parties with
respect to the subject matter hereof and supersedes all prior agreements and understandings, whether written or
oral, and may only be modified by a written instrument signed by both parties hereto.

73.4 This section has been intentionally deleted

13.5 This Agreement will be binding upon and inure to the benefit of the parties and their permitted successors

and assigns.

13.6 lf any provision of this Agreement is not enforceable in whole or in part, the remaining provisions of this

Agreement shall not be affected. No failure or delay in exercislng any right, power or privilege under this Agreement

shall operate as a waiver of it, nor shall any single or partial exercise of such right, power or privilege preclude any

other or further exercise of it or the exercise of any other right, power or privilege under this Agreement.

13.7 Any litigation based on or arising out of this Agreement may be brought and maintained in any Federal or

State court of competent jurisdiction located in Chicago, lllinois, or Riverside County, California.

13.8 The parties acknowledge and agree that nothing in this Agreement can be construed to create an

employer/employee, agency or joint venture relationship between the parties.

8
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13.9 Customer agrees to have at least one (1) Customer employee complete the following online surveys related

to their experience with Strata: (i) one post-implementation survey and (ii) semi-annual customer satisfaction

surveys throughout the length of the Commitment Period.

13.10 The prices in this Agreement reflect discounts. To the extent required by 42 C.F.R. 5 1001.952(h) (the Anti-
Kickback Statute discount safe harbor regulations) or other applicable laws and regulations, Customer must fully and

accurately reflect in cost reports or other submissions to federal healthcare programs all such discounts and, upon

request by the Secretary of the U.S. Department of Health and Human Services or a state agency, must make

available information provided to Customer by Strata concerning the discounts.

13.11 Strata shall abide by the requirements of 41 CFR SS 60-300.5(a) and 60-741.5(a). These regulations prohibit
discrimination against qualified individuals on the basis of protected veteran status or disability, and require

affirmative action by covered prime contractors and subcontractors to employ and advance in employment qualified
protected veterans and individuals with disabilities.

73.12 Customer understands that Strata is subject to the U.S. Foreign Corrupt Practices Acl of L977 (as amended)
(the "FCPA") and therefore risks serious civil and criminal penalties if Strata becomes involved in making payments

in cash or in kind to foreign government officials, political candidates or political parties to obtain and maintain

business. Customer acknowledges that it has reviewed and understands the FCPA as it relates to the Programs.

Accordingly, Customer shall not offer, promise, or pay any money, gift or any other thing of value to any person for
the purpose of influencing official governmental actions or decisions in obtaining or retaining business for Strata or

take any other action which would violate the FCPA. lf Customer becomes aware of any violation of the FCPA related

to the Programs, Customer hereby covenants and agrees to promptly report the details of such violation to Strata.

13.13 The parties agree that they will conduct an executive level call at least once every six (6) months during the
Commitment Period to discuss project goals, objectives and expectations to the organization.

13.14 lnsurance
Without limiting or diminishing the STRATA'S obligation to indemnify or hold the CUSTOMER harmless, STRATA shall

procure and maintain or cause to be maintained, at its sole cost and expense, the following insurance coverage's
during the term of this Agreement. As respects to the insurance section only, the CUSTOMER herein refers to the
COUNW of Riverside, its Agencies, Districts, Special Districts, and Departments, their respective directors, officers,

Board of Supervisors, employees, elected or appointed officials, agents, or representatives.

A. Workers' Compensation: lf STRATA has employees as defined by the State of California, the STRATA shall

maintain statutory Workers'Compensation lnsurance (Coverage A) as prescribed by the laws of the State of
California. Policy shall include Employers' Liability (Coverage B) including Occupational Disease with limits not less

than S1,000,000 per person per accident. The policy shall be endorsed to waive subrogation in favor ofThe County
of Riverside.

B. Commercial General Liability: Commercial General Liability insurance coverage covering claims which

may arise from or out of STRATA'S performance of its obligations hereunder. Policy shall include the CUSTOMER as

Additional lnsured. Policy's limit of liability shall not be less than S1,000,000 per occurrence. lf such insurance

contains a general aggregate limit, it shall apply separately to this agreement or be no less than two (2) times the
occurrence limit.

C. Vehicle Liability: lf vehicles or mobile equipment is used in the performance of the obligations under this

Agreement, then STRATA shall maintain liability insurance for all owned, non-owned, or hired vehicles so used in an

amount not less than 51,000,000 per occurrence combined single limit. lf such insurance contains a general

aggregate limit, it shall apply separately to this agreement or be no less than two (2) times the occurrence limit.
Policy shall include the CUSTOMER as Additional lnsureds.

9
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D. Professional Liability. STRATA shall maintain Professional Liability lnsurance providing coverage for the

STRATA's performance of work included within this Agreement, with a limit of liability of not less than S1,000,000
per occurrence and 52,000,000 annual aggregate. lf STRATA's Professional Liability lnsurance is written on a claims

made basis rather than an occurrence basis, such insurance shall continue through the term of this Agreement and

STRATA shall purchase at his sole expense either 1) an Extended Reporting Endorsement (also, known as Tail

Coverage); or 2) Prior Dates Coverage from new insurer with a retroactive date back to the date of, or prior to, the
inception of this Agreement; or 3) demonstrate through Certificates of lnsurance that STRATA has Maintained
contin uous coverage with the same or origina I insurer. Coverage provided u nder items; 71, 21, or 3) will contin ue as

long as the law allows.

E. Cyber Liability. STRATA shall procure and maintain for the duration of the Agreement cyber liability
insurance with limits not less than 52,000,000 per occurrence or claim, 52,000,000 aggregate.

F. General lnsurance Provisions - All lines

1) Any insurance carrier providing insurance coverage hereunder shall be admitted to the State of California
and have an A M BEST rating of not less than A: Vlll (A:8) unless such requirements are waived, in writing, by the
CUSTOMER Risk Manager. lf the CUSTOMER's Risk Manager waives a requirement for a particular insurer such

waiver is only valid for that specific insurer and only for one policy term.

2) STRATA has declared its insurance self-insured retention for General Liability to be 5200,000; Professional

Liability to be S150,000 and Cyber Liability to be S150,000. lf any such self-insured retention exceeds 5500,000 per

occurrence each such retention shall have the prior written consent of the CUSTOMER Risk Manager before the
commencement of operations under this Agreement. Upon notification of self-insured retention unacceptable to
the CUSTOMER, and at the election of the CUSTOMER's Risk Manager, STRATA'S carriers shall either; 1) reduce or
eliminate such self-insured retention as respects this Agreement with the CUSTOMER, or 2) procure a bond which
guarantees payment of losses and related investigations, claims administration, and defense costs and expenses.

3) STRATA shall provide the CUSTOMER of Riverside with properly executed original Certificate(s) of
lnsurance and original copies of Endorsements effecting coverage as required herein. Further, Strata agrees to
provide thirty (30) days written notice to the CUSTOMER of Riverside prior to cancellation or expiration in coverage.

STRATA shall not commence operations until the CUSTOMER has been furnished original Certificate (s) of lnsurance
and original copies of endorsements.

4) lt is understood and agreed to by the parties hereto that the STRATA'S insurance shall be construed as

primary insurance when added as an additional insured, and the CUSTOMER'S insurance and/or deductibles and/or
self-insured retention's or self-insured programs shall not be construed as contributory.

5) STRATA shall pass down the insurance obligations contained herein to all tiers of subcontractors working
under this Agreement.

6) The insurance requirements contained in this Agreement may be met with a program(s) of self-insurance
acceptable to the CUSTOMER.

7) STRATA agrees to notify CUSTOMER of any claim by a third party or any incident or event that may give

rise to a claim arising from the performance of this Agreement.

13.15 Should Customer wish to purchase additional services, additional products, or require additional travel
expenses above what is contemplated in Exhibit A from Strata, then the parties must execute an addendum to this
Agreement which outlines the terms and conditions for the purchase of these programs or services.

13.16 Electronic Signatures. This Agreement may be executed in any number of counterparts, each of which when
executed shall constitute a duplicate original, but all counterparts together shall constitute a single agreement. Each

party to this Agreement agrees to the use of electronic signatures, such as digital signatures that meet the

10
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requirements of the California Uniform Electronic Transactions Act (("CUETA") Cal. Civ. Code 55 1633.1 to 1633.17),

for executing this Agreement. The parties further agree that the electronic signature(s) included herein are intended
to authenticate this writing and to have the same force and effect as manual signatures. Electronic signature means

an electronic sound, symbol, or process attached to or logically associated with an electronic record and executed
or adopted by a person with the intent to sign the electronic record pursuant to the CUETA as amended from time
to time. The CUETA authorizes use of an electronic signature for transactions and contracts among parties in

California, including a government agency. Digital signature means an electronic identifier, created by computer,
intended by the party using it to have the same force and effect as the use of a manual signature, and shall be

reasonably relied upon by the parties. For purposes of this section, a digital signature is a type of "electronic
signature" as defined in subdivision (i) of Section t533.2 of the Civil Code.

11
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lN WITNESS WHEREOF, the parties have executed this Agreement on the dates listed below. The undersigned
each individually represents that he or she is duly authorized to execute this Agreement.

STRATA DECISION TECHNOLOGY, LLC

By: ,-( t,;,i.-- "'.\.-- r
Authorized Signoture

John Martino
Name:

cEo
Title

Date:
September 2,2022

CUSTOMER:

COUNTY OF RIVERSIDE, A SUBDIVISION ON BEHALF OF RIVERSIDE UNIVERSITY

HEALTH

By:

Name: EFF HEWITT

Title: CHAIR, BOARD OF SUPERVISORS

Date:

ATTEST:
Kecia R. Harper
Clerk the Board

By,

APPROVED AS TO FORM

COUNTY COUNSEL

€"to// \h///z
By:

Authorized Signature

Name: ESEN SAINZ

Title: DEPUTY COUNTY COUNSEL

oate, S€p 20,2022

OCI I 8 ?N?7 I\,L

t2

lbl t ylz'2_
I



= stroto
EXHIBIT A

Programs:

StrataJazz Operating Budgeting for 150 System Users

StrataJazz Management Reportlng for 150 System Users

StrataJazz Capital Budgeting & Tracking for 100 System Users

StrataJazz Productivity Reporting for 100 System Users

StrataJazz Equipment Replacement for 10 System Users

StrataJazz Long Range Financial Planning & Rolling Forecasting for 50 System Users

Stratalazz Cost Accounting (Hospitals) for 50 System Users and 50 Report Users

StrataJazz Contract Analytics (Hospitals) for 50 System Users

StrataJazz Continuous lmprovement for 50 System Users

StrataJazz elearning for Unlimited System Users

Fee Summarv:

*Strata shall provide consulting services related to StrataJazz Continuous lmprovement as outlined in Exhibit F in

exchange for the fees outlined above.

**Strata shall provide consulting services related to Statalazz Data Integration As a Service and StrataJazz Cost
Accounting As a Service as outlined in Exhibit G in exchange for the fees outlined above.

***Contingency fees outlined in this Agreement are included in the fee summary above. Contingency Fees shall be

billed as necessary but shall not excced $30.000 through the term of this Agreement. Expenses, which may include
mileage, lodging meal, parking and other out of pocket expenses will not exceed the following amounts annually:

Year l: $6,000
Year 2: $6,000
Year 3: $6,000
Year 4: 56,000
Year 5: 56,000

These travel expenses will remain consistent with and not exceed the Customer travel policy limits.

MAXIMUM ANNUAL COMPENSATION: The maximum annual compensation authorized under this Agreement by

Customer to Strata is four hundred forty-three thousand seven hundred thirty-two dollars (5443,732).

Description Due

8/2e/2022
Due

8l2e/2023
Due

8/2e12024
Due

812s/202s
Due

8/2s/2026
Continuous lmprovement Services Fee* Ss6,ooo 5o So So So

Data lntegration As a Service Services Fee** 524,499 524,4es 524,499 524,499 524,499
Cost Accounting As a Service Services Fee** s48,998 s48,998 548,9s8 S48,se8 S48,ee8
Renewal Programs Annual Fees S308,23s 5364,23s 5364,23s S364,23s S364,23s
Travel Expens es - Billed os incurred and not
to exceed onnuol omount.***

So,ooo S6,ooo s6,ooo 5o,ooo So,ooo

TOTAT 5443,732 5443,732 s4/.3,732 5443,732 5443,732

Annual Consulting Davs:
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Customer is entitled to the following consulting days on an annual basis by Program

Description
Operating Budgeting
Management Reporting
Capital Budgeting & Tracking
Productivity Reporting
Equipment Replacement
Long Range Financial Planning & Rolling Forecasting

Cost Accounting (Hospitals)

Contract Analytics (Hospitals)

Continuous lmprovement

Number of Days

3 Days

1 Day

2 Days

1 Day

1 Day

1 Day

4 Days

2 Days

2 Days

Billing lnformation

lnvoices over thirty (30) days past due will be assessed a monthly interest charge based on a rate of twelve percent
(12%) per annum (1% per month).

lmplementation and Subscription Fees will be due and payable on the dates shown in the table above

Charges for travel and other direct expenses will be invoiced as they are incurred, terms net thirty (30) days

Strata will send invoices related to this Agreement to the following email address:

AP@ruhealth.org

Access to Books and Records

Notwithstanding any other terms of this Agreement, Customer and Strata will make available to the Secretary, U.S.

Department of Health and Human Services, the U.S. Comptroller General, and their representatives, this Agreement
and all books, documents, and records necessary to certify the nature and extent of the costs of the services
rendered hereunder to the full extent required by the Centers for Medicare and Medicaid Services implementing
Section 952 of the Omnibus Reconciliation Act of 1980 at 42 U.S.C. Section 1395 (xXv)(1)(l). lf Strata carries out its
duties under this Agreement through a subcontract worth S10,000 or more over a 12-month period with a related
organization, the subcontract will also contain an access clause to permit access by the Secretary, Comptroller
General, and their representatives to the related organizations books and records.

lf any service under this Agreement is in furtherance of a U.S. Government contract or subcontract or is otherwise
subject to the provisions of the Equal Opportunity Clause as promulgated by Section 202 of Executive Order t7246,
dated September 24, 1965, or to 41 C.F.R. 60-250 (requiring affirmative action to employ certain handicapped
veterans), or to 41 C.F.R. 60-741 (requiring affirmative action to employ certain handicapped individuals) or to any

other federal law, rule or regulation applicable to Customer or its Facilities as U.S. Government contractors or
subcontractors (including but not limited to any applicable Section of 48 C.F.R. Chapter 1), the contract provisions
required therein are hereby incorporated by reference. Strata also agrees to comply with all applicable local, state
and federal laws and executive orders and regulations that are applicable to Customer and Facilities as U.S.

Government contractors or subcontractors.
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EXHIBIT B

HOSPITALS

Hospita ls:

Riverside University Health System - Medical Center
26520 Cactus Avenue
Moreno Valley, California 92555

lnpatient Treatment Facility (lTF) / Emergency Treatment Services (ETS)

9990 County Farm Road

Suite 4

Riverside , CA 92503

15
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EXHIBIT C

STRATAJAZZ TECHN ICAL REQUIREMENTS

Please see: http://www.stratadecision.com/TechRequirements for the latest StrataJazz Technical Requirements.
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EXHIBIT D

EXCLUDED ENTITIES

The following entities, their respective personnel, and their respective parents, subsidiaries, and affiliates shall at
no time be deemed to be an Authorized User:

1)

2l
3)

4)

s)

6)

7l
8)

e)

10)

11)

12l.

13)

141

1s)

16)

t7l
18)

1e)

20)

2tl
22l.

231

241

2sl
26l.

27l.

28)
2el
30)

31)

321

33)

Adaptive lnsights, lnc.

Attainia, lnc.

Avant-Garde Health
Chartis Group
Change Healthcare
Cognos, lnc., a subsidiary of IBM lnc.
CostFlex Systems, lnc.

Craneware, lnc.

Harris Healthcare
Health Catalyst, LLC

Kaufman Hall lnc./ Axiom / Kreg lnformation Systems
Kronos lnc.

Lawson Software lnc.
McKesson Corporation
MedAssets, lnc
MedeAnalytics
Medical lnformation Technology, lnc. (Meditech)
Med-Metrix, LLC

MD Buyline, lnc.

Microsoft lnc.

nThrive
Oracle Corp.

Organizational lntelligence (Ol Health)
Pamplona Capital Management LLP

Pa ra llo n

Premier, lnc. / Healthcare lnsights, LLC

PMMC

SAP AG

Syntellis
VFA, lnc.

Vizient, lnc.

Workday, lnc.

Any person or entity that Strata subsequently designates and Customer approves in
writing, which approval shall not be unreasonably withheld or delayed
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EXHIBIT E

Strata Technology Hosting Service Level Agreement

Business Hours

Strata's servers are available 24 hours a day,7 days a week,355 days a year excluding scheduled downtime for
maintenance. The standard business week for Strata is defined as Monday through Friday, 7:00 a.m. - 7:00 p.m.
United States Central Tlme, excluding national holidays.

Scheduled Maintenance & Software Upgrades

Scheduled maintenance shall mean any maintenance in the Strata data center at which the Customer's data is

located (a) of which the Customer is notified at least 24 hours in advance, or (b) that is performed during the standard
maintenance window of Tuesday from 8pm to 12am US Central Time (this time is subject to change with advance
notice). Notice of scheduled maintenance will be provided to the Customer's account contact(s) via email, fax, or
phone.

As part of the Hosting Service, Strata shall install, at no additional cost, any Updates to the Software, including code
changes, which are developed or published by Strata and which Customer is entitled to receive under Customer's
Software Use Agreement.

Network Uptime

Strata's network experience over the last twelve months has been the following: network uptime has been
approximately 99.8% during Strata business hours excluding scheduled maintenance. Downtime is defined as a

period of time or a percentage of a timespan that the hosted application is offline or not functioning as a result of
failure of software, servers, or network systems controlled and maintained by Strata (such as a crash or malfunction).
Downtime does not include times when the system is unavailable for Scheduled Maintenance, provided that Strata
announces the scheduled maintenance period at least 24 hours in advance. Downtime does not include times when
the hosted application is unavailable due to circumstances or conditions that arise on systems or networks controlled
and maintained by the Customer or third parties, including widespread lnternet failures.

Network uptime includes functioning of all Strata network infrastructure, including routers, switches and cabling,
but does not include applications or services running on Customer's servers nor does it include general lnternet
outages beyond Strata's 15P's local points of presence. Network downtime exists when (L) the Customer's server is

unable to transmit and receive data due to a problem with the Strata network infrastructure; (2) Strata determines
in its reasonable commercialjudgment that a network outage does indeed exist; and (3) the Customer has opened
a support incident with Strata's Customer Support. Network downtime is measured from the time a support incident
is opened by the Customer to the time the network outage is resolved.

Hardware Guarantee

Strata represents the operability of all hardware components and will replace at no cost to the Customer any failed
components. Hardware replacement for critical failures will begin upon identification of the problem. Hardware
replacement for non-critical failures may be delayed until a Scheduled Maintenance period, at Strata's sole
discretion.

Force Maieure
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Neither party shall be in default of this Agreement or be liable for any delay or failure in performance resulting
directly or indirectly from any cause beyond its reasonable control; provided however, that either party who fails
because of force majeure to perform its obligations hereunder shall, upon the cessation of the force majeure, take
all reasonable steps within its power to resume compliance under this Agreement with the least possible delay.
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EXHIBIT F

PROJECT ASSUMPTIONS _ CONTINUOUS IMPROVEMENT

Strata will conduct a cost improvement effectiveness assessment which will include on-site interviews with
key process improvement stakeholders and a report out on current state strengths and gaps. As part ofthe
cost improvement effectiveness assessment, if possible, Strata will observe existing governance structure in
place.

a. Design, implementation, and/or support of the margin improvement program will be out of scope but can

be provided through additional add-on services.

b. Time allocated to opportunity analysis may be reallocated to help support design and/or implementation
of a program.

Strata will support initial opportunity analysis for a maximum of twelve (12) opportunities total or forty-eight
(48) hours through the first (1) year of the contract.
a. The number of opportunities will also vary based on additional support needed beyond the initial
presentation of the opportunity (e.g., Strata taking lead in discussing opportunities with key stakeholders or
further analyzing an opportunity beyond initial presentation).
b. Support will be based upon if twelve (12) opportunities orforty-eight (48) hours are completed first.
c. Customer will be responsible for final vetting of the validity of the opportunity which can include:
confirmation of data with relevant source systems and confirmation of clinical validity with subject matter
experts.
d. Report creation that doesn't support the opportunity analysis for the twelve (12) projects is out of scope.

e. Strata can provide further opportunity analysis support through additional add-on services.

Strata will enable organizational defined initiative creation and tracking functionality. Then, Strata will own
the reconfiguration of the existing initiatives withln Continuous lmprovement and aid in the creation of up to
ten (10) additional projects that are underway for the organization.
a. Customer will be responsible for loading the rest of the projects into the tool beyond the ten (10).

However, support/assistance will still be provided if needed.

Strata will conduct a one (1) day, eight (8) hour, on-site orvirtual administrator/advanced usertraining
session.

a. Users typically include Performance lmprovement, Quality lmprovement, and Finance team members
b. Any additional end user training support is considered out of scope but Strata can provide through
additional add-on services.

Strata will conduct one (1) hour biweekly working sessions for year one.

a. Additional working sessions will be out of scope but can be purchased.

b. Support on margin program design and execution will be out of scope but can be purchased

Strata will deliver monthly Cl utilization reports to senior leadership via a half hour (30 minute) meeting for
the first (1) year of the contract, which will include updates on new opportunities analyzed, tracked savings

and program management.

Strata Cl team will own technical support cases and issues and will provide responses to Customer email and

voicemail within two (2) business days or as soon as possible depending on the criticality of the
communication.

1. Strata will update and maintain the configuration on a yearly basis to the most current baseline period for all

algorithms.

2.

3

4

5.

6.

7

8

Standard
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Customer project responsibilities (in addition to general Customer project responsibilities listed on the SOW

overview):
a. Validating Strata cost Savings Engines

b. ldentifying users for Cl module
c. Developing processes and execution of the cost reduction activities
d. Executive sponsorship and engagement of cost reduction goals, project selection, and holding team
accountable to project results

2L
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EXHIBIT G

PROJECT ASSUMPTIONS - STRATAJAZZOATA INTEGRATION AS A SERVICE

AND STRATAJAZZ COST ACCOUNTING AS A SERVICE

Stratalazz Data lntegration: Data Maintenance

Mointenonce of finonciol, potient, manogement reporting ond productivity doto feeds including integrotion
reconciliotion ond StrotoJazz dimension mointenonce. Excludes 1) Doily time and ottendonce ond statistics doto sets

used in productivity reporting 2) Extroct File Ownership/Mointenonce.

DURATION: 5 years

DATA SET SCOPE:

o Financial Data (Monthly) - General Ledger, Payroll, Statistics
o Patient Data - Hospital (Daily) - Patient Detail (demographics, encounter, payment, billing, DX)

DELIVERABTES:

For each of the services outlined below patient data will be maintained daily, payroll biweekly and general ledger
monthly.

1. Data Reconciliation - Reconciliation of financial and patient data to source system based on Customer
provided reports. Partnership with Customer lT to resolve issues.

2. Dimension Maintenance - Maintenance of StrataJazz defined categorizations for new data members on
patient data and shared financial data rollups. Ongoing maintenance of dimension rollups based on

Customer feedback.

CUSTOMER RESPONSIBILITIES

o lT Patient Data Extractor - Ownership of patient data extracts. Responsibilities include reconciliation
troubleshooting and file updates based on feedback as well as file repulls as needed. >2 hours/month

o lT Financial Data SME - Ownership of the GL and payroll financial data extracts. Responsibilities include
reconciliation troubleshooting and file updates based on feedback as well as file repulls as needed. >2

hours/month
o Decision Support SME - provide insights into data utilization and nuances in response to reconciliation or

maintenance items. >2 hours/month

ADDITIONAL SERVICES NOT INCLUDED IN SCOPE:

o Extract Ownership -Strataiazz access to Customer source system to configure and maintain data extracts
and fill pulls needed over time.

o Historical Data Audit - Reconciliation and dimension maintenance based on historical data
o Data Enhancements - integration of new data fields to enhance Customer data model.

ll. StrataJazz Support: Cost Model Maintenance

Monthly cost model configuration ond occurocy volidotion bosed on Stroto best proctices ond Customer nuonces.

DURATION: 5 years

DATA SET SCOPE: Hospital Billing
DETIVERABLES:

1. Cost Model Configuration - Configuration of new accounts, department, job codes, pay codes, and charge

codes leveraging Strata best practices, the existing DS data model, and Customer specific nuances outlined
by your Accounting Subject Matter Expert.

2. Cost lntegrity Assessment - ldentification of cost outliers based on cost to charge ratios and % of cost
ratios. Strata will incorporate configuration changes each month based on Customer feedback and current
cost accounting methodologies.
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3. Monthly Cost Summary Report - Delivery of monthly cost summary report outlining cost model changes,

cost outliers, and opportunity areas.

4. Monthly Cost Summary Call - Review of cost summary report to discuss updates, accuracy, and

opportunities for improvement with Decision Support Director and Team.

CUSTOMER RESPONSIBILITIES

o Accounting SME - Provide insights into unique financial system and accounting configuration to increase

cost accuracy. Consistent participation in monthly summary meeting and follow-ups. <6hours/month
o Decision Support Director - Consistent participation in monthly summary meeting. Signoff on cost model

outputs prior to cost being published <2 hours/month
. Patient Data SME - Provide insights into unique EHR configuration in order to increase cost accuracy. <4

hours/month

ADDITIONAT SERVICES NOT INCTUDED IN SCOPE:

e Cost Accuracy lmprovements - lmplementation of new costing methodologies and data sets to improve

cost accuracy.

o RVU Development & Annual Review - RVU development for new charge codes in partnership with

operational leaders. Partnership with operational leaders to update RVUs annually.

COST MODEL MAINTENANCE STANDARD PRACTICE:

A monthly calendar will be established at the beginning of the project to specify delivery dates for the standard
deliverables. The General Ledger (GL) close and subsequent import of data will drive the calendar activities. Strata
is committed to providing timely turnaround times in addition to quality deliverables. We are committed to
providing an initial cost model within 3 business days of a defined GL close/import date. ln lieu of a defined GL

close/import date the initial cost model design will be provided within 5 business days. While these timelines are

formal commitment, our team will provide expedited turnaround times whenever possible. Customer
feedback/signoff timelines will be established as a part of the requirements gathering process. lf Customer feedback
is not received in accordance with the timelines established Strata will configure based on best practice. Additional
feedback will be incorporated into the next month unless critical. Our goal is to have trusted and reliable cost that
can be used to drive financial performance.

lll. Stratalazz Support: Monthly Cost & Margin Reporting

Monthly mointenonce of DS cost ond morgin doshboords, focilitotion of discussion to drive insights & up to 1.5 doys

of od-hoc reporting support per quorter.

DURATION: 5 years

DATA SET SCOPE: Hospital Billing
DELIVERABLES:

1. Dashboard and Report Maintenance - Monthly monitoring and maintenance of 2 StrataJazz starter set or

Customer defined dashboards to ensure accurate DS data and reporting.

2. Patient Categorization Maintenance - Monitoring and maintenance of service lines and patient population

definitions to ensure accurate reporting.

3. Lump Sum Allocation Maintenance - Monitoring and maintenance of lump sum allocations for extended

profitability reporting.

4. Monthly Summary Report - Delivery of monthly summary report outlining system changes and opportunity

a reas.
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5. Quarterly lnsights Meeting - Dashboard review with Customer to discuss decision support data insights

based on the dashboards identified. Conversation will be focused on data integrity to ensure confidence in

DS reporting as well as general DS insights into trends, outliers, and opportunities.

6. Ad-hoc Reporting Supporting - up to 6 days of ad-hoc reporting/support per year (-4 hours/month) to
meet financial and operational reporting needs.

CUSTOMER RESPONSIBILITIES:

r Decision Support 5ME: Provide requirements for maintenance of Strata calculated field maintenance.

Consistent participation in monthly insights meeting and follow-ups. <4 hours/month
o Decision Support Director: Consistent participation in monthly insights meeting and follow-ups. <2

hours/month
o Patient Data Extract SME: Provide insights and resolutions to resolve issues with data integrity. Time varies

based on data extract integrity.

ADDITIONAT SERVICES NOT INCLUDED IN SCOPE:

o Ad-Hoc Report/Report Support - Additional support to meet ad-hoc financial and operational reporting

needs. Additional reporting needs will be assessed and scoped to determine if a separate scope if needed.

o Additional Dashboards and Report Maintenance - Monthly maintenance and insights of additional

dashboards.

r StarterSet Dashboard Configuration - Configuration and validation of StrataJazz starter set dashboard.
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Attachment H

H IPAA Business Associate Agreement
Addendum to Contract

Between the County of Riverside and Strata Decision Technology, L.L.C.

This HIPAA Business Associate Agreement (the "Addendum") supplements, and is made part of the Underlying

Agreementbetween the Cou nty of Riverside, ("County'') andContractor and shall be effective as

of the date the UnderlyingAgreement approved by both Parties (the "Effective Date").

RECITALS

WHEREAS, County and Contractor entered into the Underlying Agreement pursuant to which the

Contractor provides services to County, and in conjunction with the provision of such services certain protected

health information ("PHl") and/or certain electronic protected health information ("ePHl") may be created by or
made available to Contractor for the purposes of carrying out its obligations under the Underlying Agreement; and,

WHEREAS, the provisions of the Health lnsurance Portability and Accountability Act of 1996 ("HlPAA"),

Public Law LO4-L9L enacted August 21,, 1996, and the Health lnformation Technology for Economic and Clinical

Health Act ("HlTECH") of the American Recovery and Reinvestment Act of 2009, Public Law 111-5 enacted February

77 ,2009, and the laws and regulations promulgated subsequent thereto, as may be amended from time to time, are

applicable to the protection of any use or disclosure of PHI and/or ePHl pursuant to the Underlying Agreement; and,

WHEREAS, County is a covered entity, as defined in the Privacy Rule; and,

WHEREAS, to the extent County discloses PHI and/or ePHl to Contractor or Contractor creates, receives,

maintains, transmits, or has access to PHI and/or ePHl of County, Contractor is a business associate, as defined in
the Privacy Rule; and,

WHEREAS, pursuant to 42 USC 517931 and 517934, certain provisions of the Security Rule and Privacy Rule

apply to a business associate of a covered entity in the same manner that they apply to the covered entity, the
additional security and privacy requirements of HITECH are applicable to business associates and must be

incorporated into the business associate agreement, and a business associate is liable for civil and criminal penalties

for failure to comply with these security and/or privacy provisions; and,

WHEREAS, the parties mutually agree that any use or disclosure of PHI and/or ePHl must be in compliance
with the Privacy Rule, Security Rule, HIPAA, HITECH and any other applicable law; and,

WHEREAS, the parties intend to enter into this Addendum to address the requirements and obligations set

forth in the Privacy Rule, Security Rule, HITECH and HIPAA as they apply to Contractor as a business associate of
County, including the establishment of permitted and required uses and disclosures of PHI and/or ePHl created or
received by Contractor during the course of performing functions, services and activities on behalf of County, and

appropriate limitations and conditions on such uses and disclosures;

NOW, THEREFORE, in consideration of the mutual promises and covenants contained herein, the parties

agree as follows:

7. Definitions. Terms used, but not otherwise defined, in this Addendum shall have the same meaning as those

terms in HITECH, HIPAA, Security Rule andlor Privacy Rule, as may be amended from time to time.

A. "Breach" when used in connection with PHI means the acquisition, access, use or disclosure of PHI in a

manner not permitted under subpart E of the Privacy Rule which compromises the security or privacy of
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the PHl, and shall have the meaning given such term in 45 CFR 8164.402

(1) Except as provided below in Paragraph (2) of this definition, acquisition, access, use, or disclosure of
PHI in a manner not permitted by subpart E of the Privacy Rule is presumed to be a breach unless

Contractor demonstrates that there is a low probability that the PHI has been compromised based on

a risk assessment of at least the following four factors:

(a) ThenatureandextentofthePHl involved,includingthetypesofidentifiersandthelikelihoodof
re-identification;

(b) The unauthorized person who used the PHI or to whom the disclosure was made;

(c) Whether the PHI was actually acquired or viewed; and

(d) The extent to which the risk to the PHI has been mitigated

(2) Breach excludes

(a) Any unintentional acquisition, access or use of PHI by a workforce member or person acting under
the authority of a covered entity or business associate, if such acquisition, access or use was made in
good faith and within the scope of authority and does not result in further use or disclosure in a manner
not permitted under subpart E of the Privacy Rule.

(b) Any inadvertent disclosure by a person who is authorized to access PHI at a covered entity or
business associate to another person authorized to access PHI at the same covered entity, business
associate, or organized health care arrangement in which County participates, and the information
received as a result of such disclosure is not further used or disclosed in a manner not permitted by
subpart E of the Privacy Rule.

(c) A disclosure of PHI where a covered entity or business associate has a good faith belief that an

unauthorized person to whom the disclosure was made would not reasonably have been able to retain
such information.

B. "Business associate" has the meaning given such term in 45 CFR 5164.501, including but not limited to a

subcontractor that creates, receives, maintains, transmits or accesses PHI on behalf of the business

associate.

C. "Data aggregation" has the meaning given such term in 45 CFR 5154.501

D. "Designated record set" as defined in 45 CFR 5164.501 means a group of records maintained by or for a

covered entity that may include: the medical records and billing records about individuals maintained by
or for a covered health care provider; the enrollment, payment, claims adjudication, and case or medical
management record systems maintained by or for a health plan; or, used, in whole or in part, by or for the
covered entity to make decisions about individuals.

E. "Electronic protected health information" ("ePHl") as defined in 45 CFR 5160.103 means protected health
information transmitted by or maintained in electronic media.

"Electronic health record" means an electronic record of health-related information on an individual that is

created, gathered, managed, and consulted by authorized health care clinicians and staff, and shall have
the meaning given such term in 42 USC 517921(5).

F
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G. "Health care operations" has the meaning given such term in 45 CFR 5164.501.

H. "lndividual" as defined in 45 CFR 5160.103 means the person who is the subject of protected health
information.

"Person" as defined in 45 CFR 5160.103 means a natural person, trust or estate, partnership, corporation,
professional association or corporation, or other entity, public or private.

J. "Privacy Rule" means the HIPAA regulations codified at 45 CFR Parts 160 and 164, Subparts A and E

K. "Protected health information" ("PHl") has the meaning given such term in 45 CFR 5160.103, which includes
ePHl.

L. "Required by law" has the meaning given such term in 45 CFR 5164.103

M. "Secretary" means the Secretary of the U.S. Department of Health and Human Services ("HHS").

N. "Security incident" as defined in 45 CFR 5164.304 means the attempted or successful unauthorized access,

use, disclosure, modification, or destruction of information or interference with system operations in an

information system.

O. "Security Rule" meansthe HIPAA Regulationscodified at45 CFR Parts 160and 164, SubpartsAand C

P. "Subcontractor" as defined in 45 CFR 5160.103 means a person to whom a business associate delegates a

function, activity, or service, other than in the capacity of a member of the workforce of such business
associate.

a. "Unsecured protected health information" and "unsecured PHl" as defined in 45 CFR 5L64.402 means PHI

not rendered unusable, unreadable, or indecipherable to unauthorized persons through use of a technology
or methodology specified by the Secretary in the guidance issued under 42 USC 517932(hX2).

2. Scope of Use and Disclosure bv Contractor of County's PHI and/or ePHl.

A. Except as otherwise provided in this Addendum, Contractor may use, disclose, or access PHI and/or
ePHl as necessary to perform any and all obligations of Contractor under the Underlying Agreement or
to perform functions, activities or services for, or on behalf of, County as specified in this Addendum,
if such use or disclosure does not violate HIPAA, HITECH, the Privacy Rule and/or Security Rule.

B. Unless otherwise limited herein, in addition to any other uses and/or disclosures permitted or
authorized by this Addendum or required by law, in accordance with 45 CFR 5164.504(e)(2), Contractor
may:

1) Use PHI and/or ePHl if necessary for Contractor's proper management and administration and to
carry out its legal responsibilities; and,

2l Disclose PHI and/or ePHl for the purpose of Contractor's proper management and administration
or to carry out its legal responsibilities, only if:

a) The disclosure is required by law; or,

b) Contractor obtains reasonable assurances, in writing, from the person to whom Contractor
will disclose such PHI and/or ePHlthat the person will:
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Hold such PHI and/or ePHl in confidence and use or further disclose it only for the purpose

for which Contractor disclosed it to the person, or as required by law; and,

Notify County of any instances of which it becomes aware in which the confidentiality of
the information has been breached; and,

3) Use PHI to provide data aggregation services relating to the health care operations of County
pursuant to the Underlying Agreement or as requested by County; and,

4l De-identify all PHI and/or ePHl of County received by Contractor under this Addendum provided

that the de-identification conforms to the requirements of the Privacy Rule and/or Security Rule

and does not preclude timely payment and/or claims processing and receipt.

C. Notwithstanding the foregoing, in any instance where applicable state and,/or federal laws and/or
regulations are more stringent in their requirements than the provisions of HIPAA, including, but not
limited to, prohibiting disclosure of mental health and/or substance abuse records, the applicable state
and/or federal laws and/or regulations shall control the disclosure of records.

3. Prohibited Uses and Disclosures.

A. Contractor may neither use, disclose, nor access PHI and/or ePHl in a manner not authorized by the
Underlying Agreement or this Addendum without patient authorization or de-identification of the PHI

andf or ePHl and as authorized in writing from County.

B. Contractor may neither use, disclose, nor access PHI and/or ePHl it receives from County or from
another business associate of County, except as permitted or required by this Addendum, or as

required by law.

C. Contractor agrees not to make any disclosure of PHI and/or ePHlthat County would be prohibited from
making.

D. Contractor shall not use or disclose PHlfor any purpose prohibited by the Privacy Rule, Security Rule,

HIPAA and/or HITECH, including, but not limited to 42 USC 517935 and 517936. Contractor agrees:

1) Not to use or disclose PHlfor fundraising, unless pursuant to the Underlying Agreement and only
if permitted by and in compliance with the requirements of 45 CFR 5164.514(f) or 45 CFR 5164.508;

2l Not to use or disclose PHI for marketing, as defined in 45 CFR 5164.501, unless pursuant to the
Underlying Agreement and only if permitted by and in compliance with the requirements of 45

cFR 516a.508(aX3);

3) Not to disclose PHl, except as otherwise required by law, to a health plan for purposes of carrying
out payment or health care operations, if the individual has requested this restriction pursuant to
42 USC 517935(a) and 45 CFR 5164.522, and has paid out of pocket in full for the health care item
or service to which the PHI solely relates; and,

4l Not to receive, directly or indirectly, remuneration in exchange for PHl, or engage in any act that
would constitute a sale of PHl, as defined in 45 CFR $164.502(a)(5)(ii), unless permitted by the
Underlying Agreement and in compliance with the requirements of a valid authorization under 45

CFR 5164.508(aXa). This prohibition shall not apply to payment by County to Contractor for
services provided pursuant to the Underlying Agreement.
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4. Oblieations of Countv.

A. County agrees to make its best efforts to notify Contractor promptly in writing of any restrictions on
the use or disclosure of PHI and/or ePHl agreed to by County that may affect Contractor's ability to
perform its obligations under the Underlying Agreement, or this Addendum.

B. County agrees to make its best efforts to promptly notify Contractor in writing of any changes in, or
revocation of, permission by any individual to use or disclose PHI and/or ePHl, if such changes or
revocation may affect Contractor's ability to perform its obligations under the Underlying Agreement,
or this Addendum.

C. County agrees to make its best efforts to promptly notify Contractor in writing of any known
limitation(s) in lts notice of privacy practices to the extent that such limitation may affect Contractor's
use or disclosure of PHI and/or ePHl.

D. County agrees not to request Contractor to use or disclose PHI and/or ePHl in any manner that would
not be permissible under HITECH, HIPAA, the Privacy Rule, and/or Security Rule.

E. County agrees to obtain any authorizations necessary for the use or disclosure of PHI and/or ePHl, so

that Contractor can perform its obligations under this Addendum and/or Underlying Agreement.

5. Obligationsof Contractor. lnconnectionwiththeuseordisclosureof PHI and/or ePHl,Contractoragrees
to:

A. Use or disclose PHI only if such use or disclosure complies with each applicable requirement of 45 CFR

5164.504(e). Contractor shall also comply with the additional privacy requirements that are applicable
to covered entities in HITECH, as may be amended from time to time.

B. Not use or further disclose PHI and/or ePHl other than as permitted or required by this Addendum or
as required by law. Contractor shall promptly notify County if Contractor is required by law to disclose
PHI and/or ePHl.

C. Use appropriate safeguards and comply, where applicable, with the Security Rule with respect to ePHl,
to prevent use or disclosure of PHI and/or ePHl other than as provided for by this Addendum.

D. Mitigate, to the extent practicable, any harmful effect that is known to Contractor of a use or disclosure
of PHI and/or ePHl by Contractor in violation of this Addendum.

E. Report to County any use or disclosure of PHI and/or ePHl not provided for by this Addendum or
otherwise in violation of HITECH, HIPAA, the Privacy Rule, and/or Security Rule of which Contractor
becomes aware, including breaches of unsecured PHI as required by 45 CFR 5164.410.

F. ln accordance with 45 CFR 5154.502(e)(1)(ii), require that any subcontractors that create, receive,
maintain, transmit or access PHI on behalf of the Contractor agree through contract to the same
restrictions and conditions that apply to Contractor with respect to such PHI and/or ePHl, including the
restrictions and conditions pursuant to this Addendum.

G. Make available to County or the Secretary, in the time and manner designated by County or Secretary,
Contractor's internal practices, books and records relating to the use, disclosure and privacy protection
of PHI received from County, or created or received by Contractor on behalf of County, for purposes of
determining, investigating or auditing Contractor's and/or County's compliance with the Privacy Rule.
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H. Request, use or disclose only the minimum amount of PHI necessary to accomplish the intended

purpose of the request, use or disclosure in accordance with 42 USC 517935(b) and 45 CFR

5164.s02(b)(1).

Comply with requirements of satisfactory assurances under 45 CFR 5164.512 relating to notice or
qualified protective order in response to a third party's subpoena, discovery request, or other lawful
process for the disclosure of PHl, which Contractor shall promptly notify County upon Contractor's
receipt of such request from a third party.

J. Not require an individual to provide patient authorization for use or disclosure of PHI as a condition for
treatment, payment, enrollment in any health plan (includingthe health plan administered byCounty),
or eligibility of benefits, unless otherwise excepted under 45 CFR 5164.508(bXa) and authorized in

writing by County.

K. Use appropriate administrative, technical and physical safeguards to prevent inappropriate use,

disclosure, or access of PHI and/or ePHl.

L. Obtain and maintain knowledge of applicable laws and regulations related to HIPAA and HITECH, as

may be amended from time to time.

M. Comply with the requirements of the Privacy Rule that apply to the County to the extent Contractor is

to carry out County's obligations under the Privacy Rule.

N. Take reasonable steps to cure or end any pattern of activity or practice of its subcontractor of which
Contractor becomes aware that constitute a material breach or violation of the subcontractor's
obligations under the business associate contract with Contractor, and if such steps are unsuccessful,

Contractor agrees to terminate its contract with the subcontractor if feasible.

6. Access to PHl, Amendment and Disclosure Accounting. Contractor agrees to:

A. Access to PHl, including ePHl. Provide access to PHl, including ePHl if maintained electronically, in a

designated record set to County or an individual as directed by County, within five (5) days of request
from County, to satisfy the requirements of 45 CFR 5164.524.

B. Amendment of PHl. Make PHI available for amendment and incorporate amendments to PHI in a

designated record set County directs or agrees to at the request of an individual, within fifteen (15)

days of receiving a written request from County, in accordance with 45 CFR 5164.526.

C. Accounting of disclosures of PHI and electronic health record. Assist County to fulfill its obligations to
provide accounting of disclosures of PHI under 45 CFR S164.528 and, where applicable, electronic
health records under 42 USC 517935(c) if Contractor uses or maintains electronic health records.
Contractor shall:

1) Document such disclosures of PHI and/or electronic health records, and information related to
such disclosures, as would be required for County to respond to a request by an individual for an

accounting of disclosures of PHI and/or electronic health record in accordance with 45 CFR

5164.s28.

2) Within fifteen (L5) days of receiving a written request from County, provide to County or any
individual as directed by County information collected in accordance with this section to permit
County to respond to a request by an individual for an accounting of disclosures of PHI and/or
electronic health record.
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3) Make available for County information required by this Section 5.C for six (6) years preceding the
individual's request for accounting of disclosures of PHl, and for three (3) years preceding the
individual's request for accounting of disclosures of electronic health record.

SecurityofePHl. lntheeventCountydisclosesePHltoContractororContractorneedstocreate,receive,
maintain, transmit or have access to County ePHl, in accordance with 42 USC 517931 and 45 CFR

5164.314(aX2)(i), and 5164.306, Contractor shall:

A. Comply with the applicable requirements of the Security Rule, and implement administrative, physical,

and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and

availability of ePHl that Contractor creates, receives, maintains, or transmits on behalf of County in

accordance with 45 CFR 5164.308, 5164.310, and $164.312;

B. Comply with each of the requirements of 45 CFR S164.316 relating to the implementation of policies,

procedures and documentation requirements with respect to ePHl;

C. Protect against any reasonably anticipated threats or hazards to the security or integrity of ePHl;

D. Protect against any reasonably anticipated uses or disclosures of ePHl that are not permitted or
required under the Privacy Rule;

E. Ensure compliance with the Security Rule by Contractor's workforce;

ln accordance with 45 CFR 5154.308(bX2), require that any subcontractors that create, receive,

maintain, transmit, or access ePHl on behalf of Contractor agree through contract to the same

restrictions and requirements contained in this Addendum and comply with the applicable
requirements of the Security Rule;

G. Report to County any security incident of which Contractor becomes aware, including breaches of
unsecured PHI as required by 45 CFR 5164.410; Notwithstanding anything to the contrary contained in
this Addendunr, this Addendum serves as Contractor's notice to County that attempted but unsuccessful
Security Incidcnts, such as pings and other broadcast attacks on Contractor's firewall, port scans,

unsuccessful log-on attempts, denials of service and any combination of the above, regularly occur and

that no further notice will be made by Contractor unlcss there has been a successful Security Incident
and,

H. Comply with any additional security requirements that are applicable to covered entities in Title 42

(Public Health and Welfare) of the United States Code, as may be amended from time to time, including

but not limited to HlTEcH.

Breach of Unsecured PHl. ln the case of breach of unsecured PHl, Contractor shall comply with the
applicable provisions of 42 USC 517932 and 45 CFR Part 164, Subpart D, including but not limited to 45 CFR

5164.410.

A. Discovery and notification. Following the discovery of a breach of unsecured PHl, Contractor shall

notify County in writing of such breach without unreasonable delay and in no case later than 60

calendar days after discovery of a breach, except as provided in 45 CFR 8164.4L2.

1) Breaches treated as discovered. A breach is treated as discovered by Contractor as of the
first day on which such breach is known to Contractor or, by exercising reasonable diligence,
would have been known to Contractor, which includes any person, other than the person

F
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B.

c.

committing the breach, who is an employee, officer, or other agent of Contractor (determined

in accordance with the federal common law of agency).

2l Content of notification. The written notification to County relating to breach of unsecured
PHI shall include, to the extent possible, the following information if known (or can be

reasonably obtained) by Contractor:

a) The identification of each individual whose unsecured PHI has been, or is reasonably
believed by Contractor to have been accessed, acquired, used or disclosed during the
breach;

b) A brief description of what happened, including the date of the breach and the date of the
discovery of the breach, if known;

c) A description of the types of unsecured PHI involved in the breach, such as whether full
name, social security number, date of birth, home address, account number, diagnosis,

disability code, or other types of information were involved;

d) Any steps individuals should take to protect themselves from potential harm resulting from
the breach;

e) A brief description of what Contractor is doing to investigate the breach, to mitigate harm
to individuals, and to protect against any further breaches; and,

f) Contact procedures for individuals to ask questions or learn additional information, which
shall include a toll-free telephone number, an e-mail address, web site, or postal address.

Cooperation. With respect to any breach of unsecured PHI reported by Contractor, Contractor
shall cooperate with County and shall provide County with any information requested by County
to enable County to fulfill in a timely manner its own reporting and notification obligations,
including but not limited to providing notice to individuals, prominent media outlets and the
Secretary in accordance with 42 USC 917932 and 45 CFR S164.404, 8764.406 and 5164.408.

Breach log. To the extent breach of unsecured PHI involves less than 500 individuals, Contractor
shall maintain a log or other documentation of such breaches and provide such log or other
documentation on an annual basis to County not later than fifteen (15) days after the end of each
calendar year for submission to the Secretary.

Delay of notification authorized by law enforcement. lf Contractor delays notification of breach
of unsecured PHI pursuant to a law enforcement official's statement that required notification,
notice or posting would impede a criminal investigation or cause damage to national security,
Contractor shall maintain documentation sufficient to demonstrate its compliance with the
requirements of 45 CFR 9764.4I2.

Payment of costs. With respect to any breach of unsecured PHI caused solely by the Contractor's
failure to comply with one or more of its obligations under this Addendum and/or the provisions
of HITECH, HIPAA, the Privacy Rule or the Security Rule, Contractor agrees to pay any and all costs
associated with providing all legally required notifications to individuals, media outlets, and the
Secretary. This provision shall not be construed to limit or diminish Contractor's obligations to
indemnify, defend and hold harmless County under Section 9 of this Addendum.

D
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Documentation. Pursuant to 45 CFR 5164.414(b), in the event Contractor's use or disclosure of
PHI and/or ePHl violates the Privacy Rule, Contractor shall maintain documentation sufficient to
demonstrate that all notifications were made by Contractor as required by 45 CFR Part 164,

Subpart D, or that such use or disclosure did not constitute a breach, including Contractor's
completed risk assessment and investigation documentation.

Additional State Reporting Requirements. The parties agree that this Section 8.G applies only if
and/or when County, in its capacity as a licensed clinic, health facility, home health agency, or
hospice, is required to report unlawful or unauthorized access, use, or disclosure of medical

information under the more stringent requirements of California Health & Safety Code 51280.15.
For purposes of this Section 8.G, "unauthorized" has the meaning given such term in California
Health & safety code 51280.15(j)(2).

1) Contractor agrees to assist County to fulfill its reporting obligations to affected patients and

to the California Department of Public Health ("CDPH") in a timely manner under the California
Health & Safety Code 5L280.15.

2l Contractor agrees to report to County any unlawful or unauthorized access, use, or disclosure
of patient's medical information without unreasonable delay and no later than two (2)

business days after Contractor detects such incident. Contractor further agrees such report
shall be made in writing, and shall include substantially the same types of information listed
above in Section 8.A.2 (Content of Notification) as applicable to the unlawful or unauthorized
access, use, or disclosure as defined above in this section, understanding and acknowledging
that the term "breach" as used in Section 8.A.2 does not apply to California Health & Safety

Code 51280.15.

9. Hold Harmless/lndemnification.

A. Contractor agrees to indemnify and hold harmless County, all Agencies, Districts, Special Districts and
Departments of County, their respective directors, officers, Board of Supervisors, elected and

appointed officials, employees, agents and representatives from any liability whatsoever, based or
asserted upon any services of Contractor, its officers, employees, subcontractors, agents or
representatives arising out of or in any way relating to this Addendum, including but not limited to
property damage, bodily injury, death, or any other element of any kind or nature whatsoever arising
from the performance of Contractor, its officers, agents, employees, subcontractors, agents or
representatives from this Addendum. Contractor shall defend, at its sole expense, all costs and fees,

including but not limited to attorney fees, cost of investigation, defense and settlements or awards, of
County, all Agencies, Districts, Special Districts and Departments of County, their respective directors,
officers, Board of Supervisors, elected and appointed officials, employees, agents or representatives in

any claim or action based upon such alleged acts or omissions.

B. With respect to any action or claim subject to indemnification herein by Contractor, Contractor shall,

at their sole cost, have the right to use counsel of their choice and shall have the right to adjust, settle,
or compromise any such action or claim without the prior consent of County; provided, however, that
any such adjustment, settlement or compromise in no manner whatsoever limits or circumscribes
Contractor's indemnification to County as set forth herein. Contractor's obligation to defend,
indemnify and hold harmless County shall be subject to County having given Contractor written notice
within a reasonable period of time of the claim or of the commencement of the related action, as the
case may be, and information and reasonable assistance, at Contractor's expense, for the defense or
settlement thereof. Contractor's obligation hereunder shall be satisfied when Contractor has provided
to County the appropriate form of dismissal relieving County from any liability for the action or claim
involved.
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C. The specified insurance limits required in the Underlying Agreement of this Addendum shall in no way
limit or circumscribe Contractor's obligations to indemnify and hold harmless County herein from third
party claims arising from issues of this Addendum.

D. ln the event there is conflict between this clause and California Civil Code 82782, this clause shall be

interpreted to comply with Civil Code 52782. Such interpretation shall not relleve the Contractor from
indemnifying County to the fullest extent allowed by law.

ln the event there is a conflict between this indemnification clause and an indemnification clause

contained in the Underlying Agreement of this Addendum, this indemnification shall only apply to the
subject issues included within this Addendum.

10. Term. This Addendum shall commence upon the Effective Date and shallterminate when all PHI

and/or ePHl provided by County to Contractor, or created or received by Contractor on behalfof
County, is destroyed or returned to County, or, if it is infeasibleto return ordestroy PHI and/ePHl,
protections are extended to such information, in accordance with section 11.B of this Addendum.

11

A.

Termination.
TerminationforBreachofContract. Abreachof anyprovisionofthisAddendumbyeitherpartyshall
constitute a material breach of the Underlying Agreement and will provide grounds for terminating this
Addendum and the Underlying Agreement with or without an opportunity to cure the breach,

notwithstanding any provision in the Underlying Agreement to the contrary. Either party, upon written
notice to the other party describing the breach, may take any of the following actions:
1) Terminate the Underlying Agreement and this Addendum, effective immediately, if the other party

breaches a material provision of this Addendum.

2l Provide the other party with an opportunity to cure the alleged material breach and in the event
the other party fails to cure the breach to the satisfaction of the non-breaching party in a timely
manner, the non-breaching party has the right to immediately terminate the Underlying
Agreement and this Addendum.

3) lf termination of the Underlying Agreement is not feasible, the breaching party, upon the request
of the non-breaching party, shall implement, at its own expense, a plan to cure the breach and

report regularly on its compliance with such plan to the non-breaching party.

B. Effect of Termination.
1) Upon termination of this Addendum, for any reason, Contractor shall return or, if agreed to in

writing by County, destroy all PHI and/or ePHl received from County, or created or received by the
Contractor on behalf of County, and, in the event of destruction, Contractor shall certify such

destruction,inwriting,toCounty. Thisprovisionshall applytoall PHland/orePHlwhichareinthe
possession of subcontractors or agents of Contractor. Contractor shall retain no copies of PHI

and/or ePHl, except as provided below in paragraph (2) of this section.
2) ln the event that Contractor determines that returning or destroying the PHI and/or ePHl is not

feasible, Contractor shall provide written notification to County of the conditions that make such

return or destruction not feasible. Upon determination by Contractor that return or destruction
of PHI and/or ePHl is not feasible, Contractor shall extend the protections of this Addendum to
such PHI andlor ePHl and limit further uses and disclosures of such PHI and/or ePHl to those
purposes which make the return or destruction not feasible, for so long as Contractor maintains
such PHI and/or ePHl.
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t2 General Provisions.

A. Retention Period. Whenever Contractor is required to document or maintain documentation pursuant

to the terms of this Addendum, Contractor shall retain such documentation for 6 years from the date
of its creation or as otherwise prescribed by law, whichever is later.

B. Amendment. The parties agree to take such action as is necessary to amend this Addendum from time
to time as is necessary for County to comply with HITECH, the Privacy Rule, Security Rule, and HIPAA

generally.

C. Survival. Theobligationsof ContractorunderSections 3,5,6,7,8,9, 11.Band 12.Aof thisAddendum
shall survive the termination or expiration of this Addendum.

D. Regulatory and Statutory References. A reference in this Addendum to a section in HITECH, HIPAA,

the Privacy Rule and/or Security Rule means the section(s) as in effect or as amended.

E. Conflicts. The provisions of this Addendum shall prevail over any provisions in the Underlying
Agreement that conflict or appear inconsistent with any provision in this Addendum.

lnterpretation of Addendu m.

1) This Addendum shall be construed to be part of the Underlying Agreement as one document. The
purpose is to supplement the Underlying Agreement to include the requirements of the Privacy

Rule, Security Rule, HIPAA and HITECH.

2l Any ambiguity between this Addendum and the Underlying Agreement shall be resolved to permit
County to comply with the Privacy Rule, Security Rule, HIPAA and HITECH generally.

G. Notices to County. All notifications required to be given by Contractor to County pursuant to the terms
of this Addendum shall be made in writing and delivered to the County both by fax and to both of the
addresses listed below by either registered or certified mail return receipt requested or guaranteed

overnight mail with tracing capability, or at such other address as County may hereafter designate. All

notices to County provided by Contractor pursuant to this Section shall be deemed given or made when
received by County.

F

County HIPAA Privacy Officer

County HIPAA Privacy Officer Address

HIPAA Privacy Manager

26520 Cactus Avenue,
Moreno Valley, CA 92555

County HIPAA Privacy Officer Phone Number: (951) 486-6471
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