
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERS!DE, STATE OF CAL!FORNIA

ITEM: 2.11
(rD # 20600)

MEETING DATE:
Tuesday, December 13, 2022

FROM : AUDITOR CONTROLLER:

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2023-306 Riverside County
TLMA, Building and Safety Follow-up Audit

REGOMMENDED MOTION: That the Board of Supervisors:
1. Receive and file lnternal Audit Report 2023-306: Riverside County Transportation and

Land Management Agency, Building and Safety, Follow-up Audit

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Washington, seconded by Supervisor Spiegel and duly carried, lT
WAS ORDERED that the above matter is received and filed as recommended.

Ayes:
Nays:

Absent:
Date:
xc:

Jeffries, Spiegel, Washington, and Hewitt
None
Perez
December 13,2022
Auditor

Kecia R. Harper
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FINANCIAL DATA Current Fiscal Year: Next Fiscal Year: Total Cost: Ongolng cost

COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

NET COUNTY COST $ 0.0 $ 0.0 $ 0.0 $ o.o

SOURCE OF FUNDS: N/A
Budget Adjustment: No

For FiscalYear: nla

SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION: Approve

BACKGROUND:
Summarv
We completed a follow-up audit of the Riverside County Transportation and Land Management
Agency, Building and Safety. Our audit was limited to reviewing actions taken as of June 29,

2022,to correctfindings noted in our original audit report 2021-010 dated June 08,2021.The
original audit report contained three recommendations, all of which required implementation to
help correct the reported findings.

Based on the results of our audit, we found that of the three recommendations

. Two of the recommendations were implemented.

. One of the recommendations was not implemented

For an in-depth understanding of the original audit, please refer to the lnternal Audit 2021-010 at
www.auditorcontroller.org/Divisions/AuditsandSpecializedAccounting/lnternalAuditReports.

lmpact on Citizens and Businesses
Provide an assessment of internal controls over the audited areas

SUPPLEMENTAL:
Additional Fiscal lnformation
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller - lnternalAudit Report 2Q23-306: Riverside County
Transportation and Land Management Agency, Building and Safety, Follow-up Audit.
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Internal Audit Report 2023-306

Riverside County
Transportation and Land Management

Agency, Building and Safety
Follow-up Audit

Rcport Date: November 29,2022

AOt AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Office of Paul Angulo, CPA, MA
Iliversitlc County Audito r-Clontroller

4()80 l,rnron Strtct, lttlr lrlrror'
Itivr:r'sirle. (',,\ 92509

(es l ) er5-3[t00

u'rvrv.arr ditorcont roller.org



COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR.CONTROLLER

County Administrative Cenler
4080 Lemon Street, 11h Floor

P.O. Box 1326
Riverside, CA 92502-1 326

(951) e55-3800
Fax (951) 955-3802

AUDITOR
CONTROLLER
F RIVERSIDE

Paul Angulo, CPA, MA
Riverside County Auditor-Controller

Tanya S, Harris, DPA, CPA
Assista nt Auditor-Controller

AOI
COUNTY O

Novernber 29,2022

Charissa Leach
Assistant County Executive Officer
Rirrerside Cour-rty Transportation and Land Management Agency, Building and Safety
4080 Lemon Sh'cet, l4tl Floor
Riverside, CA 92501

Subject: Internal Audit Report 2023-306: Riverside County Transportation and Land
Management Agency, Building and Safety, Follow-up Audit

Deal Ms.Lcach:

We completecl the follow-up audit of Rivelside Count), Transportation ancl Land
Managetnent Agency, Building and Safety Follow-up Audit. Our audit was lirnited to
reviewing actions taken as of June 29,2022, to help col'r'ect the findings noted in our
original auclit report 2021-01,0 datcd June 8,2021.

We conclucted our auciit in accordance with the International Standards for the
Professional Practice of Inteural Auditing. These stanclards require tl'rat wc plan and
perform the audit to obtain reasonable assurance that our objective, as described in the
prcceding paragraph, is achieved. Aclditionally, the standalds require that we conduct
the audit to provide sufficient, reliable, and relevant evidence to achieve the audit
objectivcs. We believe the auclit provicles a reasonable basis for our conclusion.

Thc original audit report contained 3 r'ecommendations, all of which required
implementation b help correct the reportecl findings. Basecl on the results of our audit,
we found that of thc 3 recommendations:

o Two of thc rccorrlnendations were implemented.
o One of the recorullenclation was not implemented



AOt
COUNTY O

AUDITOR
CONTROLLER
F RIVERSIDE

lnternal Audit Report 2023-306: Riverside County Transportatlon and Land Management Agency,
Building and Safety, Follow-up Audit

Surnmary of the conditions from the original auclit arrd the rcsults of our review on the
status of tlie implementation of the recorrmenclations are provided in this report. For an
in-clepth understarrding of the original audit, please refer to Internal Audit Repolt 2021,-

010 wrvw.auclitorconh'oller.org/ Divisiorrs/ Auc{itsanclSpecialize.clAccou nting/ h'rte,mal
AuriitReports

Paul Angulo, CPA, MA
Riverside County Auditor-Controller

By: Rcn6 Casillas, CPA, CRMA
Deputy Auditor- Controller'

cc: Boarcl of Supervisors

Jcff A. Van Wagenen, County Executive Officer
Dave Rogers, Chief Adrninistrative Officer
Grand July
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AC) AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

lnternal Audit Report 2023-306: Riverside County Transportation and Land Management Agency,
Building and Safety, Follow-up Audit

Table of Contents

Page

Results:

Untimely Disabling of User Access Rights ...... 4

Attacluncrrts:

A. Internal Audit I(eport 2021-01,0

B. Status of Findings as Reportcd by Riverside County Transportation and Lancl
Management Agency, Builcling and Safcty onIune 29,2022.
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A3) AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

lnternal Audit Report 2023-306: Riverside County Transportation and Land Management Agency,
Buildlng and Safety, Follow-up Audit

Application Controls

Finding 1: Untirnely Disabling of User Access Rights

PLUS systern and Active Directory accounts were not disabled in a tirnely manner for'
employees no louger with the dcpartmerrt. Furthcrmore, recorcls were not rnaintained to
aciequatcly monitor user access right requests submittcd to RCIT to rnitigate the risk of
unauthot'ized access. We idcntifiecl thc following in our review of 21, tenlinated
employces:

o 1.4 (67%) PLUS system user accounts wele. not clisablecl within 24 hours of the
employce terminating employmcnt with the department. The ciisabling of the user
accouuts ranged between 21 days and 107 clays aftcr the ernployee had cnded
errrployment. In adclition, 5 (24y") PLUS uscr accounts are curlently active after the
ernployees endcd employurent with Building and Safety. County of Riversidc
Infornration Security Standarcl rr1.0, Sect'ion 4.L, Account nnd Access Mnnngettenf, states,
"Accottttts for terminated or h'arrsfcued ernployees sl-rall be disabled or renlovcd on tl're
day of termination or h'ansfer."

. 20 (95%) Active Dircctory en"rployee termination requests subrnitted to RCIT could
not be provided by departrnent. Furthermore, RCIT was able to prorzicle 11 Active
Dircctory ernployee tcrmination requests. We idcntified 6 of 17 (55%) ernployee
tertniuation rcquests were not subrnittcd timely to RCIT, 'l'hc ernployee termination
requcsts ranged from 5 days and 331 days after the ernployee had ended eruployment
with Building and Safety.

The currcnt processes for clisabling tcrminatecl/retired employees PLUS user acccss and
Active Directory should be strengtl"rencd. Wllen an accoul'rt is not closecl imrnediatcly
after ernployment has endcd, therc is a sccurity risk to the information maintained irr the
systems used by the departrnent.

Recomruendation 1.1,

Establish policies and procedurcs to cnsurc irnmediate disabling of user access lights for
tet'minated or hansferred en-rployees as requirecl b), County of Riversidc Irrfonnation
Se'curity Standard v1.0, Section 4.L, Accotnrt nnd Access Monngenrcnt,

Page 4 l



AC)t AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

lnternal Audit Report 2023-306: Riverside County Transportation and Land Management Agency,
Building and Safety, Follow-up Audit

Current tus 1.L : Implemented

dation 1.2

Eusure compliance with County of Riverside Infonnation Security Stanclarcl v1.0, Scction
4.1, Accottttt nnd Access Mnnngentent, by requesting the clisabling of user system accounts
ou the day of an employee's termirration or tlansfer from tl're departtnent.

Current Status 1.2: Not hnplemented

Duling our review of 10 tcrminated cn'rployees, wc iclentifiecl 3 requests were not
submittcd timely. Onc employee tenllination request was created, T clays after the
ernployec terurinatiou date, and 2 employee termination recluests were createcl more than
35 clays after the emplol,ce termination dates.

Recommendation 1.3

Establish policie.s aud procedures for followillg t1p with RCI'I on ernployee termination
lequests to errsure that user access rights are disabled tin-rely.

Current Status 1..3: Irnplemented
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Attachment A

Internal Audit Report Z02l-01 0

Riverside County
Transportation and Land Management

Agency, Building and Safetv
Audit

Report Date: June 8,2021

AUDITOR
CONTROLLER

COUNTY OF R!VERSIDE

Office of Paul Angulo, CpA, MA
Riverside Cou n ty' Auditor-Con troller

{080 Lemon Street, I lth Iloor
Riverside, CA 92509

(951 ) 95s-3800
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COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR-CONTROLLER

Countl' Administrative Center
-1080 Lemon Street, llth Floor

P.O. Box 1326
Riverside, C A 92yJZ-1326

(esl) 9ss-3800
Fax (951) 955-3802

rc)tAUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Paul Angulo, CpA, MA
Rlverside County Auditor-Controller

Tanya S. Harris, DpA, CpA
Assistant Auditor-Controller

June8,2021

Charissa Leach
Assistant County Executive Officer
Riverside County Transportation and Land Management Agency, Building and safety4080 Lemon Street, 9ft Floor
Riverside, CA 92501

subiect: Internal Audit Report 2021-0102 Riverside County Transportation and LandManagement Agency, Building and Safety Audit

Dear N{s. Leach:

ln accordance with Board of supervisors Resolution 83-338, we completed an audit ofRiverside County Transportationan<j Land Management Agency, Builcling and Safety toprovide management and the Board of supervisors with ui i.,dup".rd".,i assessment ofinternal controls over application controls.

we conducted our audit in accordance with the International standards for theProfessional Practice of Internal Auditing. These standards require that we pla, andperform the audit to obtain sufficient, reliable, relevant and usefuiinformation to providereasonable assurance that our objective as described above is achieved. An internal auditinc.ludes the systematic anah'sis of inJormation to evaluate antl improve the effectivenessof internal controls' we believe this audit provides a reasonable basis for our conclusion.

Internal controls are Processes rJesignetl to provitle management reasonable assurance ofachieving efficiency of operations, iompliance with lawsind regulations, ancl reliabilityof financial and non-financial information. Management is resfonsible ior establishingand maintaining adequate internal controls. our rlsponsibility is to eraluate the internalcontrols.

our conclusion and details of our auclit are documented in the bocly of this audit report.
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COUNTY O

AUDITOR
CONIROLLER
F RIVERSIDE

Internal Audit Report 2027-070: Riverside County Transportation and Land
Management Agency, Building and Safety Audii

As requested, in accordance with paragraph III. C of the Board of Supen,isors Resolution
83-338, management responcled to eain reported condition and recorrunendation
contained in our report. Management's responses are inclucled in the report. We will
follow-up to'erify that management implemented the corrective actions.

*) ''----lr--
By: Rene Casillas, CPA, CRMA

Chief Internal Auditor

cc: Board of Supervisors
ljffrey A. Van Wagenen Jr., County Executive Officer
Grand Jury
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Internal Audit Report 2021-010: Riverside County Transportation and LandManagement Agency, Building and Safety Audii
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COUNTY O

AUDITOR
CONTROLLER
F RIVERSIDE

Internal Audit Report 2A27-Ol0z Riverside County Transportation and Land
Management Agency, Building and Safety Audii

Executive Summary

Overview

Riverside County Transportation and Lancl Management, Building an6 Safety
department (Builcting u.r,i Sufuty) is responsible for providing construction permits
related to sen'ices such as gracling, building plan checis, front Iounter assistance, ancl
inspections' Building and Safety also collecti fees and conducts building inspections,
ensuring construction in the county is safe, accessible antl code compliant.-Building and
Safety has an adopted budget of $9.1 million for FY 2020-27 and has 47 authorized
positions to execute its responsibilities Cotmty of Ritrcrside, Fiscnl yenr 2020-21 Aloptert
Budget, j27.

Audit Obiective

Our objective is to provide management and the Boarti of Supervisors with an
independent assessment about the adequacy and effectiveness of internal controls over
application controls (Control activities over information svstems usecl by TLMA staff;.
Internal controls are Processes designed to provide management reasonable assurance of
achieving efficienc'y of operations, compliance with lawsind regulations, anrJ reliability
of financial information.

Audit Scope and Methodology

We conducted the audit from October 28,2020, through May 3,2027,for operations from
J.uly'1,2018, through March 8,2021. Follor,r,ing a risk-lased approach, our scope initially
included the follor,r'ing:

. 4ppli.ution controls monitoring
o Field inspections monitoring
o Permit fees process

Ih,t?YSh 
inquirv, observations, and examination of relevant tiocumentation related totlelo lnsPectton monitoring and permit fees process, we concluded that internal controls

over these areas are sufficient to mitigate the risk we initiallv assessed in these areas. Assuch, we focuscd our audit scope to irlternal controls over application controls.

!Page 4
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Internal Audit Report 2021,-0102 Riverside County Transportation and Land
Management Agency, Building and Safety Audii

Audit Highlights

Summary of Existing Cottditions

' Public Land Use System accounts for employees no longer with the department arenot disabled timely. Disabling system user accounts is an Internal controi designed toprevent former employees from obtaining or changing system inJormation. Addittnally,
not disabling system user accounts provil"rr.r op"poit"iliry for other 

"r"pioy"u, 
to abusethe former employee's login credentials to obtain i.."r, ri[hts beyond tliei. o*n.

Summary of Improaement Opportunities

o Establish policies and procedures for the immediate disabling of user access rights forterminated or transferred employees.

1 Ensule- compliance with County of Riverside Inlormation Security Standard v1.0,
Section 4.1', Accottttt nnd Access Maiagenrcnt, by disabling public Land iJse System users-vstem accounts on thc' day of an employee's terriination or transfei from thedepartment.

Audit Conclusion

Based uPon the results of our audit, we identified opportunities for improvement ofinternal controls relating to user access rights to department systems. Specificallv,
Building & safety does not have a process in place to immecliately clisable user access
rights.

Page 5 I
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COUNTY OF RIVERSIDE

Internal Audit Report 2021-010: Riverside County Transportation and Land
Management Agency, Building and Safety Audit

Application Controls

Background

Public Land Use Svstem (PLUS) is the land management system (LMS) utilized bv
Riverside c<lunty Transportation and La.d Management Agency (TLMA) to assist in the
planning and permitting process as well as tracking permits, inspections, approvals, and
fee payments. TLMA upgraded to PLUS in 20'17 to replace the Lxisting LMS. pLUS is a
web-based application which allows access via a network connection iather than being
stored within a device's memory. Web-based applications typically run inside u *"b
browser which gives user the ability.to access the system from anyw'h.." ,o long as they
have the appropriate login credentials

Active Directory is a directory service which allows Riverside Countv Information
Technology Department (RCIT) to manage permissions and access to network resources,
and linked svstems such as PLUS. \Alhen a user ends employment with a county
department, RCIT is notified to disable Active Directory to remove permissions and
network access.

Application controls within information systems ensure proper confidentiality, integritv,
and availability to the data stored within the system. Authentication is a control which
confirms a user's identity to provide access to a systems sensitive information. Sensitive
inJormation is any information that must be piotected from unauthorized access to
maintain the information securitv of an organization or an individual. Authentication is
often done using login credentials such ai a username and passworrJ. Authentication
relies on the fact that the user is authorized to use the system and that only the user knows
the login credentials to gain access.

Objective

To verifv the existence and adequacy of internal controls over information system used
by Building and Safety.

Audit Methodology

To accomplish these objectives, we:

r Obtained an understanding of applicable standards.

IPage 6



AOt
COUNTY O

AUDITOR
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Internal Audit Report 202'1,-01.02 Riverside County Transportation and Land
Management Agency, Building and Safety Audit

' Conducted intervier+'s and performed walk-throughs with department's personnel.

' Performed testing on all terminated employees for the review periorJ, totaling 21.

o Confirmed whether terminated employees hacl access to the PLUS system.

. Verified if PLUS system users were disabled in a timely manner.

' Reviewed PLUS system user profile access to determine if adequate segregation of
duties exist.

' Verified whether PLUS user access rights were documented and adequately
approved.

Finding 1: Untimely Disabling of User Access Rights

PLUS system and Active Directory accounts were not disabled in a timely manner for
employees no longer with the department. Furthermore, records were not maintained to
adequately monitor user access right requests submitted to RCIT to mitigate the risk of
unauthorized access. We identified the following in our review of 2l terminated
emplol'ees:

c 14 (67'/,) PLUS svstem user accounts were not disabletl within 24 hours of the
employee terminating employment with the department. The disabling of the user
accounts ranged between 21 days and 107 days after the employee had ended
employment. In addition, 5 (24y") PLUS user accounts are ..rrr"nily active after the
employees ended employment with Building and Safety. County of Riverside
Information Security Standard vl.0, Section 4.1, Accourtt nncl Access Manngemerf, states,
"Accounts for terminated or transferred employees shall be disabled o. r*or,"cl on the
day of termination or transfer."

' 20 (957,) Active Directory employee termination requests submitted to RCIT could
not be provided by department. Furthermore, RCIT was able to provide 11 Active
Directory employee termination requests. We identified 6 of 1f FSy") employee
termination requests were not submitted timelv to RCIT. The employee termination
requests ranged from 5 days and 331 days after the employee had ended employment
with Building and Safety.

I
_l

Page 7
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Internal Audit Report 2021-0L0: Riverside County Transportation and Land
Management Agency, Building and Safety Audit

The current processes for disabling terminated/retired employees PLUS user access and
Active Directory should be strengthened. When an account is not closed immediately
after employment has ended, there is a security risk to the information maintained in the
svstems used by the department.

Recommendation 1.1

Establish policies and procedures to ensure immediate disabling of user access rights for
terminatecl or transferred employees as required by County of Riverside Information
security standard r,1.0, section 4.1, Accourtt and Acccss Manngenrcnt.

Management's Response:

"Do not concur. While it is apparent the termination of user rights is an area that needed
better oversight, a policy is in place. The TLMA Resource Center provides an Employee's
Departure Checklist & Guideline Form which is utilized for all employees that are no
longer employed with the Department."

Actual/estirnated Date of Corrective Action: "Currently in use,,

Recommendation 1..2

Ensure compliance with County of Riverside InJormation Security Standard v1.0, Section
4.7, Account and Access Mnnagement, by requesting the disabling of user system accounts
on the day of an employee's termination or transfer from the department.

Management's Response:

"Partially Concur. While using the TLMA Employee's Departure Checklist & Guidelines
form has been consistent, in some cases the timing of providing the notification would
appear to have lagged: however there is no mention of a 24 hour time frame ancl in the
Audit resPonse it is no referencing same day notification, clarification of the expected
time frame is requested: same day or 24 hours?"

Auditor's comments:

County of Riverside Information Securitv Stanclarcl v1.0, Section 4.1, Accouttt nnd Access
Mnugenrctrl, requires accounts be disabled on the day of an employee's termination or
transfer. Our review found the department's largest lapse in davs in clisabling user

IPage I
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lnternal Audit Report 2021,-0'1,0: Riverside county Transportation and Land
Management Agency, Building and Safety Audii

accounts were 107days and 331 days for PLUS and Active Directory, respectively. The
large delay in disabling accounts is a significant departure from aisaUring accounts on
the "same" dav or within "24 hours. AIso, it is impoitant to note that during our testing,
five employees who \^/erc no longer employed Uv grit.ling and Safety, had active user
accounts in PLUS. This emphasizes the need for management to improve their
monitoring procedures required by the Information Security Stanclards that are available
and accessible to all county departments.

Actua/estimated Date of Corrective Action: ',24 hours: Feb 25, 2027,,

Recommendation 1.3

Establish policies and procedures for foll
requests to ensure that user access rights

Management's Response:

owing up.w]t! RCIT on employee termination
are disabled timelv.

"Partially concur. While records of notifications have been inconsisten! a new direction
is to be in place. The_proposed policy as follows: Once an employee leaves the Building
Department, the applicable manager/Supervisor will create a ticket directly to the RCIT
system.

That ticket/tracking # is noted within the TLMA Employee Departure Checklist &
Guidelines form, which I sent the TLMA Resource Center, which files the form in the
employee file (HR), wherc the record is kept.

Moving forward, RCIT will provide a monthly pLUS "active user,, report to TLMA
Admin for review to ensure compliance.,,

Actua/estimated Date of Corrective Action: "Current cliscussions with the RCIT, TLMA
Admin, Building Department & Counter Services representatives scheduled and expect
implementation within 30 davs (Muy 31.,2027).,,

IPage 9



Attachment B

COUNTY OF RIVERSIDE
Transportation and Land Management Agency

Charissa Leach
Assista nt CEO/TLMA Di rector

Transportation Plan Buildi & Code Enforcement Aviation

The following is the current status of the reported findings and planned corrective actions
contained in lnternal Audit Report 2021-010: Riverside County Transportation and Land
Man , Building and Safety Audit

r hrlr,.-t-t/
Authorized Signature Date

a

Finding 1 Untimely Disabling of User Access Rights

PLUS system and Active Directory accounts were not disabled in a timely manner for
employees no longer with the department. Furthermore, records were not maintained to
adequately monitor user access right requests submitted to RCIT to mitigate the risk of
unauthorized access. We identified the following in our review of 21 terminated employees:

14 (67%) PLUS system user accounts were not disabled within 24 hours of the employee
terminating employment with the department. The disabling of the user accounts ranged
between 21 days and 107 days afterthe employee had ended employment. ln addition,S(24o/o)
PLUS user accounts are currently active after the employees ended employment with Building
and Safety. County of Riverside lnformation Security Standard v|.0, Section 4.1, Account and
Access Managemenl, states, "Accounts for terminated or transferred employees shall be
disabled or removed on the day of termination or transfer."

20 (95%) Active Directory employee termination requests submitted to RCIT could not be
provided by department. Furthermore, RCIT was able to provide 11 Active Directory employee
termination requests. We identified 6 of 11 (55o ) employee termination requests were not
submitted timely to RCIT. The employee termination requests ranged from 5 days and 331 days
after the employee had ended employment with Building and Safety.

The current processes for disabling terminated/retired employees PLUS user access and Active
Directory should be strengthened. When an account is not closed immediately after employment
has ended, there is a security risk to the information maintained in the systems used by the
department.

a

Current Status

Reported Finding Corrected? Yes No

4O8O Lemon Street, 14th Floor o Riverside, California 925O1 o (951) 955-6838
P. O. Box 1605. Riverside, California 92502-1605. F/U( (951) 955-5177
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Following the Audit, TLMA made changes to the departure process to better
capture account terminations upon separation. This ensures that ALL Access is
terminated and minimizes ongoing license and software costs for unils not in
service etc. Upon establishment of the process, we identified some additional gaps
and we recently worked with ALL departments to further streamline our departure
process and establish follow up and reconciliation points to ensure compliance.
(Email Template 'Departure Communication / Process Attached')

Recommendation 1.1

Establish policies and procedures to ensure immediate disabling of user access rights for
terminated or transferred employees as required by County of Riverside lnformation Security
Standard v'l .0, Section 4.1 , Account and Access Management.

Management Response

"Do not concur. While it is apparent the termination of user rights is an area that needed better
oversight, a policy is in place. The TLMA Resource Center provides an Employee's Departure
Checklist & Guideline Form which is utilized for all employees that are no longer employed with
the department."

Actual/estimated Date of Corrective Action: "Currently in use"

Current Status

Corrective Action Fully lmplemented I p".ti"tty lmplemented ! not lmplemented

Description of the corrective action taken (or pending action and estimated date of completion for
planned corrective action that is partially or not implemented).

Following the Audit, TLMA made changes to the departure process to better capture
account terminations upon separation This ensures that ALL Access is terminated
and minimizes ongoing license and software costs for units not in service for ALL
TLMA Departments.

Recommendation 1.2

Ensure compliance with County of Riverside lnformation Security Standard v1.0, Section 4.1,
Account and Access Management, by requesting the disabling of user system accounts on the day
of an employee's termination or transfer from the department.

Management Response

"Partially Concur. While using the TLMA Employee's Departure Checklist & Guidelines form
has been consistent, in some cases the timing of providing the notification would appear to
have lagged: however there is no mention of a 24 hour time frame and in the Audit response
it is no referencing same day notification, clarification of the expected time frame is requested:

4080 Lemon Street, 14th Floor r Riverside, California 925Ot o (951)955-6838
P. O. Box 1605 r Riverside, Catifornia 92502-1605 . F/rX (951) 955-5177

x



same day or 24 hours?"

Auditor's comments:

County of Riverside lnformation Security Standard v1.0, Section 4.1, Account and Access
Management, requires accounts be disabled on the day of an employee's termination or
transfer. Our review found the department's largest lapse in days in disabling user accounts
were 107 days and 331 days for PLUS and Active Directory, respectively. The accounts were
107 days and 331 days for PLUS and Active Directory, respectively. The large delay in disabling
accounts is a significant departure from disabling accounts on the "same" day or within "24
hours. Also, it is important to note that during our testing, five employees who were no longer
employed by Building and Safety, had active user accounts in PLUS. This emphasizes the need
for management to improve their monitoring procedures required by the lnformation

Actual/estimated Date of Corrective Action: " 24 hours: Feb 25,2021"

Current Status

Corrective Action Fully lmplemented n prrtirtty tmplemented [ ruot lmplemented

Description of the corrective action taken (or pending action and estimated date of completion for
planned corrective action that is partially or not implemented).

Compliance and ensuring accounts are being disabled timely will be captured by
initiating a monthly reconciliation point as well as a quarterly reconciliation (Email
Template'Departure Communication / Process Attached')

Recommendation 1.3

Establish policies and procedures for following up with RCIT on employee termination requests to
ensure that user access rights are disabled timely.

Management Response

"Partially concur. While records of notifications have been inconsistent, a new direction is to be in
place. The proposed policy as follows: Once an employee leaves the Building Department, the
applicable manager/ Supervisor will create a ticket directly to the RCIT system.

That tickeVtracking # is noted within the TLMA Employee Departure Checklist & Guidelines form,
which I sent the TLMA Resource Center, which files the form in the employee file (HR), where the
record is kept.

Moving forward, RCIT will provide a monthly PLUS "active user" report to TLMA Admin for review to
ensure compliance.

Actual/estimated Date of Corrective Action: "Current discussions with the RCIT, TLMA Admin,
Building Department & Counter Services representatives scheduled and expect implementation
within 30 days (May 31 ,2021)."

4080 Lemon Street, 14th Floor . Riverside, California 92501 . (951) 955 6838
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Current Status

Corrective Action: Fully lmplemented Partially lmplemented Not lmplemented

Description of the corrective action taken (or pendlng action and estimated date of completion for
planned corrective action that is partially or not implemented).

4080 Lemon Street, 14th Floor o Riverside, California 92501 e (951) 955-6838
P. O. Box 1605 o Riverside, California 92502-7605. FAX (951) 955-5L77

1 Following the Audit, TLMA made changes to the departure process to better capture
account terminations upon separation This ensures ALL Access is terminated and
minimizes ongoing license and software costs for units not in service etc. Upon
establishment of the process, we identified some additional gaps and we recently
worked with ALL departments to further streamline our departure process and
established follow up and reconciliation points to ensure compliance. (Email
Template 'Departure Communication / Process Attached')

Compliance and ensuring accounts are being disabled timely will be captured by
initiating a monthly as well as quarterly reconciliation

2


