
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.4
(tD # 21266)

MEETING DATE:
Tuesday, February 28, 2023

FROM : AUDITOR CONTROLLER:

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2023-006: Riverside County

Housing and Workforce Solutions Audit, All Districts. [$0]

RECOMMENDED MOTION: That the Board of Supervisors

1. Receive and file lnternal Audit Report 2023-006: Riverside County Housing and

Workforce Solutions Audit.

ACTION:Gonsent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Spiegel, seconded by Supervisor Gutierrez and duly carried, lT

WAS ORDERED that the above matter is received and filed as recommended.

Ayes:
Nays:
Absent
Date:
xc:

Jeffries, Spiegel, Washington, and Gutierrez

None
Perez
February 28,2023
Auditor

Kim Rector
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION : Approve

BACKGROUND:
Summarv
ln accordance with Board of Supervisors Resolution 83-338, we audited of the Riverside
County Workforce Solutions. This audit is conducted to provide management and the Board of
Supervisors with an independent assessment of internal controls over grant monitoring, rental

assistance program, and system access controls.

Based upon the results of our audit, we identified opportunities for improvement of internal

controls relating to rental assistance program and system access controls. However, we
determined Riverside County Housing and Workforce Solutions internal controls over grant

monitoring provide reasonable assurance that its objectives relating to this area will be

achieved. Reasonable assurance recognizes internal controls have inherent limitations,

including cost, mistakes, and intentional efforts to bypass controls.

We will follow-up in one year to determine if actions were taken to correct the findings noted

SUPPLEMENTAL:
Additional Fiscal lnformation
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller's Office - lnternalAudit Report 2023-006: Riverside

County Housing and Workforce Solutions Audit

FINANCIAL DATA Current Fiscal Year: Next Fiacal Yoar: Total Cost: Ongoing Cost

COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

NET COUNTY COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

SOURCE OF FUNDS: NIE
Budget Adjustment: No

For Fiscal Year: nla
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lmpact on Residents and Businesses
Provide an assessment of internal controls over the audited areas.
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COUNTY OF RIVERSIDE

Ben J. Benoit
Riverside County Auditor-Controller

Tanya S. Harris, DPA, CPA
Assistant Auditor-Controller

AOI

February 28,2023

Heidi Marshall
Director of Housing and Workforce Solutions
Riverside County Housing and Workforcc Solutions
3403 Tenth Sh'eet, Suite 300
Riversidc, CA 92501

Subject: Internal Audit Report 2023-006: Riverside County Housing and Workforce
Solutions Audit

Dear Ms. Marshall

In accordancc with Board of Supervisors Resolution 83-338, we audited the Riverside
County Housing and Workforce Solutions to provide management and the Board of
Supervisors with an independent assesslllent of internal controls over glant monitoring,
rental assistance prograrn, and system access controls.

We conducted our audit in accordance with the International Standards for the
Professional Practice of Internal Auditing. These standards require that we plan and
perform the audit to obtain sufficient, reliable, relevant and useful infounation to
provide reasonable assurallce that our objective as described above is achieved. An
internal audit includes the systematic analysis of in-forrnation to evaluate and improve
the effectiveness of internal controls. We believe this audit provides a reasonable basis
for our conclusion.

Internal conh'ols are processcs dcsigncd to provide management reasonable assurance
of achieving efficiency of operations, con'rpliance with laws and regulations, and
reliability of financial and non-financial information. Management is responsible for
establishing and rnaintaining adequate internal controls. Our responsibility is to
evaluate the internal controls.

Our conclusiorr ar-rd cletails of our audit are docurnented in the bocly of this audit report.
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As requested, in accordance with paragraph lll.C of the Board of Supervisors
Resolution 83-338, management responded to each reported condition and
l'econunelldation contained in our report. Management's responses are includcd in the
report, Wc will follow-up to verify that managernent implementcd tl're corrective
actions.

Wc thank you and your staff for your help and cooperation. The assistance providcd
contributed significantly to the successful completion of this auclit.

%r.,- 2,
Ben J. Benoit
Riverside County Auclitor-Controller

/'
i.. ) (
\ --/' "' '

By, Ren6 Casillas, CPA, CRMA
Depu ty Auditor-Controller

cc: Board of Supervisors
Jeff A. Van Wagerten, Jr'., County Executive Officer
Dave Rogers, Chief Adrninishative Officer
Grand Jury
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Executive Surnmary

Overview

Riverside County I{ousing arrd Workforce Solutions (Housing and Workforcc
Solutions) includes Housing and Workfolce Solutions Administration, Coutiuuum of
Care, Wolkforce Derrelopn-rcnt and Cornrnunity Programs, Housing Authority, and
Community Action Partnership. Housing and Workforcc Solutions receives over $160
million in fundirrg from fedcral, state, and local agencies to provide homeless support
services, ernployment assistance, housing opportunities, and low-illcome assistances to
Riverside County residents.

Housing ancl Workforce Solutions has an adoptcd budget of $218.1 million for FY 2022-
23 and 343 authorized positions. Cotutty of Riaerside, Fiscnl Yenr 2022-23 Adopted Budget
Vohmte 1,138-159.

Audit Obiective

Our objcctivc is to provide managenlent and the Board of Supervisors with an
independent assessment about the aclequacy and effectiveness of intemal couhols over
grant monitoring, rental assistance program, and system access controls. Internal
contr<-rls are processes designect to provide rrarlagement rcasouable assurance of
achieving cfficiency of operations, cornpliance with laws ancl regulations, ancl reliability
of financial and non- financial information. Reasonable assurance recognizes internal
conhols have inherent limitations, including cost, mistakes, and intentional efforts to
bypass internal controls.

Audit Scope and Methodology

We corrducted tl're audit frorn Jtrrrc 24,2022, through Septcmber 30,2022, for operations
fronr July L,2020, through Scptembcr 26,2022. Following a risk-based approaclt, our
scope initially includcd the following:

. Grant Monitoring
o Rental Assistance Program
. System Access Conh'ols
. Thircl-Party Contract Monitorirrg

Through inquiry, observations, and examination of relevant documentation, it was
cletermineci tlu'ough a risk assesslnent of the third-party contract monitoring, that the
risk cxposure to Housing and Workforce Solutions associated with the process is well

Page 4 I
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mitigated with internal conh'ols and is functioning as clesigned. Therefore, our audit
scopc focuscd orr intemal controls over rental assistance program, systern acccss
corrtrols, and grarrt nlonitoring.

Audit Highlights

Sr ur tnmry of Existilg C o r t diti o rrs

. Housing ancl Workforce Solutions rental assistancc provider application approvals
were uot cousistently reviewed and documcnted. Documentation of approvals assist
county departments irr monitoring the providcrs' responsibilities and provide
accountability for transactions and events. Proper approval of applications and relateci
transactions ensures that activities meet established guidelines and objectives.

. Housing anct Workfolce Solutions cloes not track thc date and time in which a rlser
access was lequestecl to be terminated frorn a third-party managed systern or when
account terminations were performecl by departrnent personnel. Monitoring account
terminations help ensure that account deactivations are carried out properly, in a timely
manner and prcvent unauthorized access to applications systerns that rnight contain
sensitive and critical clata.

. Ernployee Activc Directory access rights were not terrninated in a timely lnanner
(witltn 24 hours) upon termination or transfer from the department. When an account
is not closed immediately after employment has ended, there is a security risk to the
inforrnation rnaintained in the systerns uscd by the departrnent. Depending on the
sensitivity of the inforrnation maintained by dcpartrncnt systems, it can create
adminish'ative issues and financial impact if l'reld liable.

Strrrunary of ln4troaenrcnt Opportunities

. Establish policies ancl procedures to require scrvice proviclers document approvals
and approval datcs over rcntal assistance applications.

. Ensure service proviclers with approval responsibilitics are documenting rental
assistance application approvals irr accordance with Standard Practice Manual 1001,
lntertrnl Controls.

o Develop a process to monitor and documcnt account cleactivation request dates
from non-deparhnent rnanaged systems to ensure cornpliance with County of Riverside
Infornration Security Standard v1,.0, Section 4.L, Accotutt nnd Access Mnnngentent.

Page 5 I
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. Develop a process to monitor and document accourrt dcactirratiorr datcs from
departtneut rnanagcd systcnrs to cnsure compliancc witl'r County of Riverside
Irrfornration Security Standard v1.0, Section 4.1, Accourtt nnrl Access Mnnngenrcnt.

o Ensute cornpliance with County of Riversidc In{orrnation Security Standarcl v1.0,
Scction 4.1., Account nnd Access Mnnngenrcnt, by clisabling Activc Dircctory accottnts on
tl-re day of an employee's termination or transfcr frorn the cleparhnent.

. Develop policies and procedures to ensure the disabling of Active Directory
accounts are requested and approved within 24 hours of an employce's tcrmination or
transfer flom the departrnent.

Audit Conclusion

Based upon the rcsults of our audit, we identified opportunities for improvement of
internal controls relating to rcntal assistance plogram and systcm access controls.
However, we determined Riversicle County I-Iousing and Workforce Soluticlns internal
controls over grant monitoring providc rcasorrable assurance that its objcctivcs lelating
to this area will be achieved. Reasonable assurance recognizes internal controls have
in-herent limitations, including cost, mistakes, and intentional cfforts to bypass controls.

Page 6 I
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Rental Assistance Program

Background

The Statewide Emelgerrcy Rental Assistance Program has a total allocatior-r of $2.0
billion from federal funding, this program was designed to assist eligible lancllords that
havc tenants with delinquent rents or tenants who were struggling financially and werc
not able to pay rental and/or utility obligations due to the COVID-19 pandemic from
April2020 tluough March 2022.

Housing and Workforce Solutions receivecl a dircct allocation of $62.8 million of the
U.S. Treasury Deparhnent Emergency Rental Assistance Program funding. Housing
arrd Workforcc Solutiorrs, as a subrecipient of the grant, is responsible for
administrating progl'anl activities and disbursing advance payments to two major
provider agcncies: the Inland Southern California 211 and Lift to Rise. These agencies
directly provicle rental assistance in their designated geographic areas within Riverside
County. Housing and Workforcc Solutions monitors prograln performance to ensul'e
compliance witl'r tl're prograrn guictelines and applicable fcderal rcgulations.

Objective

To verify the adequacy and existence of internal controls over the rental assistance
program.

Audit Methodology

To accomplish thcsc objectives, we:

Obtained an understanding of clepartment rental assistance policies and proceduresa

o Obtained an understanding of the rental assistance grant agreement betwecn thc
Housing and Workforce Solutions and tl're U.S. Department of the Treasury.

. Obtained an understanding of thc rental assistance grant agreement between the
Housing and Workforce Solutions and passtlu'ough provider agencies.

o Interviewed departrnent management and staff to obtain an overview of the
pl'ogralrl monitoring process.

Page 7 I
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o Selected a sample of the rental assistance applications anc{ requested documentation
pcrtained to the eligibility detcrmination.

. Revicwed supporting docun'rentation for compliance with grant agreement betwcen
Housing and Workforce Solutions and thircl-palty vendors, cornpleteness, and
timelincss.

Vcrificcl appropriate lcvcls of management reviews and approvals.a

Finding L: Internal Controls over Rental Assistance Prograrn

Rental assistarrce provider applicatioll approvals were not consistently reviewed and
documented. We identified 23 out of 60 (38%) sampled applications that were not
evidenced with an approval signature and date by provider management. Standard
Practice Manual 100L, lnternnl Controls, states, "County departments and agencies shall
establish, document and maintain an effective systern of intcrnal control and control
principles of authorization and approval that transactions are authorized by a person
assigned approval authority." Policies and procedures requiring the providcr to include
documentation of approval are not documented. Documentation of approvals assists

county departments in rnonitoring the providcrs' responsibilities and provides
accountability for transactions and events. Proper approval of applications and related
transactions elrsures that activities meet established guidelines and objectives.

Recommendation 1.1

Establish policies and procedures that require servicc providers to document approvals
and approval dates over rental assistance applications.

Management's Response:

"Concur. On October 6,2022, a meeting with auditor and Rental Assistance partners
was held. At this time, guidance was provicled to subrccipient parhrer, Inland SoCal
2L1+ to lcview and provide the missing clate arrd signature on all applicatiorrs. Inland
SoCal 211,+ agreed to makc corrections as advised to all applicatiorrs not signed. Moving
forward, all application approvals will include signature and date. The policy and
procedures will also include this update under section titled Payment Procedure #5."

Actual/Estimated Date of Corrective Acton: October' 6,2022

Page 8 I
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Recomrnendation 1.2

Ensure service providers with approval responsibilities are clocumenting rental
assistance application applovals in accordance with Standard Practice Manual 1001,
lnternnl Corttrols.

Management's Response:

"Concur. Policies and Procedures wel'e updated to include language tl'rat requires
approval signature ancl date orr all applications. Tlds change is reflectcd in the policies
and procedures under the section titled Payment Procedure #5. Aclditionally, HWS will
continuc to conduct revicws of all the backup documcntation of draws as part of the on-
gcling rnonitoling. HWS has verified that for the months of September and October all
applications include both tl're signature anrl date."

Actual/Estimated Date of Corrective Acton: October 6,2022

IPage I
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System Access Controls

Background

System access controls within inforrnation systerls ensure proper corrfidentiality,
integrity, ancl availability to the data stored within the systcrn. Authentication is a

control wl'rich confilms a Llser's identity to prorricle access to a systcms sensitive
inforrnation. Sensitive infounation is any information that ntust be plotected frorn
unauthorized access to maintain the infonnation security of an organization or all
individual. Authentication is often achieved by using login creclentials such as a

username and password. Authentication relies on the prcsumption that the user is
autl'rorized to use the systern and that only the usel knows the login credentials to gain
ACCESS.

Activc Directory is a directory service which allows Housing and Workforce Solutions
to manage permissions and access to network resources, ancl linked data applications
utilized by tl're deparhlcnt. When a user cnds cmploymslll with Housing and
Workforce Solutions, it is the department's responsibility to create and approve a help
dcsk tickct to rcquest the rernorral of thc tcnninated employee's access rights to their
Active Directory account. Once the ticket is approved by Housing and Workforce
Solutions personnel, Riverside County Information Technology is notified to disable
Active Directory to temove penrtssions and network access.

System applications can be linked to Active Directory in such a way that terminating
Active Directory accounts will also terminate access to the linked system applications.
For systern applications not linked to Active Directory, county dcpartments must
manually terminate accounts for ernployees no longer employeci with the department.

Objective

To verify the existence and adequacy of internal controls ovel etnployee access

termination to systern applications used by Housing and Workforce Solutions.

Audit Methodology

To accornplish these objectives, we:

. Obtained an understanding of County of Rivcrside Inforrnation Security Standard
v1.0.

Page 10 I
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. Interviewed key persorurel regarcling the departrnent's employee access terrnination

PIOCeSSeS.

. Obtainecl a listing of all critical systems used by Housing and Workforcc Solutions
and judgmcntally selectcd a sample of systems not linked to Active Directory.

. Obtainecl listing of employees who had access to tl're selected system applicatior"rs
not linked to Active Dilectory cluring the audit review period.

. Obtainecl listing of employees whose access to the selectecl system applications not
linkecl to Active Directory were terminated cluring the audit review period,

. Obtained report frorn Riverside County Infonnation Technology that details
I-Iousing and Workforce Solutions ticket creation and approval dates for disabling
employee access to Activc Dircctory.

. Verifiecl whether access rights t<l the selectecl system applications not linkcd to
Active Directory wel'e clisabled within 24 hours of an employee's termination from
I{ousing and Workforce Solutions.

. Verified whether requests to disable Active Directory were created and approved by
Housirrg and Workforce Solutions personnel within 24 hours of an employee's
termination or transfer frorn the departn-rent.

Finding 2: Monitoring of Access Rights Termination

For systern applications not linked to Active Directory, Housing and Workforce
Solutions does not track thc clatc in which user acccss was requestecl to be terrninatecl
from a third-party managcd system or when account tenninatiorls were performed by
department persomrel, During our review of the Homeless Management Information
System (HMIS) managed by a third party, we were unable to deterrnirre when a request
was subrnittecl to have access rights terminated. In addition, we were unable to
determine whether access rights werc terrninated in a timely manner fol Housing
Authority's HUD Security System rnanagecl by the department. County of Riverside
Infornration Security Stanclard vL.0, Section 4.1,, Accotutt ond Access Mnnngenrcruf, states,
"Accounts for terminatcd or transferrcd cmployees shall be disabled or rernovecl on the
day of termination or transfer." Housing and Workfclrce Solutions does not l-rave a

process to clocument wl'rcn requests are submittecl to the third-party to tenninate acce.ss

to Hornelcss Marragement Irrformation System. Furthermore, HUD Sccurity Systcrn
lacks the capability to timestamp or track whcn account access rights wele terminated.

Page 11 I
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Monitoring account termination requests and account terminations helps ensure that
account deactivatiolu are carried out properly and in a tin"rely manner aud assists
lranagelnent in preventing unauthorized access to applicatiorr systems that rnight
contain sensitive and critical data. Additionally, rnonitoring account terminations
as.sists managernent in iclentifying areas where additior-ral irnprovcmcnt or h'airring is

needed as it relates to access right terminations.

Recommendation 2.1

Develop a process to monitor and document account deactivation request dates from
non-departrnent managed systems to ensure compliance with County of Riverside
Infornration Security Standard v1.0, Scction 4.1, Accoturt nnd Access Mnnngenrcnt.

Management's Response:

"Concur. The Horneless Management Information System (HMIS) does have a

"Deactivation Policy" in placc that supports tracking dates in which a user's access is

teuninated and is used to monitor user accolrnts and activity. The HMIS Charter states
the following, "Withirr tluee (3) business days of revoking an individual's authorization
for HMIS access, the agency will contact the HMIS Leacl Agency (HWS)... [and]
complete a Charrgc User Account Form... Upon receipt of the'Change User Accouut'
Form, HMIS Support will irnn-rediately deactivate and/or delete that inclividuals' HMIS
user account." A full copy of the HMIS Charter can be found here: HMIS Charter. Thc
HMIS charter will be amended to terminatc acccss in a tirnely rnarlner (witirin 24 hours)
upoll employces' tcrmination or transfer from the department. Additionally,
irnprorrements will be made to monitor account terminations ranclonr-ly and regularly
for quality assurance and compliance with this policy on a bi-monthly basis (or every
30-60 days).

Actua/Estimated Date of Corrective Acton: January 2023

Recommendation 2.2

Develop a process to monitor and document account cleactivation dates from
clepartment rnanagecl systems to cnsurc compliancc with County of Riversicle
Irrforrrration Security Stanclard v1.0, Section 4.1, Accorutt nnd Access Mnnngentent.
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Management's Response:

"Concur. The HUD Secure Systern that the Housing Authority utilizes are does not
h'ack or keep records of deactivation dates. To comply with County of Riverside
Inforrnation Security Standard v1.0, Sectiorr 4.1., the Housing Authority has developed
and implemented a Department Ernployee Checklist tl'rat each supervisor must utilize
aucl work with the program rranager to deactivate user accounts in HUD Secule
System within 24 hours of the staff men'rbcr lcarring the employment of the Housing
Authority atrd rnaintain a record of this deactivation date that will be placed in the
employee's department HR file. In acldition, thc Program Manager will complete a

monthly review of active accounts to cnsure quality assurance and compliance."

Actual,/Estimated Date of Corrective Acton: November 2022

Finding 3: Timely Termination of Active Directory Accounts

Active Directory access rigl"rts were not tcrminated in a timely manner (within 24 hours)
upon cmployees' terntination or transfer from the department. During the review of the
system access rights, tl're following discrepancies were notecl:

. Seven out of a total of 15 (47%) sarr-rpled employecs clicl not have tl"reir Active
Directory account termination requests created and approved in a timely rnanner
(withirr 24 hours). The average days lapsed was 120 days, with thc longest taking267
days and the shortest taking 6 days.

. Tlu'ee ernployees out of 47 (6%) cmployccs no longer with the clepartrnent continue
to harre active user accounts as of the date of our review.

County of Riverside Infonnation Security Stanclard rr1.0, Section 4.1, Account nnd Access

Mnnngenrcnt, states, "Accounts for terminated or transferrecl employees shall be
disabled or rernoved on the day of termination or h'ansfer." Requests and approvals to
disable Active Directory accounts are not created and approved in a timely marrner
after cmployees are terminated or transferrecl frorn the deparhnent. Housing and
Workforce Solutions does not have formal, written policies and procedures that cnsure
user accounts for terrninated or transferrecl ernployees are to be disabled or removed on
the clay of termination or transfer. When an accollnt is not closecl immediately after
ernployrnent has encled, there is a security risk to tl're infomration maintained in the
systems used by the department. Maintaining active directoly access rights operr aftcr'
employrnent has ended exposes the department to risks wherc informatiorr rnaintained
in deparhnent systcms can be continuously accessed by inclividuals who no longer have

Page 13 I
_l



AG)IAUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Internal Atrdit Report 2023-006: Riverside County Housing and Workforce Solutions

right or need to know. Depending on the sensitivity of the information maiutaiuecl by
dcparhnent systems, it can create adrninistrative issucs and financially impact the
county if helcl liable.

Recomrnendation 3.L

Ensure compliance with County of Riversicle Infolrnation Security Standard r,1.0,

Section 4.1., Account nnd Access Mnnngenrcnt, by disabling Active Directory accounts on
the day of an cmployee's termination or trarrsfer frorn the departtuent.

Management's Response:

"Concur. HWS and all its divisions has in'rplernented procedures to ensure that all
Active Directory accounts are disabled on the day of the employee's termination or
tlansfer from the department."

Actual Date of Corrective Action: Septen'rber 21.,2022

Recornmendation 3.2

Develop policies and procedures to ensure tl're clisabling of Active Directory accouuts
are requested and approved within 24 l'rours of an employee's termination or transfcr
from the depaltrnent.

Management's Response:

"Conctu'. Policies and procedures which includes supelvisor checklists has been

developecl and implemented to ensure the disabling of Active Directory Accounts
within 24 hours of an employee'S tcrmination or transfer from the deparhnent aud are

includcd with this response."

Actual Date of Corrective Action: September* 2'1,2022

lPage 14
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Grant Monitoring

Background

Housing and Workforce Solutions receives over $22.9 million in funding frorn federal,
state, and Iocal agencies for workforce relatecl programs as illustratcd below:

Workforce Developrnent division within Housing and Workforce Solutions is
responsible for monitoring progl'ams and activities, assisting Riverside County
ernployers with recruihncnts, rcimbursement for training ancl onboarding of new hires,
aiding unernployed ancl underemployed jobseekers with job replacemen! career
coaching, and educational opportunities. Workforce Development division provides
support and grant monitoring to ensure adrninistrative, fiscal, and proglam compliance
with thc grants and applicable regulations.

Objective

To verify thc adcquacy and existence of internal controls over the grant monitoring.

Audit Methodology

I

Summer Training and

Employment Program for
Students (STEPS)

s1.,000,000 2021-2023
Foundation for California Community

Colleges

Financial Navigators Grant SSo,ooo 2020-2022 Cities for Financial Empowerment

Regional Plan lmplementation
(Slingshot 4.0)

S157,500 2021.-2022
California Workforce Development

Board

Workforce lnnovation
Opportunity Act (WIOA) 517,66t,2s4 202r-2027 Department of Labor

Expanded Subsidized
Employment Program

s3,965,700 2020-202s
Riverside County Department of Public

Social Services

Homeless Housing, Assistance,
and Prevention Program s100,000 2021,-2025 Riverside County Continuum of Care

To accomplish these objectives, we:
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o Obtained an understanding of Workforce Developrnent grant rnonitoring policies
and procedurcs.

. Obtained an understanding of the grant agreement betwecn the Housing and
Workforce Solutions ancl the grantors.

o Iuterviewcd clepartment management and staff to obtain an orrcrview of tI're grant
rnonitoring process.

Sclected a sarnple of the grant cxpcnditure reports and rcimbursement claims,a

. Rcviewed supportir-rg cloctrmcntation for completeness and tirneliness of the grant
expenditure repolts and reirnbursernent clairns.

Finding: None Noted

Based upol'I the result of our audit, we determined internal controls over grant
monitoriug processes provide reasonable assurance that its objective relatcd to this
area is achieved. Reasonable assurance lecognizes ir-rternal conh'ols have inherent
limitations, includiug cost, mistakes, and intentional efforts to bypass internal conh'ols.
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