
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.5
(tD#21267)

MEETING DATE:
Tuesday, February 28, 2023

FROM : AUDITOR CONTROLLER

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2023-311: Riverside County

Emergency Management Department, Follow-up Audit, All Districts. [$01

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file lnternalAudit Repoft2023-311: Riverside County Emergency

Management Department, Follow-up Audit

ACTION:Gonsent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Spiegel, seconded by Supervisor Gutierrez and duly carried, lT

WAS ORDERED that the above matter is received and filed as recommended.

Ayes:
Nays:
Absent
Date:

xc:

Jeffries, Spiegel, Washington, and Gutierrez

None
Perez
February 28,2023
Auditor

Kimberly Rector
I

Deputy
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,

STATE OF CALIFORNIA

FINANCIAL DATA Cunont Fllcel Yoar: Next Fiscal Yoat: Tot l cost: Ongolng Co3t

COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

NET COUNTY COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

SOURCE OF FUNDS: N/A
Budget Adiustment: No

For FiscalYear: N/A

C.E.O. RECOMMENDATION: Approve

BACKGROUND:
Summary
We completed a follow-up audit of the Riverside County Emergency Management Department.

Our audit was limited to reviewing actions taken as of September 7, 2022, to correct findings

noted in our original audit report 2021-020 dated July 20, 2021. The original audit report

contained 11 recommendations, all of which required implementation to help correct the

reported findings.

Based on the results of our audit, we found that of the eleven recommendations:

. Ten of the recommendations were implemented.

. One of the recommendations was partially implemented

For an in-depth understanding of the original audit, please refer to lnternal Audit Report

2021-O2O included as an attachment to this follow-up audit report or it can also be found

at https://auditorcontroller.org/d ivisions/internal-aud it.

lmpact on Citizens and Businesses
Provide an assessment of internal controls over the audited areas

SUPPLEMENTAL:
Additional Fisca! lnformation
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller - lnternalAudit Repo112023-311: Riverside County

Emergency Management Department, Follow-up Audit.

Page 2 ot 2 tD# 21267 2.5



Internal Audit Report 2023-3ll

Riverside County
Emergency Management Department,

Follow-up Audit

Report Date: February 2812023

ADIAUDITOR
CONTROLLER
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Office of Ben J. Benoit
Riverside County Audito r-Controller
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County Administrative Center
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P.O. Box 1326

Riverside, C A 92502- I 326
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CONTROLLER

COUNTY OF RIVERSIDE

Ben J. Benoit
Riverside County Auditor-Controller

Tanya S. Harris, DPA' CPA
Assistnnt Auditor-Controller
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February 28,2023

Bruce Barton
Director of Emergency Management
Riverside County Emergency Management Department
450 E. Alessandro
Riverside, CA 92508

Subiecfi Internal Audit Report 2023-311,2 Riverside County Emergency Management
Department, Follow-up Audit

Dear Mr. Barton:

We completed the follow-up audit of Riverside County Emergency Management
Department. Our audit was limited to reviewing actions taken as of September 7,2022,
to hetp correct the findings noted in our original audit report 2021,-020 dated July 20,

2427.

We conducted our audit in accordance with the International Standards for the
Professional Practice of Internal Auditing. These standards require that we plan and
perform the audit to obtain reasonable assurance that our objective, as described in the
preceding paragraph, is achieved. Additionally, the standards require that we conduct
the audit to provide sufficient, reliable, and relevant evidence to achieve the audit
objectives. We believe the audit provides a reasonable basis for our conclusion.

The original audit report contained eleven recorunendations, all of which required
implementation to help correct the reported findings. Based on the results of our audit,
we found that of the eleven recommendations:

o Ten of the recommendations were implemented.
. One of the recorunendations was partially implemented.
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Internal Audit Report 2A23-3112 Riverside County Emergency Management
Department, Follow-up Audit

Summary of the conditions from the original audit and the results of our review on the
status of the implementation of the recommendations are provided in this report. For an
in-depth understanding of the original audit, please refer to Internal Audit Report 2027-

020 included as "Attachment A' of this audit report along with our deparbnent status
letter as "Attachment B.u You can also find the original audit report at
https:/ / auditorcontroller.org/ divisions / internal-audit.

We thank you and your staff for your help and cooperation. The assistance provided
contributed significantly to the successful completion of this audit.

&- A &*,A
Ben ]. Benoit
Riverside County Auditor-Controller

/ae.

By: Ren6 Casillas, CP& CRMA
Deputy Auditor-Controller

cc: Board of Supervisors

|eff A. VanWagenery County Executive Officer
Dave Rogers, Chief Administrative Officet
Grand Jury

Page 2 I
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Department, Follow-up Audit
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Internal Audit Report 2023-311,z Riverside County Emergency Management
Department, Follow-up Audit

Finding 1: Supporting Documentation

"In our review of 30 invoices for the Great Plates program processed by Emergency

Management, we identified the following:

o Three of 30 (10%) payment vouchers for the Great Plates Program were processed by
Emergency Management with inadequate supporting documentation such as a listing
clients receiving assistance to validate the expenditures. Standard Practice Manual,
Processing Vouchers, states departments must "submit voucher register report with the

back-up documentation to your departmental approver for approval prior to
submiision to the ACO.' Emergency Management stated they relied on other county

departments to provide accurate and complete information. Supporting documentation

provides financial records for events or activities, and therefore eluiures the accuracy

ind completeness of department transactions. Additionally, supporting documentation

provides deparhnents with information to research discrepancies.

Consideration should be taken when processing vouchers for Programs requiring
eligibility determination such as Great Plates administered by Riverside County Office

on Aging (Office on Aging). We performed a review to determine client Program
eligibility and identified the following:

o 25 of 171, (15%) Great Plates recipients tested were ineligible to the program in at-

least one of the three months reviewed. We verified the 25 recipients were currently

receiving federal nuEition assistance from other programs administered by Office on

Aging r*tir,g them ineligible to the Great Plates program. California Governor's Office

oiE*"rgency Services, Great Plntes Deliaered Program Guidnnce, states, "participants

must rrot bu currently receiving assistance from other state or federal nutrition
assistance programs" to be eligible for Great Plates Program assistance' Emergency

Management did not have a process in place to verify supporting documentation with
client information to perform a diligent review to ensure Great Plates Program
compliance. While the ultimate responsibility for ensuring Program eligibility lies with
Office of Aging, Emergency Management should consider the complexity of programs

for which they perform the accounts payable function. Accounts payable Processes are

designecl to ensure discrepancies are identified, Payments are accurate, and payments

reflect events and activities that occurred. Additionally, the Great Plates Program costs

are reimbursed by the Federal Emergency Management Agency, due to the ineligible

Page 4 I
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Internal Audit Report 2023-3lLz Riverside County Emergency Management
Department, Follow-up Audit

recipients of the program/ the funds may be requested to be returned to the federal
agency

Recommendation L.1

"Ensure vouchers processed by Emergency Management department contain adequate
supporting documentation to validate expenditures."

Current Status 1.1.: Implemented

Recommendation 1.2

"Develop a process to improve coordination with other county department programs to
ensure expenditures are compliant with county, federal, or state requirements."

Current Status 1.2: Implemented

Finding 2: Duplicate Payment

"Based on our review of vouchers processed for by Emergency Management during the
audit review period, we performed an analysis to identify duplicate payments of
invoices. We identified one invoice totaling $27,349 which was paid by Emergency
Management and Riverside County Community Action Partnership (Community
Action Partnership). Emergency Management processed the invoice on behalf of
Community Action Partnership. A correction was requested by Community Action
Partnership to the invoice and processed the payment to the vendor resulting in a

duplicate payment. Community Action Partnership did not notify Emergency
Management to reverse the payment or to request a credit from the vendor. As suctu
communication between Emergency Management and the departments for which they
process voucher payments for needs to be improved to identify situations where
duplicate payments may occur."

Recommendation 2.1,

"In the event that Emergency Management process vouchers for other county
departments in the future, develop a process to ensure duplicate invoice payments do
not occur."

Current Status 2.L: Implemented
Page 5 I
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Department, Follow-up Audit

Recommendation 2.2

"Communicate with Community Action Partnership to recover the duplicate payment
from the vendor."

Current Status 2.2: Implemented

Contract Monitoring

Finding 3: Inadequate Contract Monitoring

"Emergency Management is not adequately monitoring contractors to ensure
deparhnent is correctly billed for services provided. Based on our review of invoices
and supporting documentation for Power Security Group, we identified the following
discrepancies:

o Invoices indicate Emergency Management was billed an hourly rate of $52.50 for
security guard services when the contracted rate was set at $35 hourly.

r Emergency Management was invoiced for four security guards working 96-hour
days, for each day of the months reviewed. This would equate to the four security
guards working 24 hours each day.

Riverside County contract, RIVCO-99046-01.2-06/2.3 with Power Security Group for
armed and unarmed security guard services includes an agreement which states,

"CONTRACTOR shall make available, upon written request by any duly authorized
Federal, State, or COUNTY agenclr a copy of this Agreement and such books,
documents and records as are necessary to certify the nafure and extent of the

CONTRACTOR s costs related to this Agreement, All such books, documents and
records shall be maintained by CONTRACTOR for at least five years following
termination of this Agreement and be available for audit by the COUNTY." Based on
the contractual agreement, a request was made to Power Security Group to provide
supporting documentation for the invoices. We were unable to obtain the requested

supporting documentation from Power Security Group or Emergency Management, as

such, we were unable to validate the discrepancies identified. By not providing
requested documentation, Power Security Group is out of compliance with the contract

terms and conditions. Furthermore:

IPage 6
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Internal Audit Report 2023-3L12 Riverside County Emergency Management
Department, Follow-up Audit

. Power Security Group expendifures were not linked to established county contracts.

We identified three purchase orders totaling $439,995 for services provided by Power
Security Group which were not linked to an established county contract with the

contractor. Contracts are established between Riverside County and vendors to procure
goods/services and typically include pricing agreements, terms and conditions, and

limits on expenditures before having to seek board approval. Linking expenditures to
contracts is a control designed to ensure contract limitations are monitored and ensures

departments are within a contract's terms and conditions.

Standard Practice Manual 100L, Internal Controls, states, "County departments and
agencies shall establish, document and maintain an effective system of internal controls
for promoting effectiveness and efficiency in operations." Inadequate monitoring of
invoices from contractors increases the risk of theft, loss, contract non-compliance and
paying for services not rendered."

Recommendation 3.1

"Develop policies and procedures to ensure invoices for all contracts are adequately
reviewed."

Current Status 3.1: Implemented

Recommendation 3.2

"Ensure purchase orders are linked to Riverside County contracts."

Current Status 3.2: Implemented

Recommendation 3.3

"Ensure management is monitoring expendifures to verify purchase orders are linked
to county established contracts."

Current Status 3.3: Implemented

Page 7 I
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Department, Follow-up Audit

Recommendation 3.4

" Analyze the invoices from Power Security Group to ensure Emergency Management

did not overpay for services provided."

Current Status 3.4: ImPlemented

Expenditures

Finding 4: Purchaee Orders

"During our review of Emergency Management expendifures, we identified the

following as it relates to purchase orders:

o One instance totaling $267,867 in which purchase orders were split and

circumvented the Buyer II limitations of $10O000 per day per vendor for expenditures

with contracted vendors.

o One instance totaling $&089 in which purchase orders were split and circumvented

the $5,000 per day per vendor limitations for expenditures with non-contracted

vendots.

The Purchasing Policy Manual further states, "deliberate attempts to split orders, where

the purpose is keeping total cost of each order down below bid limits, and failure to

"orr,tir," 
orders *h"n practice for the best interest of the County in orders to

circumvent the limitations, is prohibited." This highlights the need for Emergency

Management to monitor purchase order limitations. The splitting o{ purchase orders

can rJsult in unauthorized commitments and increases the likelihood of improper

payments. Furthermore, when purchase orders are split into smaller components, it
cirtumvents formal bid requirements designed to ensure the best use of taxpayer

dollars."

Recommendation 4

,'Develop a process to maintain compliance with purchasing authority and expenditure

limitations as set forth in the Riverside County Purchasing Manual."

Current Status 4: Implemented

Page 8 I
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Warehouse Inventory

Finding 5: Warehouse Inventory Controls

"Based on our review of Emergency Management warehouse inventoryr we identified
the following:

o Emergency Management does not maintain a complete listing of all inventory at the
warehouse. In our review, we identified the Riverside warehouse did not have an
inventory listing for emergency supplies and equipment. Additionally, periodic
inventory counts have not been performed on the inventory items. Per discussion with
Emergency Management, a listing of emergency supplies and equipment was last
completed in ]anuary 2020 as prioritization was given over maintaining COVID
supplies and vaccine inventory.

. f,mergency Management acquired an inventory management system to track
inventory in real time, however, the department has only implemented the system to
track capital assets. Department management stated they were unable to fully
implement the inventory system due to the COVID pandernic emergency. Effective and
efficient inventory aids in controlling, tracking, and safeguarding inventoty.
Furthermore, not maintaining an adequate inventory can increase delays in locating
and maintaining inventory levels which can impact the department's objectives during
emergencies.

. We were unable to validate internal controls over adjustments within the inventory
management system as the department has not fully implemented the system.
Emergency Management must ensure there is an audit trail to increase traceability and
accountability to adjustments made to inventory items. Additional consideration should
be given to who can perform inventory adjustments to promote adequate segregation of
duties. United States General Account Office, Best Prnctices in Aclieaing Consistent,
Acarnte Plrysicnl Counts of lnaentory nnd Relnted Property, states, 'The key areas of
seglegation are (1) physical custody of assets, (2) processing and recording of
transactions, and (3) approval of transactions...personnel recording transactions that
affect the on-hand quantities should not be responsible for physical custody of the
inventory or approval of adjustments." Monitoring inventory adjustments aid in
identifying trends on items susceptible to unauthorized use or disposition.

IPage 9
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Per Standard Practice Manual 1001, Internnl Control, "Equipment, inventories, cash and
other property should be secured physically, counted periodically, and compared with
control records." Standard Practice Manual 1001 furthers states, 'County departments
and agencies shall establish document and maintain an effective system of internal
controls to safeguard and track assets."'

Recommendation 5.1,

"Establish an adjustment monitoring process for tracking adjustments to inventory."

Current Status Implemented

Recommendation 5.2

"Expand the implementation of Emergency Management's new inventory management
system to include tracking of all warehouse inventory."

Current Status 5.2: Partially Implemented

Emergency Management expanded its new inventory management system,

ServiceNow, to include warehouse inventory items. Seven out of ten (70%) warehouse
inventory items selected for testing could not be located at the time of our visit
(November 2L, 2022), Warehouse inventory items were either not at the location
reported in ServiceNow or items did not match the descriptions reported in the system.

Emergency Management updated their date of corrective action to January 7,2023. As
suctu the department has not fully implemented ServiceNow as a warehouse inventory
tracking system.

Fage 10 !
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COUIITY OF RIVERSIDE

PaulAngulo, CPA, MA
Rivereide County Auditor€ontroller

Tanya S. Harris, DPA, CPA
Asslstent AuditorController

mt

luly 20,2021

Bruce Barton
Director of Emergency Management Department
Riverside County Emergency Management Department
421.0 Riverwalk Parkway, Ste.300
Riverside, CA 92505

Subject Internal Audit Report 202'1,420: Riverside County Emergency Management
Department Audit

Dear Mr. Barton:

In accordance with Board of Supervisors Resolution 83-338, we completed an audit of
the Emergency Management Department to provide management and the Board of
Supervisors with an independent assessment of internal controls over accounts payable,
Coronavirus Relief Funds construction project eligibility, contract monitoring,
expenditures, and warehouse inventory.

We conducted our audit in accordance with the International Standards for the
Professional Practice of Internal Auditing. These standards require that we plan and
perform the audit to obtain sufficient, reliable, relevant, and useful information to
provide reasonable assurance that our objective as described above is achieved. An
internal audit includes the systematic analysis of information to evaluate and improve
the effectiveness of internal controls. We believe this audit provides a reasonable basis
for our conclusion.

Intemal controls are processes designed to provide management reasonable assurance
of achieving efficiency of operations, compliance with laws and regulations, and
reliability of financial and non-financial information. Management is responsible for
establishing and maintaining adequate internal conkols. Our responsibiliry is to
evaluate the internal controls.

Our conclusion and details of our audit are documented in the body of this audit report.
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As requested, in accordance with paragraph IILC of the Board of Supervisors
Resolution 83-338, management responded to each reported condition and
recorunendation contained in our report. Management's responses are included in the
report. We will follow-up to verify that management implemented the corrective
actions.

Paul Angulo, CPA, MA
Riverside County Auditor-Conbollera
By: Ren6 Casillas, CPA, CRMA

Chief Internal Auditor

cc: Board of Supervisors
George Johrison, County Executive Officer
Grand Jury

IPage 2
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Executive Summary

Overview

Riverside County Emergency Management Department (Emergency Management) was
established in July of 2015 and consist of four divisions: Business and Finance,
Operations, Preparedness, and Riverside County Medical Services Agency (REMSA).
Emergency Management Department provides coordination and oversight of
emergency management and disaster and response services for Riverside County. It has
an adopted budget of $21.8 million for FY 2A20-27 and77 authorized positions to
execute its responsibilities. C-ounty of Riaerside, Fiscal Year 2020-27 Adopted Budget, 251.

On March 11,,2020, the World Health Organization declared COVID-L9 a pandemic.
Emergency Management coordinated with Riverside County University Health System
Medical Center, Riverside County University Health System Public Health, and other
key county departments to identify, 

^itigate, 
prepare, and respond to the COVID-19

emergency. County departments coordinated under the Mass Care Branch of the county
Emergency Operations Center who further coordinated with the County Executive
Policy Team to ensure the procurement of supplies and resources throughout the
COVID-19 emergency.

Audit Obiective

Our objective is to provide management and the Board of Supervisors with an
independent assessment about the adequacy and effectiveness of internal controls over
accounts payable, Coronavirus Relief Fund, contract monitoring, expendifures, and
warehouse inventory. Internal controls are processes designed to provide management
reasonable assurance of achieving efficiency of operations, compliance with laws and
regulations, and reliability of financial and non-financial information.

Audit Scope and Methodology

We conducted the audit from February 24,202'1., through June 2, 202'1., for operations
from July 1, 2019, through June 2, 2021,. From a risk-based perspective, our scope
included the following:

o Accounts payable over payments processed by EMD on behalf of other county
departments
o Coronavirus Relief Fund construction project eligibility
o Contract Monitoring
o Expenditures
r Warehouse inventory

Page 4 !
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Audit Highlights

Existing Conditions

The current processes have not mitigated the following risk areas:

o Emergency Management processed vouchers with inadequate supporting
documentation. Providing appropriate documentation ensures compliance with county
policies, ensures the accuracy and completeness of department transactions, and
safeguards against inadequate use of county resources.

. Duplicate payment of an invoice payment processed by
Strengthening the internal conkol will help mitigate the risk
payments.

Emergency Management.
associated with duplicate

o Emergency Management is not adequately monitoring contractors to ensure
departrnent is correctly billed for services provided. Not adequately monitoring
contractors increases the risk of services not being performed and the potential for
overbilling.

o Expenditures are not linked to established county contracts. Linking expenditures to
contracts is a control designed to ensure contract limitations and terms and conditions
are monitored.

o Split purchases were identified in multiple purchase orders. Splitting purchase
orders result in unauthorized commitments and increases the likelihood of improper
payments and circumvents county procurement policies.

o Emergency Management does not maintain a complete listing of all inventory at the
warehouse. Monitoring inventory aids in identifying stock, rnnages storage capacity,
avoids overspending, and reduces inventory costs.

o Emergency Management acquired an inventory management system to track
inventory in real time; however, the deparhnent has only implemented the system to
track capital assets. Not maintaining an adequate inventory can increase delays in
locating and maintaining inventory levels which can impact the department's objectives
during emergencies. Additionally, effective inventory system can aid in safeguarding
assets, reduce inventory errors, and increases reliability of inventory information.

. We were unable to validate internal controls over adiustments within the inventory
management system as the department has not fully implemented the system.
Monitoring inventory adjushents aid in identifying trends on items susceptible to
unauthorized use or disposition.

Page 5 I
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lmpr o o ement O pp ortunities

The improvement opportunities are in the following areas:

o Ensure vouchers processed by Emergency Management department contain
adequate supporting documentation to validate expenditures.

o Develop a process to improve coordination with other counfy departrnent programs
to ensure expendifures are compliant with county, federal, or state requirements.

r Develop a process to ensure duplicate invoice payments do not occur when
Emergency Management processes vouchers for other county deparknents.

r Develop policies and procedures to ensure invoices for all contracts are adequately
reviewed.

I Develop a process to maintain compliance with purchasing authority and
expenditure limitations as set forth in the Riverside County Purchasing Manual.

o Establish an adjustment monitoring process for tracking adjustments to inventory

o ExPand the implementation of the inventory management system to include
tracking of all warehouse inventory.

Audit Conclusion

Based upon the results of our audit, we identified opporfunities for improvement of
internal controls relating to accounts payable, Coronavirus Relief Fund, contract
monitoring, expenditures, and warehouse inventory.

!Page 6
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Accounts Payable

Background

An accounts payable function is responsible for issuing payments to vendors that
provide goods/services to a county department. The accounts payable function verifies
payrnents are ProPerly approved and authorized, ensures payments are properly
recorded, and monitors for duplicate payments to vendors. During the COVID-19
pandemic, Emergency Management aided other county departments with processing
payrnents to vendors for certain programs. Two key programs were Great Plates and
Project Roomkey administered by Office on Aging and Housing, Homelessness
Prevention and Workforce Solutions deparhnents, respectively.

Objective

To verify the existence and adequacy of internal controls over accounts payable for
payments processed by Emergency Management on behalf of other county
departments.

Audit Methodolory

To accomplish these objectives, we:

o Obtained an understanding of board policies, and applicable standards over
accounts payable.

o Interviewed Emergency Management personnel and obtained an overview of the
procurement process.

o Obtained a listing of all vouchers processed by Emergency Management on behalf of
other departments and selected the Great Plates program (administered by Office on
Ag.g) and Project Roomkey (Homeless Housing Authority) to perform testing.

. Obtained and reviewed California Governoy's Office of Emergency Services, Great
Plates Deliaered Program Guidance

. Analyzed vouchers processed by Emergency Management for the audit period to
verify adequate supporting documentation and program eligibility criteria.

Page 7 !
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Finding 1: Supporting Documentation

In our review of 30 invoices for the Great Plates program processed by Emergency
Management we identified the following:

o Three of 30 (107o) payment vouchers for the Great Plates program were processed by
Emergency Management with inadequate supporting documentation such as a listing
clients receiving assistance to validate the expenditures. Standard Practice Manual,
Processing Vouchers, states departrnents must "submit voucher register report with the
back-up documentation to your departmental approver for approval prior to
submission to the ACO.' Emergency Management stated they relied on other county
departrnents to provide accurate and complete information. Supporting documentation
provides financial records for events or activities, and therefore ensures the accuracy
and completeness of department transactions. Additionally, supporting documentation
provides deparhnents with information to research discrepancies.

Consideration should be taken when processing vouchers for programs requiring
eligibility determination such as Great Plates administered by Riverside County Office
on Aging (Office on Aging). We performed a review to determine client program
eligibility and identified the following:

o 25 of 177 (1,5y,) Great Plates recipients tested were ineligible to the program in at-
least one of the three months reviewed. We verified the 25 recipients were currently
receiving federal nutrition assistance from other programs administered by Office on
Agrng making them ineligible to the Great Plates program. California Governor's Office
of Emergency Services, Great Plates Deliaered Program Guidana, states, "participants
must not be currently receiving assistance from other state or federal nutrition
assistance programs" to be eligible for Great Plates program assistance. Emergency
Management did not have a process in place to verify supporting documentation with
client information to perform a diligent review to ensure Great Plates program
compliance. \A/hile the ultimate responsibility for eruwing program eligibility lies with
Office of Aging, Emergency Management should consider the complexity of programs
for which they perform the accounts payable function. Accounts payable processes are
designed to ensure discrepancies are identilied, payments are accurate, and payments
reflect events and activities that occurred. Additionally, the Great Plates program costs
are reimbursed by the Federal Emergency Management Agency, due to the ineligible
recipients of the program, the funds may be requested to be returned to the federal
agency.

Page 8 I
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Recommendation 1.1

Ensure vouchers processed by Emergency Management department contain adequate
supporting documentation to val id ate expenditures.

Management's Response:

"Partially Concur. Since the flight from Wuhan with 290 passengers arrived at the
March Air Reserve Base on |anuary 29,202A, the Executive Office, EMD, RUH$Public
Health, RUHS Medical Center, Social Services along with other kuy County
Departments have been coordinating the County's COVID-19 planning, mitigation,
response and recovery efforts. Coordinating interagency communications, public
informatiory hospital surge capacity, COVID case management, testing and
vaccinations, feeding and housing of vulnerable populations, data collection/reporti.g
and allocating/distributing critical resources were just some of the top daily priorities
for the pastl7 months. Coordination of these efforts occurred through the Medical and
Health Department Operations Center (MHDOC) initially then through the County
Emergency Operations Center (EOC) as the COVID-l9 pandemic expanded. The
County Public Health Officer proclaimed a Public Health Emergency due to COVID-19
on March 8,2020. The Board of Supervisors ratified the Public Health Emergency and
proclaimed a Local Ernergency on March 10,2020.

Time critical life safety tasks undertaken by the EOC and its collective participating
County Departments included procuring and distributing resources such as personal
protective equipment durable medical equipment and medical staff to the County
healthcare system including all local hospitals, skilled nursing facilities, extended care
facilities and emergency medical service providers. As critical demand for these
resources grew globally, they became scarce and required rapid procurement when
supply sources were identified. Concurrently as State orders including a stay-at-home
order impacted employment, food security and housing Countywide, the departments
coordinated under the Mass Care Branch of the EOC implemented Federal and State
sponsored programs such as Operation RoomKey and Great Plates to meet the growing
needs of Riverside County residents. Due to the time critical and rapidly expanding
nature of needs driven by the growing nationwide pandemic, many of the State and
Federal prograrns and funding were initially pushed out with minimal initial guidance
for local implementation. The County moved swiftly and decisively to implement all
programs and utilize federal funding that would provide needed resources to residents.
To meet the time critical demand for resources the County Executive Officer/Director
of Emergency Services issued an Emergency Procurement order on March 26,2020.T1'ls
order remained in effect until May 12, 2021,. The County's Emergency Operations
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Center (EOC) received over 2,0ffi resource requests that were submitted by supporting
departments, stakeholders and communities. Many of the requests presented supply
and logistical challenges that required rapid, real time solutions in an emergency
Irlanagement environment that was unprecedented in scale and scope. Nonetheless, the
challenges were addressed, and the EOC and Executive Policy Group worked together
to ensure the proper resources were procured to supply response operations, partner
agencies and our communities in order to save lives and reduce the impacts of COVID-
19.

The Great Plates program was developed and managed as a collaborative effort at the
direction of the EOC Executive Policy Group. The payments to vendors for services
rendered were approved by Office on Aging functioning within the EOC Mass Care
and Shelter Branch. EMD's role through the EOC Administration and Finance Section
was developed to process payments to vendors that were participating in the program
using the Peoplesoft vouchering process. Due to client conJidentiality some supporting
documents may not have been submitted and whenever requested by the ACO
aPProver EMD would work with the ACO to provide any additional documentation
requested. Vouchers were submitted and approved by the ACO based on the Standard
Practice Manual 802 for Processing Vouchers revised 10/07/05. The Department
complied with the ACO's requirements within the SPM when "vouchers not meeting
the requirements set forth below will not be approved for payment and will be returned
to the departrnent for correction and resubmission to the ACO" since any vouchers in
question would have been rectified and were appropriately approved by the ACO
aPProver. EMD understands that the SPM may not cover all requirements for
supporting documentation during emergencies and is in the process of developing
improved EOC processes and procedures to include supporting documentation that
validates appropriateness and accuracy of expenditures."

Actua/estimated Date of Corective Action: December 37,2021

Recommendation 1.2

Develop a Process to improve coordination with other county department programs to
ensure expenditures are compliant with county, federal, or state requirements.

Management'e Reeponse:

"Pattially Concur. The Great Plates program was developed and managed as a
collaborative effort at the direction of the EOC Policy Group. The payments to vendors
for services rendered were approved by Office on Aging functioning within the EOC
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Mass Care and Shelter Branch. EMD's role through the EOC Administration and
Finance Section was developed to process payments to vendors that were participating
in the program using the Peoplesoft vouchering process. Due to the COVID-19 impacts
countywide the Executive Office developed the RivCo CARES team that worked
functionally as the EOC Administration and Finance Section to coordinate all response
related expenditures and developed the Riverside Co_CARES Funding Guidelines and
Procedures submitted to the ACO on 2/?5/2021. The Great Plates program was
managed by OOA within the EOC Mass Care and Shelter Branch and any program
related findings have already been addressed directly between the ACO and OOA. In
accordance with the Standardized Emergency Management System (SEMS) and the
Emergency Services Act, EMD will be coordinating with County Departments and
Operational Area Stakeholders to complete an after action review and report to include
improving EOC processes for major/complex incidents and County Department
training to ensure compliance with all county, federal or state requirements."

Achral/eetimated Date of Corrective Action: December 3'I..,2021,

Finding 2: Duplicate Payment

Based on our review of vouchers processed for by Emergency Management during the
audit review period, we performed an analysis to identify duplicate payments of
invoices. We identified one invoice totaling $27,349 which was paid by Emergency
Management and Riverside County Community Action Partnership (Community
Action Partnership). Emergency Management processed the invoice on behalf of
Communify Action Partnership. A correction was requested by Community Action
Partnership to the invoice and processed the payment to the vendor resulting in a
duplicate payment. Community Action Partnership did not notify Emergency
Management to reverse the payment or to request a credit from the vendor. As such,
communication between Emergency Management and the departments for which they
process voucher payments for needs to be improved to identify situations where
duplicate payments may occur.

Recommendation 2"1

In the event that Emergency Management process vouchers for other county
departments in the future, develop a process to ensure duplicate invoice payments do
not occur.
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Management's Response:

"Partially Concur. Project Roomkey was developed and managed as a collaborative
effort at the direction of the EOC Policy Group. The payments to vendors for services
rendered were approved by Housing, Homelessness Prevention and Workforce
Solutions (HHPWS) functioning within the EOC Mass Care and Shelter Branch. EMD's
role through the EOC Administration and Finance Section was developed to process
payments to vendors that were participating in the program using the Peoplesoft
vouchering Process. The Department did not process a duplicate invoice payment listed
on the finding. The Department processed the invoice for payment according to the
agreed timeline (EMD would process payments for any services rendered up to
December 31., 2020). We maintained this communication in ]anuary of. 2027 when on
1/79/2027 the Procurement Contract Specialist assigned to HHPWS confirmed that
purchase orders would be created with their accounting strings. The duplicate payment
referenced was processed by CAP and this should be addressed with them directly. In
accordance with the Standardized Emergency Management System (SEMS) and the
Emergency Services AcU EMD will be coordinating with County Departrnents and
Operational Area Stakeholders to complete an after action review and report to include
improving EOC processes for major,/complex incidents and County Department
training to ensure compliance with all county, federal or state requirements."

Actual/estimated Date of Corrective Action: December 37,2027

Recommendation a2

Communicate with Community Action Partnership to recover the duplicate payment
from the vendor.

Management's Response:

"Concur. After being notified of the duplicate payment processed to the vendor, on
4/20/2021, EMD reached out to HHPW$ CAP to resolve the item with the vendor.
After EMD Fiscal processed the payment on the approved invoice there was
communication between CAP and the vendor, and the vendor submitted an updated
invoice for the same timeframe using the same invoice number. CAP and the vendor
resolved the matter by crediting the overpayment amount on future invoices. An email
was sent to the ACO audit team on 4/27/2021 notifying them of the resolution. In
accordance with the Standardized Emergency Management System (SEMS) and the
Emergency Services Act, EMD will be coordinating with County Departments and
Operational Area Stakeholders to complete an after action review and report to include
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improving EOC processes for major/complex incidents and County Departrnent
training to ensure compliance with all county, federal or state requirements."

Actua/estimated Date of Corective Action: December 37,2027
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Contract Monitoring

Background

The Riverside County, Purchasing Policy Manual (2016), defines a contract as "an
agreement or purchase order for the purchase or disposal of commodities or services."
The Purchasing Policy Manual further states, "purchase conkacts shall be entered into
only after it has been determined that prices be paid are reasonable considering all of
the circumstances pertaining to the particular purchase under consideration." Price
reasonableness is established through competitive bidding and supported cost analysis.
The terms and conditions of county contracts identify the rights and responsibilities of
the parties involves. Terms and conditions include, but are not limited to the following:
payment, penalties, record retention, confidentiality, scope of services, ild inspection of
services.

Contract monitoring is a k"y process in ensuring compliance with a contracts
established terms and conditions. Contract monitoring consists of understanding the
terms and conditions and the scope of work. Departrnents can promote contract
compliance through validation of satisfactory work performance, ensuring timely
performance of contracted work, rnaintaining adequate documentation, and proper
review and approval of invoices prior to payment to a contractor. The Riverside
County, Purchasing Policy Manual (20L6), states, "whenever a department determines a
vendor has not satisfactorily delivered the goods or services contracted for by 

"purchase order and/ or contract, the department should address the problem by
initiating a Supplier Correction Action Form located at the Purchasing's Intranet Forms
website. It should never be assumed that contract performance problems will work
themselves out." Furthermore, "corrective action procedures can influence better
vendor performance, improved contracts and increase customer satisfaction.
Departments are encouraged to document and report all poor or deficient
performance."

Objective

To verify the adequacy of internal controls over contract monitoring.

Audit Methodology

To accomplish these objectives, we:
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o Obtained an reviewed the Riverside County Purchasing Manual as it relates to
purchasing authority limitations.

o Obtained and reviewed a listing of all contracts and memorandums of
understanding associated with Emergency Management.

o Selected a sample of contractors to determine if adequate controls exist over
contractor monitoring.

Reviewed invoices from contractor and request supporting documentation.a

Finding 3: Inadequate Contractor Monitoring

Emergency Management is not adequately monitoring contractors to ensure
department is correctly billed for services provided. Based on our review of invoices
and supporting documentation for Power Security Group, we identified the following
discrepancies:

o Invoices indicate Emergency Management was billed an hourly rate of $52.50 for
security guard services when the contracted rate was set at $35 hourly.

o Emergency Management was invoiced for four security guards working 96-hour
days, for each day of the months reviewed. This would equate to the four security
guards working 24 hours each day.

Riverside County contract NVCA-99046-012-0623 with Power Security Group for
armed and unarmed security guard services includes an agreement which states,
"CONTRACTOR shall make available, upon written request by any duly authorized
Federal, State, or CoUNTY agency, a copy of this Agreement and such books,
documents and records as .ue necessary to certify the nafure and extent of the
CONTRACTOR's costs related to this Agreement. All such books, documents and
records shall be maintained by CONTRACTOR for at least five years following
termination of this Agreement and be available for audit by the COUi\iTY." Based oi
the contracfual agreement, a request was made to Power Security Group to provide
supporting documentation for the invoices. We were unable to obtain the requested
supporting documentation from Power Security Group or Emergency Management, as
such, we were unable to validate the discrepancies identified. By not providing
requested documentatiory Power Security Group is out of compliance with the contract
terms and conditions. Furthermore:
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o Power Security Group expenditures were not linked to established county contracts.
We identified three purchase orders totaling V39,995 for services provided by Power
Security Group which were not linked to an established county conffact with the
contractor. Contracts are established between Riverside County and vendors to procure
goods/services and typically include pricing agreements, terms and conditions, and
limits on expenditures before having to seek board approval. Linking expenditures to
contracts is a control designed to ensure contract limitations are monitored and ensures
departments are within a contract's terms and conditions.

Standard Practice Manual 1.001., Internal Controls, states, "County departments and
agencies shall establish, document and maintain an effective system of internal controls
for promoting effectiveness and efficiency in operations." [nadequate monitoring of
invoices from contractors increases the risk of theft, loss, contract non-compliance and
paying for services not rendered.

Recommendation 3.1

Develop policies and procedures to ensure invoices for all contracts are adequately
reviewed.

Management's Response:

'Partially Concur. The Department does not agree that there are issues with contract
monitoring within normal EMD operating practices or even small to medium scale EOC
activations as evidenced by historical performance and State and Federal
reimbursement audits. The context here is the largest peacetime emergency response in
US history and logistical support of massive, Countywide response over 17 months. The
department agrees that going through a response of this size and duration have
revealed opportunities to update planning assumptions, improve EOC processes and
enhance training for large scale and complex incidents.

The services of Power Security Group were secured ttuough the EOC for securiy at
numerous field sites established to support the COVID-19 emergency. These included
quickly established Federal Medical Stations (FMS), testing and vaccination sites across
the County to provide emergency services to residents. Amendment No. 1 to the Power
Security Group, Inc. contract RIVCO-99A46-072-M/?3 included the $35.00 per hour per
guard rate. This contract is a countywide agreement and EMD has escalated the matter
to Central Purchasing to formally request the appropriate documentation and resolve
any items in dispute. The Deparhment will be implementing an EOC contract voucher
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Payment Process that ensures all contracts, purchasing documents and expenditures
match."

Actua[estimated Date of Corrective Action: Decembe r 37, 2021

Recommendation 3.2

Ensure purchase orders are linked to Riverside County contracts

Management's Response:

"Concur. The Department will be implementing an EOC contract voucher payment
process that ensures all contracts, purchasing documents and expenditures match when
services are procured during large scale and complex emergency activations."

Achra/estimated Date of Corrective Action: December 37,2021,

Recommendation 3.3

Ensure management is monitoring expenditures to verify purchase orders are linked to
county established contracts.

Management'e Respon$e:

"Concur. EMD is currently in the process of reviewing internal EOC policies and
procedures to effectively comply with all county, local, state, and federal guidelines
during large, complex emergencies. This includes a review and monitoring section as

part of the updates relating to the integration of RivcoPRO. The Department is in
communication with County Purchasing to coordinate, train and troubleshoot any
functionality issues between RivcoPRO and Peoplesoft. Additionally, EMD will be
implementing an EOC contract voucher payment process that ensures all contracts,
purchasing documents and expenditures match."

Actual/eetimated Date of Corrective Action: December 37,2027

Recommendation 3.4

Analyze the invoices from Power Security Group to ensure Emergency Management
did not overpay for services provided.
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Management's Response:

"Concur. EMD contacted the vendor to follow up on the ACO's request to them for
documentation and comrnunicated to them the records requirement listed on their
contract to provide, upon request, the timesheets for services rendered under the
contract. EMD has escalated this matter to Central Purchasing to formally request the
appropriate documentation and resolve any items in dispute."

Actual/estimated Date of Corrective Action: December 37,2021,
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Coronavirus Relief Fund Construction Proiect Eligibility

Background

The Coronavirus Aid, Relief, and Economic Security Act (CARES AcQ was signed into
law on March 27,2020. As part of the CARES Act, $150 billion was made available to
States, Tribal governments, and units of local goverrunent with populations exceeding
500,000. The Coung of Riverside received $431 million in Coronavirus Relief Funds.
Funds from Coronavirus Relief Fund can only be used for covering costs that are
necessary expenditures incurred due to the public health emergency with respect to
COVID-19, expenditures that were not accounted for in the budget most recently
approved as of the date of enactrnent of this section for the state or goverrunent, and
expenditures that were incurred during March '1, 2020, and December 30, 2020.
Guidance on the use of payment from the Coronavirus Relief Fund was provided by the
Federal Treasury on April ?2, 2020, and updated on June 30, 2020. The Treasury
released additional guidance in frequently asked questions, most recently updated
January 75,2021.

Our scope specifically included the relocation of the county Emergency Operations
Center to ensure expenditures were eligible for reimbursement under the Coronavirus
Relief Fund.

Objective

To verify the existence and adequacy of controls over Emergency Management
Coronavirus Relief Fund construction project expenditures. '

Audit Methodology

To accomplish these objectives, we:

Obtained an understanding of board policies, and applicable standards.

o Interview Emergency Management and obtain an overview of the Coronavirus
Relief Funds expenditure process.

o Contacted State of California, Departnent of Finance to obtain overview for the
expenditure process of Coronavirus Relief Funds.
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o Reviewed Emergency Management's CARES Act Justification, Relocation of Riaerside
C-oun$ Emer gency Operations Ctnter.

Finding: None Noted
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Expenditures

Background

The Riverside County Purchasing and Fleet Services Department is responsible for
implementing policies and procedures set forth in the Purchasing Policy Manual
(September 1,, 2A76\. The Director of Purchasing is the Purchasing Agent for Riverside
County and can delegate her authority to Riverside County staff with limitations that
vary depending on the level of authority granted. (See Table A for a surunary of.

delegation of purchasing authority.)

Table A:

Expenditures of $5,000 or greater, require departments to seek at least 3 written quotes
from potential vendors to ensure the best use of taxpayer dollars. The Purchasing
Manual describes split purchase orders as follows, "Deliberate attempts to split orders,
where the purpose is keeping total cost of each order down below bid limits, and failure
to combine orders when practical for the best interest of the County in order to
circumvent the limitations, is prohibited and may result in disciplinary actions reduced
or suspended purchasing authority."

Objective

To verify the existence and adequacy of controls over expenditures.

Audit Methodolory

To accomplish these objectives, we:

Obtained an understanding of board policies, and applicable standards.O

a

I

Position Purchase Order Authority
PO's Against PeopleSoft

Contracts

Low Value Purchase Authority
(LVPA) 55,000 per day per vendor 525,000 per day per vendor

Buyer I 525,000 per day per vendor $100,000 per day per vendor

Buyer ll Ss0,000 per day per vendor 5100,000 per day per vendor

Interviewed key personnel regarding procurement expenditure processes.
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. Obtained a listing of all expenditures for Emergency Management Department
during the review period of the audit.

. Obtained a listing of all Emergency Management Department staff with delegated
purchasing authority.

o Analyzed department expenditure data for the audit period to determine whether
there were instances of split purchase orders at the $5,000 and $25,000limitations.

Finding 4: Purchase Orders

During our review of Emergency Management expenditures, we identified the
following as it relates to purchase orders:

r One instance totaling $267,f367 in which purchase orders were split and
circumvented the Buyer II limitations of $100,000 per day per vendor for expenditures
with contracted vendors.

o One instance totaling $8,089 in which purchase orders were split and circumvented
the $5,000 per day per vendor limitations for expenditures with non-contracted
vendors.

The Purchasing Policy Manual further states, "deliberate attempts to split orders, where
the purpose is keeping total cost of each order down below bid limits, and failure to
combine orders when practice for the best interest of the County in orders to
circumvent the limitations, is prohibited." This highlights the need for Emergency
Management to monitor purchase order limitations. The splitting of purchase orders
can result in unauthorized commitments and increases the likelihood of improper
payments. Furthermore, when purchase orders are split into smaller components, it
circumvents formal bid requirements designed to ensure the best use of taxpayer
dollars.

Recommendation 4

Develop a Process to_main-tain compliance with purchasing authority and expenditure
lirnitations as set forth in the Riverside county Purchasing"Manual. '
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Management's Response:

"Partially Concur. Context of this finding needs to include the scale, scope and time
critical nature of procurement of life saving equipment and supplies during a rapidly
expanding unprecedented Nationwide emergency. The Department is actively and
continuously improving collaboration with all County Departments and will update the
EOC policies and procedures as part of the action report. This includes adequate levels
of staffing and delegations of authority to the EOC for large, complex incidents to
ensure resource demands are met during an activation."

Actua[estimated Date of Corective Action: December 37,2021
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Warehouse Inventory

Background

Emergency Management maintains inventory of medical supplies and equipment used
to respond to emergencies and disasters. They maruge two warehouses where
inventory such as medical supplies, equipment, and trailers used for disaster response
are stored. In additiory Emergency Management maintains medical health trailers
containing supplies and equipment located across Riverside County.

Internal Audit Report 2019402: Riaerside Caunty Emergency Manngement Department
audit identified internal control weaknesses as it relates to Emergency Marngement
warehouse inventory. The audit identified the following unmitigated risks:

o Inventory items were disposed and not documented
o Inventory quantities did not agree to the inventory listing
o Inventory items were not tagged with basic information such as item, part number,
descriptiory unit of measure, and quantity
o Several items could not be located
o There was no evidence of annual or periodic inventory counts
. KeY warehouse duties such as maintaining inventory listing, conducting inventory
counts, and disposing of inventory items were not segregated

During the COVID-l9 pandemic Emergency Management acquired and maintained
COVID-19 related inventory such as personal protection equipment and in coordination
with Riverside County Public Health Department, maintained a COVID-19 vaccine
inventory. Given the increased volume of inventory Emergency Management
encountered during COVID-19, a review was performed to determine whether the
previously unmitigated risks with inventory had been addressed.

Objective

To verify the existence and adequacy of controls over warehouse inventory

Audit Methodology

To accomplish these objectives, we:

Obtained an understanding of department policies and procedures over inventory.a
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Reviewed best practices for warehouse inventory

Conducted interviews with deparhment staff to observe the inventory process.

. Sampled inventory items and tested to verify accuracy of items and safeguarding of
inventory.

Finding 5: Warehouse lnventory Controls

Based on our review of Emergency Management warehouse inventory, we identified
the following:

o Emergency Management does not maintain a complete listing of all inventory at the
warehouse. In our review, we identified the Riverside warehouse did not have an
inventory listing for emergency supplies and equipment. Additionally, periodic
inventory counts have not been performed on the inventory items. Per discussion with
Emergency Management, a listing of emergency supplies and equipment was last
completed in January 2020 as prioritization was given over maintaining COVID
supplies and vaccine inventory.

o Emergency Management acquired an inventory management system to track
inventory in real time, however, the departrnent has only implemented the system to
track capital assets. Department management stated they were unable to fully
implement the inventory system due to the COVID pandemic emergency. Effective and
efficient inventory aids in controlling, tracking, and safeguarding inventory.
Furthermore, not maintaining an adequate inventory can increase delays in locating
and maintaini.g inventory levels which can impact the departrnent's objectives during
emergencies.

r We were unable to validate internal controls over adjustments within the inventory
management system as the department has not fully implemented the system.

Emergency Management must ensure there is an audit trail to increase traceability and
accountability to adjustments made to inventory items. Additional consideration should
be given to who can perform inventory adjushnents to promote adequate segregation of
duties. United States General Account Office, Best Practices in Achieuing Consistent,

AccaraD Physical C-ounts of lnaentory and Related Property, states, "The key areas of
segregation are (1) physical custody of assets, (2) processing and recording of
transactions, and (3) approval of transactions...personnel recording transactions that
alfect the on-hand quantities should not be responsible for physical custody of the
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inventory or approval of adjustments." Monitoring inventory adjustments aid in
identifying trends on items sureptible to unauthorized use or disposition.

Per Standard Practice Manual 1001, lnternal Control, "Equipment, inventories, cash and
other property should be secured physically, counted periodically, and compared with
control records." Standard Practice Manual 1ffi1 furthers states, "County departments
and agencies shall establish document and maintain an effective system of internal
controls to safeguard and track assets."

Recommendation 5,1

Establish an adjustment monitoring process for tracking adjustments to inventory

Management's Response:

Although the inventory management system (ServiceNow) was not available for the
inventory and tracking of non-capital resources, the Logistics Support Team tracked
and inventoried all COVID-19 resources during the response utilizing the WebEOC
Resource Plafform. In additiory a Chain of Custody was created for all deliveries to note
the item(s), quantity, receiving entity and contact information and signature from the
person assuming responsibility.

The items pulled from the warehouse floor were documented by a counter and verifier
and at the end of the day, the inventory database would be updated.

Page 26 I

"Partially Concur. Since 2079, EMD established internal policies (e.g., Asset
Management (8-6) and Inventory Management and Control (B-7)) to ensure internal
inventory control measures were in place for purchases and any asseb received. During
Riverside County's response to COVID-19 the EMD Warehouse received and filled
more than 2,000 resource requests. This includes over 17 million articles of Personal
Protective Equipment (PPE) to the healthcare system, local businesses and Community
Based Organizations (CBOs), coordinated all incoming and outgoing State Medical
Mutual Aid assets and supported logistical needs of the Counfiide testing and
vaccination campaigns. This unprecedented level of activity delayed the full
implementation of the inventory control system that was slated to be completed by
rnid-2020. All items received and delivered have been in compliance with EMD's policy
8-6 and B-7 which are also compliant with the ACOs SPM.
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The Corrective Action identified: the inventory was not updated 'live' as deductions
were performed. This gap will be corrected as soon as Service Now is implemented for
day-to-day use."

Actual/eetimated Date of Corrective Action: September'I.,, 2021

Recommendation 5.2

Expand the implementation of Emergency Management's new inventory management
system to include tracking of all warehouse inventory.

Management'g Response:

"Concur. Implementation of the inventory management system to expand to all
warehouse inventory is scheduled for September 7,2027."

Actuafestimated Date of Corrective Action: Septembe r 7, 2027
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Attachment B
Bruce Barton

Director

The following are the current statuses of the reported findings and planned corrective
actions contained in lnterna! Audit Report 2021-020: Riverside County Emergency
Management Department Audit.

0910712022

Authorized Signature Date

Finding 1 : Supporting Documentation

ln our review of 30 invoices for the Great Plates program processed by Emergency Management,
we identified the following:

. Three of 30 (10%) payment vouchers for the Great Plates program were processed by

Emergency Management with inadequate supporting documentation such as a listing of clients
receiving assistance to validate the expenditures. Standard Practice Manual, Processing
Vouchers, states departments must "submit voucher register report with the back-up
documentation to your departmental approver for approval prior to submission to the ACO."
Emergency Management stated they relied on other county departments to provide accurate and

complete information. Supporting documentation provides financial records for events or
activities, and therefore ensures the accuracy and completeness of department transactions.
Additionally, supporting documentation provides departments with information to research
discrepancies.

Consideration should be taken when processing vouchers for programs requiring eligibility
determination such as Great Plates administered by Riverside County Office on Aging (Office on
Aging). We performed a review to determine client program eligibility and identified the following:

o 25 of 171 (15%) Great Plates recipients tested were ineligible for the program in at least one
of the three months reviewed. We verified the 25 recipients were currently receiving federal
nutrition assistance from other programs administered by Office on Aging making them ineligible
for the Great Plates program. California Governor's Office of Emergency Services, Great Plates
Delivered Program Guidance, states, "participants must not be currently receiving assistance from
other state or federal nutrition assistance programs" to be eligible for Great Plates program
assistance. Emergency Management did not have a process in place to verify supporting
documentation with client information to perform a diligent review to ensure Great Plates program
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compliance. While the ultimate responsibility for ensuring program eligibility lies with Office of
Aging, Emergency Management should consider the complexity of programs for which they
perform the accounts payable function. Accounts payable processes are designed to ensure

discrepancies are identified, payments are accurate, and payments reflect events and activities

that occurred. Additionally, the Great Plates program costs are reimbursed by the Federal
Emergency Management Agency, due to the ineligible recipients of the program, the funds may

be requested to be returned to the federal agency.

Current Status

Reported Finding Corrected? Yes No

The Great Plates program was developed and managed as a collaborative effort at the
direction of the EOC Policy Group. The payments to vendors for services rendered were

approved by Office on Aging functioning within the EOC Mass Care and Shelter Branch and

eliqibilitv for the proqram was based on self-certification forms.

Recommendation 1.1

Ensure vouchers processed by Emergency Management department contain adequate

supporting documentation to validate expenditures.

Management Reply

"Partialty Concur. Since the flight from Wuhan with 290 passengers arrived at the March Air
Reserve Base on January 29, 2020, the Executive Office, EMD, RUHS-Public Health, RUHS

Medical Center, Social Services along with other key County Departments have been

coordinating the County's COVID-19 planning, mitigation, response and recovery efforts'

Coordinating interagency communications, public information, hospital surge capacity, COVID

case management, testing and vaccinations, feeding and housing of vulnerable populations, data

collection/reporting and allocating/distributing critical resources were just some of the top daily

priorities for the past 17 months. Coordination of these efforts occurred through the Medical and

Health Department Operations Center (MHDOC) initially then through the County Emergency

Operations Center (EOC) as the COVID-19 pandemic expanded. The County Public Health

Oificer proclaimed a Publlc Health Emergency due to COVID-19 on March 8,2020. The Board of

Supervisors ratified the Public Health Emergency and proclaimed a Local Emergency on March

10,2020.

Time critical life safety tasks undertaken by the EOC and its collective participating County

Departments included procuring and distributing resources such as personal protective

equipment, durable medical equipment and medical staff to the County healthcare system
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including all local hospitals, skilled nursing facilities, extended care facilities and emergency
medical service providers. As critical demand for these resources grew globally, they became
scarce and required rapid procurement when supply sources were identifled. Concurrently as

State orders including a stay-at-home order impacted employment, food security and housing
Countywide, the departments coordinated under the Mass Care Branch of the EOC implemented
Federal and State sponsored programs such as Operation RoomKey and Great Plates to meet
the growing needs of Riverside County residents. Due to the time critical and rapidly expanding
nature of needs driven by the growing nationwide pandemic, many of the State and Federal
programs and funding were initially pushed out with minimal initial guidance for local
implementation. The County moved swiftly and decisively to implement all programs and utilize
federal funding that would provide needed resources to residents. To meet the time critical
demand for resources the County Executive Officer/Director of Emergency Services issued an
Emergency Procurement order on March 26, 2020. This order remained in effect until May 12,

2021. The County's Emergency Operations Center (EOC) received over 2,000 resource requests
that were submitted by supporting departments, stakeholders and communities. Many of the
requests presented supply and logistical challenges that required rapid, real time solutions in an
emergency management environment that was unprecedented in scale and scope. Nonetheless,
the challenges were addressed, and the EOC and Executive Policy Group worked together to
ensure the proper resources were procured to supply response operations, partner agencies and
our communities in order to save lives and reduce the impacts of COVID-19.

The Great Plates program was developed and managed as a collaborative effort at the direction
of the EOC Executive Policy Group. The payments to vendors for services rendered were
approved by Office on Aging functioning within the EOC Mass Care and Shelter Branch. EMD's
role through the EOC Administration and Finance Section was developed to process payments
to vendors that were participating in the program using the Peoplesoft vouchering process. Due
to client confidentiality some supporting documents may not have been submitted and whenever
requested by the ACO approver EMD would work with the ACO to provide any additional
documentation requested. Vouchers were submitted and approved by the ACO based on the
Standard Practice Manual 802 for Processing Vouchers revised 10107105. The Department
complied with the ACO's requirements within the SPM when "vouchers not meeting the
requirements set forth below will not be approved for payment and will be returned to the
department for correction and resubmission to the ACO" since any vouchers in question would
have been rectified and were appropriately approved by the ACO approver. EMD understands
that the SPM may not cover all requirements for supporting documentation during emergencies
and is in the process of developing improved EOC processes and procedures to include
supporting documentation that validates appropriateness and accuracy of expenditures."
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Actual/estimated Date of Corrective Action: December 31,2021

Current Status

Corrective Action E Fully lmplemented
Not lmplemented

Partially lmplemented

Description of the corrective action taken (or pending action and estimated date of
com n for nned corrective action that is or not im lementedrtiall

Recommendation 1.2

Develop a process to improve coordination with other county department programs to ensure
expenditures are compliant with county, federal, or state requirements.

Management Reply

"Partially Concur. The Great Plates program was developed and managed as a collaborative
effort at the direction of the EOC Policy Group. The payments to vendors for services rendered
were approved by Office on Aging functioning within the EOC Mass Care and Shelter Branch.
EMD's role through the EOC Administration and Finance Section was developed to process
payments to vendors that were participating in the program using the Peoplesoft vouchering
process. Due to the COVID-19 impacts countywide the Executive Office developed the RivCo
CARES team that worked functionally as the EOC Administration and Finance Section to
coordinate all response related expenditures and developed the Riverside Co_CARES Funding
Guidelines and Procedures submitted to the ACO on 212512021. The Great Plates program was
managed by OOA within the EOC Mass Care and Shelter Branch and any program related
findings have already been addressed directly between the ACO and OOA. ln accordance with
the Standardized Emergency Management System (SEMS) and the Emergency Services Act,
EMD will be coordinating with County Departments and Operational Area Stakeholders to
complete an after action review and report to include improving EOC processes for major/complex
incidents and County Department training to ensure compliance with all county, federal or state
requirements."
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Actual/estimated Date of Corrective Action: December 31,2021
Current Status

Corrective Action: Fully lmplemented
Not lmplemented

Partially lmplemented

Description of the corrective action taken (or pending action and estimated date of
com letion for anned corrective action that is rtial or not i emented

Finding 2: Duplicate Payment

Based on our review of vouchers processed by Emergency Management during the audit review
period, we performed an analysis to identify duplicate payments of invoices. We identified one

invoice totaling $27,349 which was paid by Emergency Management and Riverside County
Community Action Partnership (Community Action Partnership). Emergency Management
processed the invoice on behalf of Community Action Partnership. A correction was requested by

Community Action Partnership to the invoice and processed the payment to the vendor resulting
in a duplicate payment. Community Action Partnership did not notify Emergency Management to

reverse the payment or to request a credit from the vendor. As such, communication between
Emergency Management and the departments for which they process voucher payments needs

to be improved to identify situations where duplicate payments may occur.

Current Status

Reported Finding Corrected? Yes No

On 4t2Ot2O21 EMD reached out to HHPWS- CAP to resolve the item with the vendor. CAP
and the vendor resolved the matter by crediting the overpayment amount on future invoices.

Recommendation 2.1

ln the event that Emergency Management process vouchers for other county departments in the
future, develop a process to ensure duplicate invoice payments do not occur.
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Management Reply

"Partially Concur. Project Roomkey was developed and managed as a collaborative effort at the

direction of the EOC Policy Group. The payments to vendors for services rendered were approved

by Housing, Homelessness Prevention and Workforce Solutions (HHPWS)functioning within the

EOC Mass Care and Shelter Branch. EMD's role through the EOC Administration and Finance

Section was developed to process payments to vendors that were participating in the program

using the Peoplesoft vouchering process. The Department did not process a duplicate invoice
payment listed on the finding. The Department processed the invoice for payment according to
the agreed timeline (EMD would process payments for any services rendered up to December

31, ,O2O). We maintained this communication in January of 2021 when on 111912021 the

Procurement Contract Specialist assigned to HHPWS confirmed that purchase orders would be

created with their accounting strings. The duplicate payment referenced was processed by CAP

and this should be addressed with them directly. ln accordance with the Standardized Emergency

Management System (SEMS) and the Emergency Services Act, EMD will be coordinating with

County Departments and Operational Area Stakeholders to complete an after action review and

report to include improving EOC processes for major/complex incidents and County Department

training to ensure compliance with all county, federal or state requirements."
Actual/estimated Date of Corrective Action: December 31,2021

Current Status

Fully lmplemented
Not lmplemented

Corrective Action:

Descripti on of the corrective action taken (or pending action and estimated date of

com on for lanned corrective action that is rtial or not im emented

Recommendation 2.2

Communicate with Community Action Partnership to recover the duplicate payment from the

vendor.

Management Reply

"Concur. After being notified of the duplicate payment processed to the vendor, on 412012021

EMD reached out [o HHPWS- CAP to resolve the item with the vendor. After EMD Fiscal
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between County DePartments.
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processed the payment on the approved invoice there was communication between CAP and the
vendor, and the vendor submitted an updated invoice for the same timeframe using the same
invoice number. CAP and the vendor resolved the matter by crediting the overpayment amount
on future invoices. An email was sent to the ACO audit team on 412712021 notifying them of the
resolution. ln accordance with the Standardized Emergency Management System (SEMS) and
the Emergency Services Act, EMD will be coordinating with County Departments and Operational
Area Stakeholders to complete an after action review and report to include improving EOC
processes for major/complex incidents and County Department training to ensure compliance
with all county, federal or state requirements."

Actual/estimated Date of Corrective Action: December 31,2021

Current Status

Corrective Action Fully lmplemented
Not lmplemented

Partially lmplemented

Description of the corrective action taken (or pending action and estimated date of
com etion for corrective action that is or not im lemented

Finding 3: lnadequate Contractor Monitoring

Emergency Management is not adequately monitoring contractors to ensure department is
correctly billed for services provided. Based on our review of invoices and supporting
documentation for Power Security Group, we identified the following discrepancies:

o lnvoices indicate Emergency Management was billed an hourly rate of $52.50 for security
guard services when the contracted rate was set at $35 hourly.

o Emergency Management was invoiced for four security guards working 96-hour days, for each
day of the months reviewed. This would equate to the four security guards working 24 hours each
day.

Riverside County contract, RIVCO-99046-012-06/23 with Power Security Group for
armed and unarmed security guard services includes an agreement which states,
"CONTRACTOR shall make available, upon written request by any duly authorized
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Federal, State, or COUNTY agency, a copy of this Agreement and such books,
documents and records as are necessary to certify the nature and extent of the
CONTRACTOR's costs related to this Agreement. All such books, documents and
records shall be maintained by CONTRACTOR for at least five years following termination
of this Agreement and be available for audit by the COUNTY." Based on the contractual
agreement, a request was made to Power Security Group to provide supporting
documentation for the invoices. We were unable to obtain the requested supporting
documentation from Power Security Group or Emergency Management, as such, we
were unable to validate the discrepancies identified. By not providing requested
documentation, Power Security Group is out of compliance with the contract terms and
cond itions. Furthermore :

. Power Security Group expenditures were not linked to established county contracts. We
identified three purchase orders totaling $439,995 for services provided by Power Security Group
which were not linked to an established county contract with the contractor. Contracts are
established between Riverside County and vendors to procure goods/services and typically
include pricing agreements, terms and conditions, and limits on expenditures before having to
seek board approval. Linking expenditures to contracts is a control designed to ensure contract
limitations are monitored and ensures departments are within a contract's terms and conditions.

Standard Practice Manual 1001, lnternal Controls, states, "County departments and agencies
shall establish, document and maintain an effective system of internal controls for promoting

effectiveness and efficiency in operations." lnadequate monitoring of invoices from contractors
increases the risk of theft, loss, contract non-compliance and paying for services not rendered.

Current Status

Reported Finding Corrected? Yes No

EMD communicated directly with the vendor to clarify the rates provided on the Payment
Provisions of Amendment 1 did not include a Holiday rate. The vendor agreed and future
invoices were reviewed for compliance and processed as appropriate.

Recommendation 3.1

Develop policies and procedures to ensure invoices for all contracts are adequately reviewed
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Management Reply

"Partially Concur. The Department does not agree that there are issues with contract monitoring

within normal EMD operating practices or even small to medium scale EOC activations as

evidenced by historical performance and State and Federal reimbursement audits. The context
here is the largest peacetime emergency response in US history and logistical support of massive,
Countywide response over 17 months. The department agrees that going through a response_oJ

this size and duration have revealed opportunities to update planning assumptions, improve EOC
processes and enhance training for large scale and complex incidents.

The services of Power Security Group were secured through the EOC for security at numerous
field sites established to support the COVID-19 emergency. These included quickly established
Federal Medical Stations (FMS), testing and vaccination sites across the County to provide

emergency services to residents. Amendment No. 1 to the Power Security Group, lnc. contract
RIVCO-99046-012-OGl23 included the $35.00 per hour per guard rate. This contract is a

countywide agreement and EMD has escalated the matter to Central Purchasing to formally
request the appropriate documentation and resolve any items in dispute. The Department will be

implementing an EOC contract voucher payment process that ensures all contracts, purchasing

documents and expenditures match."

Actual/estimated Date of Corrective Action: December 31,2021

Current Status

Corrective Action Fully lmplemented tr Partially lmplemented
Not lmplemented

Description of the corrective action taken (or pending action and estimated date of
com n for nned corrective action that is rtial or not im em

Recommendation 3.2

Ensure purchase orders are linked to Riverside County contracts.

X

EMD requests invoice approvals to ensure that services and goods were rendered before
payment is processed. As part of the approval process, we request staff to review line items
to ensure billing matches any contracts as appropriate.
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Management Reply

"Concur. The Department will be implementing an EOC contract voucher payment process that
ensures allcontracts, purchasing documents and expenditures match when services are procured

during large scale and complex emergency activations."

Actual/estimated Date of Corrective Action: December 31' 2021

Current Status

Corrective Action Fully lmplemented
Not lmplemented

Partially lmplemented

Descriptio n of the corrective action taken (or pending action and estimated date of
com etion for nned corrective action that is rtiall or not i emented

Recommendation 3.3

Ensure management is monitoring expenditures to verify purchase orders are linked to county

established contracts.

Management Reply

"Concur. EMD is currently in the process of reviewing internal EOC policies and procedures to

effectively comply with all county, local, state, and federal guidelines during large, complex

emergenties. This includes a review and monitoring section as part of the updates relating to the

integfution of RivcoPRO. The Department is in communication with County Purchasing to

cooidinate, train and troubleshoot any functionality issues between RivcoPRO and Peoplesoft'

Additionally, EMD will be implementing an Eoc contract voucher payment process that ensures

all contracts, purchasing documents and expenditures match."

Actual/estimated Date of Corrective Action: December 31,2021

Current Status

tr Fully lmplemented
Not lmplemented

tr Partially lmplemented

X

EMD continues to review and ensure that all purchase orders are linked to contracts as

appropriate and works to identify any continuing communication gaps between the

RivcoPRO and Peoplesoft systems with Purchasing and RCIT.

Corrective Action
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Description of the corrective action taken (or pending action and estimated date of
co etion for lanned corrective action that is rtiall or not im mented

Management Reply

"Concur. EMD contacted the vendor to follow up on the ACO's request to them for documentation
and communicated to them the records requirement listed on their contract to provide, upon
request, the timesheets for services rendered under the contract. EMD has escalated this matter
to Central Purchasing to formally request the appropriate documentation and resolve any items
in dispute."

Actual/estimated Date of Corrective Action: December 31,2021

Current Status

Corrective Action Fully lmplemented
Not lmplemented

Partially lmplemented

Description of the corrective action taken (or pending action and estimated date of
co etion for lanned corrective action that is or not im lemented

Finding 4: Purchase Orders

During our review of Emergency Management expenditures, we identified the following as it
relates to purchase orders:

o One instance totaling $267,867 in which purchase orders were split and circumvented the
Buyer ll limitations of $100,000 per day per vendor for expenditures with contracted vendors.
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EMD now requires all timesheets be submitted as supporting documentation to any invoice
received from Power Security Group and attach a copy of the Countywide Contract with the
request to ensure vendor compliance.
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. One instance totaling $8,089 in which purchase orders were split and circumvented the $5,000
per day per vendor limitations for expenditures with non-contracted vendors.

The Purchasing Policy Manual further states, "deliberate attempts to split orders, where the
purpose is keeping total cost of each order down below bid limits, and failure to combine orders
when practice for the best interest of the County in orders to circumvent the limitations, is
prohibited." This highlights the need for Emergency Management to monitor purchase order
limitations. The splitting of purchase orders can result in unauthorized commitments and

increases the likelihood of improper payments. Furthermore, when purchase orders are split into

smaller components, it circumvents formal bid requirements designed to ensure the best use of
taxpayer dollars.

Current Status

Reported Finding Corrected? Yes No

EMD has worked with newly hired staff to make sure training and resources are provided so
that when troubleshooting invoicing issues, they can remain compliant and avoid
undeliberate splitting of orders.

Recommendation 4

Develop a process to maintain compliance with purchasing authority and expenditure limitations

as set forth in the Riverside County Purchasing Manual.

Management Reply

"Partially Concur. Context of this finding needs to include the scale, scope and time critical nature

of procurement of life saving equipment and supplies during a rapidly expanding unprecedented

Nationwide emergency. The Department is actively and continuously improving collaboration with

all County Departments and will update the EOC policies and procedures as part of the action

report. This includes adequate levels of staffing and delegations of authority to the EOC for large,

complex incidents to ensure resource demands are met during an activation."

Actual/estimated Date of Corrective Action: December 31,2021
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Current Status

Corrective Action: tr Fully lmplemented
Not lmplemented

tr Partiallylmplemented

Description of the corrective action taken (or pending action and estimated date of
com etion for corrective action that is il or not im lemented

Finding 5: Warehouse lnventory Controls

Based on our review of Emergency Management warehouse inventory, we identified the
following:

o Emergency Management does not maintain a complete listing of all inventory at the
warehouse. ln our review, we identified the Riverside warehouse did not have an inventory listing
for emergency supplies and equipment. Additionally, periodic inventory counts have not been
performed on the inventory items. Per discussion with Emergency Management, a listing of
emergency supplies and equipment was last completed in January 2020 as prioritization was
given over maintaining COVID supplies and vaccine inventory.

. Emergency Management acquired an inventory management system to track inventory in
real time, however, the department has only implemented the system to track capital assets.
Department management stated they were unable to fully implement the inventory system due to
the COVID pandemic emergency. Effective and efficient inventory aids in controlling, tracking,
and safeguarding inventory. Furthermore, not maintaining an adequate inventory can increase
delays in locating and maintaining inventory levels which can impact the department's objectives
during emergencies.

o We were unable to validate internal controls over adjustments within the inventory
management system as the department has not fully implemented the system. Emergency
Management must ensure there is an audit trail to increase traceability and accountability to
adjustments made to inventory items. Additional consideration should be given to who can
perform inventory adjustments to promote adequate segregation of duties. United States General
Account Office, Best Practices rn Achieving Consistenf , Accurate Physical Counts of lnventory
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and Related Property, states, "The key areas of segregation are (1) physical custody of assets,
(2) processing and recording of transactions, and (3) approval of transactions...personnel
recording transactions that affect the on-hand quantities should not be responsible for physical
custody of the inventory or approval of adjustments." Monitoring inventory adjustments aid in
identifying trends on items susceptible to unauthorized use or disposition.

Per Standard Practice Manual 1001, lnternal Control, "Equipment, inventories, cash and other
property should be secured physically, counted periodically, and compared with control records."
Standard Practice Manual 1001 furthers states, "County departments and agencies shall establish
document and maintain an effective system of internal controls to safeguard and track assets."

Current Status

Reported Finding Corrected? Yes No

lnventory system has been implemented

Recommendation 5.1

Establish an adjustment monitoring process for tracking adjustments to inventory.

Management Reply

"Partially Concur. Since 2019, EMD established internal policies (e.9., Asset Management (8-6)
and lnventory Management and Control (B-7)) to ensure internal inventory control measures were
in place for purchases and any assets received. During Riverside County's response to COVID-
19 the EMD Warehouse received and filled more than 2,000 resource requests. This includes
over 17 million articles of Personal Protective Equipment (PPE) to the healthcare system, local
businesses and Community Based Organizations (CBOs), coordinated all incoming and outgoing
State Medical Mutual Aid assets and supported logistical needs of the Countywide testing and
vaccination campaigns. This unprecedented level of activity delayed the full implementation of
the inventory control system that was slated to be completed by mid-2020. All items received and

delivered have been in compliance with EMD's policy 8-6 and B-7 which are also compliant with
the ACOs SPM.

Although the inventory management system (ServiceNow) was not available for the inventory and

tracking of non-capital resources, the Logistics Support Team tracked and inventoried all COVID-
19 resources during the response utilizing the WebEOC Resource Platform. ln addition, a Chain
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of Custody was created for all deliveries to note the item(s), quantity, receiving entity and contact
information and signature from the person assuming responsibility.

The items pulled from the warehouse floor were documented by a counter and verifier and at the

end of the day, the inventory database would be updated.

The Corrective Action identified: the inventory was not updated 'live' as deductions were
performed. This gap will be corrected as soon as Service Now is implemented for day-to-day use."

Actual/estimated Date of Corrective Action: January 1,2023

Current Status

Corrective Action Fully lmplemented
Not lmplemented

Partially lmplemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).

EMD continues to conduct a wall-to-wall inventory of all equipment and supplies, including
those contained in trailers placed throughout the County. Approximately 95% of inventory
has been completed, with the remaining trailers to be inventoried as weather permits. Upon
completion of the inventory, Service Now will be completed for day-to-day use where live
updates to deductions will be performed.

Recommendation 5.2

Expand the implementation of Emergency Management's new inventory management system to
include tracking of all warehouse inventory.

Management's Reply

"Concur. lmplementation of the inventory management system to expand to all warehouse
inventory is scheduled for September 1 ,2021."

Actual/estimated Date of Corrective Action: January 1,2023
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Current Status

Corrective Action: Fully lmplemented
Not lmplemented

Partially lmplemented

Description of the action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).

EMD continues to conduct a wall-to-wall inventory of all equipment and supplies, including
those contained in trailers placed throughout the County. Approximately 95% of inventory
has been completed, with the remaining trailers to be inventoried as weather permits. As
items are inventoried, they are entered into the inventory management system. Upon

completion of the wall-to-wall inventory, Service Now will be implemented.

X
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