
SUBMITTAL TO THE BOARD OF SUPERVISORS
GOUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.8
(tD # 21413)

MEETING DATE:
Tuesday, March 28,2023

FROM : AUDITOR CONTROLLER

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2023-312'. Riverside County
lnformation Technology Follow-up Audit, All Districts. [$0]

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file tnternal Audit Report 2023-312: Riverside County lnformation
Technology Follow-up Audit

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Perez, seconded by Supervisor Spiegel and duly carried by
unanimous vote, lT WAS ORDERED that the above matter is received and filed as
recommended.

Ayes:
Nays:
Absent:
Date:

xc:

Jeffries, Spiegel, Washington, Perez, and Gutierrez
None
None
March 28,2023
Auditor-Controller

Ki A. Rector
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION: Approve

BACKGROUND:
Summary
We completed a follow-up audit of the Riverside County lnformation Technology. Our audit was
limited to reviewing actions taken as of September 20, 2022, to correct flndings noted in our
original audit reports 2018-017 dated March 4,2019, and 2021-022 dated June 29, 2021.The
original audit reports contained a combined total of 11 recommendations, all of which required
implementation to help correct the reported findings.

Based on the results of our audit, we found that of the eleven recommendations

o Seven of the recommendations were implemented.
. Four of the recommendations were not implemented

For an in-depth understanding of the original audits, please refer to lnternal Audit Reports 2018-
017 and 2021-022 included as attachments to this follow-up audit report or they can also be
found at https://auditorcontroller. orq/divisio4g/internal-audit.

lmpact on Citizens and Businesses
Provide an assessment of internal controls over the audited areas

SUPPLEMENTAL:
Additional Fiscal lnformation
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller - lnternalAudit Report 2023-312: Riverside County
lnformation Technology Follow-up Audit.

FINANClAL DATA Current Flscal Year: Next Fiscal Year: Total Cost: Ongolng Cost

COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

NET COUNTY COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

SOURCE OF FUNDS: N/A
Budget Adjustment: No

For Fisca! Year: nla
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Internal Audit Report 2023-312

Riverside County Information Technology
Follow- up Audit

Report Date: March 2812023

AUDITOR
CONTROLLER
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COUNTY OF RIVERSIDE
OFFICE OFTHE

AUDITOR-CONTROLLBR

County Administrative Center
4080 Lemon Street, 11n Fbor

P.O. Box 1326

R iverside, C A 92502-1326
(9s1) ess-3800

Fax (951) 955-3802

AUDITOR
CONTROLLER
F RIVERSIDE

Ben f. Benoit
Riverside County Auditor-Controller

Tanya S. Harris, DPA, CPA
Aesistant Auditor-Conkoller

ADI
COUNTY O

March 28,2023

Jim Smith
Chief Information Officer
Riverside County Information Technology
3450 Fourteenth Street
Riverside, CA 92501

Subject: Internal Audit Report 2023-3122 Riverside County Information Technology
Follow-up Audit

Dear Mr. Smith:

We completed the follow-up audit of Riverside County Information Techology. Our audit
was limited to reviewing actions taken as of September 20, 2022, to help correct the
findings noted in our original audit reports 2018-017: Riverside County Information
Technology, Change of Department Head Audit (Chief Information Officer), dated
March 4, 2079 and 2027-022: Riverside County Information Technology, Change of
Department Head Audit, dated June29,2021..

We conducted our audit in accordance with the International Standards for the
Professional Practice of Intemal Auditing. These standards require that we plan and
perform the audit to obtain reasonable assurance that our objective, as described in the
preceding para$aptV is achieved. Additionally, the standards require that we conduct
the audit to provide sufficient, reliable, and relevant evidence to achieve the audit
objectives. We believe the audit provides a reasonable basis for our conclusion.

The original audit reports contained a combined total of lL recommendations, all of
which required implementation to help correct the reported findings. Based on the results
of our audit, we found that of the lL recorrunendations:

o Seven of the recorrunendations were implemented.
o Four of the reconunendations were not implemented.
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COUNTY O

A,DITOR
CONTROLLER
F RIVERSIDE

Internal Audit Report 2023-3L22 Riverside County Information Technology, Follow-
up Audit

Summary of the conditions from the original audit and the results of our review on the
status of the implementation of the recofiunendations are provided in this report. For an
in-depth understanding of the original audits, please refer to Internal Audit Reports 20L8-

017 and 2A21-022 included as "Attachment A" and "Attachment B" ol this audit report
along with our department status letter as "Attachment C' at
https: / / auditorcontroller. / divisions / internal-audit

8^-/.2*,*

cc: Board of Supervisors

|eff A. Van Wagenen, County Executive Officer
Dave Rogers, Chief Administrative Officer
Grand Jury

Ben J. Benoit
Riverside County Auditor-Controller

By: Rend Casillas, CPA, CRMA
Deputy Auditor-Controller
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COUNTY OF RIVERSIDE

Internal Audit Report 2}2}-Sl}tRiverside County Information Technology, Follow-
up Audit
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AUDITOR
CONTROLLER
F RIVERSIDE

Internal Audit Report 2023-312t Riverside County Information Technology, Follow-
up Audit

Revolving Funds

Audit Report 20\8-017

Finding 1: Fund Reconciliations

Preparation and review of monttdy revolving fund reconciliations are not evidenced with
date and signafure from the preparer and reviewer. As such, there is no evidence that
proper segregation of duties exists, reconciliations and reviews are performed in a timely
manner, and that adequate reviews at the appropriate level are being performed. The

Auditor-Controller's Standard Practice Manual 603, Reaobing Funds, states,

"Reconciliations must be properly reviewed and approved by a supervisor ... rr Further,

Standard Practice Manual 1001, lnternnl C-ontrols, states, "Duties are divided or segtegated

so that no one person has complete control over a key function or activity." Information
Technology staff did not follow county policies and procedures. Signatures from the

preparer and reviewer provide reasonabie assurance that errors or fraudulent activities
do not go undetected.

Recommendation 1

Ensure monthly fund reconciliations are evidenced with dates and signatures by the

preparer and reviewer.

Current Status 1: Implemented

Page 4 I
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Internal Audit Report 2023-3122 Riverside County Information Technology, Follow-
up Audit

Carrital Assets

Finding 2: Tracking of Capital Assets

InJormation Technology is not properly tracking capital assets. Out of 15 capital assets

tested, we identified the following:

o Five assets could not be located
o One asset had the incorrect serial ID

Standard Practice Manual 513, Copitnl Asset Tags, states, "Each department is responsible

for the tagging and tracking of all movable assets.rrlnformation Technology staff did not
properly track and tag capital assets. When not accounted for or properly identified in
the Asset Management Module, an overstatement or understatement of capital assets

occurs. Further, not having adequate monitoring controls increases the risk of theft and
misappropriation.

Recommendation 2.1

Ensure capital assets are properly tracked and tagged in accordance with Standard

Practice Manual 573, Cnpitnl AssetTngs.

Current Status 2.1: Not Implemented

Ten out of 30 (34%) assets sampled were not affixed with an ACO asset tag number.
Standard Practice Manual 513, Capitnl Asset Tags, states, "The PurPose of tagging assets

is to designate the assets as belonging to the County of Riverside" and tags should be

located "where the number can be seen easily and identilied without disturbing the

operation of the item."

Recommendation 2.2

Develop a policy to ensure all capital assets purchased are placed into service and added
to the Asset Management Module in a timely manner.

Current Status 2.2: Implemented

Page 5
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Internal Audit Report 2023-3122 Riverside County Information Technology, Follow-
up Audit

Finding 3: Purchase of Capital Assets

The capital assets approved for purchase by the Riverside County Board of Supervisors

through the purchase of the Riverside County Collaboration Center on November L4,
201-3, valued at $2.8 million, have not been recorded in the Asset Management Module.
Additionally, we found the following other conditions in out review of these assets:

After the purchase, the assets were clustered as one asset and documented as

construction in progress as a temporary measure to have them uploaded in the

Asset Management Module and assess the true value of the assets. Five years later,
the assets have not been updated in the Asset Management Module for proper
tracking and accounting.

o

a

o

a

Assets have not been capitalized nor have they been depreciated since the assets

have not been reclassified from construction in progress to active assets in the

Asset Management Module.

Information Technology could not provide a listing of active assets clustered in
this group valued at $2.8 million. Further, we were not able to identify any of these

assets in the Asset Management Module as evidence they are being adequately

tracked in the system.

We were not able to verify the locations or physically verify the assets.

. The true value of the assets is not documented. These assets were Purchased
together with the Riverside County Collaboration Center without an appraisal

report determining the value of each asset.

When assets are inadequately recorded, identified, tracked, and reported, internal
controls over the safeguarding of assets are significantly weakened. Furthermore, it
understates or overstates the capital assets in the goverrunent wide financial statements

of Riverside County.

Recommendatlon 3.1

Ensure capital assets acquired in purchase approved by the Riverside County Board of

Supervisors on November 74,2013, are properly recorded to ensure capitalization and

Page 6 I
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Internal Audit Report 2023-3122 Riverside County Information Technology, Follow-
up Audit

depreciation occurs in accordance with Standard Practice Manual 502, Guidelines lor
Useful Liaes.

Current Status 3.1: Implemented

Recommendation 3.2

Ensure all capital assets are correctly and accurately added to the Asset Management
Module and costs are assigned in accordance with Standard Practice Manual50L, Cosf

Bnsis for Cnpitnl Assets nnd Capitalization Tfuesholds.

Current Status 3.2: Implemented

Recommendation 3.3

Ensure capital assets are property tagged and tracked in accordance with Standard
Practice Manual 513, AssetTngs,

Current Status 3.3: Not Implemented

One out of 4 (25%) sampled assets approved by the Riverside County Board of
Supervisors on November 26,2013, Agenda Item 3-20, were not affixed with an ACO
asset tag number. Standard Practice Manual 513, Capitnl Asset Tags, states, "The purpose
of tagging assets is to designate the assets as belonging to the County of Riverside" and
tags should be located "where the number can be seen easily and identified without
disturbing the operation of the item."

Recommendation 3.4

Reclassify and uniquely identify assets that are clustered as construction in progress.

Current Status 3.4: Implemented

Page 7 I
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Internal Audit Report 2023-3122 Riverside County Information Technology, Follow-
up Audit

Audit report 2021-022

Finding 1: Capital Assete Compliance

Riverside County Information Technology is not in compliance with county capital asset

procedures. We identified the following in our review:

a

a

a

Eleven (15%) out of the 75 assets sampled did not have the manufacturer supplied
serial number in the asset module of the Riverside County financial system and
used the respective designated field incorrectly. Standard Practice Manual 1001,

lnternnl Control, defines internal controls as the methods and procedures used to
ensure accuracy and reliability of financial records. By not providing sufficient
capital asset information in the Riverside County financial system, the accuracy of
capital asset inventory is not reliable. Furthermore, the practice of entering
accurate and complete information, ensures accurate reporting requirements are

met, capital assets are adequately accounted for, and processes are consistent

throughout departments.

Nineteen (25%) of the 75 assets sampled did not have county tags affixed. SPM 513

requires county departments to "Place the tag where the number can be seen easily

and identified without disturbing the operation of the item, which will assist with
the physical inventory." Tagging of capital assets is an internal control designed to
provide a method for identifying capital assets and aid in the annual capital asset

physical inventory, This practice ensures accurate reporting requirements are met,

capital assets are adequately accounted for, and processes are consistent

ttuou ghout departments.

Three (4%) out of the 75 assets sampled did not have county tags that agree with
the information reported in the Riverside County financial system. By not properly
tagging capital assets, Riverside County Information Technology was not in
compliance with SPM 513. Proper tagging ensures in-formation is accurate and

reliable and aids certifying capital assets.

Eight (1L %) out of the 75 assets sampled were not at the location indicated in the

Riverside County financial system or at the location reported by Riverside County
Information Technology. SPM 513 states, 'rln the event an asset is to be moved from
one location to another, or from one department to another, a Form AM-6 must be

IPage I
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Internal Audit Report 2023-312t Riverside County Information Technology, Follow-
up Audit

completed." SPM 513 further requires a location change be updated in the

Riverside County financial system.

o Fifteen (20%) out of 75 capital assets sampled were not disposed/ surplused in
accordance with Standard Practice Manual 514 (SPM S7(),Disposal of Cnpitnl Asset'

Capital assets had been upgraded and removed from Riverside County
Infbrmation Technology asset inventory. Flowever, the assets were not removed
from the Riverside County financial system. SPM 514 states, "Capital assets that

are no longer needed by a deparfment must be transferred to the custody of the

Supply Services Division of the Purchasing and Fleet Services Department for
disposal." Standard Practice Manual 505, Accounting For: Equipment, states, "The
Departmental capital asset coordinator is responsible for completing Form AM-7

to dispose of an asset."

Properly accounting for capital assets, their locatiory and updated with complete and

correct information, ensures over or understatements do not occur/ assets are readily
available, and needed information to track and identily the assets is teliable.

Recommendation L.1

Ensure capital asset information is accurately entered in the designated field. Specifically,

the Serial ID field should be used for the manufacture provided serial number or left
blank i-f none is assigned, pseudo serial number created by the department should be

entered under a different field.

Current Status 1.1: Implemented

Recommendation 1.2

Ensure capital assets are a-ffixed with a county tag in accordance with Standard Practice

Manual 513, AssetTngs.

Current Status 1.2: Not Implemented

The status of this recorrunendation is the same as the status for recommendation 2.'l- on

page 5 of this audit report. This continues to be an issue that has not been addressed.

Page 9
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Internal Audit Report 2023-3722 Riverside County Information Technology, Follow-
up Audit

Recommendation 1.3

Ensure capital asset locations are updated in the Riverside County financial system.

Current Status 1.3: Not Implemented

Three out of 30 (10%) assets tested were not able to be located at the locations specified
in PeopleSoft Asset Module at the time of our visit (November 2,2A22). Standard Practice
Manua151.3, CapitalAssetTngs,states thatif an "assethas beenmoved, thelocationchange
must be noted in the PeopleSoft Asset Management module."

Recommendation L.4

Ensure capital assets are disposed/ surplused in accordance with Standard Practice
Manual 51,4, Disposnl of Cnpitnl Asset.

Current Status L.4: Implemented

lPage 10



ATTACHIVIENT A

Internal Audit Report 2018-017

Riverside County Information Technology,
Change of Department Head Audit

(Chief Information Officer)

Report Date: March 412019

ADIHPJJ.S
COUNTY OF RIVERSIDE

0ffice of Paul Angulo, CPA, MA
Riverside County Auditor-Controller

4080 Lemon Street, llth Floor
Riverside, CA 92509

(9sl) ess-3800

wwrr'.eud itorcontroller.org



COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR.CONTROLLER

County Adminislrative Center
4080 Lemon Street, 11th Floor

P.O. Box 1326
Riverside, CA 92502-1326

(951) 955-3800
Fax (951) 955-3802

AUDITOR
CS,ITROTTER
F RIVERSIDE

mJt
COUNTY O

Paul Angulo, CPA, MA
Rlverslde County Audltor-Controller

Oscar Valdez
Aeelstant Audltor-Controller

March 4,2019

Dave Rogers
Chief lnformation Officer
Riverside County lnformation Technology
3450 14th Street
Riverside, CA 92501

Subject: lnternal Audlt Report 2018-017t Rlverslde County lnformation Technology,
Change of Departmont Hoad Audit (Chlef lnformatlon Offlcer)

Dear Mr. Rogers:

ln accordance with Board of Supervisors Resolution 83-338, we completed a change of
department head audit for Riverside County lnformation Technology (Chief lnformation Officer).
This audit is conducted to assess internal controls over the transfer and safeguarding of revolving
funds and capital assets when there is a change in department head.

We conducted our audit in accordance with the lnternational Standards for the Professional
Practice of lnternal Auditing. These standards require that we plan and perform the audit to obtain
sufficient, reliable, relevant and useful information to provide reasonable assurance that our
objective as described above is achieved. An internal audit includes the systematic analysis of
information to evaluate and improve the effectiveness of internal controls. We believe this audit
provides a reasonable basis for our conclusion.

lnternal controls are processes designed to provide management reasonable assurance of
achieving efficiency of operations, compliance with laws and regulations, and reliability of financial
and non-financial information. Management is responsible for establishing and maintaining
adequate internal controls. Our responsibility is to evaluate the internal controls.

Based upon the results of our audit, we determined:

1) Transfer of responsibility for revolving funds and capital assets to the newly appointed
Chief lnformation Officerwas processed timely and documented with required forms.

2l lnternal controls are inadequate and not operating effectively for the safeguarding of the
revolving funds and capitalassets. Specifically, revolving fund reconciliations did not show
evidence of adequate segregation of duties. Also, capital assets with an estimated value
of $2,8 million, were not adequately tracked and were not recorded in the Riverside
County's financial system.



AD AUDITOR
cot{TRo-Lm

COUilTY OF RIVERSIDE

lnternal Audlt Report 2018{17: Rlverside Gounty lnformation Technology, Changc of Department
Head Audlt (Chlof lnlormatlon Offlcer)

As requested, in accordance with paragraph lll.C of the Board of Supervisors Resolution 83-338,
management responded to each reported condition and recommendation contained in our report.
Management's responses are included in the report. We willfollow-up to verify that management
implemented the corrective actions.

PaulAngulo, CPA, MA
Riverside County Auditor-Controllerrrs
By: Ren6 Casillas, CPA, CRMA

Chief lnternalAuditor

cc: Board of Supervisors
George Johnson, County Executive Officer
Grand Jury

IPage 2
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COU}ITY OF RIVERSIDE

lnternal Audlt Report 2018-017: Rlverrlde Gounty lnformatlon Technology, Change of Department
Head Audlt (Chief lnformation Offlcer)
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ADIHP-IPfi
COUf'ITY OF RIVERSIDE

lnlernalAudlt Roport 2018.017: Rlvercide County lnformatlon Technology, Ghrnge of Department
Head Audlt (Chlef lnformatlon Officer)

Executive Summary

Overview

Riverside County lnformation Technology (lnformation Technology) is an lnternal Service Fund
with 1400/o reliance on revenues received from services, They offer services such as
comprehensive technological services and support, secure systems, and project management to
county departments,

Audit Objective

Our audit objective is to provide managemeht and the Board of Supervisors with an independent
assessment of internal controls and safeguarding over the transfer of revolving funds and capital
assets when there is a change in department head.

Audit Conclusion

Based upon the results of our audit, we determined:

1) Transfer of responsibility for revolving funds and capital assets to the newly appointed
Chief lnformation Officer was processed timely and documented with required forms.

2) lnternal controls are inadequate and not operating effectively for the safeguarding of the
revolving funds and capital assets. Specifically, revolving fund reconciliations did not show
evidence of adequate segregation of duties. Also, capital assets with an estimated value
of $2.8 million, were not adequately tracked and were not recorded in the Riverside
County's financial system,

IPage 4



MJHHPJT?*
COUilTY OT RIVERSIDE

lnternal Audlt Report 2018{117: Riverside County lnformatlon Technology, Change of Department
Head Audlt (Chlef lnformatlon Offlcer)

Revolving Funds

Background

Under the authority of Government Code Section 29320-29334, the Riverside County Board of
Supervisor's adopted Board Resolution 74-156 on May 14,1974, authorizing the establishment
of a revolving fund, underthe custodianship of a county officer, for use on oflicial county business.
The Board of Supervisors adopted Board Resolution 83-338, authorizing the Riverside County
Auditor-Controller to audit revolving funds of any officer accountable for such resources upon
transfer of such resources to a new officer,

The Riverside County Information Technology (lnformation Technology) has one revolving fund,
with an authorized balance of $8,000, maintained in the form of a bank account and petty cash.
We reviewed and verified Riverside County Auditor-Controller Standard Practice Manual Form
AR-1, Revolving Fund Request Order & Change Form, was completed and filed with the Riverslde
County Auditor-Controller's Oflice for the tranefer of cugtodianship of the revolving funds to the
new department head. Riverside County lnformation Technology has an established process in
place for the safeguarding of the revolving funds. Access to the revolving fund/petty cash is limited
to the fund custodian and three back-up individuals. We physically observed the petty cash funds
are kept in locked boxes in a safe with access limited.

ObJective

To determine if the required forms for the transfer of accountability of revolving funds from the
predecessor to the new appointed department head were completed, and properly filed with the
Riverside County Auditor-Controller'e Office. Also, to as$ess the adequacy of internal controls
over the safeguarding of the revolving funds.

Audit Methodology

To accomplish these objectives, we:

Reviewed Riverside County Auditor-Controller Standard Practice Manual Form AR-1,
Revolving Fund Request Order & Change Form lor the establishment and transfer of the
revolving funds

lnterviewed key personnel and reviewed department procedures over the revolving funds

a

a

a

a

a

Verified rovolving fund reconciliations were prepared

Performed a surprise cash count and reconciled to the fund assignment amounts

I

Reviewed for adequate segregation of duties

Page 5



ADISHPJT?$
COUTITY OF RIVERSIDE

lnternal Audlt Report 2018-017: Riveraldo County lnformatlon Technology, Change of Department
Head Audlt (Chlef lnformatlon Offlcer)

Finding 1: Fund Reconciliations

Preparation and review of monthly revolving fund reconciliations are not evidenced with date and
signature from the preparer and reviewer. As such, there is no evidence that proper segregation
of duties exists, reconciliations and reviews are performed in a timely manner, and that adequate
reviews at the appropriate level are being performed. The Auditor-Controller's Standard Practice
Manual 603, Revolving Funds, states, "Reconciliations must be properly reviewed and approved
by a supervisor..." Further, Standard Practice Manual 1A01, lnternalControls, states, "Duties are
divided or segregated so that no one person has complete control over a key function or activity."
lnformation Technology staff did not follow county policies and procedures. Signatures from the
preparer and reviewer provide reasonable assurance that errors or fraudulent activities do not go
undetected.

Recommendatlon 1

Ensure monthly fund reconciliations are evidenced with dates and signatures by the preparer and
reviewer.

ll/lanagemont's Reeponse

"Goncur. RCIT has updated the department's Revolving Fund Bank Reconciliation form to
include a preparer's name, date and signature and a reviewer's name, date and signature."

Actual/estimated Date of Corrective Action: October 3, 2018

"RCIT revolving fund bank reconciliation as of September 30, 2018 has been modified to
incorporate this change. "

IPage 6
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lnternal Audlt Report 20l8Ot7: Rlveralde County lnformatlon Technology, Change of Department
Head Audlt (Chlef lnformatlon Offlcer)

Capital Assets

Background

Capital assets are tangible assets of significant value which have a utility that extends beyond the
current year, and are broadly classified as land (valued at $1 or more), buildings and
improvements, infrastructure, and equipment (acquisition cost of $5,000 or greater).

Per the Riverside County Auditor-Controlleis Standard Practice Manual, Policy Number 515,
Transfer of Accountability on CapitalAssefs, it states that upon retirement or termination of a
department head, accountability for capital assets must be transferred to the new or acting
department head and notification filed with the Rlverside County Auditor-Controller's Office.

As of May 12,2017, the time the new director became acting director and acknowledged receipt
of capital assets from the out$oing offlcer, Riverside County lnformation Technology maintained
2,878 capitalaseets in the Riverside County FinancialSystem Asset Management Module (Asset
Management Module), consisting of servers, office equipment, and routers and switches with the
combined acquisition cost of $183.8 million.

Objective

To determine if the required Standard Practice Manual Form AM-1 , The lnventory of County
Property for Capital Assafs, for the transfer of accountability of capital assets from the
predecessor to the new appointed department head was completed and properly filed with the
Riverside County Auditor-Controller's Office. Also, to assess the adequacy of internal controls
over the safeguarding of capital assets.

Audit Methodology

To accomplish these objectives, we

Obtained an understanding of board policies and applicable standardso

a

a

a

a

Established the date of the department head change

Verified proper forms were completed for transfer of accountability of capital assets and
submitted to the Riverside County Auditor-Controller's Office

Obtained a listing of capital assets tracked in the Asset Management Module

Selected a random sample and verified the existence of capital assets that were
transferred to the new department head

IPage 7
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lntarnal Audit Report lOta-OtZ: Rlverelde County lnlormatlon Technology, Change of Department
Head Audlt (Chlef lnformatlon Officer)

Finding 2: Tracking of Gapital Assets

lnformation Technology is not properly tracking capital assets. Out of 15 capital assets tested, we
identified the following:

r Five assets could not be located
o One asset had the incorrect serial lD

Standard Practice Manual 513, Capita/ Asset lags, states, "Each department is responsible for
the tagging and tracking of all movable assets," lnformation Technology staff did not properly
track and tag capital assets. When not accounted for or properly identified in the Asset
Management Module, an overstatement or understatement of capital assets occurs. Further, not
having adequate monitoring controls increases the risk of thefl and misappropriation.

Recommendation 2.1

Ensure capital assets are properly tracked and tagged in accordance with Standard Practice
Manual 513, CapffalAssel lags.

Management's Response

"Goncur. The five assets that could not be located at the time of the audit were located by RCIT
technical staff. During future audit visits, RCIT will ensure that the appropriate staff are assigned
to assist with locating assets in a prompt manner. Additionally, the asset that had the inconect
serial lD has now been corrected and updated in PeopleSoft."

Actual/estimated Date of Corrective Action: December 3{, 2018

"RCIT will eoon begin its annual process of certifying capital assets for FY 18/19. RCIT will verify
that all locations are correct. ln addition, RCIT will begin random audits to ensure compliance."

Recommendatlon 2.2

Develop a policy to ensure all capital assets purchased are placed into service and added to the
Asset Management Module in a timely manner.

Management's Response

'Goncur. RCIT has updated its Capital Asset Management procedure, Asset Management
procedure for Third Party Payments and the lT Procurement Process. Staff has been trained on
updates to ensure assets are added in a timely manner,"

Actual/estimated Date of Corrective Action: November 1, 2018

Page 8 I
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lnternrl Audlt Raport 2018-017: Riverslde County lnformatlon Technology, Change of Departmanl
Hoad Audlt (Chlef lnformation Officer)

"RCIT willdistribute and post updated procedures on its SharePoint website."

Finding 3: Purchaso of Capital Assets

The capital aesets approved for purchase by the Riverside County Board of Supervisors through
the purchase of the Riverside County Collaboration Center on November 14,2013, valued at $2.8
million, have not been recorded ln the Asset Management Module. Additionally, we found the
following other conditione in our review of these assets:

Afler the purchase, the assets were clustered as one asset and documented as
construction in progress as a temporary measure to have them uploaded in the Asset
Management Module and assess the true value of the assets. Five years later, the assets
have not been updated in the Asset Management Module for proper tracking and
accounting.

Assets have not been capitalized nor have they been depreciated since the assets have
not been reclassified from construction in progress to active assets in the Asset
Management Module.

lnformation Technology could not provide a listing of active assets clustered in this group
valued at $2.8 million. Further, we were not able to identify any of these assets in the
Asset Management Module as evidence they are being adequately tracked in the system.

We were not able to verify the locations or physically verify the assets.

The true value of the assets is not documented. These assets were purchased togelher
with the Riverside County Collaboration Center without an appraisal report determining
the value of each asset.

a

a

a

a

a

When assets are inadequately recorded, identified, tracked, and reported, internal controls over
the safeguarding of assets are significantly weakened. Furthermore, it understates or overstates
the capital assets in the government wide financial statements of Riverside County.

Recommendation 3.1

Ensure capital assets acquired in purchase approved by the Riverside County Board of
Supervisors on November 14,2013 are properly recorded to ensure capitalization and
depreciation occurs in accordance with Standard Practice Manual 502, Guidelines for Useful
Lives.

Management's Response

*Goncur. Allcapital assets have been identified and will be properly recorded."

Actual/estimated Date of Corrective Action: December 15, 20{8

Page 9 I
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"RCIT has been working with ACO capital assets principal accountant to have these assets
properly recorded into PeopleSoft.'

Recommendation 3.2

Ensure all capital assets are correctly and accurately added to the Asset Management Module
and costs are assigned in accordance wlth Standard Practice Manual 501, Cosf Basis for Capltal
Assels and Capitalization Thresholds,

Management's Response

"Goncur. All capitalassets have been identified and the cost of the assets have been determined."

Actual/estimated Date of Correclive Ac{ion: December 15, 2018

"RCIT Fiscal has been working with ACO capital assets principal accountant to have the assets
properly recorded into PeopleSofl.'

Recommendation 3.3

Ensure capital assets are properly tagged and tracked in accordance with Standard Practice
Manual 513, Assef lags.

Management's response

"Concur. Allcapital assets have been identified and will be properly tagged and tracked."

Actual/estimated Date of Corrective Action: November 16, 2018

'RCIT Fiscal has been working with the ACO capital assets principal accountant to have the
assets properly recorded into PeopleSoft."

Recommendation 3.4

Reclassify and uniquely identify assets that are clustered as construction in progress.

Management's Response

"Concur. Allcapital assets will be reclasslfied and transferred from conslruction in progress,"

Actual/estimated Date of Corrective Actlon: December 15, 2018

'RCIT Fiscal has been working with the ACO capital assets principal accountant to have the
assets properly recorded into PeopleSofi."

Page 10 I
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Chief Information Officer
Riverside County Inlormation Technology
345014t1'Street
Riverside, CA 92501

Subject Internal Audit Report Internal Audit Report 202J-0222 Riverside County
Information Technolory, Change of Department Head Audit

Dear Mr. Smith:

In accordance with Board of Supervisors Resolution 83-338, we completed a change of
department director audit for Riverside County Information Technology. This audit is
conducted to assess internal controls over the transfer and safeguarding of revolving
funds and capital assets from the predecessor to the newly appointed department head.

We conducted our audit in accordance with the International Standards for the
Professional Practice of Internal Auditing. These standards require that we plan and
perform the audit to obtain sufficient, reliable, relevant, and useful information to
provide reasonable assurance that our objective as described above is achieved. An
intdrnal audit includes the systematic analysis of information to evaluate and improve
the effectiveness of internal controls. We believe this audit provides a reasonable basis
for our conclusion.

Internal controls are processes designed to provide management reasonable assurance
of achieving efficiency of operations, compliance with laws and regulations, and
reliability of financial and non-financial information. Management is responsible for
establishing and maintaining adequate internal controls. ()ur responsibility ib to
evaluate the internal controls.

Our conclusion and details of our audit are documented in the body of this audit report.
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As requested, in accordance with paragraph III.C of the Board of Supervisors
Resolution 83-33& management responded to each reported condition and
recorunendation contained in our report. Managemen(s responses are included in the
report. We will follow-up to verify that management implemented the corrective
actions.

o.
By, Ren6 Casillas, CPA, CRMA

Chief Internal Auditor

cc: Board ofSupervisors
Jeff A. Van Wagenen, Jr., County Executive Officer
Grand Jury

I?age 2
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Executive Summary

Ovenriew

Riverside County lnformation Technology is responsible for serving county
departments, elected officials, and the public with a wide variety of information
technology services. Information Technology is responsible for plaruring, designing,
implementing, operating, and coordinating the county's information technology
systems and networks, and for the delivery of information processing and
communications services.

Riverside County Inlormation Technology has an adopted budget ol $712.2 million for
Fy 2020-21, and 432 adopted positions to execute its responsibilities. Coun$ of Rioerside,
Fiscal Yenr 2020-21 Adopted Budget, 224.

Audit Objective

Our audit objective is to provide management and the Board of Supervisors with an
independent assessment of internal controls over the transfer and safeguarding of
revolving funds and capital assets when there is a change in department director.

Audit Conclusion

Based upon the results of our audit, we determined:

Internal conhols are in place to ensure the safeguarding and timely transfer of
revolving funds to the newly appointed Chief Information Officer.

We identified improvement opportunities over the safeguarding of capital assets
and the timely transfer of capital assets to the newly appointed Chief Information
Officer.

a

a

IPage 4
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Revolving Funds

Background

Under the authority of Government Code Section 29320-29334, the Riverside County
Board of Supervisor's adopted Board Resolution 74-156 on May 74, 1974, authorizing
the establishment of a revolving fund, under the custodianship of a county officer, for
use on official county business. The Board of Supervisor's adopted Board Resolution 83-
338 on November'I.,1983, authorizing the Riverside County Auditor-Conkoller to audit
revolving funds of any officer accountable for such resources upon transfer of such
resources to a new officer.

Riverside County Information Technology has one revolving funds, with an authorized
balance of $8,000, maintained in the form of petty cash and a bank account. The
revolving fund/petty cash is primarily used for emergency expenditures such as
training registration, office supplies, and daily operations. Iteplenishments requested
are reviewed and approved by the fund custodian. Petty cash access is limited to two
authorized personnel and checks are processed by an accounting technician and signed
by authorized check signers. The fund is reconciled monthly, signed, and dated by the
preparer and reviewer.

Objective

To determine if the required forms for the transfer of accountability of revolving funds
from the predecessor to the new appointed department director were completed, and
properly filed with the Riverside County Auditor-Controller's Office. Also, to assess the
adequacy of internal controls over the safeguarding of the revolving funds.

Audit Methodology

To accomplish these objectives, we:

r Reviewed Riverside County Auditor-Controller Standard Practice Manual Form AR-
1., Reuolaing Fund Request Order I Chnnge Form for the establishment and transfer of the
revolving funds.

a Interviewed key personnel and reviewed department procedures over the revolving

I

funds.

Page 5
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a Verified revolving fund reconciliations were prepared.

. Performed a surprise cash count and reconciled to the fund assignment amounts
without exception.

o Verified adequate segregation of duties existed.

Findings: None Noted

We reviewed and verified Riverside County Auditor-Controller Standard Practice
Manual Form ARl, Reaolaing Fund Reqttest Order I Chnnge Fonn, was completed and
filed with the Riverside County Auditor-Controller's Office for the transfer of
custodianship of the revolving funds to the new department director. The Riverside
County Information Technology has an established process in place for the use of the
revolving funds. Access to the revolving fund/petty cash is limited to the fund
custodians and one back-up individual. We physically observed the petty cash funds
are kept in locked boxes in locked drawers with access limited.

Based upon the results of our testing, we determined internal controls exist and are
adequate over the safeguarding and use of the revolving funds and the appropriate
forms were completed and properly filed with the Riverside County Auditor-
Controller's Office for the transfer of the revolving funds.

IPage 6
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Capital Assets

Background

Capital assets are tangible assets of significant value which have a utility that extends
beyond the current year and are broadly classified as land (valued at $1 or more),
buildings and improvements, infrastructure, and equipment (acquisition cost of $5,000
or greater).

Per the Riverside County Auditor-Controller's Standard Practice Manual, Policy
Number 512, Trnnsfer of Accountability on Cnpitnl Assets (SPM 512), it states that upon
retirement or termination of a department director, accountability for capital assets
must be transferred to the new or acting department director and notification filed with
the Riverside County Auditor-Controller's Office.

As of March 11,202'I.,, the time the new director was appointed, Riverside County
Information Technology maintained 3,090 capital assets in the Riverside County
financial system asset management module, consisting of structures, vehicles, field
equipment, fixed equipment, office equipment, leased equipment, and softwarg with
the combined acquisition cost of $1,47.4 million.

Obiective

To determine if the required Standard Practice Manual Form AM-1, The lnoentory of
C-oun$ Proper$ fur Cnpitnl Assets, for the transfer of accountability of capital assets from
the predecessor to the newly appointed department director was completed and
properly filed with the Riverside County Auditor-Conholle/s Office. Also, to assess the
adequacy of internal controls over the safeguarding of capital assets.

Audit Methodology

To accomplish these objectives, we:

o Obtained an understanding of board policies and applicable standards,

o Established the date of the department director change.

o Verified Proper forms were completed for transfer of accountability of capital assets
and submitted to the Riverside County Auditor-Conholler's Office.

Page 7 I
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o Selected a sample of capital assets to verify adequate internal controls exist over the
safeguarding of assets.

o Selected a sample of capital assets and verified existence.

o Verified proper forms were completed for the retirement of capital assets.

Finding1: Capital Aesete Tranefer of Accountability

A transfer oI accountability was not completed for the newly appointed Chief
Information Officer. The newly appointed Chief Information Officer was appointed
March 17,2021, and as of May 13,2021, two months after appointment, the transfer of
accountability form had not been summited to the Auditor-Controller's Office as
required by SMP 572. By not transferring capital assets to the incoming officer in a
timely manner, acknowledgment of transfer of accountabiltty has not been documented
as required by county policies.

Recommendation 1

Ensure the transfer of capital assets form the outgoing officer to the incoming oflicer is
documented using Standard Practice Manual Form AM-1, lnventory of C-ounty Property

for Capilnl Asxts and submitted to the Auditor-Controller's Office within 30 days of
appointment date.

Managemen(s Response:

"Concur. RCIT submitted the AM-1 form to the Auditor-Controller's Office (ACO) on
May 27,2427 and will ensure that this form is submitted in the future within 30 days of
the appointment of a newly appointed CIO.'

Actuafeetimated Date of Corrective Action: May 27,2021,

Finding 2: Capital Asset Compliance

Riverside County Information Technology is not in compliance with county capital
asset procedures. We identified the following in our review:

Page 8 I
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o Eleven (15%) out of the 75 assets sampled did not have the manufacturer supplied
serial number in the asset module of the Riverside County financial system and used
the respective designated field incorrectly. Standard Practice Manual 1001, hteranl
Control, defines internal controls as the methods and procedures used to ensure
accuracy and reliability of financial records. By not providing sufficient capital asset
information in the Riverside County financial system, the accuracy gf capital asset
inventory is not reliable. Furthermore, the practice of entering accurate and complete
information, ensures accurate reporting requirements are met, capital assets are
adequately accounted for, and processes are consistent throughout departments.

o Nineteen (25%) of the 75 assets sampled did not have county tags affixed. SPM 513
requires county departments to "Place the tag where the number can be seen easily and
identified without disturbing the operation of the item, which will assist with the
physical inventory." Tag$ng of capital assets is an internal control designed to provide
a method for identifying capital assets and aid in the annual capital asset physical
inventory. This practice ensures accurate reporting requirements are mef capital assets
are adequately accounted for, and processes are consistent throughout departments.

o Three (4%)out of the 75 assets sampled did not have county tags that agree with the
information reported in the Riverside County financial system. By not properly taggrng
capital assets, Riverside County Information Technology was not in compliance with
SPM 513. Proper tagging ensures information is accurate and reliable and
aids certifying capital assets.

. Eight (11,yo) out of the 75 assets sampled were not at the location indicated in the
Riverside County financial system or at the location reported by Riverside County
Information Technology. SPM 513 states, "In the event an asset is to be moved from one
location to another, or from one department to another, a Form AM-6 must be
completed.' SPM 5L3 further requires a location change be updated in the Riverside
County financial system.

o Fifteen (20'/") out of 75 capital assets sampled were not disposed/surplused in
accordance with Standard Practice Manual 514 (SPM 514), Disposal of Capitnl Asset.
Capital assets had been upgraded and removed from Riverside County Information
Technology asset inventory. However, the assets were not removed from the Riverside
County financial system. SPM 514 states, "Capital asseb that are no longer needed by a
deparhnent must be transferred to the custody of the Supply Services Division of the
Purchasing and Fleet Services Department for disposal." Standard Practice Manual 505,

Page 9 I



MJffiPJJS$
COUNTY OF RIVERSIDE

Internal Audit Report 2021-0222 Riverside County Information Technoloryr Change
of Department Head Audit

Accounting For: Equipnrcnt, states, "The Departmental capital asset coordinator is
responsible for completing Form AM-7 to dispose of an asset."

Properly accounting for capital assets, their location, and updated with complete and
correct in-formation, ensures over or understatements do not occur, assets are readily
available, and needed information to track and identify the assets is reliable,

Recommendation 2.1

Ensure capital asset information is accurately entered in the designated field.
Specifically, the Serial ID field should be used for the manufacture provided serial
number or left blank if none is assigned, pseudo serial number created by the
department should be entered under a different field.

Managemenfs Response:

"Partially Concur. RCIT utilized department assigned serial nos. in order to identify
some assets since the manufacturer serial nos. were unavailable or not
supplied/assigned by the manufachrrer. In any case, RCIT places either the
department issued or manufacturer serial no. in the same field in the PeopleSoft system
in order to ensure this unique identifier is visible to and convenient for staff when
conducting inventory utilizing the ACO provided RVAM Inventory Report. RCIT will
work with the Auditor{ontroller/s Office to find the best field to utilize in the future."

Actual/eetimated Date of Corrective Action: December 31.,202'I..

Recommendation 2.2

Ensure capital assets are affixed with a county tag in accordance with Standard Practice
Manual 513, AssetTags.

Management's Response:

"Concur. Due to the nafure of RCIT's network and radio infrastructure/equipment, the
county tag cannot be applied to every asset. Thereforg equipment is verified utilizing
either the manufacturer serial no. or the department assigned serial no. RCIT will work
with the Auditor-Controller's Office to create a tagging system that works best for every
IT specilic scenario."

Acfua/eetimated Date of Corrective Action: June30,2A22

Page 10 I
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Recommendation 2.3

Ensure capital asset locations are updated in the Riverside County financial system.

Management'e ResponEe:

"Concut. RCIT will automate the asset relocation notification process in order to
minimize the time period between when an item is moved and the PeopleSoft system is
updated, Additionally, AM-6 forms are only required to be completed in the case of
transfers between departments and not in the case of internal fund transfers."

Actual/estimated Date of Corrective Action: December 31,,2027

Recommendation 2.4

Ensure capital assets are disposed/surplused in accordance with Standard Practice
Manual 574, Disposnl of Cnpitnl Asset,

Management'a Responses

"Partially Concur. Many items are in transit due to year'end inventory and the
retirement of older assets in order to bring new assets online. RCIT has over 80
locations and items designated for surplus are generally moved to a centralized
Iocatiory inventoried and then a surplus form is prepared. RCIT provided surplus forms
to the Auditor-Controller's Office and will be transferring items to Surplus.
Subsequently, RCIT will prepare and send the AM-7 to the Auditor-Controller's Office."

Actua/estimated Date of Corrective Action: July 1,,2027

Page 11 I
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September 22,2022

Rene Casillas
Doputy Auditor-Controller
Riverside County Auditor-Controller Office
4080 Lemon Slreet, 11h Floor
Riverside, CA 92502

SubJect: lnternal Audlt Report 2023-312: Rlverside Gounty lnformation Technology
Follow-up Audlt- Department Response

Dear Mr. Casillas:

The following are the current statuses of the reported findings and planned corrective actions
contained in lnternalAudit Report 2018-017 : Rlverside County I nformation Technology, Change
of Department Head Audit (Chief lnformatlon Officer) and lnternal Audit Report 2O21'O22:

Gounty Technology , Change of Department Head Audit.

1'zo-?) 72

Signature Date

lnternal Audit Report 2018-017: Rlverslde County lnformation Technology, Change of
Department Head Audit (Chief lnformatlon Officer)

Finding 1: Fund Reconciliations

Preparation and review of monthly revotving fund reconciliations are not evidenced with date and

signature from the preparer and reviewer. As such, there is no evidence that proper segregation

of duties exists, reconciliations and reviews are performed in a timely manner, and that adequate

reviews at the appropriate level are being performed. The Auditor-Controller's Standard Practice

Manual603, Revolving Funds, states, "Reconciliations must be properly reviewed and approved

by a supervisor... " Further, Standard Practice Manual 1001, lnternal Controls, states, "Duties
aie divided or segregated so that no one person has complete control over a key function or
activity." lnformation Technology staff did not follow county policies and procedures. Signatures

from t-he preparer and reviewer provide reasonable assurance that errors or fraudulent activities

do not go undetected.

:t



Current Status

Reported Finding Corrected? x Yes No

The revolving fund reconciliation form was updated to include the preparefs name, date and
signature and the reviewer's name, date and slgnature.

Recommendatlon I

Ensure monthly fund reconciliations are evidenced with dates and signatures by the preparer and
reviewer.

Management Reply

"Concur. RCIT has updated the department's Revolving Fund Bank Reconciliation form to lnclude
a preparer's name, date and signature and a reviewer's name, date and signature."

Actual/estimated Date of Corrective Action: October 3, 2018

Current Status

Corrective.Action: [lrrfV lmplemented fl Partially lmplemented E Not
lmplemented r-

Descrlptlon of the correctlve actlon taken (or pendlng actlon and estimated date of completlon for
correctlve actlon

Flndlng 2: Tracklng of Gaplta! Assets

lnformation Technology is not properly tracking capitalassets. Out of 15 capital assets tested, we
identlfied the following:

. Five assets could not be located
o One asset had the incorrect serial lD

Standard Practice Manual 513, Capital Asset Tags, states, "Each department is responsible for
the tagging and tracking of all movable assets." lnformation Technology staff did not properly
track and tag capital assets. When not accounted for or properly identified in the Asset
Management Module, an overstatement or understatement of capital assets occurs. Further, not
having adequate monitoring controls lncreases the risk of theft and misappropriation.

Current Status

Reported Finding Corrected? Yesx No

Assets were located and incorrect serial lD was corrected in Peoplesoft.

Monthly reconciliations are performed on the revolving fund monthly, evidenced with
signatures of both preparer and reviewer on the Revolving Fund Bank Reconciliation Form,

T



Recommendation 2.{

Ensure capital assets are properly tracked and tagged in accordance with Standard Practice
Manual 513, Capita/ Asset lags.

Management Reply

"Concur. The five assets that could not be located at the time of the audit were located by RCIT
technical staff. During future audit visits, RCIT will ensure that the appropriate staff are assigned
to assisl with locating assets in a prompt manner. Additionally, the asset that had the incorrect
serial lD has now been corrected and updated in PeopleSoft."

Actual/estimated Date of Corrective Action: December 3{, 20{8

Current Status

tr Fully lmplemented I Partially lmplemented ECorrective Action:
lmplemented

Not

Descrlptlon of ths correctlve actlon taken (or pendlng actlon and estlmated date of completlon for
actlon that ls

Recommendation 2.2

Develop a policy to ensure all capital assets purchased are placed into service and added to the
Asset Management Module in a timely manner.

Management Reply

"Goncur. RCIT has updated its Capital Asset Management procedure, Asset Management
procedure for Third Party Payments and the lT Procurement Process. Staff has been trained on

updates to ensure assets are added in a timely manner'"

Actuaf/estimated Date of Corrective Action: November 1' 2018

Current Status

Corrective.Action: flfrffV lmptemented fl Partially lmplemented E Not
lmplemented L

Descrlptlo n of the correctlve actlon taken (or pendlng actlon and estlmated date of completlon for
or

Asset location was confirmed by the bureau technical staff. lf there is movement of the asset,
staff completes either the Return Merohandise Authorization (RMA) Notice Form or the
lnventory Change Request (lCR) Form. ln addition, asset locations are confirmed during the
annual certification and updated if needed.

Asset procedures were updated with staff training, Assets are added into Peoplesoft by the

SenioiAccountant then verified by the PrincipalAccountant to ensure accuracy and

completeness.



Flndtng 3: Purchase of Gapltal Assets

The capital assets approved for purchase by the Riverside County B,card of Supervisors through
the purchase of the Riverside County Collaboration Center on November 14,2013, valued at $2.8
million, have not been recorded in the Asset Management Module" Additionally, we found the
following other conditions in our review of these assets:

. After the purchase, the assets were clustered as one asset and documented as

construction in progress as a temporary measure to have them uploaded in the Asset
Management Module and assess the true value of the assets. Five years later, the assets
have not been updated in the Asset Management Module for proper tracking and
accounting.

r Assets have not been capitalized nor have they been depreciated since the assets have
not been reclassified from construction in progress to active assets in the Asset
Management Module.

. lnformation Technology could not provide a listing of active assets clustered in this group

valued at $2.8 million. Further, we were not able to identify any of these assets in the
Asset Management Module as evidence they are being adequately tracked in the system.

o We were not able to verify the locations or physically verify the assets.

The true vatue of the assets is not documented. These assets were purchased together
with the Riverside County Collaboralion Genter without an appraisal report determining
the value of each asset,

When assets are inadequately recorded, identified, tracked, and reported, internalcontrols over
the safeguarding of assets are significantly weakened. Furthermore, it understates or overstates
the capital assets in the government wide financial statements of Riverside County.

Current Status

trReported Finding Corrected? Yes No

The classification and proper recording of the assets was completed in May 2019.

Ensure capital assets acquired in purchase approved by the Riverside County Board of
Supervisors on November 14, 2013, are properly recorded to ensure capitalization and
depreciation occurs in accordance with Standard Practice Manual 5O2, Guidelines for Useful
LrVes.

n



Management ReplY

"Goncur. Allcapitalassets have been identified and will be properly recorded."

Actual/estimated Date of Corrective Action: December 15, 2018

Not

Current Status

Corrective Action:
lmplemented

Fully lmplemented tr Partially lmplemented I

Descrlptlon of the correctlve actlon taken (or pendlng actlon and estlmated date of completlon for
ned ls

Recommendatlon 3.2

Ensure all capital agsets are correctly and accurately added to the Asset Management Module

and costs are assigned in accordance with Standard Practice Manual 501, Cost Basis for Capital

Assefs and Capitalization Th resholds.

Management Reply

"Goncur. All capital assets have been identified and the cost of the assets have been

determined."

Actual/estimated Date of Corrective Action: December 16, 2018

Gurrent Status

Corrective Action:
lmplemented

Descrlptlon of the

x Fully lmplemented tr Partially lmplemented n Not

correcgve actlon taken (or pendlng actlon and estlmated date of completlon for
actlon that or not

Recommendatlon 3.3

Ensure capital assets are properly tagged and tracked in accordance with Standard Practice

Manual 513, Asset lags.

Management ReplY

,'Goncur. All capital assets have been identified and will be properly tagged and tracked."

x

Assets were recorded in Peoplesoft. Asset lD numbers are 4120 and 5216- 5266. The

finance team reviews all purchase requisitions. lf assets are included in the requestion, it is

then forwarded to the asset team for review. The asset team will provide a breakdown of
what is to be capitalized and expensed on the requisition'

Assets were recorded in Peoplesoft. Asset lD numbers are 4120 and 5216'5266' Assets are

added into Peoplesoft by the Senior Accountant then verified by the PrincipalAccountant to

ensure acturacy and completeness.



Actual/estimated Date of Corrective Action: November {5, 2018

Current Status

Corrective Action:
lmplemented

Descrlptlon of the correctlve actlon taken (or pendlng actlon and eatlmated date of completlon for
correctlve actlon ls or

Recommendation 3.4

Reclassify and uniquely identify assets that are clustered as construction in progress.

Management Reply

,'Concur. All capital assets will be reclassified and transferred from constructlon ln progress."

Actual/estimated Date of Corrective Action: December 15, 2018

Current Status

Corrective Action:
lmplemented

Descrlptlon of the correcgve actlon taken (or pendlng actlon and estlmated date of completlon for

lnternal Audit Report 2021.A22: Riverslde County tnformatlon Technology, Change of
Department Head Audit

Findlng 1: Capital Assets Gompliance

Rlverside County lnformation Technology is not in compliance with county capltal asset

procedures. We identified the following in our review:

. Eleven (15olo) out of the 75 assets sampled did not have the manufacturer supplied serial

number in the asset module of the Riverside County financial system and used the

respective deslgnated field incorrectly. Standard Practice Manual 1001, lnternalControl,
defines internaicontrols as the methods and procedures used to ensure accuracy and
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Assets were recorded in Peoplesoft. Assets lD numbers are 4120 and 5216- 5266. The

asset team follows the movement of the PO that contains assets and works with the

warehouse team to ensure assets are tagged before they are shipped out to locations.

An AM-4 form was completed to reclassify the assets from construction in progress to

completed assets and recorded in Peoplesoft module. The assel team reviews requisitions

containing assets and provides a breakdown of what is to be capitalized, expensed or

marked to CIP if warranted.
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reliability of financial records. By not providing sufficient capital asset information in the

Riverside County financial system, the accura-cy of capital asset inventory is not reliable.

Furthermore, th-e practice of entering accurate and complete information, ensures

accurate reporting requirements are met, capitalassets are adequately accounted for, and

processes are consistent throughout departments.

Nineteen (21o/o) of the 75 assets sampled did not have county tags. affixed. SPM 513

i"qrir"r countydepartments to "Place the tag where the.number can be seen easily and

iOehtifieO with6ut ciisturbing the operation of ihe item, which will assist with the physical

inventory." Tagging oicapi-tal assets is an internal control designed io provide a method

for iJentifying iipiiaf assets and aid ln the annual capital asset physical inventory. This

practice enslres'accurate reporting requirements are met, capital assets are adequately

accounted for, and processes are consistent throughout departments.

Three (4%) out of the 75 assets sampled did not have county tags that agree with the

inioimr:tion reported in the Riverside County financial system. By not p_roperly.tagging

r"pit"f assets,'Riverside County lnformation technology waq not in compliance with SPM

St g. proper tagging ensures information is accurate and reliable and alds certifying capital

assets.

Eight (11 o/o) out of the 75 assets sampled were not at the location indicated in the

niiui"iO" County financial system or at the location reported by Riverside- County

information Technology. SPM 513 states, "ln the event an asset is to be moved from one

locatton to another, oifrom one department to another, a Form AM-6 must be completed."

SpM S13 further requires a location change be updated in the Riverside County financial

system.

r Fifteen (ZOo/o) out of 75 capital assets sampled were not disposed/ surplused in

accordance with Standard Practice Manual 514 (SPM 514), Dr'sposal of CapitalAsset.

Capital assets had been upgraded and removed from Riverside County lnformation

Teihnology "r..t 
inr"ntory.'fiowever, the assets were not removed from the Riverside

County fininciaf system. SFU 514 staies, "Capital assets that are no longer needed by a

department must'Ue transferred to the custody of the. Supply Services. Division of the
purchasing and Fleet Services Department for disposal." Standard Practice Manual 505,

Accountin! For: Equipmenf, states, "The Depart-mental capital asset coordinator is

responsibi! for completing Form AM-7 to dispose of an asset."

properly accounting for capital assets, their location, and updated with complete and correct

information, ensures ov"r or understatements do not occur, assets are readily available, and

needed information to track and identify the assets is reliable.

Gurrent Status
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Records for assets noted above were updated as well as asset procedures'
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Recommendatlon 1.1

Ensure capital asset information is accurately entered ln the designated field.- Specifically, the

Serial lD fi'eld should be used for the manufaiture provided serial number or lefl blank if none is

assigned, pseudo serial number created by the department should be entered under a different

field.

Management Reply

,'parfially Concur. RCIT utllized department assigned serial nos. in order to identify some assets

slnce the manufacturer serial nos. were univailable or not supplied/ assigned by the

manufacturer. ln any case, RCIT places either the department issued or manufacturer serial no,

in the same field in the peopleSofi system in order to ensure this unique identifier is visible to and

convenient for staff when conducting inventory utilizing the ACO provided RV AM lnventory

Report. RCIT will work with the Auditor-Controiler's Office to find the best field to utilize in the

future."

Actual/estimated Date of Corrective Action: December 31,2021

Current Status
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Recommendation 1.2

Ensure capital assets are affixed with a county tag in accordance with Standard Practice Manual

513, Asset lags.

Management Reply

',Concur. Due to the nature of RCITg network and radio infrastructure/ equipment, the county tag

cannot be applied to every asset. Therefore, equipment is verified utilizing eitherthemanufacturer
serial no. oitir" department assigned serial no. RCIT will work with the Auditor-Controller's Office

to create a tagging system that works best for every lT specific scenario."

Actual/estimated Date of Gorrective Action: June 30' 2022

Current Status

Correctlve Action
lmplemented
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Assets are added into Peoplesoft by the Senior Accountant; information is then verifled by

the PrincipalAccountant to ensure accuracy and completeness ln cases where the serial

number is not available, asset team willwork with ACO for resolution.

x
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Recommendatlon {.3

Ensure capitalasset locations are updated in the Riverside County financialsystem.

Management RoPIY

',Concur. RCIT will automate the asset relocation notification process in order to minimize the

lme period between when an ltem is moved and the Peoplesoft system is updated. Additionally,

AM-d forms are only required to be completed in the case of transfers between departments and

not ln the case of internalfund transfers."

Actual/estimated Date of corrective Action: December 31,2021

Current Status

Corrective Action:
lmplemented

Descrlptlon of the correcgve actlon taken (or pendlng actlon and estlmated date of completlon for
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Recommendation 1.4

Ensure capital assets are disposed/ surplused in accordance with Standard Practice Manual 514,

Disposal of CaPital Assef.

Management RoPIY

,,partially Goncur, Many items are in transit due to year-end inventory and the retirement of older

assets in order to rrint hew assets online. RCIT has over 80 locations and items designated for

ruipfur ,r" jeneratty"moved to a centrallzed location, inventoried and then a surplus form. is

pilirareO. Rdtt prov'iaeJ surptus fo1rys to the Auditor-Controller's office and will be transferring

liems to Surplus. Subsequenily, RCIT will prepare and send the AM-7 to the Auditor-Controller's

Office."

Actuallestimated Date of Corrective Action: July 1,2021

All tangible items which include assots are delivered to the warehouse' The Asset team

worksivith warehouse to identify new assets and are tagged before being shipped to

locations. ln cases where equipment is unable to be tagged, asset team will work with ACO

for resolution.
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Descrlptlon of the correctlve actlon taken (or pending actlon and estlmated date of completlon for

The assets were surplusedldisposed with AM-7 form completed and sent to ACO. Bureaus
complete the surplus form and send to the Warehouse inbox. The form is then reviewed by

both the warehouse and asset teams. lf assets have been identified on the form, an AM-7
with proper documentation is sent to ACO for removal of asset in Peoplesoft.


