
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.3
(tD # 21544)

MEETING DATE:
Tuesday, April 18,2023

FROM: AUDITORCONTROLLER:

SUBJECT: AUDITOR CONTROLLER: lnternal Audit Report 2023-315: Riverside County Law
Offices of the Public Defender, Follow-up Audit, All Districts. [90]

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file lnternalAudit Repofi2023-315: Riverside County Law Offices of the
Public Defender, Follow-up Audit

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Washington, seconded by Supervisor Spiegel and duly carried
by unanimous vote, lT WAS ORDERED that the above matter is received and filed as
recommended.

Jeffries, Spiegel, Washington, Perez, and Gutierrez
None
None
April 18,2023
Auditor-Controller

By:

Ki A. Rector

uty
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION: Approve

BACKGROUND:
Summaru
We completed a follow-up audit of the Riverside County Law Offices of the public Defender. Our
audit was limited to reviewing actions taken as of November 1,2022, to correct findings noted in
our original audit report 2022-004 dated January 11,2022. The original audit report contained
three recommendations, all of which required implementation to help correct the reported
findings.

Based on the results of our audit, we found that of the three recommendations:

Two of the recommendations were implemented.
One of the recommendations was not implemented

For an in-depth understanding of the original audit, please refer to lnternal Audit Report
2021-004 included as an attachment to this follow-up audit report or it can also be found
at https://auditorcontroller.orq/divisions/internal-audit.

lmpact on Residents and Businesses
Provide an assessment of internal controls over the audited areas

SUPPLEMENTAL:
Additiona! Fiscal Information
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller - lnternal Audit Repoft2023-315: Riverside County Law
Offices of the Public Defender, Follow-up Audit.

Page 2 of 2 to# 21544 2.3

FINANCIAL DATA Current Flscal Year: Next Fiscal Year: Total Cost: Ongolng Cost

COST D 0.00 $ 0.00 $ 0.00 $ 0.00
NET COUNTY COST u 0.00 $ 0.00 $ 0.00 $ 0.00

SOURCE OF FUNDS: N/A Budget Adjustment: No

For FiscalYear: nla
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OF R COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR.CONTROLLER

Counly Administrative Center
4080 Lemon Street, 11rh Floor

P,O. Box 1326
Riverside, CA 92502-1326

(951) 955-3800
Fax (951) 955-3802

AUDITOR
CONTROLLER
F RIVERSIDE

AG) I

oCOUNTY

Ben J. Benoit
Riverside County Auditor-Controller

Tanya S. Harrls, DPA, CPA
Assistant Auditor-Controller

April 18,2023

Steven L. Harmon
Public Defencler
Riverside County Law Offices of the Public Defender
Riversicle, CA 92501

Subject: Internal Audit Report 2023-315: Riverside County Law Offices of the Public
Defender, Follow-up Audit

Dear Mr. Harmon:

We completed thc follow-up audit of Riverside County Law Offices of the Public
Defender. Our auclit was limitecl to rcvicwing actiorrs taken as of November "l ,2022, to
Irelp colrect the finclings notecl irr our original auclit report 2022-004 clated January 11,

2022.

We corrciuctecl our auclit in accordance with the International Standards for the
Professional Practice of lnternal Aucliting. These standarcls require tl'rat we plan and
pelform the auc-lit to obtain reasonable assurance that our objectirre, as described in the
prececling paragraph, is achieverl. Aclclitionally, the stanciarcls require that we conduct
thc audit to prorriclc sufficient, reliable, and relevant erriclence to achierre the audit
objectives. We belierre the auciit provides a reasonable basis for our conclusion.

Thc original auclit report cor"rtainecl three recommcnciations, all of which required
irnplementation to help correct the reportecl finrlings. Basecl on thc results of our audit,
wc fourrci that of the tl'rree recotnffrendations:

o Two of the recotnntenclations were irnplementec-I.
o One of the l'ecolnmellclatiorrs was not implementecl

Y 9, 1
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COUNTY OF RIVERSIDE

Internal Audit Report 2023-3152 Riverside County Law Offices of the Public Defender,
Follow-up Audit

Summary of the conditions from the original audit and the results of our review on the
status of the implementation of the recorrunendations are provided in this report. For an
in-depth understanding of the original audit, please refer to Internal Audit Report 2021-
004 included as "Attachment A" of this audit report along with our department status
letter as "Attachment 8." You can also find the original audit report at
https: / / auclitorcontmllcr.or gl cliv isions/ intcrrra l-auclit

We completed testing to determine whether the recommendations were implemented.
We concluded that one recommendation was not implemented. The results were
communicated with the Public Defender management and your response to our
conclusion is included this report.

We thank you and your staff for your help and cooperation. The assistance provided
contributed significantly to the successful completion of this audit.

Ben J. Benoit
Riverside County Auditor-Controller

By: Ren6 Casillas, CPA, CRMA
Deputy Auditor- Controller

cc: Board of Supervisors
Jeff A. Van Wagenen, County Executive Officer
Dave Rogers, Chief Adminishative Officer
Grand Jury
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CONTROLLER

COUNTY OF RIVERSIDE

Internal Audit Report 2023-315: Riverside County Law Offices of the Public Defender,
Follow-up Audit
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Attachments:

A. Internal Audit Report 2022-004

B, Status of Findings as Reportecl by Riverside County Law Offices of the Public Defender
on Novenrber1.,2022.
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COUNTY OF RIVERSIDE

Internal Audit Report 2023-3LSz Riverside County Law Offices of the Public Defender,
Follow-up Audit

Professional Services

Finding 1: Approval for Special Services

"Our sample of eleven (37%) out of thirty special service request forms for services
exceeding $2,500 did not have the requircd approval signatures. According to Public
Defender policy and procedure, 501- Purchasing, Specinl Seruice Request Procedrres, 'Each
special service form rnust bc submitted to and approved by o supervisor and
management prior to any special service usage for arry casc, The level of approval is as

follows:

1. A Supervisor may approve iterns up to $ 1,000.
2. Items $ 1,00L - $ 2,500 require approval of a Supervisor and an Assistant Deputy Public

Defender.
3. Items $ 2,501 and above lequire approval of the Supervisor and the Public Defender.'

For Public Defenders, one signafure has been enough for them to move forward since
they consider all their cases urgcnt, requiling prompt attention. Proper authorization will
prevent invalid transaction and an internal record that an activity has been reviewed aud
approved by appropriate authority before it can proccss or paicl. Further, it ensures
compliance with its own clepartmental policy."

Recommendation L

"Ensure that inJrouse service request forms are applovecl by personnel witl'r appropriate
authority as required by dcpartmental policy."

Current Status 1: Implemented

IPage 4
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Internal Audit Report 2023-3152 Riverside County Law Offices of the Public Defender,
Follow-up Audit

Application Controls

Finding 2: Disabling Systems'Access Timely

"Active directory and defender' data application accounts were not disabled in a tirnely
marurer for ernployees ancl volunteers no longer with the departrnent. We identified
tlre following in our review of 20 terminatccl employees (10) ancl volunteers (10):

. Twenty (100%) out of twenty sarnpled terminated employees and volunteers did
not have ticket requests to Inforn"ration Technology frorn the department to disablc access

to active directory network, and Defender's Data application.

. Three (30%) out of ten sarnpled terrninated employees were not disable from the
active clirectory network as of the time of our audit fieldwork. Further, to disable the
employees accounts from our sample selected, the average time lapsed was L53 clays

with tlre longest time lapsed bcing 738 days and the shortest being L day.

. Nine (45y") out of twenty samplecl terminatecl ertrployees ancl volunteer's access

accounts were not disablcd from Dcfcndcr's Data application as of the datc of our audit
fieldwolk. The average tin're lapsed to disable the account from our sample selected was
404 days, with the longest timc lapsed being 745 days and the shortest being 17 days."

Recommendation 2.1

"Ensure compliance witl'r County of Riversicle Informatiou Security Standard VL.0,
Section 4.L, Accotutt nnd Access Mnnngenteuf, by disabling Defender's Data application and
active directory network on the day of an ernployee's termination or transferred out from
the departnent."

Current Status 2.1.: Not Implemented

The Public Defender's Office is not in cornpliance with County of Rivcrsicle In-fclrmation
Security Standard V1.0, Section 4.1, Accoturt md Access Mnnngenretrf. We identified the
following in our review:

Eight (35%) out of 23 samplecl terminatecl employees and volunteers did not havea
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Internal Audit Report 2023-3L5: Riverside County Law Offices of the Public Defender,
Follow-up Audit

their active directory account tcrmination requests created and approved in a timely
manner. Tl"re average tirne lapsed was 19 days with the longest tirne lapsed being 92
days and the sholtest being 2 days.

. Eleven (48%) out <lf 23 sarnpled terminated employees and voluntecr's active
dircctory accounts remained active as of tl're date of our review (December 2022).

. Six (26%) out of 23 sampled terminated ernployees and volunteers access rights to
Defender's Data application were not clisablecl timely. The average time lapsed was 57
days with the longest time lapsed being 97 days and the shortest being 5 days.

. Fifteen (65'/r) out of 23 terminated ernployees and volunteer's Defender's Data
application accounts remained active as of the c{ate of our review (January 2023).

Management's Response

"The Public Defender's Office has made significant strides towarcls cornplete compliance
witlr County of Riversidc Information Security Standarcl VL.0, Section 4.1,, Accotutt nnd
Access Mnnngemenf, since our initial Internal Audit, 2022-004. Upon review of the Follow
Up Audit's finctings, the following was discovered:

1. Additions/Terminations to tl're Defender Data systen-l was rlanaged solely by
RCIT staff until June2022. The lequest is submitted by our department via email (not a

RCIT service ticket) to a specific person (Defencle,rData(<Drivco.org) assigned to manage
the Defender Data system. Thete is no current tracking method to ensure RCIT processes
our requests in a tirnely manner. After Jurrc 2022, Defender Data account termination
was handled in house by Public Defender IT staff.

2. luly 2022 the Public Dcfcnder employecl their own IT staJf. Previous procedures
approved in September 202'1. were reviscd in June 2022in prepalation of new workflows.
Due to this hansition time, sorle terminated staff inadvertently took longer to process as
the Department was adjusting to new procedures and workflows.

3. Some delays were founci to be due to approving emails RCIT sends out going
unatlswered. In some instances, a supervisor in our deparhnent would receive an ernail
to approve tl're termiuation process and not in-rmediately responcl therefore causing
delays. That process has since been revised to have all apploving RCIT emails sent to the

Page 6 I
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Internal Audit Report 2023-3'1,5: Riverside County Law Offices of the Public Defender,
Follow-up Audit

Department's Management staff with a 24-hour maximum tirneframe to approve
requests.

4. 'l'he terminated ernployees found in the Follow-Up Audit as "active", now have been
terminated from tl're Defender Data system.

5. l'hc Public Defender's Office is cunently working on updating all Account Management
policies to tighten up all workflows associated with thc termination proccss from County
systems."

Recommendation 2.2

"Ensure that the department have an effective tcrmination procedure including written
policy aud procedures in disabling access to active directory network and Defender's
Data application."

Current oa, hnplemented at Completion of Original Audit

IPage 7



Attachment A

Internal Audit Report 2022-004

Riverside County
Law Offices of the Public Defender

Audit

Report Date: ]anuary 11,2022

AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Office of Paul Angulo, CPA, MA
Riverside County Auditor-Controller

4080 Lemon Strect, I lth Floor
Riverside, CA 92509

(est) ess-3800

AG)I

rvrvrv.a ud ito rco nl rollcr.o rg



oF e

o
I

9rl

COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR.CONTROLLER

County Administrative Cenler
4080 Lemon Slreel, 11th Floor

P.O. Box'1326
Riverside, CA 92502-1 326

(951) 9s5_3800
Fax (951) S55-3802

AUDITOR
COI.ITROLLER

COUNTY OF R!VERSIDE

Paul Angulo, CPA, MA
Rlverslde County Audltor.Controller

Tanya S. Harrle, DPA, CpA
ABslslant Audltor-Controller

re)t

January 't"1,,2022

Stevcn L. Harmon
Public Defender
Riverside County Law Offices of the public Defencler
4075 Main Street, Suite 100
Riversicle, CA 92501

Subject: Internal Audit Report 2022-004t Riverside County Law Offices of the public
Defender Audit

f)ear Mr. Harmon:

In accordance with Board of Supervisors Resolution 83-338, we auclited the Law Offices
of the Public Defencle'r to provide managcment and the Board of Supervisors u,ith an
independent assessment of internal controls over profcssional servicei ancl application
controls.

We conducted our audit in accordance with the Irrternational Standarcls for the
Professional Practice of Internal Auditing. These standards require that we plan and
perform the audit to obtain sufficient, ieliable, relevant ancl useful information to
provide reasonable assurancc that our objective as clescribecl above is achieved. An
internal audit includes the systernatic analysis of information to evaluate and improve
the effectiveness of internal controls. We believe this audit provicles a reasonable basis
for our conclusion.

Itrterttal conhols al'e Processes designcd to proviclc management reasonable assurance
of_ achieving efficiency of operations, compliance with laws anrJ regulatiorrs, and
reliability of financial and notr-financial information. Management is iesponsible for
establishing and maintaining adequate internal controls. br, .urponribility i, to
evaluate the interrral controls.

Our conclusion and cletails of our audit are rlocumented in the boc-ly of this auclit report.
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COUNTY O

AUDITOR
CO|\ITROLLER
F RIVERSIDE

Internal Audit Report 2022-004: Riverside County Law Offices of the Public Defender
Audit

As requested, in accordance with paragraph IILC of the Boartl of Supervisors
Resolution 83-338, tnanagement respondecl to each reported condition and
recommendation contained in our report. Management's responses are included in the
report. We will follow-up to verify that rnanagement irnplemented the corrective
actions.

Paul Angulo, CPA, MA
Riverside County Auditor-Controller

,)
L:7\ -/'t -

By, Rend Casillas, CPA, CRMA
Chief lnternal Auditor

cc: Board of Supervisors
J_eff A. Van Wagenen,lr,, County Executive Officer
Grand |ury
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Internal Audit Report 2022-004t Riverside County Law Offices of the Public Defender
Audit
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COUNTY OF RIVERSIDE

Internal Audit Report 2022-0042 Riverside County Law offices of the public Defender
Audit

Executive Summary

Overview

Riverside County Law Offices of the Public Defender (Public Defender) has continued
to deliver legal representation to anyone unable to afforcl such services of the County,
The deparhnent consist of lawyers, investigators, paralegals, social workers, and clerical
staff. The department represents approximately b5% oi all criminal cases filed within
the County.

The Public Defender has a recommended budget of $45,3 rnillion for Fy2021 -22 and 227
positions to execute its responsibilities. County of Riaerside, Fiscnl yenr 2021-22
Recontntended Budgel, June 2021, 260.

Audit Obiective

Our obiective is to provide management and the Board of Supervisors with an
independent assessment about the adequacy ancl effectiveness of internal con;rols over
professional services and application controls, Internal controls are processes desigled
to provide lnanagement reasonablc assurance of achieving efficiency of operations,
compliance with laws and regulations, and reliability of financial information and non-
financial information, Reasonable assurance ,ecognires internal controls have i.herent
limitations, including cost, mistakes, and intentional efforts to bypass internal controls.

Audit Scope and Methodology

We conducted the autlit from June 17,202'1, through August g0, Z0Z'1., for operations
from fuly'1,,2019, through August 24,2021.. Following a riJk-basecl approach, our scope
initially included the following:

o Professionalservices
o State Sponsored Programs (Public Safety Realignment Act of 2011 (A8109) funding
and Penal Code 4750 claims)
. Application Controls

Through inquiry, observations, and Iimitecl examination of relevant documentation, it
was determined through a risk assessment of the state sponsored programs, that t6e
risk exposure to the Public Defencler associated with these processes are considerecl
low' We focused our audit scope to internal control over professional services and
application controls.

IPage 4
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Intetnal Audit Report 2022-004t Riverside County Law offices of the public DefenderAudit

Audit Highlights

Sumnnry of Existing Cotulitions

t A special service. request forrn for professional services does not have the approval
of the appropriate department officials for items $ 2,501 ancl abovc as requirec{ irr the
department's purchasing policy. Proper authorization provides an internal record that
an activity has been observed, reviewecl, and approved by appropriate authority before
it can be processed or paicl.

' Access to the Defender's Data application ancl active directory network were not
disabled after employees and volunteers were terminated. oisauling system user
accounts is an internal control designed to preverrt former employeei from having
access to system information.

Sttttnna ry of Intproa enrcnt O pp ortuni t ie s

r Ensure that in-house service request forms are processed for payment or approval
by appropriate authority as requir"d on professionaf special service request form,

o Ensure compliance with County of Riverside Information Security Standard V1.O
Section 4.'1, Accot?il nnd Access Manngenrcttt, by clisabling Defender's bata application
and active directory network on the employees; last clay o"f work with the departnent.

r 
.Ensure- the department has an effective termination procedure includipg written

Policy and procedures in disabling access to active clirectory network and Defender,s
Data application.

Audit Conclusion

Based upon the results of our audit, we iclerrtifiecl opportunitie.s for improvement of
internal controls relating to professional services ana use, access right.

IPage 5
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Internal Audit Report 2022-0042 Riverside County Law Offices of the public Defender
Audit

Professional Services

Background

A special service request form must be filleci prior to any retention of professional
services ptior to utilizing the service and submitted for approval to a supervisor ancl
lnalag:rl Each special service request form rnust be fillect out completely arrd where
applicable, must contain the projected number of hours needed by experis to perform
the needed services along with the hourly rate. It is necessary to compare costs of
services that are needed while maintaining the quality of service available.

Professional services are a key expenditure for Public Defender'. The tlepartment utilizes
only licensed professionals and services that are qualified and necessary.

Objective

To verify the existence and adequacy of internal control over department professional
services expenditures.

Audit Methodology

To accomplish these objectives, we:

o Obtained ancl documented all relevant policies and procec{ures over clepartment
purchasing process.

o Interviewed key personnel to identify and assess their purchasing process.

I 
- 
Selected samples to determine whether a special sen,ice request form was

submitted, completed, and approved by appropriatelevel of management.

Finding 1: Approval for Special Services

Our sample of cleven (37'/r) out of thirty special service request forms for services
exceeding $2,500 did- not have the required approval signatuies. According to public
D. efender policy and procedure, 501- Purchasing, Special Sentice Request"procedures,
"Each special service form must be submitted to ancl approvcd by a supervisor and
management prior to any special service usage for any case. The level of approval is as
follows:

IPage 6
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Intetnal Audit Report 2022-004: Riverside County Law Offices of the public Defender
Audit

1. A Supervisor may approve items up to $ 1,000.
2. Items $ 1,001 - $ 2,500 require approval of a Supen,isor ancl an Assistant Deputy

Public Defender.
3. Items $ 2,501 and above require approval of the Supervisor ancl the public Defencler.

For Public Defenders, one signature has been enough for them to rnove forwarcl since
they consider all their cases urgent, requiring prompt attention. proper authorization
will prevent invalid transaction and an inteinal recorcl that an activity has been
reviewed and approved by appropriate authority before it can proces o. puid. Further,
it ensures compliance with its own departmental policy.

Recommendation 1

Ensure that in-house service request forms are approvecl by personnel with appropriate
authority as required by departmental policy

Management's Response

"Concur. Our previous policy of requiring approval of a Supervisor ancl an Assistant
Public Defender for items from $1,001 to $2,500 and requiring approval of a Supervisor
and the Public Defender for items over $2,500 is unnecessr.y 

"i.,.u 
in all these cases the

amounts over the limits of the Supervisors. We have now revisecl our policy to state
that for amounts over the limits of the Supen,isors, only the Assistant public befender
or Public Defender need approve amounts up to $2,500 and the Public Defender or
his/ller designec need approve amounts over $2,500. The revisecl LOpD 501-
Purchasing policy has now been enacted. Please see reviserl policy attachecl."

Actual/estimated Date of Corrective Action: septernber g,zo2t

Page 7 I
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Internal Audit Report 2022-004: Riverside County Law Offices of the Pubtic Defender
Audit

Application Controls

Background

Public Defender uses a case managcment software application called Defender's Data
application for all its cases. The applicatiorr is a full fcatured case rnanagement system
designed to handle high volurne caseloads as commonly founci in pubtic defender
offices across the country.

When either a llew hire or volunteer joins Public Defender, a ticket is prepared to
Riverside County Inlorrnation 'Iechnology to acld these individuals to the active
directory network. Once cornpleted, a separate request is sent to the Public Defender
assigned staff to provide the ncw employee access to the clefender's data application
and a registry key. When an individual leaves the organization, their active-directory
network and Deferrder's Data application access are disabled.

User access revicw is an internal control to periodically verify that only legitimate users
have access to application or infrastructure. During a usel'access review, in application
business or information technology owner may discover that users who left the
department or transferred to another team in the department continue to have access to
applications or infrastructure after their access credentials or privileges should have
been removed, This vulnerability can be exploited resulting i" financial and/or
reputational loss to the enterprise. However, following some best practices that ensure
that unauthorized users do not have access to an application or system can help
mitigate this risk.

Objective

To verify the existence and adequacy of internal controls over the terminatiorr of access
to system applications utilized by Public Defender.

Audit Methodology

To accomplish these objectives, we:

o Obtained and documented all relevant policies and procetlures over disabling
terminated employee's access to active directory network and Defender's Data
application,

IPage I
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Inte-rnal Audit Report 2022'004t Riverside County Law offices of the public Defender
Audit

o Conducted interview with department personnel and Riverside County
(lnformation Technology) officials to obtain an understanding on disabling of active
directory and Deferrder's Data application.

o Selected a sample of terminated employees and volunteers to perform testing for our
review period.

Finding 2: Disabling Systems, Access Timely

Active directory and defencler' data application accounts were not disabled in a tirnelyn]aln:r for employees aud volunteers no longer with the clepartment. We identified
the following in our review of 20 terminatecl employees (10) and volunteers (10):

o Twenty (100%) out of twenty sarnpled terminated employees ancl volunteers did not
have ticket requests to lrrformation Technology frorn the iepartrnent to clisable access to
active directory network, ancl Defender,s Data application.

o Three (30%) out of ten sarnpled terminated en'rployees were not disable from the
active directory network as of the tirne of our audii fieldwork. Further, to disable the
ernployees accounts from our sample selected, the average time lapsed was 153 days
with the longest time lapsed being 738 c{ays and the shorteit being 1 iay.

o Nine (45"/r) out of twenty sampled terminatecl employees ancl volunteers access
accounts were not disabled from Defertder's Data application as of the date of our audit
fieldwork. The average time lapsed to disable the aicount from our sample selected was
404 days, with the longest time lapsed being 745 rlays ancl the shortest Ueing 1,7 days.

Recommendation 2.1

Ensure compliance with County of Riverside Information Security Standard V1.0,
Section 4.'l', Accotntt nnd Access Manngenten l, by clisabling Defencler's Data application
and active directory network on the day of arr emplolyee's termination or h.alsferred
out from the department.

Management's Response

"Concur. We have now revised our policy ancl procedure .so that disabling Defencler
Data application and active directory network- access is performed on ihe day of
termination from the Department. please see attached new ptli.y,,,

IPago I
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Intetnal Audit Report 2022-004: Riverside County Law Offices of the public Deferrder
Audit

Actual/estirnated Date of Corrective Action: september zg,2o2l

Recommendation 2.2

Ens.ure that the department have an effective termination proceclure inclucling written
policy and procedures in disabling access to active directory network and Defencler,s
Data application.

Management'a Response

"Concut. We have enacted a policy and procedure to ensure this is accomplished.
Please see attached new policy."

Actual/Estimated Date of Corrective Action: september 29, zo21_

IPage 10
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LA\ry OFFICES OI'THE

Public Defender

THOMASM. CAVANAUGH
/TSSISTAI{T PUBIJC DEFENDBN

COUNIY OFRI\IERSIDE

STEVDN L. HANMON RIVI'RSIDD MAIN OFFICD
d076 MainShest
Suib r00
Itlvoruldo, CA 02601
Totephons: (err) gm'oooo

Faeaimils: (srD sr r'soze

FUDIJODEEEN'DER

ruDITII CW}]ON
ASSISTA}.IT PUBH C DEFENDEB

The followlng are the current status of the reported findings and planned correctlvo actions contalned
ln lnternal Audit Report 2022-004'. Riverside County Law Offices of the Public Defendor, Audit.

ll'l-).+
Authorlzed Signature Date

Finding 1: Approvalfor Speclal Services

Our sample of eleven (37o/o) out of thirty special service request forms for services exceeding $2,500 did not
have the required approval signatures. According to Public Defender policy and procedure, 501- Purchaslng,
Special Seryice Reguest Procedures, "Each special service form must be submltted to and approved by a
supervisor and management prior to any special service usage for any case. The level of approval is as follows:

1. A Supervisor may approve items up to $ 1,000.
2. ltems $ 1,001 - $ 2,500 requlre approval of a Supervisor and an Assistant Deputy Public Ddfender.
3. ltems $ 2,501 and above require approval of the Supervisor and the Public Defender.

For Publlc Defenders, one slgnature has been enough for lhern to move forward since they conslder atl thelr
cases urgent, requiring prornpt attentlon. Proper authorization will prevent invalid transaction and an internal
record that an actlvity has been reviewed and approved by appropriate authority before it can process or paid.

Furlher, it ensures compllance wlth its own departmental pollcy.

Current Status

x'Reported Findlng Corrected? Yes No

Recommendation 1

Ensure that ln-house servlce request forms are approved by personnelwith appropriale authority as required by

deparlmental policy.

,/- 'J'il' ,,*



Management Reply

'Concur. Our previous policy of requiring approval of a Supervisor and an Assistant Public Defender for items
from $1,001 to $2,500 and requiring approval of a Supervisor and the Public Defender for ltems over $2,500 is
unnecessary sinco in all theso cases the amounts over the limits of the Supervisors. We have now revised our
pollcy to state that for amounts over the limits of the Supervisors, only the Assistant Public Defender or Publlc
Defender need approve amounts up to $2,500 and the Public Defender or his/her designee need approve
amounts over $2,500. The revised LOPD 5O1-Purchasing policy has now been enacted. Please see revised
pollcy attached."

Actual/estimated Date of Corrective Action: September 9,2021

Current Status

Corrective Action ffirutty lmpternented I R"rtl"tty lmplemented [ ruot lmptemented

Descrlptlon of the correctlve action taken (or pending action and estimated date of completlon for planned
correctlve actlon that ls or not im lemente

Active directory and defender' data application accounts were not disabled ln a tlmely manner for employees
and volunteers no longer with the dapartment. We identified the following in our revlew of 20 terminated
employees (10) and volunteers (10):

. Twenty (1007o) out of twenty sampled terminated employees and volunteers dld not have
ticket requests to lnformation Technology from the department to disable access to active directory network, and
Defender'e Data applicatlon.

o Three (30%) out of ten sampled terrninated employees were not dlsable from the actlve
directory nstwork as of the time of our audit fieldwork. Furthor, to disable the ernployees accounts from our
sarnple selected, the average time lapsed was 153 days wilh the longest time lapsed being 738 days and the
shortesl being 1 day.

. Nlne (a1Yo) out of twenty sampled terminated employees and volunteers access accounts
were not disabled from Defendefs Data application as of the date of our audit fieldwork. The average time lapsed
to disable tho account from our sample solected was 404 days, with the longest time lapsed being 745 days and
the shortest being 17 days.

Current Status

Reported Flndln g Corrected? x Yes No

Recommendation 2.1

Ensure compliance with County of Riverside lnformation Security Standard V1.0, Section 4.1,
Account and Access Managemenf, by disabling Defender's Data application and active directory
network on the day of an employee's termination or transferred out from the department.

See "Management Reply" above, which is now fully implemented as statod,

Finding 2: Disabling Systems'Access Timely



Management Reply

"Concur. We have now revlsed our policy and procedure so that disabling Defender Data
application and active directory network access is performed on the day of termination fiom the
Department. Please see attached new policy."

Actuallestimated Date of Corrective Action: September 29,2021
Current Status

Corrective Action: ffirurry lmplemented I-l nrrtirlty lmplemented I f'rot lmplemented

Descrlptlo4 of the corrective actlon taken (or pending action and estimated date of completion for planned
corroctive action that is or not

Recommendation 2.2: lmplemented at Completion of lnitialAudit

See "Managemont Reply" above, whiih is now fully implementod as stated.

I


