
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.8
(rD # 21626)

MEETING DATE:
Tuesday, May 02,2023

FROM : AUDITOR CONTROLLER:

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2023-323. Riverside County
Transportation and Land Management Agency, Transportation Department, Follow-up Audit, All
Districts. [$0]

REGOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file lnternalAudit Repoft2023-323: Riverside County Transportation and
Land Management Agency, Transportation Department, Follow-up Audit

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Washington, seconded by Supervisor Gutierrez and duly carried
by unanimous vote, lT WAS ORDERED that the above matter is received and filed as
recommended.

Ayes:
Nays:
Absent
Date:
xc:

Jeffries, Spiegel, Washington , Perez and Gutierrez
None
None
May 2,2023
Auditor-Controller

A. Recto
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

FINANCIAL DATA Curront Fiscal Year: Next Flscal Year: Total Cost: Ongoing Cost

COST $ 0.00 $ 0.00 $ 0.00 $ 0.00

NET COUNTY COST $ 0.00 $ 0.00 $ 0.00 $ 0.00

SOURCE OF FUNDS: N/A
Budget Adjustment: No

For FiscalYear: n/a

C.E.O. RECOMMENDATION: Approve

BACKGROUND:
Summarv
We completed a follow-up audit of the Riverside County Transportation and Land Management
Agency, Transportation Department. Our audit was limited to reviewing actions taken as of
February 9,2023, to correct findings noted in our original audit report 2022-016 dated March 22,
2022. The original audit report contained four recommendations, all of which required
implementation to help correct the reported findings.

Based on the results of our audit, we found that all four recommendations were implemented.

For an in-depth understanding of the originalaudit, please referto lnternalAudit Repofi2022-
016 included as an attachment to this follow-up audit report or it can also be found at:

Https://aud itorcontrol ler.org/d ivisions/i nternal-audit

lmpact on Residents and Businesses
Provide an assessment of internal controls over the audited areas.

SUPPLEMENTAL:
Additional Fiscal lnformation
Not applicable

ATTACHMENTS:
A: Riverside County Auditor-Controller - lnternal Audit Repoft 2023-323: Riverside County
Transportation and Land Management Agency, Transportation Department, Follow-up Audit.

Page 2 ot 2 tD# 21626 2.8



Internal Audit Report 2023-323

Riverside County
Transportation and Land Management Agency,

Transportation Department
Follow-up Audit

Report Date: April 18,2023
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COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR-CONTROLLER

County Administrative Center
4080 Lemon Street, 11h Floor

P.O. Box 1326
Riverside, C A 92502-1 326

(951) es5-3800
Fax (951) 955-3802

AOIAU-?JJPfi
COUNTY OF RIVERSIDE

Ben J, Benoit
Riverside County Auditor-Controller

Tanya S. Harris, DPA, CPA
Asslstant Auditor-Controller

April 18,2023

Charissa Leach
Assistant County Executive Officer
Riverside County TLMA, Transportation Department
4080 Lernon Street, 14th Floor
Riverside, CA 92501

Subject: Internal Audit Report 2023-323: Riverside County Transportation and Land
Management Agency, Transportation Department Follow-up Audit

Dear Ms. Leach:

We completed the follow-up audit of Riverside County Transportation and Lancl

Management Agency, Transportation Department. Our audit was lirnited to reviewing
actions taken as February 9,2023, to hclp coucct the findings noted in our original audit
report 2022-01.6 dated March 22,2022.

We conducted our audit in accordance with the International Standards for the

Professional Practice of Internal Auditing. Tllese standards require that we plan and
perform tlre audit to obtain reasonable assurancc that our objective, as described in the
preccding paragraph, is achieved. Additionally, the standards require that we conduct
the audit to provide sufficient, reliable, and relevant evidence to achievc the audit
objectives. We believe the audit provides a reasonable basis for our conclusion.

The original audit report contained four lecornmendations, all of which required
implementation to help correct the reported findings. Based on the results of our audit,
we found that all four recommendatious wel'e implemented.
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Internal Audit Report 2023-323: Riverside Cotrnty Transportation and Land
Management Agency, Transportation Department, Follow-up Audit

Sumrnary of the conditions frorn the original auclit and the rcsults of our review on the
status of the implementation of the recomlllendations are proviclecl in this report. For an
in-depth understanding of the original audit, please refer to hlteural Audit Report 2022-
016 included as "Attachrnent A" of this audit report along with your department status
letter as "Attachment 8." You can also find the original audit report at
https: / / auclitorcontroller. orgl divisiorrs / internal-autlit.

We thank you and your staff for the help and cooperation. The assistance provided
contributed significantly to the successful completion of this audit.

cc: Board of Supervisors

Jeff A. Van Wagenen, County Executive Officer
Dave Rogers, Chief Aclminish'ative Officer'
Grancl Jury

Ben f . Benoit
Riverside County Auditor-Controller

a
By: RenC Casillas, CPA, CRMA

Deputy Auditor-Conh'oller
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Internal Audit Report 2023-323: Riverside County Transportation and Land
Management Agency, Transportation Departrnent, Follow-up Audit
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Internal Audit Report 2023-323t Riverside County Ttansportation and Land
Management Agency, Transportation Department, Follow-up Audit

Application Controls

Finding 1: Access Rights Documentation and Management

"Documentation detailing when AssetWorks access was granted or terminated to
Transportation employees is not maintained, As such, we were unable to verify if
AssetWorks' accounts were authorized by appropriate personnel and accounts were
disabled 24 hours after an employee's departure. County of Riverside Inforrnation
Security Standard v1.0, Section4.L, Accotut nnd Access Mnnngemerxf, states, 'Accounts shall
only be created following documented, signed approval by the authorized individual or
parties within the organization.' It further states,'Accounts for terminated or transferred
employees shall be disabled or renloved on tl're day of termination or h'ansfer.'
Transportation relies in verbal and email request to grant and terminate access for
employees and does not formally docurnent ally of the request. Maintaining
documentation that details whether access was granted or terminated will ensure the
system application access rights are actively rnanagecl, applicatior-r inforrnation is
safeguarded, and the risk of ernployees misusing courrty resources tluough the use of
ernployec crcdentials such as county fuel, is mitigated."

Recommendation L.1

"Ensure the department maintains documentation of ernployee access/tcrmination right
for systenl applications used."

Current Status L.L: Implemented

Recommendation L.2

"Create and irnplement a written request form to inclucle name of supervisor/rnanager
granting permission, when access was grantecl/telrninated, security role granted, and
signature of supervisor/ manager"

Current Status 1.2: Implemented

lPage 4
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Internal Audit Report 2023-323: Riverside County Transportation and Land
Management Agency, Transportation Department, Follow-up Audit

Purchasing Processes

Finding 2: Purchase Orders

"Riverside County purchasing policies and procedures were not followed. Purchase
orders were split and circumvented low value purchasc authority limitations of $25,000
per day per vendor for experrditures against contracted vendors for 381 (1,4%) of 2,71.5

instances, totaling $3,742,099. The Purchasing Policl, Manual states,'low value purchase
authority allows departmental staff the ability to issue LVPOs up to the amount of $5,000
pcr day per vendor and issues purchase orders up to the dollar value of $25,000 against
existir'rg PcopleSoft Conhacts,' The Purchasirrg Policy Manual further states, 'deliberate
atternpts to split orders, where the purpose is keeping total cost of each order down below
bid limits, and failure to cornbine orders when practical for tl're best intelest of the County
in order to circumvent the lin'ritations, is prohibited.'Personnel state they werc not awale
of purchasing order limitations. The splitting of purchase orders can result in
unauthorized commihnents ancl incleases the likelihood of impropcr payrnents.
Furthcrmore, when purchase ordels are split into smaller comporlents, it circumvents the
formal bid rcquirements designed to ensure the best use of taxpayer dollars."

Recommendation 2.L

"Develop a ploccss to maintain cornpliance with purchasing authority limitations as set
forth in tl're Riverside County Purchasing Manual."

Current Status 2.1: Implernented

Recommendation 2.2

"Ensure that staff is trained and knowledgeable on the Riverside County Purchasing
Manual."

Current Status 2,2:lmplemented

IPage 5
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Internal Audit Report 2022-0L6

Riverside County
Transportation and Land Management Agency,

Transportation Department Audit

Report Date: March 22,2022

AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Office of Paul Angulo, CPA, MA
Riverside County Auditor-Controller

4(ltl0 Lernolt Slt'r'et, I llh likror'
Iliversitle, (lA 92509

(951) 95s-3t100

AOt

ryrvrv.auditorcon troller.org



OF R

'o
I

COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR.CONTROLLER

County Administrativo Center
4080 Lemon Street, 1'lh Floor

P.O. Box 1326
Riverside, CA 92502-1 326

(951) 9s5-3800
Fax (951) 955-3802

AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Paul Angulo, CPA, MA
Rlverslde County Audltor-Controller

Tanya S, Harris, DPA, CPA
Assistant Auditor-Conlroller

A0)

Marclr 22,2022

Charissa Leach
Director
Riversicle County TLMA, Transpor tation Dcpar tment
4080 Lernon Sh'eet, 14th Floor'
Riverside, CA 92501

Subject: Internal Audit Report 2022-0762 Riverside County Transportation and Lancl
Management Agency, Transportation Department Audit

Dear Ms. Leacll:

In accordancc with Board of Supervisors Resolution 83-338, we audited the Riverside
County Transportation and Land Management Agency, Transportation Deparhnent to
provide management and the Board of Supervisors with an independent assessment of
internal conh'ols ovcl application conh'ols and 0re purchasing processes.

We conducted our audit in accordancc with the International Standards for the
Professional Practice of Intemal Auditing. These standards requile that wc plan and
perform thc audit to obtain sufficient, rcliablc, relcvan! ancl useful infonnation to
provide reasonable assru'ance that our objective as described above is achieved. An
internal audit includes the systematic analysis of inforn'ration to evaluate and improve
the effectiveness of inten'ral conh'ols. We believe this audit provides a reasonable basis
for our conclusion.

Internal conh'ols are processes designed to provide managenent reasonable assurance of
achieving efficiency of operations, compliance with laws and regulations, and reliability
of financial and non-financial infonnatiorr. Management is tesponsible for establishing
and maintaining adcquatc intclnal contlols. Our responsibility is to evaluate the irrterual
conh'ols.

Oul conclusion and cletails of our audit are documented in tl're body of this audit report.
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Internal Audit Report 2022-0'I.,6: Riverside County Transportation and Land
Management Agency, Transportation Department Audit

As requcsted, in accordance with paragraph lll.C of the Boarcl of Supervisors Resolution
83-338, lnanagement resporrded to each rcpoltecl condition ancl recommendation
contained in our report. Management's lcsponses are included in the repolt. We will
follow up to vcrify that managcmcnt irnplemented the corrective actions.

Paul Angulo, CPA, MA
Riverside County Auditor-Conh'oller

.)

By, Ren6 Casillas, CPA, CRMA
Chicf Internal Auclitor

cc: Boald of Supcrvisors
Jeff A. Van Wagenen, Jr., County Executive Officer
Grancl Jury
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Internal Audit Report 2022-0762 Riverside County Transportation and Land
Management Agency, Transportation Department Audit

Executive Summary

Overview

Transportation and Lar-rd Managen-rent Agency, Transportation Department
(Transportation) ovelsees planning, designing, funding, building, opcrating, and
maintaining roads, bridges, and h'ansportation facilitics witllin unincorporated areas of
the county. Riverside County-Maintained Road Systen'r is over 2,200 miles and contains
116 bridges and 616 h'affic signals.

Transportation has an adopted budget of $231.9 million for FY 2027-22 and 357
atrt{rorized positions. Colutty of Riuerside, Eiscnl Yenr 2021,-22 Adopted hdget Vohurc 1,320-
321.

Audit Objective

Our objective is to provide managernent and the Board of Supervisors with an
indepenclent assessment about the aclequacy and effectiveness of internal conh'ols ovcr
application conh'ols and the purchasing proces.se.s. Intenral conhols al'e processes
designed to provide management l'easonable assurance of achieving efficiency of
operations, compliance with laws and regulations, and reliability of financial and rron-
financial inforn'ration. Reasonable assurance recognizes intemal conh'ols have inherent
linritations, including cost, mistakes, and intentional efforts to bypass internal conhols.

Auclit Scope and Methodology

We conducted tl're audit fi'om October 18, 2021., through Decernber 20, 2021, for
operations fi'orn July "L, 201c), tluough December 1"4, 2021.. Following a risk-based
approach, our scope initially included the following:

. Application Conhols

. Equipment Training and Safety Maintenancc
o Purchasing Processes
. Road ar-rd Bridges Infrash'ucfure Maintenance

Through inquiry, observations, and limitecl examination of relevant documentation, it
was detetrnirred through a risk assessrnent of equipment h'aining and safety
maintenance, attd road and briclges inflash'uctule maintenance, that the risk exposure to
Transportation associated with these business processes are well rr"ritigatecl witll internal

IPage 4
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Internal Audit Report 2022-0L62 Riverside Cotrnty Transportation and Land
Management Agency, Transportation Department Audit

conh'ols and are functiorting as dcsignccl. Thcrefol'e, we focuscd our audit scope to
internal conh'ols ovet application conh'ols and the purchasing processes.

Audit Highlights

S r t r t u tary of Existing C o t ditio rr s

o Transportation does not maintain documentation cletailing when Asset\{orks acce.ss

was granted or terminated. Maintaining documentation that details whether access was
granted or was terminated will ensure that system application rights are actively
managed.

. Split putchases were identified in multiple putchase orders. Splitting purchase ordels
result in unauthorized commitments, increases the likelihood of irnproper payments, and
circumvents county procurement policies.

Srtrrrnnry of hnprca ement Opltortmities

o Ensure the department rnaintains documentation of ernployee access/termination
rights to department systems.

o Create and implement a written request fomr cont'aining wllo granted permission,
when access was granted/terminated, security role given, and sigrrature of supervisor.

o Develop a plocess to maintain compliance with purchasing authority limitations as

sct forth in the Riverside County Purchasing Manual.

. Ensure that staff is h'ailred and knowlcdgeable on the Riversidc County Purchasing
Manual.

Audit Conclusion

Based upon the results of our audit, we identified opportunities for improvemeut of
internal conh'ols relating to application conh'ols and purchasing processes. Reasonable

assuralrce recogrrizes internal conh'ols have inherent limitations, including cost, mistakes,
and interrtional efforts to bypass internal coutrols.

Page 5 I
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Application Controls

Background

AssetWorks Systein (AssctWorks) is a fleet n'rainterlance management software utilized
by Riverside County Transportation to assist in thc vehicle maintenance process as well
as h'acking work orders, invoices, maintenance schedules, repairs due, fuel management,
and selvice lr.istory records.

Application conh'ols within information systerns cnsure pl'oper confidentiality, integlity,
and availability to the data stored within the system. Authentication is a conh'ol which
confirrns a user's iclentity to provide access to a systems sensitive information. Sensitive
information is any inforrnation that rnust be protected from unauthorized access to
maintain the ilrformation security of an organization or an indivictual. Authentication is
often achieved by using login credentials such as a uselllaltle aud password.
Authentication relies on the presumption that the rrser is autholized to use the system
zurd that only the user knows the login credentials to gain access.

Objective

To verify the existence and adequacy of intcrnal conh'ols ovcr Transportation's flcet
maintenance malragement system.

Audit Methodology

To accomplish these objectivcs, we:

o Obtained an understanding of County of Riversidc Information Security Stanclard
v1.0.

. Conducted interviews and performed walk-tlu'oughs with deparfment personnel.

o Velifiecl wllether AssetWorks usels were disablecl timely.

o Velified whetller the fuel usage was used by active persomrel.

o Verified if AssetWorks user access requests were documented and adequately
approved.

IPage 6
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Internal Audit Report 2022-016: Riverside County Transportation and Lancl
Management Agency, Transportation Department Arr dit

o Reviewed AssetWorks user profile access to determinc if adequatc segregation of
ctuties exist.

Finding 1: Access Rights Docrrrnentation and Management

Document'ation detailing when AssetWorks access was glanted or terminated to
Transportation ernployees is not maintained. As such, we were ulable to verify if
AssctWorks' accourtts were authorized by appropriate persorurel and accounts were
clisabled 24 hours after an employee's deparhlrc. County of Riverside Information
Security Standard v1.0, Section 4.L, Accourtt nnd Access Mnnngenrcnf, state.s, "Accounts
shall orily be created following clocumentecl, signcd approval by the authorized
incliviclual or parties within the organization." It further states, "Accounts for terminated
or h'ansferred cmployees shall be disabled or removed on the day of termination or
h'attsfer." Transportation relies in verbal and email request to grant and terminate access
for employees and does not folmally docurnent any of the request. Maintaining
documentation that clctails whether access was granted or terminated will ensure the
system application access rights are actively n'ranaged, application information is
safeguarded, and the risk of cmployecs misusing county resources through the use of ex-
employee credentials such as county fucl, is mitigatecl.

Recomrnerrdation 1.1

Ensure the departn'rent maintains docurnentation of employee access/termination right
for system applications used.

Management's Response

"Concur. The 'fransportation Deparhnent Garage's Principal Accountant and their'
Senior staff member(s) will create and maintain an elechonic spreadsheet that will clearly
document AssetWorks' new access requests and terminations and will keep an elech'onic
copy of the foun(s) signed and submitted by the employee's supervisor who requested
those actions."

Achral/Estimated Date of Colrective Action: March '1.,2022

Page 7 I
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Internal Audit Report 2022-01.6t Riverside County Transportation and Land
Management Agency, Transportation Department Audit

Recommendation 1.2

Crcate and implement a written request form to include 11a[1e of supervisor/managcr
granting permission, when access was glarrted/telrninated, security role granted, and
signature of superisor/ manager.

Management's Response

"Concur. The Transportation Deparhnent Garage will create a written request form for
AssetWorks' new user requests. This form will be submitted to the Transportatiot't
Garage's fiscal team, and then be signed by the employee's supervisor. The current
deparhlre form used by the Agency will be modified to include AssetWorks as a part of
0re system that may be requestect to be removed at an employee's departure. These forms
will be subrnitted to the Transportation Deparhnent Garage's fiscal staff for enh'y into
AssetWorks, and an elech'onic copy will be retained on file at the Transportation Garage
Fiscal offices."

Actnal/Estimated Date of Corrective Action: April '1,,2022

IPage 8
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Purchasing Processes
Background

Riverside County Purchasing and Fleet Services Department is responsible for
implernenting policies and procedtrres set forth in the Riverside Coturty Pm'chnsing Policy
Mnrunl (Decernber 3L, 2021). The Dircctor of Purchasing is tl're Purchasing Agent for
Riverside County and can delcgatc his/her authority to Riverside Coru"rty staff with
limitations that vary depending on the level of authority granted. See Table A for a
surnmaly of delegation of purchasing authority.

Tnble A: Suttnnnry of Delegotion of Purchnsing Atrthority

Position Purchase Order Authority
PO's Agalnst
PeopleSoft
Contracts

Low Value Purchase Authority
(LVPA) $5,000 per day per vendor Szs,ooo per day per

vendor

Buyer I S25,000 per day per vendor Sloo,ooo per day
per vendor

Buyer ll S50,000 per day per vendor Sloo,ooo per day
per vendor

Purchasing authority limitations will vary <lepending on whether purchases are made
against county conh'acted vendors and non-courrty conh'acted vendors. "County staff
may be granted low valuc purchase authority upon srrccessful cornpletion of required
h'aining. Low value purchase authority allows deparhnental staff the ability to issue
purchase orders up to the arnount of $5,000 per day per vendor and issues purchase
orders trp the dollar value of $25,000 against existing PeopleSoft conh'acts" (Purchnsing
Monunl, D ece ntber 2021.).

Expenditures of $5,000 or greater, rcquile county deparhnents to obtain a minimum of
three written quotes frorn potential vendols to ensure the best use of taxpayel ctollars.
The Pw'cltnsing Policy Mnruml describes the splitting of purchase orders as follows,
"Delibcrate attempts to split orders, whcre tl'rc purposc is kceping total cost of each order
down below bid lirnits, and failure to combine orders when practical for the best irrterest
of tl"re county in order to circumvent the limitatiorrs, is prohibited and rnay result in
disciplinary actions reduced or suspended purchasing authority.

Page 9 I
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Objective

To vcrify the existence and adequacy of conh'ols over department expenditures.

Audit Methodology

To accomplish these objectivcs, wc:

o Obtained an understanding of county procurerner-rts policies and procedures

o Interviewed key persorurel regarding procurement expendifure processes.

. Obtainect a listing of all cxperrditures for Transpoltatior-r during the review period of
the audit to analyze ancl identify split ptuchase orders.

Obtained a listing of all Transportation staff with delegated purchasing authority.a

o Analyzed department expenditure data for the audit period to identify instanccs of
split purcl'rase orders at the $5,000 and $25,000 firnitations.

Finding 2: Prrrchase Orders

Riverside County purchasing policics ancl procedures were not followed. Pulchase
orders wele split and circumvented low value purchasc authoriqr limitations of $25,000
per ctay per vendor for expenditures against contracted vendors for 381 (1,4%) of 2,7'15
instances, totaling $3,742,099. The Purchasing Policy Manual states, "low value purchase
authority allows deparhnental staff the ability to issue LVPOs up to the arnount of $5,000
pcr clay per vendor and issues purchase orders up to tl"re clollar value of $25,000 against
existing PeopleSoft Contracts." The Purchasing Policy Manual further states, "deliberate
attempts to split orders, where the pulpose is kccping total cost of each order down below
bid lirnits, ancl failure to combinc ordels when practical for tl're best interest of the County
ilr order to circumvent thc limitations, is prohibited." Personnel state they were notaware
of purchasing order limitations. The splitting of purchase orders can result in
unauthorized commihnents and increases tl'rc likelihoocl of improper payments.
Furthermore, whert purchase olders are split into smaller conlponents, it circumvents the
folmal bicl requirements designed to en-sure the best use of taxpayer dollars.

IPage 10
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Recommendation 2.1

Dcvelop a process to maintain compliance with pulchasing authority lirnitations as set
forth in the Riverside County Purchasing Manual.

Managemenfls Response

"Partially Concur. The Transportation and Land Managcment Agency (TLMA) follows
Riverside Countlz's purcl'rasing policies and procedures. Fol most of the large, conh'acted
venclors blanket purchase orders are generated, and then purchase orders arc generatcd
as the invoices are received to draw the funds flom the vendor's blanket Pulchase Order'
(r'o).

The Trausportation Departmcnt routes the approved invoice to TLMA's Purchasing
section once the purchase is confilrned. The Purchasing section then issues a PO. Many
times, invoices receivecl for purcl'rases completcd on different dates can be sent to
purchasing all at or"rce, creating a backlog of irrvoices. TLMA's Purchasing section will
cleate a PO for each one of these invoices on the day they havc bcen received. Although,
it may appear that purchases ale being split because sevcral POs were created with the
samc accounting date ancl for the same vendor, these invoices ale in fact separate orders,
received on different dates. Each invoice has a different ilrvoice date.

All 381 POs mentioned above were for purchases cornpleted undcr board approved
PeopleSoft conh'acts. Each purchase was frorn different dates and for an invoice amount
totaling under $25,000. Thesc were processecl b1, a staff rnember with LVPA authority, to
process conh'actecl vendor invoices turcler $25,000 pcr clay, per venclor.

TLMA's Purchasing section processes approximately 1.0,000 POs arurually with only two
staff members; one has LVPA authority, and the other has Buyer II authority. The
purchases mentioned above are fuel pulchases for multiple Tlansportatiou yards, On-
Call Engineering Selvices, arrd landscape serices (for over 200 Lanclscape Maintel'lance
Dish'icts), etc. TLMA's Purchasing section has worked with the Transportation
Department's fiscal Garage and fielcl staff to route invoices as soon as they l'nve been
received, and departmentally approved to Purchasing to avoid backlogs. Although
TLMA's Purchasing scction has not violated any of the County's Purchasing policies.
Effective December 202-l., LVPA staff batches invoices as they are completed, and have
Buyer II or Procurement Conh'act Specialists applove those batches with propel'
credentials to avoid the perception of circumvention."

Page 11 I
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Actnal/Estimated Date of Corrective Action: December 27,2022

Auditor's Comrnent

Transportation should work under established Purchasing guidelines as each policy is
created with an objective that ensures compliance wit{r all applicablc laws, regulations,
Procurelnent requilements, and to support tl'rc best intercsts of the County. If
Transportation camrot work within the guidelines, then Transportation should
conttnunicate with Purchasing for appropriate solutions. As indicated in our finding, at
the time of our review, Transportation cilcumvented low value purchase authority
Iimitations of $25,000 per day per vendor for expenditur'es against conh'acted vendors.
We thank Tlansportation for communicating r,r,ith Purclrasing to implen'rent solutions
aud we encoulage for continued cornmunication.

Recommendation 2.2

Ensure that staff is hained and knowlectgeable on the Riverside County Purchasing
Manual.

Management's Response

"Partially Concur. TLMA's Purchasing section has worked with tl're Transpoltation
Department's fiscal Garage team, ancl fielcl staff, to route invoices as soon as they have
been received and departmentally approved by Purchasing to avoid backlogs. Although
TLMA's Purcl"rasing sectiou has not violated any County Purchasing policies, effective
Decenrber 2021,,LVPA staff batches irvoices as they ale ctrrrently donc but l'rave Buycr II
or Procurement Conh'act Specialist applove those batches with proper credentials to
avoid the perception of circurnvention."

Achral/Estimated Date of Corrective Action: December 2-t,2022

Auditor's Cornlnent

Transportation should work under established Purchasing guidelincs as each policy is
created with au objective that eusures compliancc with all applicable laws, regulations,
pt'ocuretncnt requiretnents, and to suppolt tl're best intcrests of the County.
Trarrspoltation should cornmu-nicate with Purchasirrg for appropriate soltrtions if they
carxlot work withilr the guidelines. Wc thank Transportation for cornrnunicating with
Purchasing to implement solutions and we encourage for continued communication.
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Attachment B

COUNTY OF RIVERS!DE
Transportation and Land Management Agency

Charissa Leach
Assistant CEO/TLMA Director

Transportatlon Plannlng Building & Safety Code Enforcement Aviatlon

The followlng are the current status of the reported findlngs and planned correctlve actions
contalned ln lnternalAudlt Report 2022-016: Rlverslde County Transportatlon and Land

Plannlng Department Audlt.

Authorized Signature Date

Finding 1: Access Rights Documentation and Management

"Documentation detailing when AssetWorks access was granted or terminated to Transportation
employees ls not maintained. As such, we were unable to verify if AssetWorks' accounts were
authorized by appropriate personnel and accounts were disabled 24 hours after an employee's
departure. County of Riverside lnformation Security Standard v1.0, Section 4.1, Account and
Access Managemenf, states, "Accounts shall only be created following documented, signed
approval by the authorized individual or parties within the organization." lt further states, "Accounts
for terminated or transferred employees shall be disabled or removed on the day of termination or
transfer." Transportation relies in verbal and email request to grant and terminate access for
employees and does not formally document any of the request. Maintaining documentation that
detalls whether access was granted or terminated will ensure the system applicatlon access rights
are actively managed, application information is safeguarded, and the risk of employees misusing
county resources through the use of ex-employee credentials such as county fuel, is mitigated."

Current Status

Reported Flndlng Corrected? Yes tr No

The department contlnues to lmprove our protocols and has lmplemented the correctlve actlon
recommended by the ACO.

Recommendation 1.1

"Ensure the department maintains documentation of employee access/termination right
for system applications ussd."
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Management Reply

Concur. The Transportation Department Garage's Principal Accountant and their Senior staff
membe(s) will create and maintain an electronic spreadsheet that will clearly document
AssetWorks' new access requests and terminations and will keep an electronic copy of the form(s)
signed and submitted by the employee's supervisor who requested those actions."

Actual/estimated Date of Corrective Action: March 1,2022

Gurrent Status

Correctlve Actlon: Fully lmplemented I nunt"tty lmplemented I Not lmptemented

Descrlptlon of the correctlve actlon taken (or pendlng actlon and estlmated date of completlon for
planned correctlve actlon that is partlally or not lmplemented).

The Garage Prlnclpal accountant malntalns an electronlc spreadsheet that clearly documents
AssetWorks' nsw access regueets and termlnatlons.

Recommendatlon 1.2

"Create and implement a written request form to include name of supervisor/managor granting
permission, when access was granted/terminated, security role granted, and signature of
supervisor/manager."

Management Reply

"Concur. The Transportation Department Garage will create a written request form for AssetWorks'
new user requests. This form will be submitted to the Transportation Garage's fiscalteam, and then
be signod by the employee's suporvisor. The current departure form used by the Agency will be
modified to include AssetWorks as a part of the system that may be requested to be removed at an
employee's departure. These forms will be submitted to the Transportation Department Garage's
fiscal staff for entry into AssetWorks, and an electronic copy will be retained on file at the
Transportation Garage Fiscal offices."

Actual/ estimated Date of Corrective Action: April 1,2022

Current Status

Corractive Actlon: Fully lmplemented l-l prrtt"tly lmplemented E Not tmplemented

Descrlptlon of the corroctlve actlon taken (or pendlng action and estlmated date of completion for
planned correctlve actlon that is partlally or not imptemented).

A nsw user requost form gets created, slgned and submltted by the employee's supervlsor
who requests those actlons, to the Transportation Department's Garage fiscal staff for entry
lnto AssetWorks, and an electronlc copy ls retained on flle.

Flnding 2: Purchase Orders

"Riverside County purchasing policies and procedures were not followed. Purchase orders were
split and circumvented low value purchase authority limitations of $25,000 per day per vendor for
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expendilures against contracted vendors for 381 (14%) of 2,715 instances, totaling $3,742,0gg. The
Purchasing Policy Manual states, "low value purchase'authority allows departmen"tal staff the ability
to issue LVPOs up to the amount of $5,000 per day per vendbr and issues purchase orders up to
the dollar value of $25,000 against existing PeopleSoft Contracts." The purchasing policy Manual
further states, "deliberate atlempts to split orders, where the purpose is keeping to-tal cost of each
order down below bid limits, and failure to combine orders when practical for inJUe"t interest of the
County ln order to circumvent the llmitations, is prohibited." Personnel state they were not aware ofpurchasing order limitations. The splitting of purchase orders can r.esult in unauthorized
commitments and increases the likelihood of improper payments. Furthermore, when purchase
orders are split into smaller components, it circumvents the formal bid requirements designed to
ensure lhe best use of taxpayor dollars."

Current Status

Reported Flndlng Gorrected? Yes No

Although, lt may have appeared that purch
created wlth the same accountlng date and
separate orders, recelved on dlfferent dates.
TLMA p^urchaslng staff alm_to con-tlnuousty lmprove our processes and ensure the guldellnes
of the County Purchaslng Manual are followed. The correctlons recommended by- the ACO
have been lmptemented.

asos were belng spllt because several pOs were
for the sams vendor, these involces were ln fact

Recommendation 2,1

'Develop a process to maintain compliance with purchasing authority limitations as set forth in the
Riverside County Purchasing Manual."

Management Reply

"Partially Goncur. The Transportalion and Land Management Agency (TLMA) follows Riverside
County's purchasing policies and procedures. For mosiof the laige, Lontracted vendors blanket
purchase ordors are generated, and then purchase orders are generated as the invoices are
received to draw tha funds from the vendor's blanket purchase oroei 1eo;.

The Transporlation Departmenl roules the approved lnvoice to TLMA's Purchasing section once the
purchase is confirmed. The Purchasing section lhen issues a PO. Many times, inviices received for
purchaselcompleted on different dates can be sent to purchasing all at once, creating a backlog of
invoices. TLMA's Purchasing section will create a PO for each one of these invoicds on the lay
they have been received. Although, it may appear thal purchases are being split because several
POs were created with the same accounting date and for the same vendoi these invoices are in
fact separate orders, received on different dates. Each invoice has a different invoice date.

All 381 POs mentioned above were for purchases completed under board approved peopleSoft

991tr1c]s'_each purchase was from difforent dates and for an invoice amount totaling under
$25,000, These were processed by a staff member with LVPA authority, to process contracled
vendor invoices under $25,000 per day, per vendor.

TLMA's Purchasing section processes approximately 10,000 POs annually with only two staff
members; one has LVPA authority, and the other has Buyer ll authority. The purchases mentioned
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above are fuel purchases for multiple Transportation yards, On-Call Engineering Services, and
landscape services (for over 200 Landscape Maintenance Districts), etc. TLM"A's purchasing
section has worked with the Transportation Department's fiscal Garage and field staff to route
invoices as soon as they have been received, and departmentally approved to purchasing to avoid
backlogs. Although TLMA's Purchasing section has not violated any of the County's p-urchasing
policies. Effective December 2021, IVPA staff batches invoices as t-hey are completed, and havE
Buyer ll or Procurement Conlract Specialists approve those batches with proper credentials to
avoid the perception of circumvention."

Actual/ estimated Date of Corrective Action: December 21, ZO2Z

Current Status

Corrective Actlon: Fully lmplemented I nuni"lty tmplemented I f,fot lmptemented

Descrlptlon of the correctlve actlon taken (or pending actlon and estlmated date of completlon for
planned correctlve actlon that ls partially or not implemented).

Transportatlon staff are routlnely notifled not to hold and batch lnvolces for payment. lnvolces
are coded and sent to the Purchaslng team for Purchase orders on a dally basls as to not
exceed the threshold of $25,000 per day per vendor.

Recommendatlon 2.2

"Ensure that statf is trained and knowledgeable on the Riverside Gounty Purchasing Manual."

Management Reply

*Partially Goncur. TLMA's Purchaslng seclion has worked with the Transportation Department's
fiscal Garage team, and field staff, to route invoices as soon as they have been received and
departmentally approved by Purchasing to avoid backlogs. Atthougn itN4n's purchasing section
has not violated any County Purchasing policies, effective December 2021, LVoA staft batches
invoices as lhey are currently done but have Buyer ll or Procurement Conlract Specialist approve
those batches with propsr credenlials to avoid lhe perception of circumvention."

Actual/estimated Date of Corrective Action: December Zl, ZOZ?

Current Status

Corrective Action:

LVPA Stafi now has Buyer I rlghts and has besn tralned on the guldellnes as psr the County
Purohaslng Manual. Buyer !land Pcs also approve pos ln peo[lesoft as needed.

Fully lmplemented n partially tmptemented ! Xot lmplemented

Descrlptlon of the correctlve action taken (or pendlng actlon and estlmated date of comptetlon for
planned correctlve actlon that ls partlally or not implimented).
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