
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.12
(tD # 21737)

MEETING DATE:
Tuesday, May 02,2023

FROM : AUDITOR CONTROLLER

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2023-328: Riverside County
Human Resources Department, Follow-up Audit, All Districts. [$0]

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file lnternalAudit Report2023-328: Riverside County Human Resources
Department, Follow-up Audit

AGTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Washington, seconded by Supervisor Gutierrez and duly carried
by unanimous vote, lT WAS ORDERED that the above matter is received and filed as
recommended.

Ayes: Jeffries, Spiegel, Washington, Perez and Gutierrez
Nays: None
Absent: None
Date: May 2,2023
xc: Auditor-Controller

Kim
c

A. Rector
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION : Approve

BACKGROUND:
Summary

Based on the results of our audit, we found that of the two recommendations:

a One of the recommendations was implemented.

One of the recommendations was not implementeda

For an in-depth understanding of the original audit, please refer to lnternal Audit Report
2022-022 included as an attachment to this follow-up audit report or it can also be found
at https://auditorcontroller.orq/divisions/intefna!aUdtt

lmpact on ResidentS and BushesSes
Provide an assessment of internal controls over the audited areas.

SUPPLEMENTAL:
Add itional Fiscal I nformation
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller - lnternalAudit Report 2023-328: Riverside County
Human Resources Department, Follow-up Audit.

FINANCIAL DATA Current Flscal Year: Next Fiscal Year: Total Cost: Ongoing Cost

COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

NET COUNTY COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

SOURCE OF FUNDS: N/A
Budget Adjustment: No

For FiscalYear: nla
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Internal Audit Report 2023-328

Riverside County
I-Iuman Resources Depa rtment

Follow-up Audit

Report Datc: May 2r2023

AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Office of Ben J. Benoit
Riverside Cio unty Aurl ito r-(lon troller

40110 l.clnolt Strct.l. llllr liloor'
Itiycrsitlc. (',\ 925(19

(e5 r ) e55-Jri0r)

A0) I
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COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR.CONTROLLER

County Administrative Center
4080 Lemon Street, 11h Floor

P.O. Box 1326
Rivers ide, C A 92502-1 326

(e51) e55-3800
Fax (951) 955-3802

AOIAH?JJ,?A
COUNTY OF RIVERSIDE

Ben J. Benolt
Riverside County Auditor-Controller

Tanya S. Harrls, DPA, CPA
Asslstant Auditor-Controller

May 2,2023

Michael Bowers
Human Resources Director
Riverside County Human Resources Deparhnent
4080 Lemon St, 7th Floor
Riverside, CA92502

Subiect: Internal Audit Report 2023-3282 Riverside Courrty Human Resources
Department, Follow-up Audit

Dear Mr. Bowers:

We completed the follow-up audit of I(iverside County Human Resources Department.
Our audit was lirnited to reviewing actions taken as of February L0, 2022, to help correct
tlre firrdings noted in our original audit report 2022-022 dated July 12,2022.

Wc conducted our audit in accordance with tl're International Stanclards for the
Profcssional Practicc of Internal Auditing. Thcsc standards require that we plan and
perforrn the auclit to obtain reasonable assllrance that our objcctive, as dcscribcd in thc
prececling palagraph, is achicvccl. Aclclitionally, the stanclarcls require that we concluct
the audit to provicle sufficient, reliable, and relevant evidencc to achieve the audit
objectives. We believe the auclit provides a reasonable basis for our conclusion.

The original audit report contained two recornmendations, all of which requirecl
implementation to help correct the reported findings. Based on the results of our audit,
we found that of the two recomrncrldatiorrs :

One of the reconunendations was irnplementcd.
Orrc of the recomrnendations was not implemcntcd

a

a

OF R
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Internal Audit Report 2023-308: Riverside County Human Resources Department,
Follow-up Audit

Summary of thc conditions from thc original audit arrd thc rcsults of our rcview on the

status of thc implcmentation of the lecomlrlclrdations are provided in this report. For at't

in-depth understanding of tl're original audit, please refer to Interual Audit Report 2022-

022 inclucled at "Attachment A" of this auclit report along with your department status
letter as "Attachmcnt 8." You call also find the original audit report at
https:/ /auditorcorrtrollcr'.org/ rlivisions/ itrterrral-i'tttclit/ report.s.

We completed testing to cletemrine whether the recolrrnelldations were implemented.
We concluded that one recon'rmendation was not implemented. The results were
communicated with thc Human Resourccs managcmcnt and your resPonse to our
conclusion is included this repot't.

We thank you ancl your staff for the help ar-rd cooperation. The assistance providecl
contributed significantly to the successful completion of this audit.

fr-* 2.A-*,X
Ben J. Benoit
Riverside County Auditor-Controller

Q +
By: Ren6 Casillas, CPA, CRMA

Deputy Auditor-Conh'oller

IPage 2

cc: Board of Supervisors

Jeff A. Van Wagenett, County Executive Officer
Dave Rogers, Cl{ef Aclministrative Officer
Gland Jury
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Internal Audit Report 2023-308: Riverside County Human Resources Department,
Follow-up Audit
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Internal Audit Report 2023-308: Riverside County Human Resources Department,
Follow-up Audit

Finding 1: Timely Termination of Access Rights to the County Systems

"Four (13%) out of a sample of 30 were not tirnely disabled. We identified employee
access rights wcte not disablecl within 24 hours upoll their terrnination from Human
Resources. The longest time lapsed to subrnit and approve thc access removal request
being 6 days and the shortest being 2 days. County of Riverside Information Security
Stanclard V1..0, Section 4.1, Accor.urt nnd Access Mnnngetuent, states, 'Account for
tenninated or h'ansferred ernployees shall be disabled or relnoved on the clay of
termination or h'ansfer.' Since department clicl not timely submit ancl approve the access
termination request thlough Riverside County Scruice Now, the access rights were not
timely renroved by the Information Technology staff. Forrner employees with the ability
to access the Human Resources Management System and other county systerns following
their termination date increase the risk of unauthorized use, disclose, modiJication, or
cle.s h'uction whether accidenta I or intentional. "

Recommendation L.l"

"Ensure compliance with County of Rivelside Inforrnation Security Standard v1".0,

Section 4.L, Accotutt nnd Access Mnnngement, by clisabling user system access to Hurnan
Resourccs Managernent System and other county systems on the day of an ernployee's
termination or transfer frorn the deparhlent."

Current Status 1".1": Not Irnplemented

Seven (23%) out of 3L sampled ternrinated emplol,ees did not have their active dilectory
account termination requests created in a timely marrler. The average tirne lapsecl was
16 days with thc longcst bcing was 78 days ancl the shortest being 2 days.

"HR has been working to identify and correct specific deficiencies in terminating the
access rights of County employce's that separate from the County or hansfer to another
Courrty Departrnent, We have identified two rnajor gaps in our internal processes.

IPage 4

System Access Controls

Management's Response
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Internal Audit Report 2023-308: Riverside County Human Resources Department,
Follow-up Audit

Iu reviewing tl"re examples provicled in the recent audit report, we found that I{R was at
tinics not receiving timely notifications frorn rnallagels when an employee resigned or
transfcrred to another Department. The second and most glaring problem, was the delay
in approval of the ternrinations in Service Now. Tl're approval step in the Service Now
workflow was creating redundancics in thc pl'ocess because HR leceives the termination
request frorn the marlagers in writing. f'his is usually an email with the employec's
resignation letter attachcd. This delay resulted in the termination work{low in Service
Now to come to a halt, until the nanager was reminded or prompted to approvc thc
request.

To address the above cleficiencies, HR l'ras irnplemented the following changes:

o HR has centralized intcrnal procedures for terminations within the Adrninistrative
Services Division. All terminations al'e currcntly routed by tl're employees' managcrs to
the to the HR Admin Services Officer (ASO) at HRAth"rrir"rSen,iccs@rivco.org for
processing.

r Most irnportantl),, HR has centralized the submission and approval workflow in
Service,Now within the Adrninishativc Services Division. All approvals arc routed back
to designatcd staff for processing the Service Now employee termination request
currently the FIR ASO. This change allows the ASO to subnlit, as well as approve the
tcrmination requests in Service Now, without having to wait for a manger to applovc.
By rerouting the approval back to the person initiating the Scrvice Now request, HR has
streamlinecl the process and elirninatcd ledunclancy.

o In addition, HR Adrninistration has been communicating and engaging with managcrs
and supervisors to raise awarcness of the new procedure for tcrminations. In our last HR
Managers meeting, the HR Director stressed the importance of timely termination notices
to HR Adminish'ation. "

"Establish policies ancl procedures to submit and approve the Riverside County Service
Now ticket for user access rights tennination within 24 hours uporl ernployee termination
or transfer from clepartment in accolclance with County of Riverside Information Security
Standard v1.0, Scction 4.1., Accorurt nnd Access Mnnogenrent" ,

Current Status 1,.2: Irnplemented

Page 5 I
_l

Recommendation 1.2:



Attachment A

Internal Audit Report 2022-022

Riverside Cotrnty Human Resources
Department Audit

Report Date: Iuly 12,2022

AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Office of Paul Angulo, CPA, MA
Rivcrsidc Cou nty Auditor-(lontroller

{l)ll0 l,cnrrrrr S(r'ccl, I llh [jlool'
l{ivcrsidc, (lA 925119

(951) 955-.1n00

AOt

n'wrv.auditorcont rollc r.o rg



COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR.CONTROLLER

County Administrative Center
4080 Lemon Streel, 11h Floor

P.O. Box 1326
Riverside, CA 92502-1326

(951) S55-3800
Fax (951 ) 955-3802

AUDITOR
CONTROLLER
F RIVERSIDE

Paul Angulo, CPA, MA
Riverslde County Auditor-Controller

Tanya S. Harris, DPA, CPA
Asslstant Audltor.Controllor

AOt
COUNTY O

Jl.:-Iy 12,2(t22

Ivlichael Bor,r,crs
Irttcrirn I-ltrrtran Re.sotrrccs Director
Riversidc County Humarr llcsorn'ccs Deparhnnnt
4080 Lenron St, 7rh Floor
Riversidc, CA 92502

Subjcct: Internal Audit Ileport 2022-022t ltiverside
Departnrent Audit

Corrnty I{rrrnan Resources

Dc'ar lvlr. Ilorvcrs:

Itr accordatrcc witlt Boarri oI Supervisors I(csolrrtiorr 83-338, rve aurlitctl thc Ilivcrsiclc
County I{irnan Resortrces Departmcnt to 1:rovidL, marlagenrent ancl the lJoarcl of
Supervisors with an ittclcpeutlcrtt assessr)lcrlt of internal conh'ols ovcr systent access
controls.

l{c cotrtltrctccl our trtrrlit in accoltlanct- H,ith thc Irrtcruational Stanrlartls for thc
Professiotral Practice of Interual Auditing, 'fhcsc standards rcqrrire that we p'rlan anct
perfornr the attdit to obtain sufficitut, reliatrlc, rcle-vant and uscfut informatiou Lo
prtrvitle rcasouable assuralrce that our objcctive as dcscribcd abovc is achievecl. An
iuternal atrdit irrcltrtlcs tlte sysl,enratic analy,sis of infonnation to evaluate and improve
thc cffcctivctress of irrtcrnal conh'ols. Wt trelic'vc this atrdit plovidcs a reasonablc basis
for otrr conclusion.

Ittterttal controls arc f)l'ocesses rlesigncd to plovirlu mallagcment reasonable assur.ancc
of achie'vitrg cfficicncy of opcrtrtions, cornpliirrrcc w.illr lalvs arrtl regultrtions, rrnd
reliabilitl' of finarrcial atrrl non-finarrcial iuforrnation. M:rnagcrncnt is responsitrlc for
establishirrg, antl maintairring ar{ccluatc interrral conh'ols. Otrr rc.spt:nsitritity is tcr
evaluatc thc internal conh'ols.

Ottr cotrclttsion atrd tlctails of our atrtlit arc documcntccl in the botly of this atrelit rcport
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Internal Audit lle'port 2022-022: Iliverside Cotrnty Hunran Resotrrces Dcpartment
Audit

As rerltrestr:tl, in act:(u'tlant'c n,itlr palagraplt Ilt.C of the lloarrl of Sttpttrvisors
l(csoltrtion U3-33[t, urarragcnrt:nt lcspourlt rl to ctrclt rcportc(l cotrtlitiolr artd
r'(,cotut't'lcn(lation c:<rnttrirrtcl irr out'r'clx)r'1. N4rrrrage'nrent's r'(lsl)onscs at'c irrcltrrlccl itt [ltr'
rt,polt. \'Vr: rvill follon'-trp to vcri[), thirt nrarral;c'urcnt irnplcrtrt'ntcrl thc t'orrcctivc
actions,

I)arrl Aug,ulo, CPA, MA
Rivcrside Corurty Auclitor-Cotrtlollc'r

,)
. , --.-"' ,' ,' ( , :r,: )

Ily: Ilen(r Casillas, CPA, CRMA
Clric,f InternaI Auditor

cc: []<lartl of Supen,isors
Jc.ff A. Van ltagcncn, Jr'., County Ilxccutivc O(ficcr
Dave Rogcrs, Clticf Atlrninistrtrtive Olficcr
Glantl )ury

IPago 2
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COUNTY OF RIVERSIDE

Irrterrral Audit Rcport 2022-022 I(iversidc Corrnty llurrrarr Resotrrces Departnrent
Atrdit

'[ablc of Contents

Executive Srrnrruary ....

I'age

4

Rcstrlts:

Sl,stcnr Acccss C-outtols 6
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Interrral Arrdit l(cport 2022-0222Ilivcrsidc Coturty Hurttan l(esources Departnrettt
Audit

Excctrtive Surnmary

C)verview

I(ivcrsirlc Courrtl, I{rrrrran ]lc'.sourcr'.s l)tlPurtmt.rrt (l Irrnrart I(csotrt'r:cs) pr<lviclc.s ccntl'.tl
srrPPoltinli thrcltrllhorrt the t'rtrplol/lllettt r'),clc o[ Ilivct'sitle Ciltrrrty ctrt;rl<ll'1'1'5. I-lttntatr
Rcsources scr\ric('s irrclutle recruilnrents of Purnrartcnt anrl tcmPortrt'y Pctsitiotrs,
cnrPlol,r'r3 rolatiorrs, lt'ttvc rttattaSrenrent, risk martag,crnr'llt, irtsurattcc, anrl trcttt[its
rnairrtcrranct. Iltruran Ilesources has a rccouturentled [rutlgct of $253 nrillion for l;Y2022-
23 arrc'f lras 5,70(r positions to txccutc its rt'sponsibilitics. Cortrtty ol llircrsidc, I:iscnl Yenr

2022-23, Ilecournrtrded Budgel, Vohttna 1, I tl5-'186.

Audit Objective

Otrr objcctivc is to providc marrageln(:nt irnrl thc Boartl of Supet'r,isors lvith att
inclcpcnrlcut asst'ssnlcnt abotrt thc aclecpracl' and c'ffectivetrcss of itrtct'nal contlols ovct'
systctn ilcccss controls. lntcrnal contlols arc pr(x:(l.ssos (lcsigncd to llrovidc managenrellt
lctlsorrable assul'alrcc <l[ achicving c.fficicncy, of ttPcratiotts, <:otu1'rlinlrcc with lar+'s atrd
legrrlations, arrrl rcliatriliS, of financial antl non-[inancitrl infru'nratiotr. Ileasorrirblc
assurancLl recol;,uizes irrtcrrtal controls havc ilrhcrc.nt liuritatiotrs, incltrditrll cost,

rnistakcs, arrd irttc'ntional cfforts to by'pass itrtcrnal cotrtrols.

Arrclit Scope and Metlrodology

\{c crrrrtltrctecl the atrclit frorn Jarruary, 
'13, 2(122, through Vlay, 3, 2022, tor opcratiotrs

frorrr Jtrly 1,2022, throtrgh March 7,2022. Follorving a risk trased approach, our scope
iuitially includcd thc following:

o I)urchasing Process
o'l'c1rp11r.tr11, Asc'glrprent Prrrgranr
. S),stctn Accc.ss Ccltrtrols
r'l'c-rnrinatcd limplo),ces -Pru,rolI llegister.s Controls

Throtrgh inquiry, obst'rvations, rrncl extrrnirraticln of rclcvitrtt clocuructrttrtiott, it was

tlcttlrminctl throrrgh a risk asscssment of trusiness pr'()cessus for purchasing proccss,
tcmprornll, assigrunerrt plo8raln, arrc{ tcrnriuatct{ ernPlo),ces-payroll rcgisters conh'ols,
tlrat the risk exposurc to thc I Iunurn Rc.sourct:s associatccl rvith tlrr'se proccsscs are lvell
nritigated u,ith internal coutrtlls anel trle lrrnctiorrirrll as tlcsigne'tl,'l'herefore, wc focuscd
our atrtlit scopc ttr intt,rnal control.s over sy,sttul ilcccss corttrols.

I
I

Page 4
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. Ellsurc courplialrcc tryitll Countlr of I(ivc.rsitlc Irrfor,nration Secur.itl, Stanclartl v1.0,
Sectiott ,1.'1, Accouttl nnd Access Mntmgt:tnenl,Lt5, rlisabling usel.systenl accc.ss fo I-ltrnrarr
RcsOttt'ces lt'latragertrcnt S1,.s1sn', anrl othcl courrty .systcms ou thc, clay of an cmployec's
tcrrtrination or h'ansfer front tlrt, clcpartnrcnt

Internal Arrdit Report 2022-022t Riverside County Ilrrrrrau l(esources De partrnent
Audit

Arrdit Highlights

Stttttttmnl o! ExistittlS Coudit iotts

S)'stcttt tlcc(\ss rights l{'t'rc t'lot clisatrkcl rvithilr 24 ltours fgr cprplrrl,ct:s t:rrclilg
ettrpltll'ltrctlt vvitlt Ilttnrittr l(csotrlccs. Whcn systcur ACCcss is not clisablecl limcly, thcrc
is a sccrrlitl, risk to the informirtion uraintairrctl in thc sy,stcms trsccl lry thu de;rar.iruerrt.

Stt rtt tno try ol I ntp rou eut en t O pqto rtu n i t i es

o Establish 1>olicit's atrtl procetlrrrcs to subnrit anrl approvc thc Riversirle, Corrrrty
Scrvicc Now tickct for ttset' access rights tcrmirration rvithin 24 hours trporr employ,cc
tt'rnrinatiotr ttr tratrsfc'r fronl clepalLrtrent in accorrlarrcc u,ith Corrr.r$, 6f Iliversiclc
Inftrrmatiotr Sccurity, Standarrl vl .0, Sectiort4.'1, Accottttl mtd Actrss lt4ntmgeuenl

Audit Conclrrsion

Ilasccl upotr thc results ol'rlrtr autlit, rvc itlcntificcl opporturritic's fol inrplovemcnt oI
irrtcnral contrclls rclttting to system access contrrtls,

IPage 5
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COUNTY OF RIVERSIDE

Irrterrral Audit I(e port 2022-022: I{iverside Corrrrty Hurrran l(esources Departtnent
Atrdit

Systerrt Access Controls

Ilackgrorrrrd

Sl,stcur acccss controls rvitlrin infonnutiorr sl,stenrs clrsurc prolrcr cott[itlcntialitlr,
intc'grit1,, anrl availabilitl, to thr. dattr stolcrl r'r,ithin thc s1,stenr. Autltentication is a

crrntrol u,hich confilurs a uscl"s iclcrttitl, to Provitlc acc(.ss to a systelrrs scttsitivu
infornttrtion. Selrsitive iufornrntiou is any, irt(onrtatiort thirt tnust trct Prcltt-ctctl frottt
tunautlroriz.ed acccss to rrraintairr tlrt irrfonnation sccrrri$, of an orgartiz,ation ()r'ar'l

inclivicluirl. Authcntication is ofteu achicvctl b), trsing login crcclcntials such as a
uscl'ltant(: and passr+,or'<I. Atrtltcntication rclics on tltr'1'rrr..surttptiotr that tlrc rtst'l'is
authorizc.cl ttr usc tlrr- s1,51c111 arttl tltat onl1, 111,' trser krtotvs thc lo1;in crcdentials ttr 11airt
AC(:L'SS.

I-lunran Rc.source.s IMarrtrgrcment Systcnr is rrsctl lry l-luman Rc'sourccs antl all coutttl,
tlupartmcrrts to nrantrgc thc courttl'vvorkforcr: antl rclirtetl 1>r'ocesscs tltrotrghottt thc
c.uryrlol'1'q' lifccyclc. Ilunrtrn Rcsotrrces IVlarragcnrclrt Sy.stc'nr contains setrsitive financial
arrcl uon-(inancial irilolnration oI the c()r.urt), humarr rcsorrrccs inclutlirrg pc'rsotrncl tlata,
cnrployrncnt history, trcncfits adminisl.r'ation, antt payroll rccorcl.s. Thc st'curiry, of
Ilurnau llcsourccs lvlanallernent S1,s1L'm requirc-s a high levcl o[ protection.

I(ivcrsit{c County Infonnatiou 'l'cchnologl, (lnlormation 'l'cchnologl,) ltas rlevclopct{ a

fornrtrl proccss to tlisatrle rrscl acccss fol tcrnrinated crnplovce lvit]r active tlircctory Lhat

link to Flumarr Rcsourccs l\4auirgcrnent S1rs11'111 thlotrglr Rivcrsidc Ctltrnty Snrvict' Nolv
s1,stcnr. Dcsignatcd ernplol,ec's fronr tlcPartmcut carr rcquest account accLrss,

rnodification, or tcnuination lry subrnitting ir help ctcsk ticket to Riversirle Countl'
Service Now. I'his conrnrunicirtiorr channel allorvs tlepartnrerrt to intnrecliatcly notify
lnfrlrmatiorr Te,chnology for arry changcs to tlre ernployct: access ttccottrtt. U1:on the
cntplol,cc terrninatiorr rrl trtrrrsfcL, I'lumau l(csource.s ilcccss l'tlal'lagelllctrt tcam subntits
a he'[p tlcsk tickct to hrformalion'Icchrrologl, to renrovc t]re acccss of thc employee. 1'his
ticke't corrtairrs virriorrs workflow tasks srrch as clisabling e-nrail accounts, activc
rlirectorl,, applicatirln sl,stcrn acccss, badgc acc(lss, softl,arc licenscs, anrl any
cquil>rnerrt that lras bccn issued to thc crnployl'c. 'l'l1sr prrocess of the help rlesk tickct is
not startccl until Htrnran Resotrrces sccuritl, liaison appr'ovcs tltc ticket. Aftcr all thc
tasks h:rvc becn complcttrl, rrotification is st.nt to tlrc ACCL).ss nlanagcnlent tcunr and thc
ticket is closed.

IPage 6
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Irrterrral Atrdit l{cport 2022-022: ltiversidc Corrnty Ilrrutart Ilcsortrccs l)cparturcnt
Arrdit

Objective

'lo verify tlre existcnec itrrtl rttlt:c;trrrcl,of irrtt.rrtrrl crlrttlols ()\'cl s),stcrtrs utilizcrl [r1'

Ilunran Rcsorrrccs.

Arrdit Methodology

'l'o itccortr pl i sh tlrc'sc. olrjcc tivcs, n,c:

r Olrtairrtrl au rrnclcrstandiug, of Countl, of Riversitlc Informtrl.ion Scr:uri$' Stantlard
r,1.0.

o Intt':rvic'rved ancl purfornrcti n,alktlrrotrglr u,ith l-lurnan Resourccs staff to 1;ain an
tunrlt'rstirntling of thc ternrirrntiorr o[ empl<lyce rrscr acct'ss pl'occss.

o lleviewcrl Huntan RcsouLr:t's systcnr acccss tcrrninrrtion florvchart.

o l)crformcd tc.sting of sl,stcnr accr:ss rillhts of ternrinatecl cmprloy,cc.s wiLhin thc aurlit
pcriocl.

. Vcrifierl rvlrcthcr tlrc sl,stcnr accLrss rights of thc te rminatcd ertrployct's weru
imnrccliatr'11, rlistrlrlccl on thr, rla1, o6 t nrprloyctJs tcrtnitratitttr ot' tratts[cr ottt ft'otn
department.

Finding 1: Tirnely Termination of Access l(ights to the County Systenrs

I;otrr (13%) out of a sample of 30 lvclrr rtot tinrely, rlisablctl. Wt' ide.ntifit,t{ ctttployr:u
Acc(]ss riglrts lverr-'r'rot disable'rl rvithin 24 lrotrt's uporr their tcrtnirtatiott ft'oltr Huttratr
Rc.sources. Thc ltlugcst tinre' lapsccl kr sutrnrit atxl approvc thc acccss l'('nlot,rll rcqucst
bcirrg 6 r{a1's arrtl the' shortcst lrcing 2 tlir1,s. Courr$ of Rivcrsitlc Inforuratiotr Sccuritl,
Starrclartl V1.0, Scction 4.'1, Actottttt flnd Ac&'ss Mnnngenrcnl, statc.s, "Account for
tcrmirratccl or transfcrrctl cmplo),ces sltirll lrc tlisaLrle.tl or rcrn()vet1 on Lhtt clay <lf

tcrrlinatiorr or Iransfcr'." Sincc dcprarttttt'nt tlitl troL tinroly .srrbtttit atrtt appt'ovc thct

a('ccss ternrinatiorr rctlucst througrh Rivcrsitlc County Sct'r,icc Norv, thc acccss rights
wcrc not tirtrcll, rerrrovc'd by thc Irrforrnrtl.ion'l'cchnology stitf[. F'tlrmcr etnployccs lvith
the abilitl, to acccss the Ilumarl Rtsourcc..s Manal;crnc'ttt S1,sk'tn atrd otht'r t:ortt't$
s),stcms follorvinli thcir tcrminatiort tlato incrcirsc the risk of trrratrthorizotl ustl, cliscklso,
nro<lification, or rltstrrrctiotr lvhetltcr accitlctrtal <lr itrtctttiotral.
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lntenral Arrclit Itcport 2022-O22: Itivcrsi<Ic County Hunran Ilesourccs Dcpartrtrent
Arrdit

l(econrnrerrdatiorr 1.L

ljnstrrc r:rlnrPlianc'c rvith Cotrrrt), tll' Riversirlc lrrforrtratiort Sccurity Stirtrtlarrl v1.0,

Sectiorr 4.1, At'cttttttl utul Acu:ss A4rrrragclrlcnl,b5, rlisablinll uscl's),st(,nt a('(:css to I-ltttnan
I(csources lvlanirl;cnrcnl Sl,steur trrrtl otlrcr countl, s),stcn'ls ort tlrtt cla1, o[ an entllloycc's
tcrntinatiort or trans[t r' fronr tlrt: rlt:partrnt.nt.

Marragerrrerrt's Ilesponse

"Concrrr. Ir4analiurnerrt u,ill crcate u,ritterr proccdul'cs for"l'crntination of Access Riglrts
rclater{ to employee scparation ol transfcr. I{ll arlmirristltrtion tcanr nill plovirlc a

trainirrg, scssion for all Lllt N,lanallcrs ol1 thcsc prtlcctlrrrcs to crlsurc alvilr(:n(rss,

tuntlcrstarrding, arrd cortrl:liarrcc."

Acttra l/ Estima tcrl Da te o f Co rre'crivc Action: 1.U942022

Ileconrnterrdation 1.2

Ilstalrlish policics anrl procctlut'cs t() sutunit arrcl approvc thc Ilivelsiclc (]ottuty Servicc
Nou, ticket for uscl' .lcccss rights tcrurinati<lu r.r,ithin 24 hours u1'ron ctnploy,c'e

tcrlrrirratiorr or trarrsfcr flonr clepa11u1cl1t in accorclancc u,ith Courr$ of Riversitle
Irrforrrratiorr Sccurity Starrdartl v1.0, Scction 4.'l . Accortttl ntul Actrss Mmmgenrcttl.

Mauagenrent's I(esponse

"Concrlr. Managemtnt lvill crcate lvlitten proccclures fol'l'crurirration of Acccss Rights
rc.latetl to cmployl'e scparation or b'ansfcr. I llt arlntirristratiou tc'anr lvill proviclc a

training se.ssiorr for all HR lvlanagers oll thesc prrocctlures to ensul'c' awarcncss,
tunt-lelstanclirrg, a rtcl contpIin lrcc. "

Acttral/Estirnated Datc of Correctivc Action: 1,U31,/2022

UNTY
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Attachment B

RIVCO r{R
pttinggbi' ;

The followlng are the current status of the reported flndlngs and planned corrective
actions contalned ln lnternalAudlt Report 2022-022; Rlverslde County Human Resources
Department Audlt.

J ^to -2o)3
Authorlzed Slgnature Date

Flnding 1: Tlmely Termlnatlon of Access Rlghts to the County Systems

"Four (13olo) out of a sample of 30 were not timely disabled. We identified employee access rights
were not disabled within 24 hours upon their termination from Human Resources. The longest
time lapsed to submit and approve the access removal request being 6 days and the shortest
being 2 days. County of Riverside lnformation Security Standard V1,0, Section 4.1, Account and
Access Management, states, "Account for terminated or transferred employees shall be dlsabled
or removed on the day of termination or transfer." Since department did not timely submlt and
approve the access termination request through Riverside County Service Now, the access rights
were not timely removed by the lnformation Technology staff. Former employees with the ability
to access the Human Resources Management System and other county systems following their
termination date increase the risk of unauthorized use, disclose, modification, or destruction
whether accidental or intentional."

Current Status

Reported Finding Corrected? Yes E*o

Mlchael Bowon- HR Diredor
Stown Erplnorc - Asslstant HR Olrcctot

Shondl illllGr- Asslstant HR Olrector
Mylrnc Dcnlclr- Deputy HR Dlrector

x
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The reported flndlngs have been corrected as of the date of thls response.

The Human Resourcer Department has recently hlred an Admlnlstrative Servlces Ofllcer for central department

admlnlstratlon and one of the responslbllltles of the lncumbent ls to ensure system access termlnatlon ls completed tlmely

through Servlce Now pursuant to County of Rlverslde lnformatlon Securlty Standard Vl.O Sectlon 4.1, Account and Access

Management, and Flndlng 1. Followlngthe audlt results, lnternalworklng procedures were revlewed by multlple stakeholders

lnvolved ln thls process, and all partles are aware of the expectatlons and tlmellne requlrements.

Additionally, supplementary focus and attentlon wlll be applled wlthln our Temporary Asslgnment Program (TAP) to ensure

lhtltemporcry employee termlnations / transfers and system access ls processed timely lor those temporary posltlons that

fall wlthln Human Resources, but are physlcally asslgned to another department. lt ls necessary that hlrlng department keep

Human Resources lnformed tlrnely of any termlnations / transfers so that correctlve actlon can be taken lmmedlately. Human

Resources wlll contlnue to partner wlth departments to ensure temporary statf termlnatlons / transltlons and system access

termlnatlon ls a prlorlty,

County of Riverside Human Resources
HR Audit - Status of Findings Form
Page 2 of 4

Recommendatlon l.l
"Ensure compllance wlth County of Riverside !nformation Security Standard v1.0, Section 4.1,
Account and Access Managemant, by disabling user system access to Human Resources
Management System and other county systems on lhe day of an employee's termination or
transfer from the department."

Management Reply
oConcur. Management will create wrilten procedures for Termination of Access Rights related to
employee separation or transfer. HR admlnlstratlon team will provide a training session for all HR

Managers on these procedures to ensure awareness, understanding, and comptiance."

Actual/Estimated Date of Corrective Action: May 30, 2023

Current Status

Gorrectlve Actlon:fl Fully lmplementod Partially lmptamented fJtfot lmptemented

Descrlptlon of tho correctlve actlon taken (or pendlng actlon and estlmated date of
completlon for planned correctlvs actlon that ls partially or not implemented).

x



The reported flndlngs have been partlally corrected as of the date of thls response,

Glven recent slgnlflcant changes ln the Human Resources oepartrnent central admlnlstratlon stafflng, the correctlon to
flndlng 1, recommendatlon 1.1, ls ln progress. Followlng the audlt resutts, lnternal worklng procedures were revlewed by
multlple Jtakeholders lnvolved ln thls process, and all partles are aware of the expectatlons and tlmellne requlrements.
Addltlonally, supplementary focus and attentlon wlll be applled wlthln our Temporary Asslgnment Program (TAPI to ensure
that employee termlnatlons / tran:fers and system access ls processed tlmely for those temporary posltlons that fall wlthln
Human Resources, but are physlcally asslgned to another department,

The Department recently hlred an Admlnlstratlve servlces offlcer for central admlnlstratlon and one of the responslbllltles
of the lncumbent ls to ensure system access termlnatlon ls completed tlmely through Servlce Now pursuant to County of
Rlverstde loformatlon Securlty Standard V1.0, Sectlon 4.1, Account and Access Management, and Recommendatlon 1,1.
Glven the new Admlnlstratlve Servlces Otflcet only moved lnto the new arslgnment on January !2,2023, addltional tlme ls
belng requested to fully lmplement the recommendatlon.

It 13 antlcipated that a draft lnternal pollcy for Human Resources Managers wlll be avallable for Human Resources Executlve
Revlew ln Aprll of 2023, and we have targeted the May 8, 2023, Human Resources Manager's meetlng to share the lnternal
pollcy and process as a tralnlng sesslon to ensure awareness and compllance.

County of Rlverside Human Resources
HR Audit -Status of Findings Form
Page 3 of 4

Recommendatlon 1.2

"Establish policles and procedures to submlt and approve the Riverside County Ssrvice Now
ticket for user access rights termlnalion within 24 hours upon employee termlnation or transfer
from department ln accordance with County of Riverside lnformation Security Standard v1.0,
Sectlon 4,1, Accounl and Access Management."

Management Reply

"Concur. Management will create written procedures for Termlnation of Access Rights related to
employee separation ortransfer. HR admlnlstratlon team wlll provide a training session for all HR
Managers on these procedures to ensure awareness, understanding, and compliance."

Actual/Estimated Date of Corrective Action: May 30, 2023

Gurrent Status

Gorrectlve Action: Fully lmplemented Partially lmplemented Not lmplemented

Descrlptlon of the correctlve action taken (or pendlng action and estlmated date of
completlon for planned correctlve actlon that ls partlally or not lmplemented).

x



County of Riverside Human Resources
HR Audit - Status of Findings Form
Page 4 of4

The reported flndings have been partlally corrected as ofthe date of thls response.

Glven rec€nt slgnificant changes ln the Human Resources Department central admlnlstratlon stafflng, thls correctlon to
flndlng 1, recommendatlon 1,2, ls ln progress. The Department recently hlred an Admlnlstratlve Servhes offlcer for central
admlnlstratlon and one of the responslbllltles of the lncumbent ls to ensure system access termlnatlon ls completed tlmely
through Servlce Now pursuant to County of Blverslde lnformatlon Securlty Standard V1,0, Sectlon 4,1, Account and Access
Manatement, and Recommendatlon 1.1. An additlonal responslblllty of the lncumbent ls to ensure that an lnternal pollcy ls
establlshed for departmental us6, as recommended (1.2). 6lven the new Admlnlstratlve Servlces Offlcer only moved lnto the
new asslgnment on January 12,2023, addltlonaltlme ls belng requested to lmplement the recommendatlon.

It ls antlclpated that a draft lnternal pollcy for managers wlll be avallable for HR Executive Revlew ln Aprll of 2023, and we
have targeted the May 8,2021 HR Manager's meetlng to share the lnternal pollcy and process as a tralnlng sesslon to ensure
awareness and compllance.


