
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.28
(rD # 21884)

MEETING DATE:
Tuesday, May 23,2023

FROM : AUDITOR CONTROLLER:

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2023-317: Riverside County
Office of the District Attorney, Follow-up Audit, All Districts. [$0]

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file lnternal Audit Repoft2023-317: Riverside County Office of the District
Attorney, Follow-up Audit

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Spiegel, seconded by Supervisor Washington and duly
carried by unanimous vote, lT WAS ORDERED that the above matter is received and filed as
recommended.

Ayes:
Nays:

Absent:
Date:

xc:

Jeffries, Spiegel, Washington, Perez, and Gutierrez
None
None
May 23,2023
Auditor-Controller

Kim A. Rector
ct

Deputy
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FINANCIAL DATA Curront Flscal Year: Nert Flscal Year: Total Gost: Ongolng Cost

COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

NET COUNTY COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

SOURCE OF FUNDS: N/A
Budget Adjustment: No

For FiscalYear: nla

SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION: Approve

BACKGROUND:
Summarv
We completed a follow-up audit of the Riverside County Office of the District Attorney. Our audit
was limited to reviewing actions taken as of January 3, 2023, to correct findings noted in our
original audit report 2022-016 dated May 17,2022. The original audit report contained two
recommendations, all of which required implementation to help correct the reported findings.

BACKGROUND:
Summarv (continued)

The original audit report contained two recommendations, all of which required implementation
to help correct the reported findings. Based on the results of our audit, we found that of the two
recommendations:

. One of the recommendations was implemented.

. One of the recommendations was not implemented

For an in-depth understanding of the original audit, please refer to lnternal Audit Report 2019-
009 included as an attachment to this follow-up audit report, or it can also be found at:

Https://auditorcontroller.orq/divisions/internal-audit

lmpact on Citizens and Businesses
Provide an assessment of internal controls over the audited areas.

SUPPLEMENTAL:
Additional Fiscal lnformation
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller - lnternal Audit Repoft 2023-317: Riverside County
Office of the District Attorney, Follow-up Audit.
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Internal Audit Report 2023-317

Riverside County
Office of the District Attorney

Follow-up Audit

Report Date: May 23,2023

AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Office of Ben J. Benoit
Riverside County Auditor-Controller

4080 Lemon Street, llth Floor
Riverside, CA 92509

(esl) 9ss-3800

m)l

www.aud itorcontroller.org
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or R COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR.CONTROLLER

County Administrative Center
4080 Lemon Street, 11th Floor

P.O. Box 1326
Riverside, CA 92502-1326

(9s1) 955-3800
Fax (951) 955-3802

AUDITOR
COMTROLLER

COUNTY OF RIVERSIDE

Ben J. Benoit
Riverside County Auditor-Controller

Tanya S. Harris, DPA, CPA
Assistant Audltor-Controller

n

May 23,2023

Jared Haringsma
Assistant District Attorney
Riverside County Office of the District Attorney
3690 Orange Street
Riverside, CA 92501

Subject: Internal Audit Report 2023-3T7: Riverside County Office of the District
Attorney, Follow-up Audit

Dear Mr. Haringsma:

We completed the follow-up audit of Riverside County Office of the District Attorney.
Our audit was limited to reviewing actions taken as of December 15,2022, to help
correct the findings noted in our original audit report 2022-015 dated May 17,2022.

We conducted our audit in accordance with the International Standards for the
Professional Practice of Internal Auditing. These standards require that we plan and
perform the audit to obtain reasonable assurance that our objective, as described in the
preceding paragraph, is achieved. Additionally, the standards require that we conduct
the audit to provide sufficient, reliable, and relevant evidence to achieve the audit
objectives. We believe the audit provides a reasonable basis for our conclusion.

The original audit report contained two recommendations, all of which required
implementation to help correct the reported findings. Based on the results of our audit,
we found that of the two recorunendations:

e One of the recornrnendations was implemented.
o One of the recorunendations was not implemented.
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AUDITOR
CONTROLLER
F RIVERSIDE

Internal Audit Report 2023-3172 Riverside County Office of the District Attorney,
Follow-up Audit

Summary of the conditions from the original audit and the results of our review on the
stafus of the implementation of the recommendations are provided in this report. For an
in-depth understanding of the original audit, please refer to Internal Audit Report 2A22-

015 included as "Attachment A" of this audit report along with our department status
letter as "Attachment B." You can also find the original audit report at https://auditor
controller.orgl divisions / internal-aud it.

We thank you and your staff for your help and cooperation. The assistance provided
contributed significantly to the successful completion of this audit.

7
Ben J. Benoit
Riverside County Auditor-Controller

0C=
By: Ren€ Casillas, CP& CRMA

Deputy Auditor-Controller

cc: Board of Supervisors

]eff A. VanWagenen, County Executive Officer
Dave Rogers, Chief Administrative Officer
Grand jury
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A3) AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Internal Audit Report 2023-3172 Riverside County Office of the District Attorney,
Follow-up Audit

Table of Contents

Results: Page

Software Application Controls 4

Attachments:

A. Internal Audit Report 2022-415

B. Status of Findings as Reported by Riverside County Office of the District Attorney on

December 15,2022.
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CONTROLLER

COUNTY OF RIVERSIDE

Internal Audit Report 2023-3L72 Riverside County Office of the Dishict Attorney,
Follow-up Audit

A lication

Findingl,: Timely Termination of Access Rights to Data Applications

"Eighty-three (57'/") out of one-hundred forty-five terminated employees reviewed,
active directory accounts were not disabled within 24 hours of an employee ending
employment with Office of the District Attorney. The average time elapsed to disable

active directory accounts was 19 days with the longest time lapsed being 484 days and
the shortest being 2 days. County of Riverside Information Security Standard v1.0,

Section 4.L, Account and Access Management, states, 'Accounts for terminated or
transferred employees shall be disabled or removed on the day of termination or
transfer.'Requests to disable active directory are not created timely after employees end

employment and requests are not processed timely by District Attorney IT when
received. Additionally, District Attorney does not have written policies and procedures

that detail the process and requirements for deactivating user accounts when

employees end employment with the department. When an account is not closed

immediately after employment has ended, there is a security risk to the information
maintained in the systems used by the department. Given the sensitivity of the

information the Office of the District. Attorney maintains in their systems, safeguarding

sensitive information should be of high priority."

Recommendation 1.1

"Ensure compliance with County of Riverside Information Security Standard v1.0,

Section 4.1, Account and Access Management, by disabling Active Directory accounts

on the day of an employeets termination or transfer from the department."

Current Status 1.1: Not Implemented

There has been improvement with the termination of access to active directory for
departing employees. Flowever, based on the results of our our review of 3L terminated

employees, wL identifiedlT (55%) active directory accounts were not terminated timely.

The average time elapsed between employee termination and active directory account

terminatioir was 6 days (down from L9 days based on results from the original audit),

with the longest taking 14 days for approval and the shortest taking 2 days.

S
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ADISU,PISS$
COUNTY OF RIVERSIDE

Internal Audit Report 2023-3772 Riverside County Office of the District Attorney,
Follow-up Audit

Manag,ement's Responee:

The previously submitted proposed DAO termination policy has been implemented
officewide. The DAO is continuing to train employees to ensure compliance with the

County Security Standards.

Recommendation

"Establish policies and procedures for the immediate disabling of user access rights for
terminated or transferred employee in accordance with County of Riverside
Information Security Standard v1.0, Section4,1,, Account and Access Management."

Current Status 1,2: Implemented

,"n"U I



Attachment A

Internal Audit Report 2022-0Ls

Riverside County
Office of the District Attorney

Audit

Report Date: Muy 17,2022

ntAUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Oflice of Paul Angulo, CPA, MA
Riverside County Audito r-Controller

4080 Lenron Street, I lth Floor
Riverside, CA 92509

(esl) 9ss-3800

www.auditorcontroller.org
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GOUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR.CONTROLLER

County Adminislralive Center
4080 Lemon Street, 11h Floor

P.O. Box 1326
Riverside. CA 92502-1326

(951) 955-3800
Fax (95't) 9s5-3802

AUDITOR
COMTROTIER
F RIVERSIDE

Paul Angulo, CPA, MA
Riverslde County Audltor-Gontroller

Tanya S. Harrls, DPA, CPA
Assistant Audltor-Controller

ADI
COUNTY O

May"17,2022

Michael Heshin
District Attorney
Riverside County Office of the District Attorney
3960 Orange Street
Riverside, CA 92501

Subject: Internal Audit Report 2022-0152 Riverside County Office of the District
Attorney Audit

Dear Mr. Hestrin:

In accordance with Board of Supervisors Resolution 83-338, we audited the Office of the
District Attomey to provide management and the Board of Supervisors with an
independent assessment of internal controls over case dismissal processes, purchasing
processes, and software application controls.

We conducted our audit in accordance with the lnternational Standards for the
Professional Practice of Internal Auditing. These standards require that we plan and
perform the audit to obtain sufficient, reliable, relevant and useful in-formation to provide
reasonable assurance that our objective as described above is achieved. An internal audit
includes the systematic analysis of information to evaluate and improve the effectiveness
of internal conhols. We believe this audit provides a reasonable basis for our conclusion.

Internal controls are processes designed to provide management reasonable assurance of
achieving efficiency of operations, compliance with laws and regulations, and reliability
of financial and non-financial information. Management is responsible for establishing
and maintaining adequate internal controls. Our responsibility is to evaluate the internal
controls.

Our conclusion and details of our audit are documented in the body of this autlit report.

I
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AD A.lDITOR
COT.ITRO.I.ER

COUIITY OF RIVERSIDE

Internal Audit Report 2022-015 Riverslde County Office of the District Attorney Audlt

As requested, in accordance with paragraph III.C of the Board of Supervisors Resolution
83-338, management responded to each reported condition and recommendation
contained in our report. Management's responses are included in the report, We will
follow-up to verify that management implemented the corrective actions.

Paul Angulq CPA, MA
Riverside County Auditor-Conholler

By: Rend Casillas, CP& CRMA
Chief Internal Auditor

cc: Board ofSupervisors
Ieff A. Van Wagenen, Jr., County Executive Officer
Grand ]ury

IPage 2
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Internal Audit Report 2022-075 Riverside County Offlce of the Dlskict Attorney Audit
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Internal Audit Report 2022-015 Riverside County Office of the District Attorney Audit

Executive Summary

Overview

The Riverside County Office <lf the Dishict Attolney (District Attorney) is committecl to
acting on behalf of the people by enforcing the law, protecting the innocent, convicting
the guilty and safeguarding the rights of victinrs aud witnesses through ethical
prosecution. The department operates in six locations throughout Riverside County to
include the eastern, southwest, and westenl regions, with one office dedicated to juvenilc
matters.

District Attorney has a reconunended buclget of $158.5 million for FY 2021"-22 and 793
autlrorized positions. County of Rizrerside, Fiscnl Yenr 2021-22 Adopted Budget Volunrc 1, 239

Audit Obiective

Our objective is to provide management and the Board of Supervisors with an
inclependent assessment about the adeqtracy and effectiveness of intertral controls over
case dismissal processes, purchasing processes, and software application controls.
Internal conh'ols are processes designecl ho provide management reasonable assurance of
achieving efficiency of operations, compliance with laws and regulations, and reliability
of financial and non-financial information. Reasonable assurance recognizes internal
controls have inherent limitations, including cost, uristakes, and intentiorral efforts to
bypass internal controls.

Audit Scope and Methodology

We conducted the audit from October 6, 2021, through March 23,2022, for operations
from ]uly 1,2019, tlu'ough February 8,20?2. Following a risk-based approactr, our scoPe

initially included the following:

r Case Disrnissal Processes

. Non-Capital Assets
r PurchasingProcesses
o Software Application Controls

Through inquiry, observations, and limited examination of relevant documentation, it
was determined through a risk assessment of the business Processes for non-capital
assets, that the risk exposure to the District Attorney associated with these Processes are

well mitigated with internal controls and are functioning as designed. Therefore, we
focused Jur audit scope to internal controls over casc dismissal Processes, purchasing
processes, and softwar e appl ica tiou controls.

IPage 4
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Internal Audit Report 2022-075 Riverside County Office of the District Attorney Audit

Audit Highlights

Summary of Exlstbrg Cottditi ons

r Office of the District Attorney active directory accounts were not disabled in a timely
manner for employees no longei with the department. Disabling system user accounts is

an internal cohtrbl designed to help unauthorized access to sensitive information
maintained in critical systems.

Summary ol Improoement O pp ortunlties

o Establish policies and procedures for the immediate disabling of user accesstights for
terminated oi transferred employee in accordance with County of Riverside Information
Security Standard v1.Q Section4.7, Accrlmt and Access Mmngement

. Ensure compliance with County of Riverside Information Security Standard v1.0,
Section 4.1., Accorurt nnd Access Mnnngenrcnf, by disabling Active Directory accounts on
the day of an employee's termination or transfer from the department.

Audit Conclueion

We are not able to provide results on one of the three areas included in our final audit
scope. The Office of the District Attorney denied us the ability to evaluate the internal
controls over case dismissals against their own internal procedures with their refusal to
provide us any information.

We were able to identify opportunities for improvement of internal controls relating to
software application controls. However, we determined Office of the Dishict Attorney's
internal conkols over their purchasing processes provide reasonable assurance that its
objectives relating to these areas will be achieved. Reasonable assurance recognizes
internal controls have inherent limitations, including cost, mistake+ and intentional
efforts to bypass internal controls.

IPage 6
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Internal Audit Report 2022-075 Riveraide County Offlce of the District Attorney Audlt

Purchasing Processes

Background

The Riverside County Purchasing and Fleet Services Deparhnent is responsible for
implementing policies and procedures set forth in the Purchasing Policy Manual
(December 31,2021). The Director of Purchasing is the Purchasing Agent for Riverside
County. Purchasing authority is granted to Riverside County staff, varying in levels of
position and amount. See Table A for a summary of delegation of purchasing authority.

Table A: Delegatlon of Purchaeing Authority

Posltlon Purchase Order Authorlty
PO's Agalnst PeopleSoft

Contracts

Low Value Purchase Authority
(LVPA)

55,000 per day per vendor 525,000 per day per vendor

Buyer I 525,000 per day per vendor Sloo,ooo per day per vendor

Buyer ll 550,000 per day per vendor S100,000 per day per vendor

Expenditures of S5,000 or greater, require departments to seek at least three written
quotes from potential vendors to ensure the best use of taxpayer dollars. The Purchasing
Manual describes split purchase orders as follows, "Deliberate attempts to split orders,

where the purpose is keeping total cost of each order down below bid limits, and failure
to combine orders when practical for the best interest of the County in order to
circumvent the limitations, is prohibited and may result in disciplinary actions reduced

or suspended purchasing authority."

Objective

To verify the adequacy and existence of internal controls over purchasing Processes.

Audit Methodology

To accomplish these objectives, we

o Obtained an understanding of board policies and applicable standards.

r Obtained a listing of all expenditures for the Dishict Attorney.

IPage 6
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Internal Audit Report 2022-015 Riverslde County Office of the Dlstrict Attorney Audit

o Obtained a listing of all Office of District Attorney staff with delegated purchasing
authority.

o Analyzed department expenditure data for the audit period to determine whether
applicable discounts were captured.

o Analyzed department expenditure data for the audit period to determine whether
there were instances of split purchase orders at the $5,000 and $25,000limitations.

Finding: None Noted

Based upon the results of our audit, we determined internal conhols over purchasing
processes provide reasonable assurance that its objective related to this area will be

achieved.

IPageT
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Internal Audtt Report 2022-0LS Rlverslde County Office of the Diatrict Attorney Audit

S oftware Application Controls

Background

Software application controls within information systems ensure proper confidentiality,
integrity, and availability to the data stored within the system. Authentication is a control
which confirms a user's identity to provide access to a systems sensitive information.
Sensitive information is any information that must be protected from unauthorized
access to maintain the information security of an organization or an individual.
Authentication is often achieved by using login credentials such as a username and
password. Authentication relies on the presumption that the user is authorized to use the
system and that only the user knows the login credentials to gain access.

Active Directory is a directory service which allows District Attorney to manage
permissions and access to network resources, and linked data applications utilized by the
departsnent. When a user ends employment with Diskict Attorney, District Attorney IT
is notified through the creation of help desk tickets to disable Active Directory to remove
permissions and network access. These help desk tickets contain various workflow tasks
such as disabling e-mail accounts, active directory, data/application systems access,

badge access, reclaiming software licenses, and reclaiming any equipment that may have
been issued to an employee. A help desk ticket is not closed until all tasks within have
been completed by District Attorney IT personnel.

Objective

To verify the existence and adequacy of internal controls over department employee
termination of access for data applications used by Dishict Attorney.

Audit Methodolory

To accomplish these objectives, we:

. Obtained an understanding of County of Riverside Inlormation Security Standard
vl.0,

o Obtained an understanding of county information security standards.

o Conducted interviews and performed walk-throughs with department personnel.

IPage 8
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Internal Audit Report 2022-015 Rivereide County Office of the Diatrlct Attorney Audit

. Performed testing on 145 employees terminated within the review period of the audit'

o Confirmed whether terminated employees had access to active directory and District
Attorney data applications.

o Verified whether active directory accounts and District Attorney data application
accounts were disabled within 24 hours.

Findingl: Timely Termination of Accees Rights to Data Applications

Eighty-three (57o/r) out of one-hundred forty-five terminated employees reviewed, active
directory accounts were not disabled within 24 hours of an employee ending
employment with Office of the District Attorney. The average time lapsed to disable
active directory accounts was 19 days with the longest time lapsed being 484 days and
the shortest being 2 days. County of Riverside Information Security Standard v1.Q
Section 4.1., Acrrrttnt nnd Acuss Managentenl, states, "Accounts for terminated or
transferred employees shall be disabled or removed on the day of termination or
transfer." Requests to disable active directory are not created timely after ernployees end
employment and requests are not processed timely by District Attorney IT when
received. Additionally, District Attorney does not have written policies and procedures
that detail the process and requirements for deactivating user accounts when employees
end employment with the department. When an account is not closed immediately after
employment has ended, there is a security risk to the information maintained in the
systems used by the department. Given the sensitivity of the information the Office of the
District.A,ttorney maintains in their systems, safeguarding sensitive in-formation should
be of high priority.

Recommendation 1.1

Ensure compliance with County of Riverside Inlormation Security Standard vl,.O Section
4.1, Account and Access Manogenrcnt, by disabling Active Directory accounts on the day of
an employee's termination or transfer from the department.

Management's Response

"Concur. The Dishict Attorney's Office (DAO) is actively finalizing an internal policy
which will ensure that all Active Directory accounts are disabled upon the termination
or transfer of full or part time employees, volunteers, interns, and contract vendors from
the department. This policy is in compliance with the County of Riverside Information
Security Standard v.1.0."

Page 9 l
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Internal Audlt Report 2022-015 Riverside County Office of the District Attorney Audit

Actuafestimated Date of Corective Action: May 37,2022

Recommendation 1.2

Establish policies and procedures for the immediate disabling of user access rights for
terminated or transferred employee in accordance with County of Riverside Information
Security Standard v1.0, Section(.'L, Accotmt nnd Access Mnnngenrcnt

Management'e Responee

"Concur. The DAO is actively finalizing policies and procedures to immediately disable
user accounts upon termination or transfer of employees as indicated in the prior
responge."

Actual/eetlmated Date of Corrective Action: May 31,2022

IPage l0



Attachment B

OFFICE OF

THE DISTRICT ATTORNEY
COUNTY OF RIVERSIDE

IVflCTIAEL A. HESTRIN
DISTRICT ATTORNEY

The following aro the current status of the reported findings and planned corrective
actlons contalned ln lnternal Audlt Report 2O22-015: Rlverslde County Offlce of the

Distrlct Attorney Audlt.

12,1512022

Date

Finding 1: Timely Termlnation of Access Rlghts to Data Appllcations

Eighty{hree (57o/o') out of one-hundred forty-five terminated employees reviewed, active directory
accounts were not disabled within 24 hours of an employee ending employment with Offlce of the
District Attorney. The average time lapsed to disable active directory accounts was 19 days with
the longest time lapsed being 484 days and the shortest being 2 days. County of Riverside
lnformation Security Standard vl .0, Section 4,1, Account and Access Management, states,
'Accounts for terminated or transferred employees shall be disabled or removed on lhe day of
termination or transfer." Requests to disable active directory are not created timely after
employees end employment and requests are not processed timely by District Attorney lT when
recelved. Addltlonally, District Attorney does not have written policles and procedures that detall
the process and requirements for deactivatlng user accounts when employees end employment
with the department. When an account is not closed immediately after employment has ended,
there is a security risk to the information maintained ln the systems used by the department. Glven
the sensitivity of the information the Oflice of the District. Attorney maintains in their systems,
safeguarding sensitive information should be of high priority.

Current Status: Fully Implemented

Reported Finding Corrected? X Yes tr No

Recommendation Ll

Bnsure compliance with County of Riverside Information Security Standard v1.0, Section 4.1, Account and
Access Management, by disabling Active Directory accounts on the day of an employee's termination or
transfer from the department,

3960 ORANGE STREET . RrvERsrDE, CA 9250 I
951-955-54c)0

Authorized Signagure



Corrective Action:
knplemented

Management Reply

"Goncur. The District Attorney's Office (DAO) is actively finalizing an internal policy which will
ensure that all Active Directory accounts are disabled upon the terminalion or transfer of full or
part time employees, volunteers, interns, and contract vendors from the department. This policy
is in compllance with the County of Riverslde lnformation Security Standard v.1.0."

Actual Date of Correctlve Actlon: July 31 ,2022
Current Status

x f,'ully Implemented l-l Partially ImplementedI Not

Corrective Action:
Implemented

Description of the corrective action taken (or pending action and estimated date of completion
for ls or not

1,2

Establish policies and procedures for the immediate disabling of user access rights for terminated or
transferred employee in accordance with County of Riverside lnformation Security Standard vI.0, Section
4.1, Accounl and Access Management.

Management Reply

"Concur. The DAO is actively finalizing policies and procedures to immediately disable user
accounts upon termination or transfer of employees as indicated in the prior response."

Actuallestimated Date of Corrective Actlon: May 31 ,2022

Current Status

X Fulty Implementedl Partially Implemented fl Not

Description of the corrective action taken (or pending action and estimated date of completion
for corrective action that is or not

The DAO has implemented the process of disabling access to departing full/part time
employees, volunteers, interns, and conhact vendors on the same day that employee is
released from employment and is thercfore in compliance with County Security Standards.
This has begun in practice since the corrective action date and is now pending approval of a
formal writtcn policy.

The DAO has implemented the process of disabling access to departing fulVpart time
employees, volunteers, interns, and contact vendors on thc same day that cmployee is
released from employment and is therefore in compliance with County Security Standards.
This has begun in practice since the corrective action date and is now pending approval of a
formal r,rritten policy.


