
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.8
(tD#22233)

MEETING DATE:
Tuesday, June27,2023

FROM : AUDITOR CONTROLLER:

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2023-324: Riverside University
Health System, Public Health Follow-up Audit, All Districts. [$0]

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file lnternal Audit Repoft 2023-324: Riverside County University
Health System, Public Health Follow-up Audit

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Perez, seconded by Supervisor Spiegel and duly carried by
unanimous vote, lT WAS ORDERED that the above matter is received and filed as
recommended.

Ayes:
Nays:
Absent:
Date:

xc:

Jeffries, Spiegel, Washington, Perez and Gutierrez
None
None
June 27,2023
Auditor-Controller

Kim A. Re
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

FINANCIAL DATA Current Flscal Year: Next Fiscal Y€ar: Total cost: Ongolng Cost

COST $0 $o $0 $o
NET COUNTY COST $0 $0 $0 $0
SOURCE OF FUNDS: ruIE

Budget Adjustment: No

For FiscalYear: nla

C.E.O. RECOMMENDATION: [CEo use]

BACKGROUND:
Summarv
We completed a follow-up audit of the Riverside University Health System, Public Health. Our
audit was limited to reviewing actions taken as of February 15, 2023, to correct findings noted in
our original audit report 2022-017 dated July 12,2022. The original audit report contained eight
recommendations, all of which required implementation to help correct the reported findings.

Based on the results of our audit, we found that of the eight recommendations
. Seven of the recommendation were implemented
. One of the recommendations was not implemented

lmpact on Residents and Businesses
Provide an assessment of internal controls over the audited areas.

SUPPLEMENTAL:
Additional Fiscal lnformation
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller - lnternal Audit Repoft 2023-324: Riverside University
Health System, Public Health Follow-up Audit.
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COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR-CONTROLLER

County Administrative Center
4080 Lemon Street, 11th Floor

P.O. Box 1326
Riverside, CA 92502-1 326

(951) 955-3800
Fax (951) 955-3802

AUDITOR
CONTROLLER

COUNTY OF R!VERSIDE

Ben J. Benoit
Riverside County Auditor-Controller

Tanya S. Harris, DPA, CPA
Asslstant Audltor-Controller

AG)

June27,2023

Kimberly Saruwatari
Director of Public Health
Riverside University Health System, Public Health
4065 County Circle Drive
Riverside, CA 92503

Subject: Internal Audit Report 2023-3242 Riverside University Health System, Public
Health, Follow-up Audit

Dear Ms. Saruwatari:

We completed the follow-up audit of Riverside University Health System, Public Health.
Otrr audit was limited to reviewing actions taken as of February L5, 2023, to help correct
tl're findings notcd in our original audit repolt 2022-017 dated July 12,2022.

We conducted our audit in accordance with the International Standards for the
Professional Practice of Internal Auditing. These standards require that we plan and
perform the audit to obtain reasonable assurance that our objective, as described in the

preceding paragaph, is achieved. Additionally, the standards require that we conduct
the audit to plovide sufficient, reliable, and relevant evidence to achieve the audit
objectives. We believe the audit provides a reasonable basis for our conclusion.

The original auclit report contained eight recorunendations, all of which required
irnplementation to help correct the reported findings. Based on the results of oul audit,
we found that of the eight recommendations:

o Seven of the recomrnendations were implemented.
o One of the recommendations was not implemented.



AOtAUDITOR
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COUNTY OF RIVERSIDE

Internal Audit Report 2023-324: Riverside University Health System, Public Health,
Follow-up Audit

Sumrnary of the conditions from the original audit and the results of our leview on the
status of the implementation of the recorrmendations are provided in this report. For an
in-depth understanding of the original audit, please refer to Internal Audit Report 2022-
017 included at "Attacfunent A" of this audit report along with your department status
letter as "Attaclunent 8." You can also find thc original audit report at
https: / / autl i torcontroller. org/ divisions/ internal-aucli t/ reports.

We thank you and your staff for the help and cooperation. The assistance provided
conh'ibuted significantly to the successful cornpletion of this audit.

7
Ben J. Benoit
Riverside County Auditor-Controller

By: Ren6 Casillas, CPA, A
Deputy Auditor-Conh'oller'

cc: Board of Supervisors

Jeff A. Van Wagenery County Executive Officer
Dave Rogers, Chief Adminish'ative Officer
Grand Jury

lPage 2
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Internal Audit Report 2023-324: Riverside University Health System, Public Health,
Follow-up Audit

Contract Monitor ing

Finding 1: Oversight and Adherence to Contracts Terms

"We identified one (14%) of the seven contracts that processed vouchers outside of the

period of tl're contract resulting in Public Health comrnitting funds on behalf of the

county, Per the contract terms, the period of performance was between July 15, 2019, (date

of execution of conh'act) through June 30, 2023. There were expenditurcs that occurred in
July 2018 tha'ough early July 2019. Thc county is not bound by and does not recognize a

promise or obligation without proper approval and adhercnce to procurement
procedures (Pt.u'clmsing Mnnunl, December 31, 202L,15). Department persomel had a

misunderstanding of the contract verbiage. Conhacts provide a written document that
outlines the full understanding of the business relationship and scope of the work which
aid in mitigating misunderstandings. Obtaining services without a binding conh'act
increases the risk of loss of funds or services as well as uneuforceable terms and
conditions."

Recommendation L

"Establisl'r policies and procedurcs to cnsure oversight and adherence to conhact tcrms."

Current Status 1: Implemented

Finding 2: Contract Management Supporting Documentation

"Based on oulreview of Public Healtl'r's conhact managemerlt, we determined that the
supporting documentation provided for eight of the thirteen (61.5%) vouchers tested was
inadequate. Of the eight vouchers, the following items were identified:

. Four vouchels were being paid at an hourly rate that was not outlined in the contract
scope of work. The deparhnent staff states the rate was based on the total conhacted
amount for the year divicled by the number of hours allocated for the year. However, the
contract did not approve a total number of hours by year.

Page 4 I

o Three did not have supporting docurnentation for the amounts indicated on the
invoices.
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o One voucher was for a percentage of a total exper"rse but there was no measurable
metric or rnethodology for the percentages utilized and the percentages were not a part
of the contract verbiage.

In accordance with Standard Practice Manual 802, Processing Vouchers, it is the
department's role to attach thc appropriate back-up documentation to their vouchers
upon rernittance to tl're Auditor-Controller's Office for approval. Based on the California
State Conh'acting Manual, Chapter 2: The Basic Contracting Process, "a contt'act must
clearly identify the parties to the conhact, the tenn of the contract, the conh'act price (or
in-kind value), ... [ar well as set] forth terms, conditions, and ... [inclucle a] statement of
all [the] work to be performcd." Conhact verbiage should be specific to detail agreed
upon hourly rates, and methodologies used to pay fol shared expenses to ensure that the
county can then holcl the vendor accountable to the tenns and rates of the conh'act.
Processes and procedures to cleal with an inllux of payrnents that were lequired during
the COVID-19 emelgency were not in place. In addition, the conh'acts did not include the
details for the mcthodology used for shared expenses or total number of hours allocated
for the scope of work. Supporting clocumentation provides a record of events ol activities
and provides information for researcl'ring discrepancies of goods or services received
which ensures the county is not overpaying for expenses or paying for services not
received or approved."

Recommendation 2.L

"Establish a policy and procedure which requires all Public Health programs to obtain
ploper supporting documentation for iterns such as salarics ancl other shared expenses."

Current Status 2.1: Implemented

Recommendation 2.2

"Ensure corrtract verbiage is cleal and specific to the services being rendered and includes
evaluations, time studies, and analysis of shared expenses as outlined in the conh'acts."

Current Status 2.2: Implemented

Recommendation 2.3

"Establish a pl'ocess and procedure to manage vendor payments and the required
supporting informatiou in the event of an emergency."

Current Status 2.3: Implemented
Page 5 I
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Software Access Riqhts

Finding 3: Timely Termination of Access Rights to Data Applications

"Twenty-f ive (66%) out of thirty-eight terrninated ernployees dicl not have their access

rights terrninated or disabled within 24 hours of ending ernployrnentwitl'r Public Health.
Tlre average tirne lapsed to disable active directory accounts was27 days with the longest
tirne lapsed being 103 clays and the shortest being 3 days. Adclitionally, one out of 38

terrninated ernployees reviewed still had access after ernployment ended as of the tirne
of testing (Decernber 2021). County of Riverside Inforrnation Security Standard v1,0,

Section 4,1, Account and Access Managernent, states, "Accounts for terminated or
transferred ernployees shall be clisablecl or rerroved on the day of teunination or
transfer." Public Health does not have written policies and procedures that detail the
process and requirernents for cleactivating user accounts when ernployees encl

ernployrnent with the department. When an account is not closed irmnediately after
ernployrnent has ended, tl"rere is a security risk to the inforrnation tnaintained in the
systerns used by the departrnent. Given the sensitivity of the infounation Public Health
maintains in theil systerns, safeguarcling sensitive information need to be of high
priority."

Recommendation 3.L'

"Ensure the departrnent is disabling active directory accounts on the day of an
ernployee's terrnination or transfel frorn the departrnent as requirecl by the County of
Riverside Inforrnation Security Standard v1.0, Section 4.7, Accouttt nnd Access

Mnnogenrcnt."

Current Status 3.L: Not Implemented

Our review of the active directory frorn the audit repolt date noted 4 (or 57%) out of 7
ernployees sarnpled who wele no longer with department clicl not have active directory
access terrninated in a tirnely lnannel' (within 24 hours). The average elapsed tirne was 11.

days, witl"r the longest taking 40 clays and the shortest taking 5 clays. However,
department currently irnplernentecl a new policy and procedure that if followed, will
l'relp irnplernent the lecornrnendation.

Page 6 I
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Recommendation 3.2

"Establish policies and procedures for the immediate disabling of user access rights for
tcnninated or transferred ernployee in accordance with County of Riverside Information
Sectrrity Standard v7.0, Accotmt nnd Access Mnnngenrcnt."

Current Status 3.2: Implemented

Finding 4: System Access Request Documentation

"We identified eleven (29%) out of thirty-eight terminated employees did not have

documentation to support account deactivation. Systems Access Request form is required
for any changes tnade to any of the systems/applications used by the department. The
Systems Access Request foun will show the date the request is being tnade, who the

request is being madc for, and the appropriate approvals needecl for Infortnation Systems

to make the changes. Standard Plactice Manual 1.00L, Internal Conh'ols, states, "well
documented policies and proccdures are established and maintained to promote
employee understanding of job duties, [ancl] provide day-to-day guiclance to staff". It was
determined that a formal policy critelion requiring retention of Systems Access Request

documentation is not in place. Docurnenting access terminations provides an audit trail
that can be used to verify and valiclate proccsses are followed and can help in identifying
lapses in processes that rnay require cot'rection."

Recommendation 4

"Establish policies and procedures which require the retention of Systems Access Request

forms and ensure compliance by staff. "

Current Status 4: Implemented

Finding 5: Access to Systems

"We identified 7 (or 100%) out of 7 terminated employees continued to have access to
systcms not linked to active clirectory. An application that is not linked must be rnanually
deactivated. Standarcl Practice Manual L001, Internal Controls, identifies the need for
"well-documented policies and procedures ... [to provide guidance to staff on the day-to-
day duties]. Therc currently is no process or policy in place to ensure this manttal step is

occurring. When access to a system not linked to active directory is not manually
deactivated, the credentials for the indiviclual retnaiu active ancl usable. If an

Page 7 I
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unauthorizecl inclividual were to obtain a terminated ernployee's credentials, there is a
security risk to the data stored within the system."

Recommendation 5

"ltnplement a process/procedure to ensure that systems that are not linked to active
directory have a completed manual deactivation and verification that tl're individual no
longer appears on an active user listing."

Current Status 5: Implemented

,rn", I
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Public Health Audit
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COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR.CONTROLLER

County Administrative Center
4080 Lemon Street, 116 Floor

P.O. Box 1326
Riverside, CA 92502-1 326

(951) 955-3800
Fax (951) 955-3802

AUDITOR
CONTROLLER
F RIVERSIDE

Paul Angulo, CPA, MA
Riverside County Auditor-Control ler

Tanya S. Harrls, DPA, CPA
Assistant Audltor-Controller

AOI
COUNTY O

July 12,2022

Kimberly Saruwatari
Director
Riverside University Health System, Public Health
4065 County Circle Drive
Rivelside, CA 92503

Subject: Internal Audit Report 2022-017: Riverside University Health System, Public
Health Audit

Dear Ms. Saruwatari:

In accordance with Board of Supervisors Resolution 83-338, we audited Riverside
University Health System, Public Health to provide management and the Board of
Supervisors with an independent assessment of internal conh'ols over conh'act monitoring
and software access rights.

We conducted our audit in accordance with the International Standards for the
Professional Practice of Intemal Auditing. These standards require that we plan and
perforrn the audit to obtain sufficient, reliable, relevant and useful information to provide
reasonable assurance that our objective as described above is achieved. An internal audit
includes the systernatic analysis of information to evaluate and irnprove the effectivcness
of internal conh'ols. We believe this audit provides a reasonable basis for oul conclusion.

Internal controls are processes designed to provide management reasonable assurance of
achieving efficiency of operations, compliance with laws and regulations, and reliability
of financial and non-finarrcial inforrnation. Managernent is responsible for establishing
and rnaintairring adequate intemal conh'ols. Our responsibility is to evaluate the internal
conh'ols.

Our conclusion and details of our audit are docunr.ented in the body of this audit report.
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Internal Audit Report 2022-0172 Riverside University Health System, Public Health
Audit

As requested, in accordance with paragraph lll.C of the Boald of Supervisors Resolution
83-338, managen'rent responded to each reported condition and l'ecommendation
contained in our repolt. Management's responses are included in the report. We will
follow-up to velify that management irnplen'rented the con'ective actions.

Paul Angulo, CPA, MA
Riverside County Auditor-Conh'oller

C '-'1.- G_
By: Ren6 Casillas, CPA, CRMA

Chief Internal Auditor

cc: Board of Supervisors
|eff A. Van Wagenen, Jr., County Executive Officer
Dave Rogers, Chief Adminish'ative Officer
Gland lury

IPage 2
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Executive Summary

Overview

Public Health is a division of Riverside University Health Systems and is responsible for
promotilrg and protccting the health of Riverside Count5r's residents and visitors by
providing l'realth services.

Sorne of tl're services Riverside University Health Systern - Public Health (Public Health)
provides to the public are:

. Control anct prcvcntion of communicable diseases

. Responding to public health emergencies
o Prevention and conh'ol of chronic diseases
o Promoting healthy behaviors
o Registering vital events of births and deaths
. Providing diagnosis and h'eatment services, case mallagement and physical

occupational therapy to children under 21 with complex life-threatening or
physically har-rd icapping medica I conditions

. COVID-L9 response effolts

To provide the seruices above, Public Health's budget is $71.6 million and there are 658
autlrorized positions. Corurty of Riaerside, Fiscnl Year 2021-22 Adopted Budget Vohune 1, 355.

Audit Objective

Our objective is to provide management and the Board of Supervisors with an
independent assessment about the adequacy and effectiveness of internal conh'ols over
contract monitoring and software access rights. Internal conh'ols al'e processes designed
to provide management reasonable assurance of achieving efficiency of operations,
compliar"rce with laws and regulations, and reliability of financial and non-financial
information. Reasonable assurance recognizes internal conh'ols have inherent limitations,
including cost, mistakes, and intentional efforts to bypass internal conhols.

Audit Scope and Methodology

We conducted the audit from November 9, 202L, through May 9, 2022, fot operations
from July 1, 20"1.9, through May 9, 2022. Following a risk-based approach, our scope
initially included tl're following:

. Cash Management
o Conh'act Monitoring

Page 4 I
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Inventoly Management-Covid-L 9 Inventory
Software access rights
Vital records

Through inquiry, observations, and limited exarnination of relevant documentation, it
was determined through a risk assessment of the business processes for cash
nlanagernent, inventory management-Covid-l9 inventory, and vital records, that the risk
exposure to Public Health associated with these processes are well mitigatcd with
internal conh'ols and are functioning as designed. Therefore/ we focused our audit scope
to internal conh'ols over conh'act monitoring and software access rights.

Audit Highlights

Sttt ru nary of Existitrg C o tr ditio trs

. Vouchers were paid outside the conh'act terms. Obtaining services without a binding
conh'act increases the risk of loss of funds as well as unenforceable terms and conditions.

r Invoices were paid by Public Health without supporting documentation for invoiced
amounts. Supporting documentation provides a tecord of events or activities and
provides information for researching discrepancies of goods or services received. This
helps ellsure the county is not overpaying for expenses or paying for selvices not received
or approved.

r Terminated employees' access rights to clitical systems linked to active directory were
not terrninated timely. When an accotu'lt is not closed immediately after employment has
ended, there is a security risk to the information maintained in the systerns used by the
deparhnent.

o Public Health does not maintain documentation that details when termed employees'
access to department systems is terminated. Docurnenting access terrninations will
erlsule that system rights are actively managed.

. Critical systems not linked to active directory and requiring manual deactivation were
not deactivated after employee separated frorn department. When an account is not
deactivated upoll separation, the credentials for the individual remain active and usable.
If an unauthorized irrdividual were to obtain a terminatcd employee's credentials, thele
is a sccurity risk to the data stored within the systeru.

Page 5 I



AOt
COUNTY O

AUDITOR
CONTROLLER
F RIVERSIDE

Internal Audit Report 2022-017: Riverside University Health System, Public Health
Audit

Srtrtnnary of luryroaem ent Opportunities

a Establish policies and procedures to ensure oversight and adherence to conh'act
terms.

o Establish a policy and procedure which requires all Public Health pl'ogranls to obtain
proper supporting documentation as required in the conh'acts.

. Ensure the clepartment is disabling active directory accounts on the day of an
employee's termination or h'ansfer from the department as required by County of
Rivclside lnfonnntion Seun'ity Stnndnrd a'1..0, Section 4,'1., Accottnt nnd Access Manogenrcnt,

. Establish policies and procedures for the immediate disabling of user access rights for
ternrinated or h'ansferred employee in accordance with County of Riverside Infornmtiotr
Seun'ity Stmdnrd u1.0, Section 4,'1., Accotni nnd Access Mnnngement.

o Establish policies and procedures which require the retention of Systems Access
Request forms and ensure compliance by staff.

. Implement a process/procedure to ensure that systems that are not linked to active
directory have a completed manual deactivation and verification that the individrral no
Ionger appears on an active user listing.

Audit Conclusion

Based upon the results of our audit, we identified opporhlnities for improvement of
internal conhols relating to conh'act monitoring and system access rights.

IPage 6
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Conhact Monitoring

Background

Riverside County Purchasing and FleetServices', Ptu'clmsing Policy Mnnunl (2021), defines
a conh'act as "an agl'eelr"rent or purchase order for the purchase or disposal of
cotnmodities or sel'vices." The Purchashrg Policy Manual further states, "purchase
conh'acts shall be entered into only after it has been determined that plices to be paid are
reasonable cormidering all of the circurnstances pertaining to the particular purchase
under considcration" which includes "plice reasonableness [which] can be established
throttgh [competitive biclding and] supported [through a] ... cost analysis." The terms
and conditions of cour"rty conh'acts identify the rights and lesponsibilities of the parties
involves. Terms and conditions include, but are not Iimited to tl're following: payment,
penalties, record letention, confidentiality, scope of services, and inspection of services.

Conh'act monitoring is a key process in ensuring compliance with corrh'acts established
terms aud conditions. Conhact mclnitoring consists of trnderstanding tl're terms and
conditions and the scope of work. Departments can promote conh'act compliance
through validation of satisfactory work performance, ensuring timely performance of
conh'acted wotk, maintailring adequate documentation, and proper review and approval
of invoices prior to payment to a conhactor.

Objective

To verify the existence and adequacy of internal conh'ols over conhact monitoring

Audit Methodology

To accomplisl'r these objectives, we:

Obtained an understanding of board policies and applicable standards.

. Conducted interviews with department management and staff to gain an
understanding of the process to monitor service contractors.

o Selected a sarnple of conh'acts and vouchels to detelmine the invoices were processed
timely, had proper approvals, items were fully supported, and in compliance with
conh'act.

IPage 7
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Finding 1: Oversight and Adherence to Contracts Terms

We identified one (14%) of thc seven conh'acts that processed vouchers outside of the
period of the conh'act resulting in Public Ifealth committing funds on behalf of the
county. Per the conh'act terms, the period of performance was between July 15, 2019, (date
of execution of conh'act) through June 30, 2023. There wele expendihrres that occurred in
July 2018 through early July 2019. The county is not bound by and does not recognize a

promise or obligation without proper approval and adherence to procurernent
procedures (Pm'clmsing Mnntml, Decentber 37, 202L, 15). Department persomel had a
misunderstanding of the cotrh'act verbiage. Contracts provide a written document that
outlines the full understanding of the business relationship and scope of the work which
aid in rnitigating misunderstandings. Obtaining services without a binding conh'act
increases the risk of loss of funds or services as well as unenforceable terrns and
conditiorrs.

Recommendation 1

Establish policies ancl procedures to ensure ovcrsight and adherence to conh'act terms.

Management's Response

"Concur. RUHS-PH will develop policies and procedures to document the oversight and
adherence to conh'act terms. Staff will be educated and h'ained accordingly."

Actual/Estimated Date of Corrective Action: October 3'I-.,2022

Finding 2: Contract Management Supporting Documentation

Based or"r our review of Public Health's conh'act managemerlt, we determined that the
supporting document'ation provided for eight of the thirteen (61.5%) vouchers tested was
inadequate. Of the eight vouchers, the following iten'rs werc identified:

. Three did not have supporting documentation for the amounts indicated on the
invoices.

. Four vouchers were being paicl at an hotrlly late that was not outlined in the conh'act
scope of work. The deparhnent staff states tl're rate was based on the total conh'acted
amount for the year clivicled by tl're numbel of hours allocated for tl-re year'. However, the
conh'act did not approve a total number of llours by year.

Page I I
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. One voucher was for a percentage of a total expense but there was no rneasurable
meh'ic or methodology for the percentages utilized and the percentages were not a part
of the conh'act verbiage.

In accordance with Standard Practice Manual 802, Processitrg Vouclrcrs, it is the
department's role to attach the appropriate back-up documentation to their vouchers
upon remittance to tl'rc Auditor-Conh'oller's Office for approval. Basecl on the California
Statc Conh'acting Manual, Amltter 2: The Bnsic Contrncting Process, "a conh'act rnust clearly
identify tl're parties to the contract, tl-re tenn of the conh'act, the conh'act price (or in-kind
value), ... las well as set] fortl'r terns, conditior-rs, and ... [inclucle a] statement of all [the]
work to be performed." Conhactvelbiage sl'rould be spccific to detail agleed upon hour'ly
tates, and methodologies used to pay for shared expenses to ensure that the county can
then hold the vendor accountable to the telms and rates of tl're conh'act. Processes and
procedures to deal with an influx of payments that were requirecl during the COVID-19
emergency were not in place. In addition, the conh'acts did not include the details for thc
methodology used for shared expenses or total number of hours allocated for the scope
of work. Supporting documentation plovides a record of events or activities and provides
information for researching discrepancies of goods or serices received which ensures
the county is not overpaying for expenses or paying for services not received or
approved.

Recommendation 2.1

Establish a policy and procedure which requires all Public Health programs to obtain
proper supporting documentation for items such as salaries and other shared expenses.

Management'e Response

"Concur. RUHS - PH will develop a policy and procedure to requile all Public Healtll
programs to obtain proper supporting documentation for items such as salaries and other
sharect experses. Staff will be educated and h'ained accordingly."

Actual/Estimated Date of Corrective Action: October' 37,2022

Recommend,ation2.2

Ensure conh'act verbiage is clear and specific to the selvices being rendeled and includes
evaluations, time sfudies, and analysis of sllared expenses as outlined in the conh'acts.

IPage 9
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Management's Response

"Concur. RUHS - PH will educate and h'ain staff to ensure conhactverbiage is clear and
specific to the services being rendered as outlined in the conhacts."

ActuaVEstimated Date of Corrective Action: October 3'J,,2022

Recornmendation 2.3

Establish a proccss and procedure to manage vendor payments and the required
supporting information in the event of an emergellcy.

Management's Response

"Concur. RUHS - PH will develop a process and procedure to manage vendor payments
and the required supporting inforniation in thd event of an urlcr[url"y. Staff '*itt U"
educated arrd h'ained accordingly."

Actual/Estimated Date of Corrective Action: October 31.,2022

IPage 10
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Background

System access conh'ols within information systems ensure pl'oper confidentiality,
integrify, and availability to the data stored within the system. Authentication is a conh'ol
which confirms a user's identity to plovide access to a systerns sensitive information.
Sensitive information is any information that must be protected frorn unauthorized
access to n-raintain the information security of an organization or an individual.
Authentication is often achieved by using login credentials such as a usel'name and
password. Authentication relies on the prcsumption that the user is authorized to use the
system and that only the user knows the login credentials to gain access.

Active directory is a directory service which allows the Public Health lnformation
Systerns (Information Systems) to manage permissions and access to network l'esources,
and linked data applications utilized by the dcpartment. When a user ends employment
with the department, Information Systems arc notified through the con'rpletion of a
Systems Access Request and then creation of help desk tickets to disable active directory
to remove permissions and network access. These help desk tickets contain various
workflow tasks such as disabling e-mail accounts, active directory, clata/application
systems access, badge access, reclaiming software licenses, ancl reclaiming any
equipment that may have been issued to an employee. A help desk ticket is not closed
until all tasks within have been completed by Information systems persorurel.

If a system is not linkecl to active directory, the system access must manually be removecl
to ersute the account is clisabled.

Objective

To verify the existence and adequacy of conh'ols over information systems used by Public
Health.

Audit Methodology

To accomplish these objectives, we:

r Obtaincd an understanding of County of Riverside Infonnntion Seau'ity Stnndnrd al.0.

IPage 1 1
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Internal Audit Report 2022-017: Riverside University Health System, Public Health
Audit

. Interviewed key personnel regarding the departmcnt's employee access termination
Processes.

. Obtained a Iisting of Public Health staff.

. Performed testirrg on 38 sampled Public Health employees terrninated within tl're
review period of the audit.

Obtainecl a listing of all Public Health software systems.

. Selected a sarnple of systems to tesf Systems included CHDP Case Manager, PHN
Nursing Database, and CHDP Ploviclers Database which are linked to active direcbory
and EPIC arrd MTU Con'rbined Database wl"ricl'r are not active directory linked. All of
these systems arc clitical to the operations of Public Health and contain sensitive patient
information.

Obtaincd a listing of active users for the systems selected.

Verified access to systems was terminated.

a

Finding 3: Timely Termination of Access Rights to Data Applications

Twenty-five (66%) out of thirty-eight terminated employees did not have their access
rights terrninated or disablecl within 24 hours of ending employment with Public Health.
Tlre average time lapsed to disable activc directory accounts was27 clays with the longest
time lapsed beilrg 103 days and the shortest being 3 days. Additionally, one out of 38
termilrated employees reviewed still had access after employment ended as of the time
of testing (December 2021). County of Riverside lnfornntion Seun'ity Stnndnrdu1.0, Sectiott
4.1, Accotutt nnd Access Mnnngenrcnf, states, "Accounts for terminatcd ol h'ansferled
employees shall be disabled ol relnoved on the day of termination or h'ansfer." Public
Health does not have written policies and procedures that detail the process and
requirements for deactivating user accounts when employees end employment with the
depaltment. When an account is not closed imrnediately after employment has ended,
there is a security risk to the inforrnation maintained in the systems used by the
department. Given the sensitivity of the infolrnation Public Healtll maintains in their
systems, safeguarding sensitive information need to be of high priority.

Page 12 I
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Recommendation 3.1

Ensure the department is disabling active directory accounts on the day of an employee's
termination or h'ansfer from the department as required by County of Riverside
lnfonnntiott Sean'ity Stnndnrd u1.0, Sectiort 4.1, Account nnd Access Mrumgenrcnt.

Management's Response

The department took imrnediate action to disable the access of the terminated ernployee
identified by the Intemal Auditor."

Actual/Estimated Date of Corrective Action: October 3'L,2022

Recommendation 3.2

Establish policies ancl procedures for the imn'rediate disabling of user access rights for
ternrinated or h'ansferred employee in accordance with County of Riverside lnfornntiort
Seuu'ity Stnndnrd a1.0, Sectiott 4.'1., Account nnd Access Mnnngement.

Management's Response

"Concur. As noted above, RUHS - PH undetstalds the in'rportance of systern access
corthols within information systems to ensure proper confidentiality, integrity, and
availability to the data stored within a system. The RUHS - PH lnformation Systems
Teant, in collaboration with the Riverside University Health systems (IS) Deparhnent will
evaluate and implement a process to ensure tl're disabling of active dilectory accounts or1

the day of an ernployee's terrnination or hansfer from the department, as required by
Cotrnty of Riverside Infonnntion Seurity Stnndnrd a1.0, Sectiorr 4.1., Accoutrt nnd Access
Mnnnguuent."

I

Actual/Estimated Date of Corrective Action: October 31,2022
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Finding 4: System Access Request Documentation

We identified eleven (29%) out of thirty-eight tcrminated employees did not have
documentation to support account dcactivation. Systems Access Request forrn is required
for any chauges rnadc to any of the systems/applications usecl by tl're department. The
Systcms Access Rcquest folrn will show the date the request is being made, who the
request is being made for; and the appropriate approvals needed for Information Systems
to nrake the changes. Standard Practice Manual 1001, Internnl Controls, states, "well-
documented policies and procedures are established and maintained to promote
employee understanding of job duties, [and] provide day-to-clay guidance to staff". It
was determined that a formal policy criterion lequiring retention of Systems Access
Request documentation is not in place. Documenting access terminations provides an
auclit h'ai[ that can be used to verify and validate proccsses are followed and can help in
identifying lapses in processes that may require correction.

Recommendation 4

Establish policies and procedures which require the retention of Systems Access Request
forms and ensure compliance by staff.

Managemen(s Response

"Concur. RUHS - PH will develop a policy and procedure which requires the retention
of Systems Access Request Forms. Staff will be educated ancl trainecl accordingly."

Actual,/Estimated Date of Corrective Action: October 31.,2022

Finding 5: Access to Systems

We identified seven (100%) of out of seven terrninated employees conthrucd to have
access to systems not linked to active directory. An application that is not linked must be
manually deactivated. Standard Practice Manual 'I.,001,, lnternnl Controls, identifies the
need for "well-documentecl policies and procedures ... [to provide guidance to staff on
the day-to-day duties]. There currently is no process ol' policy in place to ensure this
manual step is occttrring. When access to a system not Iinked to active directory is not
manually deactivated, the credentials for the individual remain active and usable. If an
unauthorized individual were to obtain a terminated employee's credentials, thele is a
security risk to the data stored within the system.

lPage 14
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Recommendation 5

Implement a process/ploceclure to ensure that systems that are not Iinked to active
directory have a completed manual deactivation and verification that the individual no
longer appears ol"r an active user listing.

Management's Response

"Concur. RUHS - PH will clevelop a plocess and procedure to ensure tl'rat the two
systems- (EPIC and Medical Therapy Units Con'rbir"re-d Database) that are not linked to
active dilectories have a complcled manual deactivation and verification that the
individual no longer appears oraan active user listing. Staff will be educated and h'ained
accordingly."

Actual/Estimated Date of Corrective Action: October 31,2022

IPage 15
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The following are the current status of the reported findings and planned corrective
actions contained in lnternal Audit Report 2022-017: Riverside University Health System,
Public Health Audit.

t5 7D7Z
Authorized Signature Date

Finding 1: Oversight and Adherence to Contracts Terms

"We identified one (14Yo) of the seven contracts that processed vouchers outside of the period of
the contract resulting in Public Health committing funds on behalf of the county. Per the contract
terms, the period of performance was between July 15, 20'19, (date of execution of contract)
through June 30, 2023. There were expenditures that occurred in July 2018 through early July
2019. The county is not bound by and does not recognize a promise or obligation without proper
approval and adherence to procurement procedures (Purchasing Manual, December 31,2021,
15). Department personnel had a misunderstanding of the contract verbiage. Contracts provide a
written document that outlines the full understanding of the business relationship and scope of
the work which aid in mitigating misunderstandings. Obtaining services without a binding contract
increases the risk of loss of funds or services as well as unenforceable terms and conditions."

Current Status

Reported Finding Corrected?

The deparlment has established Policy DOPH F-7 Appropriate Supporling Documentation
for Vendor and Sub-Grantee lnvoices to ensure oversight and adherence to contract terms.

Recommendation 1

"Establish policies and procedures to ensure oversight and adherence to contract terms."

Management Reply

"Goncur. RUHS-PH will develop policies and procedures to document the oversight and
adherence to contract terms. Staff will be educated and trained accordingly."

Actual/ estimated Date of Corrective Action: October 31,2022

Kim Saruwatari, M.P.H., Director Geoffrey Leung, M.D., Public llealth 0flficer

4065 County Circle Drive, Riverside, Ca.92503 / 951..358.7036 / www.rivcoph.org

Yes Nox
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Current Status

Corrective Action: x

Publ.ic HeaLth

Fully tmplemented tr Partially lmplemented E Not lmplemented

Description of the corrective action taken (or pending action and estimated date of
etion for lanned corrective action that is rtial or not im ted

Finding 2: Contract Management Supporting Documentation

"Based on our review of Public Health's contract management, we determined that the supporting
documentation provided for eight of the thirteen (61.5%) vouchers tested was inadequate. Of the
eight vouchers, the following items were identified:

Three did not have supporting documentation for the amounts indicated on the invoices

. Four vouchers were being paid at an hourly rate that was not outlined in the contract scope
of work. The department staff states the rate was based on the total contracted amount for the
year divided by the number of hours allocated for the year. However, the contract did not approve
a total number of hours by year.

. One voucher was for a percentage of a total expense but there was no measurable metric
or methodology for the percentages utilized and the percentages were not a part of the contract
verbiage.

ln accordance with Standard Practice Manual 802, Processing Vouchers, it is the departmentls
role to attach the appropriate back-up documentation to their vouchers upon remittance to the
Auditor-Controller's Office for approval. Based on the California State Contracting Manual,
Chapter 2: The Basic Contracting Process, "a contract must clearly identify the parties to the
contract, the term of the contract, the contract price (or in-kind value), ... [as well as set] forth
terms, conditions, and ... [include a] statement of all [the]work to be performed." Contract verbiage
should be specific to detail agreed upon hourly rates, and methodologies used to pay for shared
expenses to ensure that the county can then hold the vendor accountable to the terms and rates
of the contract Processes and procedures to deal with an influx of payments that were required
during the COVID-19 emergency were not in place. ln addition, the contracts did not include the
details for the methodology used for shared expenses or total number of hours allocated for the
scope of work. Supporting documentation provides a record of events or activities and provides
information for researching discrepancies of goods or services received which ensures the county
is not overpaying for expenses or paying for services not received or approved."

Kim Saruwatari, M.P.ll., Director Geoffrey Leung, M.D., Public Health 0fficer

4065 County Circlc Drive,lliverside, Ca.92503 / 951.358.7036 I www.rivcoph.org

The department has established Policy DOPH F-7 Appropriate Supporting Documentation
for Vendor and Sub-Grantee lnvoices to ensure oversight and adherence to contract terms

a
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Current Status

Reported Finding Corrected? Yes No

The department has established Policy DOPH F-7 Appropriate Supporting Documentation
for Vendor and Sub-Grantee lnvoices to ensure proper supporting documentation is
obtained.

Recommendation 2.1

"Establish policies and procedures which requires all Public Health programs to obtain proper
supporting documentation for items such as salaries and other shared expenses."

Management Reply

"Concur. RUHS-PH will develop a policy and procedure to require all Public Health programs to
obtain proper supporting documentation for items such as salaries and other shared expenses.
Staff will be educated and trained accordingly."

Actual/ estimated Date of Corrective Action: October 31,2022

x Fully lmplemented I Partially lmplemented E Not lmplemented

Description of the corrective action taken (or pending action and estimated date of
letion for lanned corrective action that is or not im

Recommendation 2.2

"Ensure contract verbiage is clear and specific to the services being rendered and includes
evaluations, time studies, and analysis of shared expenses as outlined in the contracts."

Management Reply

"Concur. RUHS - PH will educate and train staff to ensure contract verbiage is clear and specific
to the services being rendered as outlined in the contracts."

Actual/ estimated Date of Corrective Action: October 31, 2022

I(irn Sanrwatari, M.l).H., l.)irector Geoffrey [.eung, M.l)., I)tr]rlic Health OfTicer

40615 Courrty Circle l)rive, l{ivcrsirlc, (1a.92Ir03 I 951.'358.7036 / www.rivcoyrlt.org

x

The department has established Policy DOPH F-7 Appropriate Suppoding Documentation
for Vendor and Sub-Grantee lnvoices to ensure proper supporting documentation is

obtained.

Current Status

Corrective Action:

tr
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Description of the corrective action taken (or pending action and estimated date of
letion for ned corrective action that is or not emented

Recommendation 2.3

"Establish a process and procedure to manage vendor payments and the required supporting
information in the event of an emergency."

Management Reply

"Concur. RUHS - PH will develop a process and procedure to manage vendor payments and the
required supporting information in the event of an emergency. Staff will be educated and trained
accordingly."

Actual/ estimated Date of Corrective Action: October 31,2022

Current Status

Corrective Action:

Current Status

Corrective Action

x

PubLic HeaLth

Fully lmplemented I Partially tmplemented E Not lmplemented

Futly lmplemented tr Partially lmplemented E Not lmptemented

Description of the corrective action taken (or pending action and estimated date of
on for ned corrective action that is rtial or not

Finding 3: Timely Termination of Access Rights to Data Applications

"Twenty-five (66%) out of thirty-eight terminated employees did not have their access rights
terminated or disabled within 24 hours of ending employment with Public Health. The average
time lapsed to disable active directory accounts was 27 days with the longest time lapsed being
103 days and the shortest being 3 days. Additionally, one out of 38 terminated employees
reviewed still had access after employment ended as of the time of testing (December 2021).
County of Riverside lnformation Security Standard v1.0, Section 4.1, Account and Access
Managemenf, states, "Accounts for terminated or transferred employees shall be disabled or
removed on the day of termination or transfer." Public Health does not have written policies and

Kim Saruwatari, M.P.H., Director Geoffrey l.eung, M.D., Public Health Officer

The department has established Policy DOPH F-7 Appropriate Supporting Documentation
for Vendor and Sub-Grantee lnvoices to ensure proper supporting documentation is obtained
and to ensure contract verbiage is clear and specific to the services being rendered as
outlined in the contracts.

The department has established Policy DOPH F-7 Appropriate Suppofting Documentation
for Vendor and Sub-Grantee lnvoices to ensure proper supporting documentation is
obtained. This policy will be adhered to in the event of an emergency, as appropriate.

4065 CountyCirclc Drive, Riversicle, Ca.92503 / 951.358.70:16 I www.rivcoph.org

x



Ir[tYe5Flfli
HEALTH 5YSTEM

PubLic Heatth

procedures that detail the process and requirements for deactivating user accounts when
employees end employment with the department. When an account is not closed immediately
after employment has ended, there is a security risk to the information maintained in the systems
used by the department. Given the sensitivity of the information Public Health maintains in their
systems, safeguarding sensitive information need to be of high priority."

Current Status

Reported Finding Corrected?

Current Status

Corrective Action:

Yes No

The department has partially corrected the reported finding to date and anticipates the date
of full correction to be May 2023.

Recommendation 3.1

"Ensure the department is disabling active directory accounts on the day of an employee's
termination or transfer from the department as required by County of Riverside lnformatiott
Security Standard v1.0, Sectiott 4.1, Account and Access Management."

Management Reply

"Concur. RUHS-PH lnformation Systems Team, in collaboration with the Riverside University
Health Systems (lS) Department are responsible for selecting, deploying and maintaining
information technology related services, including account and access management. RUHS - PH
understands the importance of system access controls within information systems to ensure
proper confidentiality, integrity, and availability to the data stored within a system. The Teams will
evaluate and implement a process to ensure the disabling of active directory accounts on the day
of an employee's termination or transfer from the department, as required by County of Riverside
lnformation Searity Standard v1.0, Section 4.1, Account and Access Management.

The department took immediate action to disable the access of the terminated employee identified
by the lnternal Auditor."

Actual/ estimated Date of Corrective Action: October 31, 2022

tr Fully lmplemented Partially lmplemented Not lmplemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).

Kinr Saruwatari, M.P.H., I)irector Geoffrey l,ettng, M.D., t'}ublic Health Officer

4065CountyCircleDrive,Riverside,Ca.92503 /951.358.7036 /www.rivcollh.org

x tr
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Recommendation 3.2

"Establish policies and procedures for the immediate disabling of user access rights for terminated
or transferred employee in accordance with County of Riverside lnformation Security Standard
vl.0, Section 4.1, Account and Access Management."

Management Reply

"Concur. As noted above, RUHS - PH understands the importance of system access controls
within information systems to ensure proper confidentiality, integrity, and availability to the data
stored within a system. The RUHS - PH lnformation Systems Team, in collaboration with the
Riverside University Health Systems (lS) Department will evaluate and implement a process to
ensure the disabling of active directory accounts on the day of an employee's termination or
transfer from the department, as required by County of Riverside lnformation Security Standard
v1 .0, Section 4.1, Account and Access Management."."

Actual/ estimated Date of Gorrective Action: October 31,2022

Current Status

Corrective Action Fully lmplemented tr Partially tmplemented E Not lmplemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).

Kim Saruwatari, M.P.H., Director Geofflrey Leung, M.D., l']ublic Health Officer

4065 CountyCirclc Drivc, Rivcrsirle, Ca.92503 / 951.358.7036 / www.rivcoph.org

The department has partially corrected the reported finding to date and anticipates the date
of full correction to be May 2023.

As previously identified, the RUHS-PH lnformation Technology Team, in collaboration with the
Riverside University Health Systems (lS) Department, are responsible for selecting, deploying
and maintaining information technology related services, including account and access
management. RUHS-IS Policy #1058, ldentity and Access Management for Terminated or
Modified Access and RUHS-PH Policy DOPH A-59, Termination of Access to lnformation
Systems, requires the department to disable active directory accounts on the day of an
employee's termination or transfer from the department as required by County of Riverside
lnformation Security Standard vl.0, Section 4.1, Account and Access Management. However,
the Teams continue to work together to establish a sufficient audit trail to clearly identify the
date of request and the date completed for termination of access. The current system does
not allow for this data to be easily queried and/or validated.

The department anticipates implementing a sufficient audit trail system to validate the
compliance of access termination by May 2023.

x
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RUHS-lS Policy #1058, ldentity and Access Management for Terminated or Modified Access
and RUHS-PH Policy DOPH A-59, fermination of Access to lnformation Systems, requires
the department to disable active directory accounts on the day of an employee's termination
or transfer from the department as required by County of Riverside lnformation Security
Standard v1 .0, Section 4.1 , Account and Access Management.

Finding 4: System Access Request Documentation

"We identified eleven (29o/o) out of thirty-eight terminated employees did not have documentation
to support account deactivation. Systems Access Request form is required for any changes made
to any of the systems/ applications used by the department. The Systems Access Request form
will show the date the request is being made, who the request is being made for, and the
appropriate approvals needed for lnformation Systems to make the changes. Standard Practice
Manual 1AA1 , lnternal Controls, states, "well documented policies and procedures are established
and maintained to promote employee understanding of job duties, [and] provide day{o-day
guidance to staff'. lt was determined that a formal policy criterion requiring retention of Systems
Access Request documentation is not in place. Documenting access terminations provides an
audit frail that can be used to verify and validate processes are followed and can help in identifying
lapses in processes that may require correction."

Current Status

The department has not corrected the reported finding to date and anticipates the date of
correction to be May 2023.

Recommendation 4

"Establish policies and procedures which require the retention of Systems Access Request forms
and ensure compliance by staff."

Management Reply

"Concur. RUHS - PH will develop a policy and procedure which requires the retention of Systems
Access Request Forms. Staff will be educated and trained accordingly."

Actual/ estimated Date of Corrective Action: October 31,2022

Reported Finding Corrected?

Current Status

Corrective Action

Yes Nox

I Fully lmplemented tr Partially lmplemented Not lmplemented

Kim Saruwatari, M.P.H., Director Gcoffrcy Leung, M.D., Public Health 0fficer

4065 County Circle Drivc', lliversicle, Ca. 92503 / 95'1.358.7036 / www.rivcoph.org

x
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Description of the corrective action taken (or pending action and estimated date of
com on for lanned corrective action that is rtiall or not im

Finding 5: Access to System

"We identified seven (100%) of out of seven terminated employees continued to have access to
systems not linked to active directory. An application that is not linked must be manually
deactivated. Standard Practice Manual 1001, lnternal Controls, identifies the need for "well-
documented policies and procedures ... [to provide guidance to staff on the day-to-day duties].
There currently is no process or policy in place to ensure this manual step is occurring. When
access to a system not linked to active directory is not manually deactivated, the credentials for
the individual remain active and usable. lf an unauthorized individual were to obtain a terminated
employee's credentials, there is a security risk to the data stored within the system."

Current Status

Reported Finding Corrected? No

The department has corrected the reported finding

Recommendation 5

"lmplement a process/procedure to ensure that systems that are not linked to active directory
have a completed manual deactivation and verification that the individual no longer appears on
an active user listing."

Management Reply

"Concur. RUHS - PH will develop a process and procedure to ensure that the two systems (EPIC
and Medical Therapy Units Combined Database) that are not linked to active directories have a
completed manual deactivation and verification that the individual no longer appears on an active
user listing. Staff will be educated and trained accordingly."

Actual/ estimated Date of Corrective Action: October 31,2022

Kim Saruwatari, M.P.H., Director Geoffrey Leung, M.D., I']ublic Health Officer

4065 County Circle Drive, Riversidc, (1a.92503 / L)51,.'-158.7036 / www.rivcoph.org

x Yes

The department will develop a policy and procedure which requires the retention of Systems
Access Request Forms that provides a sufficient audit trail system to validate the compliance
of access termination by May 2023.

tr
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Current Status

Corrective Action: x Fully lmplemented Partially lmplemented Not lmplemented

Description of the corrective action taken (or pending action and estimated date of
for lanned corrective action that is or not

Kim Saruwatari, M.P.H., Director Cieoffrey Leung, M.D., Public Health Officer

4065 County Circle Drive, Riverside, Ca.92503 I 951..358.7036 / www.rivcoph.org

RUHS-lS Policy #1058, ldentity and Access Management for Terminated or Modified Access
and RUHS-PH Policy DOPH A-59, Iermination of Access to lnformation Sysfems, requires
the department to terminate access to any and all RUHS information systems, including
EPIC and the Medical Therapy Units Combined Database, immediately upon an employee's
termination or transfer from the department.


