
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.4
(tD # 22444)

MEETING DATE:
Tuesday, July '1 1, 2023

FROM: AUDITORCONTROLLER:

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2023-327: Riverside University
Health System, Medical Center, Follow-up Audit, All Districts [$0]

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file lnternal Audit Repoft2023-327: Riverside University Health System,
Medical Center, Follow-up Audit

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Perez, seconded by Supervisor Jeffries and duly carried, lT
WAS ORDERED that the above matter is received and filed as recommended.

Ayes:
Nays:

Absent:
Date:

xc:

Jeffries, Spiegel, Perez and Gutierrez
None
Washington
July 1 1,2023
Auditor-Controller

Kim A. Rector
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FINANCIAL DATA Current Flscal Year: Next Fiscal Year: Total Cost: Ongoing Cost

COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

NET COUNTY COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

SOURCE OF FUNDS: N/A
Budget Adjustment: No

For Fiscal Year: nla

SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION:

BACKGROUND:
Summary
We completed a follow-up audit of Riverside University Health System, Medical Center. Our
audit was limited to reviewing actions taken as of February 16, 2023, to correct findings noted in
our original audit report 2022-021 dated July 12, 2022. The original audit report contained seven
recommendations, all of which required implementation to help correct the reported findings.

Based on the results of our audit, we found that of the seven recommendations

a

Five of the recommendations were implemented.

Two of the recommendations were not implemented

For an in-depth understanding of the original audit, please refer to lnternal Audit Report 2022-
021 included as an attachment to this follow-up audit report, or it can also be found at
https://aud itorcontroller. org/divisions/internal-audiUreports.

Impact on Citizens and Businesses
Provide an assessment of internal controls over the audited areas

SUPPLEMENTAL:
Additional Fiscal I nformation
Not applicable

ATTACHMENTS

A: Riverside County Auditor-Controller - lnternal Audit Repoft2023-327: Riverside County
University Health System, Medical Center, Follow-up Audit.
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Internal Audit Report 2023-327

Riverside University Health System,
Medical Center,
Follow-up Audit

Report Date: July 11,2023

re)lAUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Office of Ben J. Benoit
Riverside County Auditor-Controller

4080 Lemon Street, I lth Floor
Riverside, CA 92509

(9s1) ess-3800

ryrvw.aud itorcontroller.org
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or x COUNTY OF RIVERSIDE
OFFICB OT TIIE

AUDITOR.CONTROLLER

County Adrninistrative Center
4080 Lemon Street, I 16 Floor

P.O. Box 1326
Riverside, CA 92502-1326

(95 l) 9s5-3800
Fax (951) 95s-3802

AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Ben J' Benolt
Rlverslde County Audltor-Controller

Tanya S. Harrls, DPA, CPA
Assistant Auditor-Controller

re)l

luly 11.,2023

Jennifer Cruikshank
Chief Executive Officer
Riverside University Health System, Medical Center
26520 Cactus Avenue
Riverside, CA 92555

Subject: Internal Audit Report 2023-327: Riverside University Health System,
Medical Center, Follow-up Audit

Dear Ms. Cruikshank:

We completed the follow-up audit of Riverside University Health System, Medical
Center. Our audit was limited to reviewing actions taken as of February L6,2023, to

help correct the findings noted in our original auditreport2022-021, dated July 12,2022.

We conducted our audit in accordance with the International Standards for the

Professional Practice of Internal Auditing. These standards require that we plan and
perform the audit to obtain reasonable assurance that our o$ective, as described in the

preceding paragraph, is achieved. Additionally, the standalds reqirile that we conduct
the audit to provide sufficient, reliable, and relevant evidence to achieve the audit
objectives. We believe the audit provides a reasonable basis for our conclusion.

The original audit report contained seven recommendations, all of which requiled
implementation to help correct the reported findings. Based on the results of our audit,
we found that of the seven recommendations:

. Five of the recommendations were implemented,
r Two of the recommendations were not implemented.



AO AUDITOR
COI{TROLLER

COUNTY OF RIVERSIDE

Internal Audit Report 2023-327: Riverside University Health System, Medical Center,

Follow-up Audit

Summary of the conditions from the original audit and the results of our review on the

status of the implementation of the recommendations are provided in this report. For an

in-depth understanding of the original audit, please refer to Internal Audit Report 2022-

021 included as "Attachment A" of. this audit report along with your department status

letter as "Attachment B.' You can also find the original audit report at

https: / / auditorcontroller. org/ divisions/ internal-audi t/ reports.

We thank you and your staff for the \e,lp and_ cooper-ation. The assistance provided
contributed significantly to the successfultompletion of this audit.

2fu
Ben J. Benoit
Rivelside County Auditor-Controller

+*. 6?---CL/. )

By: Ren6 Casillas, CPA, CRMA
Deputy AuditorController

cc: Board of Supervisors

Jeff A. VanWagenen, County Executive Officer
Dave Rogers, Chief Administrative Officer
Grand Jury
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Internal Audit Report 2023-3272 Riverside University Health System, Medical Center,

Follow-up Audit
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Internal Audit Report 2023-3272 Rivereide Univereity Health System, Medical Center,

Follow-up Audit

Accounts Held Outside of the Treasurv - Patient Propertv Account

Finding 1: Accounts Held Outsidi of the Treasury - Patient Property Account

"Medical Center does not maintain documentation with evidence of a formal review
and approval process over bank reconciliations for their patient property account. We

verified monthly bank reconciliations are being performed. However, the departrnent

does not document whether the bank reconciliations were reviewed or aPproved. As

such, we cannot determine whether adequate segregation of duties exist over the

management of the patient property account. Standard Practice Manual \001.,lnternol

Contril, states that, to maintain an effective system of internal control, 'well-
documented policies and procedures are established and maintained to promote

employee understanding of job duties, provide day-to-day guiclance to st#f and help

"*rr." continuity during employee absences or turnover.' Additionally, Standard

Practice Manual Lflf/L, hrtemol Control, states, 'recotds are routinely examined and

reconciled to determine that transactions were properly processed.' The deparbment

does 1ot have formal policies and procedures as it relates to maintaining the patient

property account Without a formal review and approval process, there may be an

increase in clerical errors or may not allow for adequate segregation of duties.

Segregation of duties reduces the risk of ettor', misappropriation of assets, and acts of

unauthorized activities.

Additionally, the department is not in compliance with state regulations relating to the

escheatnent of unciaimed personal property. We verified Medical Center has held

patient funds in their patient property account for nearly 35 years, with 133 patients

*horu funds were deposited prior to july 1, 2019. The State Controller's Office's

Unclaimed Property Law and Regulations, $15L9, Property Held by Goaenmrcnt or

Goaerrunental Sibdiaisiot or Agency, states,'all tangible personal property located in this

state, held for the owner by *y government or governmental subdivision or agency,

that has remained unclaimed by the owner for more than three yeals escheats to this

state.' Personnel was not fully aware of the state laws and regulations relating to the

escheabnent of unclaimed personal proper}.By not following the State Controller's

Office,s Unclaimed Property Law and Regulations, the deparhrent is subject to fines

and penalties."

Page 4 I
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Internal Audit Report 2023-3272 Riveraide University Health System, Medical Center,

Follow-up Audit

Recommendation 1.1

"Develop policies and procedures that ensure bank reconciliations for the patient
property account are adequately reviewed and approved to maintain compliance with
the Standard Practice Manual L}}-L,hientnl Control."

Current Statua 1.1: Implemented

RecommendaHon 1.2

"Develop policies and procedures that ensure patient funds that have been unclaimed
for tl-u.ee years or more are escheated to the state to maintain compliance with the State

Controller's Office's Unclaimed Property Law and Regulations, 51519, Property Held by

Gwernnrcnt or Goaerntrentnl Subdfuision or Agency."

Current Status 1.2: Implemented

HAC Tournal Entries

Findins 2: HAC journal Entries

"Medica1 Center does not maintain documentation over the HAC journal enblz review,
approval, and reconciliation process. As such, we cannot cletetmine whether adequate

segregation of duties exist over HAC journal entries. The Standard Practice Manual
100't, htternol Control, states that, to maintain an effective system of internal control,
'well-documented policies and procedures are established and maintained to promote
employee understanding of job duties, provide day-to-day guidance to st#f and help
ensure continuity during employee absences or turnover.' Additionally, Standard
Practice Manual 1:OA'J,, lntet'nsl Control, states, 'records are routinely examined and
reconciled to determine that hansactions were properly processed.' The deparbnent
does not have formal policies and procedures as it relates to creating, reviewing, and
processing HAC journal entries. Without a formal review, approval, and reconciliation
process, there may be an increase in clerical errors ol may not allow for adequate
segregation of duties, which can reduce the risk of error, misappropriation of assets,

and acts of unauthorized activities."

Page 5

I'
oCOUNTY

I



ADI#I,?JTPfi
COUNTY OF RIVERSIDE

Internal Audit Report 2A23-3272 Riverside Univeraity Health System, Medical Center,
Follow-up Audit

Recommendation 2

"Develop policies and procedures that ensure HAC journal entries are adequately

reviewed, approved, and reconciled to maintain compliance with the Standard Practice

Manual 1001, lntcrnnl Control."

Current Status 2: Implemented

Purchasing Processes

Finding 3: Purchaee Orders

"Thirty-five of 7,280 purchase orders, totaling $5.ZSV1, exceeded low value purchase

authority limitations of $25,000 per day per vendor for expenditures against conh'acted

vendors. Additionally, 18 of 7,090 purchase orders, totaling $1.05M, exceeded low value

pur.chase authority linritations of $5,000 per day per vendor for expenditures against

non<ontracted vendors. The Purchosing Policy Manunl, states, 'low value purchase

authority allows departmental staff the ability to issue LVPOs up to the amount of

95,000 per day per vendor and issues pulchase orders up to the dollar value of $25,000

againsl existing PeopleSoft Contracts.' Personnel was not fully aware of purdrasing

ord"r limitations. Buyer limitations are put in place to ensure compliance with county

purchasing policies and mitigate risks of inappropriate purchasing practices. Exceeding

Loy". limi-tations also circumvents the formal bid requirements designed to ensure the

best use of taxpayer dollats."

Recommendation 3.1

"Develop a process to maintain compliance with purchasing authority limitations set

forth in the Riverside County Purchasing Policy Mnnunl."

Current Status 3.1: Not Implemented

In our testing to verify compliance with the Riverside County Purclnsing Pglicy Mnrutal,

we identifi"d OS of 3,i63 instances, totaling $7,33'1.,992, where purchase orders were not

in compliance with the per day, per vendor purchase authority limitations for

contracted^ vendors. We emphasize the need to enstu'e compliance with county poliry to

mitigate the risks associatld with this practice a1d to stay in alignment witl'r the

objeftives il.e Pu.chosing Policy Manunl is set to achieve. Regarding the per dap per

Page 5 I
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Internal Audit Report 2023-3272 Rivereide Univereity Health System, Medical Center,

Follow-up Audit

vendor purchase authority limitations for non-contracted vendors, we did not identify

any instances of non-compliance.

Managemenfs Responee

"Riverside University Health System- Medical Center (RUHS-MC) follows the

Riverside County's purchasing policies and procedures. RUHS-MC utilizes vendors

with multiple conh.acts as contracts ale separated out by unit in order to meet specific

needs and quantify item unit counts for patient billable items. ln reviewing instances

where our low value purchase order processots exceeded their daily limitations, we

outlined instances where conhacts were in place but not used. To ensure we ar.e in
compliance we will re-train our staff to link pulchase orders to appropriate contracts, as

from the fuidings all instances had a contract in place. To ensure we are fully
implementing pu-rchase orders to be in compliance with per day limitations, Per vendor

forlconhactecl vendors we will be routing to our Procutement Contract Specialist.Th"y
will review and approve purchase orders after daily vendor limitations have been

exceeded as the purchasing agent is given full authority given by Ordinance 459."

Recommendation 3.2

"Ensure personnel with purchasing responsibilities are h'ained on the Riverside County

P urclusing P olicy ManuaL"

Current Status 3.2: Implemented

Svstem Access Controls

Finding 4: System Access Controls

"Of the tlu.ee system applications chosen for testing, employee access rights were
terminated upon separation from only one system (System A), while terminated
employees still had access to the other two (System B and System C). Additionally, for
all tluee systems, access righb were not terminated in a timely manner (within 24

hours). See Table B for a summary of findings:

PageT I
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Internal Audit Report 2A23-327: Riverside University Health System, Medical Center,
Follow-up Audit

TableB: Stttrunary of Einilings - SystemAccess Controls

System Findings

System
A

Three out of a total of nine employees (33%) did not have their access

removed in a timely manner, witl"r the average days lapsed being 17 days.

Systen't
B

Of the 3,220 employees with access to System B enabled, 179 employees
(6%) terminated from the county continue to have access to System B.

Five of out of a total of 701, employees (<17") did not have their access

removed in a timely manner. The average days lapsect was 6 days, with
the longest taking 15 days to terminate and the shortest taking 2 days.

System
C

Of the 1,324 employees with access to System C enabled, 224 employees

(17%) terminated flom the county continue to have access to System C.

Nine out of a sample of 10 employees (90'/o) did not have their access

removed in a timely manner. The average days lapsed was 48 days, with
the longest taking 186 days to terminate and the shortest taking 1.L days.

County of Riverside Information Security Standard vL.0, Section4.L, Account nnd Access

Mnnngenrctrf, states,'Accounts for terminated or transferred employees shall be disabled

or removed on the day of termination or h'ansfer.' The deparbnent's cutrent policies

and procedures do not include a process that ensures accounts for terminated or

transferred employees are to be disabled or removed on the day of termination or

transfer. When an account is not closed immediately after employment has ended, there

is a security risk to the information maintained in the systems used by the deparfment.

Given the sensitivity of the information Medical Center maintains in their systems,

safeguarding sensitive information should be of high priority."

Recommendation 4.1

"Ensure compliance with County of Riverside Information Seculity Standard v1.0,

Section 4.1., Accowrt ancl Access Manngentent, by disabling user system accounts on the

day of an employee's termination or b.ansfer fi'om the deparhnent "

II
Page I
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Internal Audit Report 2023-327; Riveraide Univereity Health System, Medical Center,

Follow-up Audit

Current $tatus 4.1: Not Implemented

Of the three system applications chosen for testing, employee access rights for one

system (System A) were terminated upon separation from the department and were

terminated timely (within 24 hours of separation). For the other two systems (System B

and System C), employee access rights were not terminated uPon separation fi'om the

deparhnent and were not terminated timely. See Table A for a summary of follow-up
observations:

Table A: Stunnmry of Follout-ttp Obsentatiotts - System Access Controls

System Findings

System B

Of the 3,335 employees with access to System B enable4 48 employees
(1%) separated from the department continued to have access to System B

at the time of our review (May 2023).

Two-htrndred seventy-six out of a total of 306 employees (90%) did not
have their access removed in a timely manner. The average days elapsed
was 1.3 days, with the longest taking 100 days to remove access and the

shortest taking 2 days.

System C

Of the 1,390 employees with access to System C enabled, 141 employees
(10yr) separated from the department continued to have access to System
C at the time of our review (May 20n).

Twenty-seven out of a total of 42 employees (640/.) did not have their
access removed in a timely manner. The average days elapsed was 118

days, with the longest taking 388 days to remove access and the shortest
taking 2 days,

Managemenfs Response

"Oul departrnent has been working on a plan to meet policy 1058 to disable accounts
within 24 hours. Our plan has been partially implemented to include 2 of our teams in
oul deparbnent. The two teams are service desk and Identity Access Management. Both
will work together to meet the goals. Oul team has ensured the service desk has the
access needed to disable the accounts and '!Iow to' h'aining material has been presented
to the team and included in class h'aining. Also, in the effort to change the work flow
several other teams are involved and working together to improve and map out Visio
wor*flows to improve the technician roles. We have informed RUHS managers of the

Page 9 I
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Internal Audit Report 2O23-327: Riverside University Health Syetem, Medical Center,
Follow-up Audit

process when requesting a termination or inactivate accounts as we found that HR is
not always aware, and it creates a delay for our team to act. Recently in this effott our
leadership has presented the haining material to the RUHS management team and
reinforced our SAR process. Terminating account requests have become a high priority
for our teams. The continuation of improvement will continue as we are looking at
technology to automate the process."

Recommendation 4.2

"Update department policies and procedures to include the immediate disabling of user
access rights for terminated or transferred employee in accordance with County of
Riverside Information Security Standard vL.0, Section 4,1, Accannt and Access

Mnnagenent."

Curent Status 4.2: Implemented

IPage 10



Attachment A

Internal Audit Report 202%0

Riverside University Health System,
Medical Center Audit

Report Date: Iuly 12,2022

ADIAUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Office of Paul Angulo, CPA, MA
Rivercide'C.ounty Auditor-Controller

4080 Lenron Slreel, I lth li'loor
Riverslde, CA 92509

(9sl) ess-3t00

www.auditorcontroller.org
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o; n COUNTY OF RIVERSIDE
OFF]CE OF THE

AUDITOR.CONTROLLER

County Admlnistralive Center
4080 Lemon Streel, 11u Floor

P.O. Box 1326
Riverside, CA S2502-1326

(951) Ss5-3800
Fax (951) 955-3802

M)ffiPJTH
COU}ITY OF RIVERSIDE

Paul Angulo, GPA, MA
Rlverslde county A udltor-Controller

Tanya S. Harrls, DPA, CPA
Asslslant A uditor-Controllor

luly 12,2O22

Jernrifer Crrrikshank
Chief Bxecutive Officet
Rivelsicle University Health system, Medical Center
26520 CactusAvenue
'Riverside, CA 92555

Subjech fnternal Audit Report 2022-0tlt Riverslde Unlvereity Health System, Medical
Center Audlt

Deal Ms. Cruikshank:

ln accordance with Board of Supervisols Resolution 83-338, we audited the Riverside

University Health System, Medical Center to provide management and the Board of
Superuisors wi0l an independent assessment of inteural conh'ols over accounb held

orLi.{" of the Treasury - patient ptoperty account, HAC joutnal enhies, purdrasing

processes/ and system acceas oontrols.

We conducted our. audit in acror<lance with the International Starrdatds fol' the

Professional Practice of lntarnal Auditing. These stanclards requirc that we plafl anct

pe1form the audit to obtain sufficient, r'eliable, relevant anct useful information to

provicte reasouable assurance that our obiective as described above is achieved. An

ilternal auclit indudes the sysbmatic analysis of information to evaluate and improve

tle effectiveness of intemal controls. We believe this audit provitles a reasonable basis

for out conclusion.

brternal conh.ols art processes designed bo provide management reasonable assurance

of acfiieving efficiency of operations, compliance wit]r laws arrd regulations, and

r.eliability oi financial-and non-financial information. Mauagement is responsible for

establishing a1cl maintaining adequate i:rternal conttols. Our responslllility is to

evaluate the intemal conh'ols,
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Irrtrrnal Auilit Report 2022-02TzRiverside University Health System, Medical Center

Audit

Our. conctusion and ctetails of our audit are documented ln the body of this audit report.

As requested, in acrordance with paragraph III.C oI the Board of Supervisors

Resolution 83-33& managemellt responded to each leported condiHon anct

recommendation containcct in our r€port. Managernent's responses flre inclucted in the

rcport. We will follow-up to verify that management inrplemented tlre corrective

actions.

Paul Arrgulo, CPA, MA
River side County Auditor-Conb'oller

gy, Ren6 Casillas, CPA, CRMA
Chief Internal Auditor

cc: Boatd of Suoervisors
Jeff A. Van iVagenett, Jr., County Executive Officer
Dave Roger', Chief Adrninish'ative Officer
Grand |ury

P"s"2 I
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Intenral Audit Report 2022-O21: Riverside Univerelty Health systern, Medical Centet

Audit

Executive Summary

Overview

Riversicle Univelsity Health system, Meclical Center (Meclical Center) is conrpriaecl of
the Medical Center; hospital-basect clinics, and the Medical and Sulgical Center with
approximately 3,500 healthcare professionals and support staff. Medical Center haine
1,0b0 medica[residents ancl students and 2,500 nutsing students arurually, The hospital
and outpatient cllnics offer dre followlng care options: OcrupaHonal and plrysical
ther,apy, cltnical lnboratory testing, pulmonary treahnent, and dingnostic servlces.

Medicil Center also specializes in pediah{c, obstsb'ic, glmecological cale,
endocrinology, infectious disease, olthopectics, and sulgery.

Medical Center has a reconrmencled budget of $1.08 billion for IY 2022-7J and 4,723

recourmended posiHoru. Cotutty of Riaersicle, Fiscol Yeor 2022-23 Recouurcndecl Budget
Voluun 7,354.

Audit Obf ectlve

Oul obiective is to provide rnulagement anct the Board of Supervisors with an
indeperident assessmArt about the adequacy ancl effectiveness of irrternal controls over
accoirnts held outside of the Treasury -- patierrt property acrcount, HAC journal enhies,
purehasirrg pr.ocesses, and system access conhpls. lnternal cqt_lbols are--Processes
ilesigned Io^provicle manag6ment reasonable assutance oJ- achieying eflCiency of
operitions, cohrpliance widrlaws ancl reculations, and rellabllity of financial and non-
fiirancial inforruition, Reasonable assurarice recogrizes internal-conh'ols have inhetent
Iimitations, itrcluding cost, rnistakes, ancl intentional efforts to bypass intelnal conh'ols.

Audit Scope and MethodoLory

We conducted the audit from December 30,2021, drrough April 20, 2022, for operations
h'onr July 7, 2020, tluough April 14, 2022, Following a lisk-based appr:oach, orr scoPe

initially lncluded the following:

o Accounb Held Outside of tlre Tteasuly - Patientllpperty Account
r Ernergency Response Plan
o HACJouuralBnh'ies
o Inventoy Conhols aucl Monltoring - COVID-19 Vacrlnadon Iuventory
o Ptuchasing Processes
. System Access C-onh'ols

Page 4 I
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Internal Audit Report 2022-021: Rivereide University Health System, Metlical Center

Audit

lhrough inquir.y, observations, ancl timited examination of relevant documentatio& it
was t{etermlnei through a risk asseesment of the emergency resPonse plan and
invantory conh'ols and-monitoling - COVID-19 vaccination inventory, that the tiak
exposurd to Medical Center associated with these processes ale well mitigated with
infur.nal controls and are fturctioning as clesigned. Therefore, our audit scoPe focused ou
ilterlal colhols over accoturts held outside of flre Treasury - paHent property account,

HAC iournal euhies, pruchasing Processes, and systern access conhols.

AudttHighltghte

Snnunry of Existlng Conilltlorts

o Meclical Center does not maintain docuurentadon with evidence of a fotmal review
a1d approval process over bank rnconciliations for theit patient Plopel'ty accorurt aild
the clifartmerit ls not in compliance with state regglatiols, Without a fotmal revtew
an<l approval process, there niay be an increase in cter{cal elro1s or u-ray not allow for
acleqtinte segr.egation of ctuties. By not foltowing slate regulaHons, the department is

subiect to flnes anct panalties.

r Mectical Center. cloes not maintain doctrmentation over the HAC iounral enhy
ileview, approval, nnd reconciliation pl'ocess. Without a formal teview, applcval, and

,=coo.iHa1ibr. pr.ocess, there may be in increase in clerical euols ot uray not allow for
adequate segregation of duHes.

o purchase orcter approvals exceeded buyer limitadons set by Purchasing. Bxceeding

buyer limitations cii.iumvents requisiHoris and approvirlq conu'olo pI! in place to

"t 
6*u compliance with county puichasing policles and mitigate dsks of inappropriate

purrhasing practices.

o Ternrinatecl employees contintte to have active or enablecl accounts and employee

ac3ess r.ights ,r.r" ,r6t terrninatecl in a tiurely 
-maluter 

uPon telmitratiou f-om the

county. VVLo, an actpunt is not closed hurne{i{cly aftet emploY{ent.hns.ended, Otere

is a siur.ity risk to the fu'rfornration uraintained in the systems used by the department.

S w u nnry of lnryroo eurcnt O pp o lfi mltl es

o Develop policies ancl procedules that elutue bank reconciliations for the paHl1t

prcperty arr6unt are aclequately reviewed 1nd approved to uraintain compliance wlth

itl" 
-stai.lard 

Plactice Manttal 7001, Intcntnl C-ottttol.

l
oUNTYco
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Internal Audit Report 2022-021t Riversid.e University Health System, Medical Center

Audit

o Develop policies and procedures that ensure patient funds that have been

unclairnecl^for. thr.ee years or nrore are escheated to the state to mainta,rn compliance

with tfie State Contbler.'s Office's Unclaimecl Ptoperty Law and Reguladons, 5151%

Property Heldby Gwernnrcnt or GotNrmuentnl Subdiuision or Agercy.

r Develop policies and proceclures that ensul'e HAC iournal enu'ies are adequately
reviewed, ipprovetl, and i'econciled to maintain compliance with the Standarcl Prnctice

Manual 7001, lntcr nnl Cotttrol.

r Develop a process bo maintain compliance with purchasing authority liudtations set

fortlr in the Riversicle County Pw'chnsingPolicy Manunl.

r Bnsur.e personnel with purrhasing responsibilities ale tlainecl on the Riverside
County Pwclmsing Policy Mnnual.

o Ensure compliance witll County of Riverside Information Security Standald v1.0,

Section 4,\, Aciannt nnd Acess Mningeuenf, by disabling user system accounts on the

day of an employee's termination or h'ansfer hrcm the department'

r Upclate cleparhnent policies and procedures to indud.e flre inrmetliate dimbling of
*ur i""ess tights for terminated or tr-ansferred employee in accordance with County of
Riversicle Inlormation Security Standald v1.O Section 4.L, Accorurt and Acess
Manngeurcnt.

Audit Conclueion

Based upon the results of our audit, we identified o-pporttrnities for inlplovement of
intemal-conuols relating to accounts helcl outside of the Treasury - patiort PloPerty
account, HAC jour.nal entlies, pulchasing processes, and syatem access contols.

Page 6 I
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Accounts Held Otrtside of the Treasuty - Patient Property Account

Background

Medical Center cur.rently holcls an interest-bearing bank account helcl outside of the

Riverside County Treasury consisting primarily of patient funds that wele accidentally

left behind once a patient is discharged from the hospital. Medical Center nraintains a

spreadsheet to h,ack the patien(s rlame ancl the amount of money left behind. Medical

Ce.rter atternpts to contnct the patient via letter if theil records indicate the money has

1ot been clainred. The account cutren0y holds funds for approxinrately 145 patlents,

with the olclest known deposit date behrg December 28,1987. As of February 28, 2022,

the nccounts bank balance totals $16,020.

Objecttve

To verify the existence and adequacy of internal conhols over the rlepartmen(s cash

management processes related to dreir patient property actount

Audit Methodology

To accomplish these obiectives, we:

o Obtained an understancling of cleparhnental processes and prCIcedures.

. Researched state standards anct best practices as it relates to holding paHent

property.

o Inberviewed key persormel regalding the departmen(s cash managenent processes

for the patient propertY account.

r Obtained a copy of the ctepattment's patient ProPel'ty listing.

r Obtaine<l bank r.econciliations and bank statements for three randomly selected

nronths.

. Analyzecl the review, approval, and reconciliation Process for the patient property

acEount,

couilTY o
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Findlng 1: Accounta Held Outaicle of the Treaaury - Patient Property Accottnt

Meclical Center cloes notrnnintaln documentntion with evidence of a forrnal review and

approval ptocess over bank reconciliations for theh' paHent property account. We

uerifi"a rnolthly bank r.econciliaHons are being pelformecl. Howevet, the clelntbneut

cloes 1ot clocumegt wftether tlre bank reconciliaHons lvere reviewecl or approvecl. As

such, we camot deteunine whether adequate segregation of cluties exist over the

nranagement of the patient property account. Standard Practice Manual 1001,Internnl

Contril, shtes that, to rniir.toir. an effective system of ir*eural conhol "well-
documentecl. policies and proceclures nre estabHshect anrt maintainecl to promote

employee understancting of iob cltrties, provicle day-to-ctay guiclance to t-$ff and help

"*rr" continuity .lur.ing employee abserrces or tur'lrov$." Additionally, Standard

ltacdce Manual 1001, litertti iontrol, states, "recotds nre routinely exaurined ancl

r.ecolcilecl to d.etermine that Earuacdons werc proper'ly processed." The depattnrent

cloes not have fornrat pollcies ancl procedur€s aB it telates bo rnaintaining the patient
property accotrnt. Without a for:nal review and approval plocess, there may be an

incr.ease in clerical errcrs ol' nray not allow for adequate segtegation of duties.

Segregation of cluHes r.educes the risk of enor, miaapplopriation of asseb, and acts of
unauthorized nctivities.

AdcliHonally, the cleparbnent is not in compliance with state legulations relatfurg to the

escheatnent of unclaimed personal property. We velified Medical Center has held

padent funds hr their patient property account for neatly 35 years, with 133 padents

wlrose ftlncls were deposited plior to July 7, 20L9, The Stnte Colrholletrs Office's

Unclainrecl Propelty taw and Regulations, $15L9, Prcyerty Hekl by Gowrmrcnt or

Gwermwnlol Sribiliaision or Agency, states, "all tangible personal property located in this

state, held for the owner by any governm,ent ot goveftlmental subtlivision or agency,

drat has rernnined unclaimecl by the owner fot more than tluee yeats escheats to this

state.r' Per.sorurel was not fully aware of tlre state laws arrd regulatioru relaHng to the

escheatmeqt of unclnimecl personal pl'operty. By not following the State Controllerrs
Office's Unclairnecl Property Law ancl Regulattorrs, the departrnent is subject to fines

and penalties.

Page I I
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Recommendatlon 1.1

Develop policies and procedutes that ellsure bank recouciliations for the patient

property iccount are acGqrrately reviewecl and apprrcved to maintain compliance with
the Stanctard Practice Manual 100L, I n te r n nl Cont r ol.

Managernen{e Reeponse

"partlally Concur, We partially concur with reconrmendation l.L as documentation

6oee exist for a1 annual review and approval of the patient prcpetty account at year

encl. However; the depattment has recently cleveloped a poliry anrl procedures to

ensur€ that the bank reconciliations are aclequately reviewed and appfoved on a

monthlY basis."

Actual/ee timate d D ate of Corte ctive Ac tion: 1 ane 70, 2022

Recommendation 1,2

Develop policies ancl procedures that ensure patient funds tl'rat have been unclaimed

fot three y"ors o, n ori ar= escheatecl to the state to maintain cornpliance with the State

Contr.olleirs Office's Unclaimec{ Ptoperty Law and Regulations, $1519, Property Heltl by

Gooennnent or Gwetfinental hbdiaision ar Agency.

Managernen(a ReePonse

,,ConcuL The ctepar.hnent concurs with recomntendation 1.2 and has clweloped a

polrcy and procedure to qrsure tlrat patient funds unclaimerl for three years or mote are

escheated to the State."

Actuat/estimated Date of Corrective Action: Iunel0,2022

Page I
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HAC ]outnal Entries

Background

Closilg iorunal enh.ies are posted at the end of an acrcounting peliocl (monthly,

quartei.lp or annually) to hairsfer tempotary accounts to Permaneut arcounts. These

*tti*r pr"pur" the tempotary accounts for the next accounting perioct and reset the

ilcome 
-or.,t 

"*p"r,se 
accounb. For Medical Center, if the deparhnent is rrnable t'o

provicle all closing journal entries to the AuctitorConttolle/s Office by the time a

n onth is closect, ihey must submit HAC journnl enhies for approval. HAC journal

enhies are monthly closirg joutnal enhies that were not posted prior to the Auditor'
Conh.oller's Office closing the month off to any adclitional changes or adjustments.

These HAC journal enh'ies are to be reviewed by the AuditotConholle/s Office, and, if
applcvecl, the Auctitor-Conbrcller's Office will re-open the montlt temporalily for'

Vteaicat Center to post the closing journal enh'ies. Once the HAC journal enhies ale

postect by Meclical benter', the Auditor-Conholleds Office will re-close the mofith and

no further closing journal enh'ies can be postect.

Objective

To verify the existetrce and adequacy of internal conh'ols over rteparhnent HAC journal

enh'y processes.

Audit Methodology

To accomplish these objectives, we;

o Obtained an unclerstanding of depathnental procesges and procedures'

o Interviewect key personnel regarding the HAC iournal euhy Process.

o Obtained a listing of all HAC journal enhies for the month of ]anuary 2022.

. Analyzecl the review, approval, and reconciliation process for posting HAC joumal

enh'ies to the Riverside County financial systenr,

Page 10 I
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Firrding 2: HACJournal Enh'iea

Meclical Center cloes not maintain documenbation over the HAC iournal enhy review,

approval, ancl reconcitiation process. As such, we caturot determine whether adequate

sefiregation of duties exist over HAC jourrral euh{es, The Standatd Practice Mar-rual

100'J.,-lnternnl Contral, states that, to rnaintain an effective system of internal control,
,,wel1-rlocumented policies and proceclures are establishert and rnaintained to promote

employee unclerstancting of job duties, provide day-to-day guidance to staff and help

"o"*.. 
continuity cturing employee absences or tutnover." Actt{iHonally, Stnnclarcl

Practice Manual 1001, lnternal Contt'ol, states, "records ale routinely examined and

reconcilecl to determine that h'ansactions wele properly processed'.t' Ihe ctepartment

does not have fonnal policies and ptocectules as it relates to creating, reviewing, ancl

processing HAC jour.nal entries, Without a forma[ review, approval, _and 
reconciliation

iro"uo, [.,"r" o.oy be an increase in clerical ell'ot'rs ol may not allow for adeqrrate

segregation of duties, which can recluce the risk of error; rnisappropliation of assets,

and acts of unauthorizecl activities.

Recommendation 2

Develop policies ancl procedules that ensure IIAC journal entries are aclequately

revi"wict, approved, und .ecor.ciled to maintairr conrpliance with the Standard Practice

Manual 1O01, lntet nnl Co ntrol.

Managernent's ResPonee

,,partially Concur. While RUHS-MCs Fiscal depalbnent historically has not l'rart formal

clocumested policies and procedules for creating, teviewing, ancl approving HAC

journals, sUaff and corresponding SupervisorB lrave establishec{ interual conhols anrl

sepatated ctuties to overie the function of creating, reviewing ancl apptoving HAC

joirnals. Fulthermore, each tirne a IIAC journal.is plepntej_$rat enhy is communicated
'to 

and coordinated with t'he Auclitor Conh'olle/s Office, RUHS hns also requeated that

Peoplesoft document the approval process however, as lecomlnended the depaltment

hae createcl clocunrentea pomies inc{ procedules to for:nally, teview, approve and

reconcile the HAC iournal pl'ocess."

Actua{estinrated Date of Corrective Actlon: lune10,2022

Page 11
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Purchasing Processes

Backgrountl

River.sicle County Purchasing and Fleet Services Department is responsible for
implementing policies and procedures set forth in the Riverside County Pw'dnsilrg
Policy Mnrutnl (December 3L,2021). The Director of Purchasing is the PtuchasingAgent
for Riversiclu iorr,ty and can delegah his/her authority to Riverside County staff wtth
limitations that vary depending on the level of authority granted. See Table A for a

purchasing authority ctelegation summary:

Trfule A: Putchasiug Autltotlty Delegation Surmmry

Position Purrhage Order AuthoritY
PO's Against
PeopleSoft
Conhacts

Low Value Purdrase
Authority (I-VPA) $5,000 per day per vendor $25,000 per clay

per venttor'

Buyer I $25,000 per day per vendor $100,000 per clay
pet vendor

Buyer II $50,000 per day per veudor $100000 per day
per vendot

Purchasing authority limitations will vary depending on whether purdrases are made

against county conh'acted venclots and non-coturty conh'acted vendore. The Pw'clmsitg
Poticy Motrunl states, "County sbaff rnay be granted LVPA uport successful completion
of LVPO h.nining. LVPA allows ctepalhnental staff the ability to issue purchase orders
up to the amount of $5,000 pet day per vendor and issues putchase orders up the dollar
value of $25,000 against existing RivCoPro or PeopleSoft conhacts."

Expenditures of $5,000 or greater, requile county deparbnents to obtain a nrinirnum of
three written quotes from potential vendors to ensute the best use of taxpayer dollars.
Tlte Pwchnsing Poticy Mnruml describes the splitting of purchase ordets as follows,
"Deliberate attempts to split orders, where the purpose is keeping hotal cost of each

orcler down below bid limits, and failure to cornbine orders when pracHcal for the best

interest of the county in order to circumvent the limitations, is prohibited antl may
result in dlsclplinary acHons reduced or sttspended purchasing authority."
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Objectlve

To verify the existence and aclequacy of internal conh'ols over department purrchasing

P[OCeSSeS.

Audit Methodology

To accomplish these objectives, we:

. Obtained arr urulerstanding of coun$r proculement policies ancl procedurea.

o Interviewed key pelsorurel regarding pl'ocurement prrccesses.

. obtainecl a usting of all purchase orcters for Medical center.

o Obtained a Listing of all Meclical Center staff with clelegatecl pulchasing authority.

o Analyzed cleparhment expenditure rtata for the audit period to iclentify instances

where buyer limitutioo" wele exceecled at the $5,000 and $25,000 limitations.

Flndtng 3: Purchase Orders

ADI#'.Plp.$

Tlrirty-five of 7,?30 pulchase orders, totaling $5.73M, exceected low value purchase

authority limitationstf $25,000 pet day per vendor for expenditnres against conhacted

venctors. Aclclitionally, fg of 2090 purchase otclers, totaling $1.05M, exceecled low value

purchase author{ty linnifations of $5,000 per clay pet vendor for expendi,hrres against

iron-conh.acted vendors. The Purchnsing Policy Mruntnl, states, "low value pulchase

authority allows clepartmental staff the ability to isstte LVPOs up to the amormt o[
gS,000 plr tlay per venclor and issues purchase otcters up to the dollar value of $25,000

agahsi existirrj PeopleSoft Conh'acts." Personnel was not fully awrue of ptuchasing

oi..l", limifations. Buyer limitations are put in place to ensure compliance with county

purchasing policies ancl nritigate risks of inappropriate purchasing practices. Bxceeding

il,ryu, timi"tations also cir,cuivents the formaibicl lequirements clesigned to ensure the

best use of taxpayer dollars.
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Recorntnendation 3.1

Develop a process to mainbain cornplinnce with pulchasing au0rority limitations set

folth in tlre Rivelside County PurchnsingPolicy Mnntml.

Managernent/e Responae

"Do Not Concur, RUHS-MC holds multiple conhacts with the same vendor fot var{ous

proclucts orcterecl by mtrltiple departments within the hospital. The Pufchasiug

Authority Delegation Surrunary table, referenced as Table A in this draft audit

summary, is interpreted to mean $5,000, per day, pel vendor lrot per Buyer' If the ACO

is interpieting thii authority to be pel vendor per day, then clitical supplies and orders

for paiient cale will be severely impacted resulting in a substantial backlog of
requisitions ancl orcters for oul client departments. This irrterpretation does not align

wiih ttre work processes of our clepartment and hospital opetatioru tlor is it an efficient

rnoclel to pr.ocdss PO's, Buyer Asiistants, who al'e out dedicated LVPA plccessors, do

not confei with one anothei'daily on their lespective PO's issued fol the satne vendor

lry a separate Buyer Assistant If a Buyer Assistant had to consult with other Buyer

Assistants evely ,Loy o, all the Purchase Orders each one issues to mitigate exceeding

the $5,000 threshokl, per.vendor', the execution of Purchase Orders and timeliness to

execute critical orcters woulcl simply be paralyzed jeopaldizing RUHS-MC's ability to
provicle patient care. RUHS will work with the County of Riverside Purchasing

Depalhnent to explore further options and solutiorrs."

Actual/estlmated Date of Corrective Action: TBD

Audito/s Comment

The purchasing authotity delegation sumutary in Table A refers to daily buyer

limitatlols based o1 position. These are the maximum amount of purchase orders, by

dollar-amount, that an individual with a specific purchasing role can approve in a

single day. All county operations should work under established Pulchasing guidelines

as each policy is cr.eitecl with an objective that errsures compliance with all applicable
Iaws, reguluti.o*, ptocutemellt requilements, and to suppott the best irrterests of the

County. If or'r op"rition cannot work within tlte guidelines, tlten the department shotrld

cornmunicate n/ith Purchasing for appropliate solubions. As such, we want to

emphasize the need for compliance within the parameters established within the

guidelines. Our rccomrnenc{ation does not change after receiving the resPor$e provided

by Meclical Center. As indicated irr our finding, at the tine of our teview, Medical
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Center exceecled low value purchase atrthority limitatioru of $25,000 per day pet
vendor for expendihues against conh'acted vendots, and $5,000 pet day per veuclor for'

expenditures agahrst non-conh acte d venclors.

Recornmendatlon 3.2

Ensure personnel with purchasing responsibilities are hained on the Riverside County
P w'cl nsing Policy Mnmnl.

Managemen(s Reoponee

"Concur. County of Riverside Purchasing Deparhnent tequiles all employees with
clelegated purchasing authority to attend the month$ Countywide Buye/s Meeting.

Those *""ti,rg" *"ro 
"u"punded 

in 2020 due to the COVID-l9 panclemic but resumecl

once again in March of.2U27, The Buye/s Meetings provide monthly arurouncements

a1d piocur.ement related haining topics. RTIFIS-MC staff regular'1y attend these

meetittgs."

Actual/estimated Date of Corrective Action: Ongoing
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System Access Conttols

Backgrortnd

System access conhols within infounation systems ellsule proPer confictentiality,

integ:.ity, and availabili$ to the data storecl within the system. Authentication ie a
contr.ol which confirms a nser's iclenHty to provide access to a systems sensitive

ilformation. Sensitive information is any inforrnation that rrrust be protectecl fl.olrr

rurauthor.izect access to maintain the infonrration secutity of an organization or an

infividuat. AuthenticaHon is often achieved by using login creclentials such as a

userna[le zurd passwold. Authentication relies on the presumption that the user is
author.izecl bo use dre system and that only the uset knows the login cteclentials to gain

acc€ss.

Active Directory is a dilectory service which allows Medical Center to rnanage

permissions and acress to network resoulces, and linked clata npplications utilized by
ttre cleparhnent When a user ends employment with Medical Centel Medical Cenher [T
is notlfied. through the creation of help desk tickets to disable Active Ditectoly to
remove per.rnissions and network access. These help desk tickets contain varioue

wotkflow tasks such as disabling e-mail accounts, acHve directory, datar/application
systems acress, badge access, reclaiming software licenses, ancl teclaimitg o.y
equipment that may have been issued to an employee. A help desk ticket is not closed

until atl tasks within have been completed by Meclical Center IT personnel.

Objective

To ver.ify the existence and adequacy of internal conhols over employee actess

termination to system applications used by Mec{ical Ceutet.

Arrdit Methodology

To accomplish these o$ectives, we:

o Obtainec{ an understanding of County of Riverside Infonnatlon Secur{ty Standard
v1.0.

o Interviewed key percorurel regardirrg the department's eurployee access tennination
pl'ocesses.
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. Obtained listing of employees who had access to Systenr A, Systern B, and System C

during the auditreview period

r Obtained listing of employees whose access to specific system applications (System

A, System B, and System Q were telminated ctuting the audit review period.

o Verify access rights to System A, System B, ancl System C were disabled within 24

houts of an employee's termination fi'om Medical Center,

Finding 4: System Access Controls

Of tlre tluee system applications drosen for testing, eurployee access rights were

terminated upon separation from only on'e system (System A), while terminated

employees still had access to the othet two (System B and System C). Additionall;, for
all three systems, access r{ghts were not terminated in a timely rnannel' (within 24

hours). See Table B for a summary of findings:

TnbleB: Suttutnry of Findings - Systent Access Controls

System Findings

System
A

Tluee out of a total of nine employees (33%) dicl not have their access

removed in a tirnely lnarrlel', with the average days lapsed being 17 days.

Systern
B

Of the 3,220 employees with access bo Systern B enable4 I"79 employees

(6%) terminated from the county continue to have access to system B.

Five of out of a total of T0l employees (<1%) did not have their acce$s

removed irr a tinrely manner. The average clays lapsed was 6 days, with
the longest takilrg 15 days to terminate and the shortest taking 2 ctays.

System
C

of the 1.,324 employees with access to system C enabled, 224 ernployees

(17%) terminated frorn the county continue to have acce8s to system C.

Nine out of a sample of 10 employees (907") did not have theil accesa

removed in a tirnely rnannef. The average days lapsed was 48 days, with
the longest taking 186 days to terminate and the sholtest taking 11 days.
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County of Rivelside Information Securi$ Standard v1,0, Section 4,L, Accomrt nnd Acess
Mmmgenrcn!, states, "Accounb for telminated or ttansferred employees shall be

disabled or removed on the day of termination ol hansfer." The department's cument
policies and procecturcs do not include a prccess that ensures accounts for tetminated
or h.ansfened ernployees are hc be disablerl or temoved on the day of teuninaHon or
hansfer. Wren arr account is not dosed imnrecliately after employment has ended, there
is a secur.ity risk to the infotmaHon maintained in the systems used by the clepaltment.
Given the sensitivity of the in-fornration Medical Center maintains fur thelt' systrems,

safeguardhrg sensiHve information should. be of high priority,

Recomnrendation 4.1

Ensule compliance with County of Rivetside Infornration Security Standard v1.Q
SecHon 4,7, Accoturt oncl Acuss Mangenent, by disabling user system accounta on the
day of an employee's termination or hansfer from the depalhnent.

Managemen(a Reaponse

"Partially Concur. RUHS-MC has beeu deactivating employee Microsoft Window's
accotrnt access upon separation from the County and while usels can't sign into other
systems witlrout MicrosoftWindow's access, best practice would be to disable acorutb
in nll systems. RUI{S-MC is revising policies and procedures to reflect the auclito/s
tecommendadorr ancl will rehnirr staff as a lesult "

Actual/eetirnated Date of Corrective Action: luly 37,2022

Recornmenclatlon 4,2

Update depalhrrent policies and procedures to include tlre irnmectiate disabling of user
flccess lights for ternrinated ol hansfened employee in accordance with County of
Riversicte InformaHon Security Standard v1.0, Section 4.1, Arconti and Acuss
Manageunnt.
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Managemen(s Reeponse

"Partially Concur. RUHS-MC has been deactivating employee Microsoft Window's
accotur.t access uPon separation from the County and wlrile user.s can't sign irrto oflrer
systems without Microsoft Window's acce&s, best practice would be to disable accounts
in all systeurs. RUHS-MC is revising policies and proceclutes to reflect the auditor's
recommendation ancl will reh.ain staff as a result."

Actual,/estimated Date of Corrective Action: July 31,2022
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Attachment B

[Department Letterhead]

The followlng are the current status of the reported flndings and planned corrective
actions contalned in lnternalAudlt Report 2022-021: Riverside University Health System,

Medica! Genter Audit.

Authorized Slgnature Date

Flndlng 1: Accounts Held Outside of the Treasury - Patient Property Account

"Medical Center does not maintain documentation with evidence of a formal review and approval
process over bank reconciliations for their patient property account. We verified monthly bank

ieconciliations are being performed. However, the department does not document whether the
bank reconciliations were reviewed or approved. As such, we cannot determine whether adequate

segregation of duties exist over the management of the patient property account. Standard

Pricti|e Manual 1001, lnternal Control, states that, to maintain an effective system of internal

control, "well documented policies and procedures are established and maintained to promote

employee understanding of job duties, provide day-to-day guidance to staff and help ensure

continuity during employee absences or turnover." Additionally, Standard Practice Manual 100't ,

lnternal Control, states, "records are routinely examined and reconciled to determine that
transactions were properly processed." The department does not have formal policies and
procedures as it relates to maintaining the patient property account. Without a formal review and

approval process, there may be an increase in clerical errors or may not allow for adequate
segregation of duties. Segregation of duties reduces the risk of error, is appropriation of assets,
and acts of unauthorized activities.

Additionally, the department is not in compliance with state regulations relating to the
ensheathment of unclaimed personal property. We verified Medical Center has held patient funds
in their patient property account for nearly 35 years, with 133 patients whose funds were deposited
prior to July 1, 2019. The State Controller's Office's Unclaimed Property Law and Regulations,

S1519, PrcpertyHeldbyGovemmentorGovemmentalsubdivisionorAgency,states,"alltangible
personal property located in this state, held for the owner by any government or governmental

subdivision or agency, that has remained unclaimed by the owner for more than three years
escheats to this state.' Personnel was not fully aware of the state laws and regulations relating to
the escheatment of unclaimed personal property. By not following the State Controller's Office's
Unclaimed Property Law and Regulations, the department is subject to fines and penalties.'

Current Status

Reported Flndlng Corrected? Yes No

Policy and procedures have been developed and lmplemented.
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Recommendation 1.1

"Develop poticies and procedures that ensure bank reconciliations for the patient

property accounts are adequately reviewed and approved to maintain compliance with

the Standard Practice Manual lAOl,lnternal Control."

Management RePIY

,,partially Concur. We partially concurwith recommendation '1.1 as documentation does exist for

an annull review and'approval of the patient property account at year end. However, the

department has recently' developed a policy and procedures to ensure that the bank

reconciliations are adequately reviewed and approved on a monthly basis."

Actual/estimated Date of Corrective Action: June 10, 2022

Current Status

Corrective Action: I fuffy tmplemented f] e",tiutly lmplemented [ ruot lmplemented

Descripti on of the corrective action taken (or pending action and estimated date of

c n for corrective ls rtiall not im

Recommendation 1.2

.Develop policies and procedures that ensure patient funds that have been unclaimed for three

years or more are escheated to the state to maintain compliance witll tl'le State Controller's

bffi""'s Unclaimed Property Law and Regulations, 51519, Propefty Held by Government or

Governmental Subdivision or Agency ;'

Management RePIY

,,Concur. The department concurs wilh recommendation 1.2 and has developed a policy and

procedure to ensure that patient funds unclaimed for three years or more are escheated to the

State."

Actual/estimated Date of Corrective Action: June 10,2022

Current Status

Corrective Action: I frtty lmplemented I errtirtty lmplemented [] ru"t lmplemented

Description of the corrective action taken (or pending actlon and estimated date of

com corrective on that is or not emented

Corrective action has been in place slnce June 10, 2022. Monthly bank reconciliations are now

being reviewed and aPProved.

corrective action has been ln place since June 10,2022. Policy and p

developed to ensure patient funds unclaimed for three years or more

State.

rocedures have been
are escheated to the

I

I

i

l
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Finding 2: HAC Journal Entries

"Medical Center does not maintain documentation over the HAC journal entry review, approval,

and reconciliation process. As such, we calmot determine whether adequate segregation of

duties exist over HAC journal entries. The Standard Practice Manual 1001, lnternal Control, states

that, to maintain an effective system of internal control, "well-documented policies and procedures

are established and maintained to promote employee understanding of job duties, provide day-

to-day guidance to staff and help ensure continuity during employee absences or turnover."

nOOitionatry, Standard Practice Manual 1OO1, tnternal Control, states, "records are routinely

examined and reconciled to determine that transactions were properly processed." The

department does not have formal policies and procedures as it relates to creating, reviewing, and

processing HAC journal entries. Without a formal review, approval, and reconciliation process,

inere may ne an increase in clerical errors or may not allow for adequate segregation of duties,

which can reduce the risk of error, misapproprialion of assets, and acts of unauthorized activities."

Current Status

Reported Finding Corrected? Yes No

Policy and procedures have been developed and imptemented

Recommendation 2

"Develop policies and procedures that ensure HAC journal entries are adequately reviewed,

approved,'and reconciled to maintain compliance with the Standard Practice Manual 1001,

lnternal Control."

Management Reply

"Partlally Goncur. While RUHS-MC's Fiscal department historically has not had formal
documented policies and procedures for creating, reviewing, and approving HAC journals, staff
and corresponding Supervisors have established internal controls and separated duties to

oversee the function of creating, reviewing and approving HAC journals. Furthermore, each time
a HAC journal is prepared that entry is communicated to and coordinated with the Auditor
Controller's Office. RUHS has also requested that Peoplesoft document the approval process
however, as recommended the department has created docurnented policies and procedures to
formally, review, approve and reconcile the HAC journal process."

Actual/estimated Date of Corrective Action: June 10,2022

Current Status

Corrective Action: E frtry lmplemented I e.rtiutly lmplemented I Hot lmplemented

Description of the corrective action taken (or pending action and estimated date of

Corrective action has been in place since June 10,2022. The HAG Journal review and approval
process is documented as approver now signs the HAC Journal log. Once HAC journals are
posted, a reconciliation to the HAC journal log is performed, review and approval slgnature ls
obtained.

com letion for lanned correctlve or not i

tr tr



Finding 3: Purchase Orders

"Thirty-five of 7,280 purchase orders, totaling $5.73M, exceeded low value purchase authority

limita(ions of $25,000 per day per vendor for expenditures against contracted vendors.

Additionally, 1B of 7,09b purchase orders, totaling $1.05M, exceeded low value purchase

authority limitations of $5,000 per day per vendor for expenditures against non-contracted

vendorj. The purchasing Poticy Manua!, stales, "low value purchase authority allows

departmentat staff the ability to issue LVPOs up to the amount of $5,000 per day per vendor and

issues purchase orders up io the dollar value of $25,000 against existing PeopleSoft Contracts."
personnel was not fully aware of purchasing order limitations. Buyer limitations are put in place

to ensure compliance with county purchasing policies and mitigate risks of. inappropriate

purchasing praitices. Exceeding buyer limitations also circumvents the formal bid requirements

designed to ensure the best use of taxpayer dollars."

Current Status

Reported Findlng Corrected?

mmen n

Yes NoY

,,Develop a process to maintain compliance with purchasing authority limitations set forth in the

Riverside County Purchasing Policy Manual."

Management RePIY

,'Do Not Concur. RUHS-MC holds multiple contracts with the same vendor for various products

ordered by multiple departments within the hospital. The Purchasing Authority Delegation

Srr*"ry iabte, referenced as Table A in this draft audit summary, is interpreted to mean $5,000,

per day, per vendor not per Buyer. lf the ACO is interpreting this authority to be per vendor per

bay, tneri critical supplies and orders for patient care will be severely impacted resulting in a

.rlrltrntiur backlog of requisitions and orders for our client departments. This interpretation does

not align with the wort< processes of our department and hospital operations nor is it an efficient

model-to process pO's. Buyer Assistants, who are our dedicated LVPA processors, do not confer

*itn on" another daily on t'heir respective PO' s issued for the same vendor by a separate Buyer

Assistant. lf a Buyer Assistant had to consult with other Buyer Assistants every day on all the

purchase Orders each one issues to mitigate exceeding the $5,000 threshold, per vendor' the

execution of purchase Orders and timelinels to execute criticalorders would simply be paralyzed

jeopardizing RUHS-MC's ability to provide patient care. RUHS will work with the County of

hiverside P-urchasing Department to explore further options and solutions"'

Actual/estimated Date of Corrective Action: TBD

Gurrent Status

Corrective Action: I frrry lmplemented

Descripti on of the corrective action taken (

on for lanned co acti that is

Partially lmplemented

or pending action
al or not

[] ruot lmplemented

and estimated date of

We have developed and implemented a training for all our Purchasing personne_l to_ roinforce

puict a"ing threshotds whlch lncludes orientations on the Purchasing Manual, Ordinance 459'

lrtfr"ifty if tne purchasing Agent, Government Code 3't000- BOS Authority to Contract for
Servicei Government CoaL ZSSOO- Appointment of the Purchasing Agent and Purchasing

Authority Overview.

We have developed and implemented a training for all our Purchasing personnel to reinforce

;;-ril;il it r"!nora" which includes orientations on the Purchasing Manual'



Recommendation 3.2

"Ensure personnel with purchasing responsibilities are trained on the Riverside County

Purchasing Policy Manual."

Management Reply

,'Concur. County of Riverside Purchasing Department requires all employees with delegated

purchasing authority to attend the monthly Countywide Buyer's Meeting. Those meetings were

suspendel in 2020 due to the COVID-19 pandemic but resumed once again in March ol2021.

The Buye/s Meetings provide monthly announcements and procurement related training topics.

RUHS-MC staff regularly attend these meetings."

Actual/estimated Date of Corrective Action: Ongoing

Current Status

Corrective Action: I rurry lmplemented I e",tirtty lmplemonted [] not lmplemented

Description of the corrective action taken (or pending action and estimated date of

All purchasing porsonnel with delegated purchasing authority are attending the monthly
Countywide Buyer's Meeting which resumed in 2021. Our Procurement Contract Specialist
assigned to RUbH Medical Central gather topics of interest from our purchasing personnel for
training topics.

comptetion for planned corrective action that is partially or not implemented).

Finding 4: System Access Controls

"Of the three system applications chosen for testing, employee access rights were terminated
upon separation from only 011e system (System A), while terminated employees still had access
to the other two (System Band System C). Additionally, for all three systems, access rights were
not terminated in a timely maimer (within 24 hours). See Table B for a summary of findings:

Table B: Summary of Findings - Sysfem Access Controls

System Findlngs

System
A

Three out of a total of nine employees (33%) did not have their access removed in

a timely manner, with the average days lapsed being 17 days.

System
B

Of the 3,220 employees with access to System B enabled, '179 employees (60lo)

terminated from the county continue to have access to System B.

Five of out of a total of 701 employees (<1%) did not have their access removed
in a timely manner. The average days lapsed was 6 days, with the longest taking
15 days to terminate and the shortest taking 2 days.



Of the 1,324 employees with access to System C enabled, 224 employees (17%)

terminated from the county continue to have access to System C.

System

County of Riverside lnformation Security Standard v1.0, Section 4.1, Account and Access

Management, states, "Accounts for terminated or transferred employees shall be disabled or

removLd on the day of termination or transfer." The department's current policies and procedures

do not include a process that ensures accounts for terminated or transferred employees are to be

disabled or removed on the day of termination or h'ai1Sfer. When an account is not closed

immediatety afler employment has ended, there is a security risk to the information maintained in

the systems used by the department. Given the sensitivity of the information Medical Center

maintains in their systems, safeguarding sensitive information should be of high priority."

Current Status

C

Yes

The finding has been corrected and policies in place to ensure compliance with 
-County 

of
Riverside lnformation Security Standard vl.0, Section 4.1, Account and Access Management

Recommendation 4.1

"Ensure compliance with County of Riverside lnformation Security Standard v1.0, Section 4.1,

Account and Access Management by disabling user system accounts on the day of an

employee's termination or transfer from the department."

Management Reply

,,partialy Concur. RUHS-MC has been deactivating employee Microsoft Window's account

access u'pon separation from the County and while users can't sign into other systems without

MicrosoftWindow's access, best practice would be to disable accounts in all systems. RUHS-

MC is revising policies and procedures to reflect the audito/s recommendation and will retrain

staff as a result."

Actual/estimated Date of Corrective Action: July 31 ,2022

Reported Finding Corrected? No

f n"rtiutly lrnplemented [ ruot lmplemented

ken (or pending actlon and estimated date of
at is a not im leme

Y

Current Status

Corrective Action: [l rrtty lmplemented

Description of the corrective action ta
on for an corrective

Nine out of a sample of 10 employees (90%) did not have their access removed in

a timely manner. The average days lapsed was 48 days, with the longest taking
186 days to terminate and the shortest taking 1 1 days.

The correction action has been fully implemented and additional resources have been added

for deactivations to ensure all accounti ln the system are deactlvated following policies and

procedures.

Recommendation 4.2

tr



"Update department policies aild procedures to include the immediate disabling of user access
rights for terminated or transferred employee in accordance with County of Riverside lnformation
Security Standard v1 .0, Sectio n 4.1, Account and Access Management."

Management Reply

"Partially Concur. RUHS-MC has been deactivating employee Microsoft Window's account
access upon separation from the County and while users can't sign into other systems without
Microsoft Window's access, best practice would be to disable accounts in all systems. RUHS-MC
is revising policies and procedures to reflect the auditor's recommendation and will retrain staff
as a result."

Actual/estimated Date of Corrective Action: July 31,2A22

Current Status

Corrective Action: f! rruy lmplemented I R"rti"tty lmplemented [ ru"t lmplemented

Description of the corrective action taken (or pending action and estimated date of
com for lanned corrective action or not im emented

The correction action has been fully implemented and additional resources have been added
for deactivations to ensure all accounts in the system are deactivated following policies and
procedures.


