
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.6
(tD#22449)

MEETING DATE:
Tuesday, July 1 1, 2023

FROM: AUDITORCONTROLLER

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2023-012: Riverside County
Children and Families Commission Audit, District: All. [$0]

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file lnternalAudit Repoft2023-012: Riverside County Children and
Families Commission Audit

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Perez, seconded by Supervisor Jeffries and duly carried, lT
WAS ORDERED that the above matter is received and filed as recommended.

Ayes:
Nays:

Absent
Date:

xc:

Jeffries, Spiegel, Perez and Gutierrez
None
Washington
July 1 1,2023
Auditor-Controller

A. Rector

Dep
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F!NANCIAL DATA Current Fiscal Year Next Flscal Year: Total Cost: Ongolng Cost

COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

NET COUNTY COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

SOURCE OF FUNDS: N/A
Budget Adjustment: No

For Fiscal Year: nla

SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION: Approve

BACKGROUND:
Summary
ln accordance with Board of Supervisors Resolution 83-338, we audited the Riverside County
Children and Families Commission to provide management and the Board of Supervisors with
an independent assessment of internal controls over the safeguarding personally identifiable
information and system access controls.

Our conclusion and details of our audit are documented in the body of this audit report.

BACKGROUND:
Summarv (continued)
Based upon the results of our audit, we identified opportunities for improvement of internal
controls relating to safeguarding personally identifiable information and system access controls.

lmpact on Citizens and Businesses
Provide an assessment of internal controls over the audited areas.

SUPPLEMENTAL:
Additional Fiscal lnformation
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller's Office - lnternal Audit Repoft 2023-012: Riverside
County Children and Families Commission Audit

Page 2 of 2 to# 22449 2.6

We will follow-up in one year to determine if actions were taken to correct the findings noted.
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Ben J. Benolt
Rlverelde Gounty Audltor'Controller

Tanya S, Harrls, DPA, CPA
Aeslstant Audltor4ontroller
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lrly 1'1.,2023

TammiGraham
Exectrtive Director
Riverside County Children and Families Commission
585 Technology Court
Riversids CAY2507

Subject Internal Audit Report 2023-012r Riverside County Children and Familiee
Commiaeion Audit

Dear Ms. Graham:

In accordance with Board of Supervisors Resolution 83-338, we audited the Riverside

County Children and Families Commission to provide managemmt and the Board of
Supervisors with an independent assessment of intemal controls over the safeguarding
personally identifiable information and system access controls.

We conducted our audit in accordance with the International Standards for the

Professional Practice of Inbernal Auditing. These standards require that we plan and

perform the audit to obtain sufficient, reliable, relevant, and useful information to
provide reasonable assurance that our objective as described above is achieved. An
internal audit includes the systematic analysis of information to evaluate and improve
the effectiveness of internal conhols. We believe this audit provides a reasonable basis

for our conclusion.

Internal controls are processes designed to provide management reasonable assurance of
achieving efficienry of operations, compliance with laws and regulations, and reliability
of financial and non-financial information. Management is responsible for establishing
and maintaining adequate internal controls. Our responsibility is to evaluate the internal
conh'ols.

Our conclusion and details of our audit are documented in the body of this audit report.
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As requested, in accordance with paragraph III.C of the Board of Supervisors Resolution
83-338, management responded to each reported audit findings and recommendations
contained in the report. Managemen/s responses are included in the report. We will
follow-up to verify that management implemented the corective actions.

We thank you and your staff for your help and cooperation. The assistance provided
contributed significantly to the successful completion of this audit.

&-"^ )"2*p
BenI. Benoit
Riverside County Auditor-Controller

.&1)
<.L-4.

Byt Ren6 Casillas, CPA, CRMA
Deputy Auditor-Controller

cr: Board of Supervisors
Ieff A. Van Wagenen, ]r., County Executive Officer
Dave Rogerg Chief Administrative Officer
Grandlury
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Executive Summary

Overview

Riverside C-oung Children and Families Commission (First 5 Riverside) provides
support to children fiom prenatal through age five. First 5 Riverside receives funding
from the California Children and Families Act (Proposition 10), which placed a statewide
tax on cigzu'ettes and other tobacco products to support and promote early childhood
development programs.

First 5 Riverside has a recorrmended budget of $41.3 million for FY 20?3-24 and 69

authorized positions to execute ib responsibilities. County of Riverside, Fiscal Year2023-
24 Recommended Budget, Volume 1,,137.

AO

Audit Obiective

Our o$ective is to provide marulgement and the Board of Supervisors with an
independent assessment about the adequacy and effectiveness of internal controls over
grant reimbursement and expenditures, safeguarding personally identifiable
informatiort and system access controls. hrternal conh'ols are Processes designed to
provide management reasonable assurance of achieving efficiency 9f operations,
Lompliance with laws and regulations, and reliability of financial and non-financial
infoimation. Reasonable assurance recognizes internal conhols have inherent limitations,
including cost, mistakes, and intentional efforts to bypass internal controls.

Audit Scope and Methodology

We conducted tre audit from August30,2022, through February 9,20?3, for operations

from |uly 1.,202A, through |anuary 19,2023. Following a risk-based approach, our scoPe

initially included the following:

o Grant Reimbursement and Expenditures
o Safeguarding Personally ldentifiable lnformation
. System Access Conb'ols

Through inquiry, observations, and limited examination of relevant documentation, it
was determined through a risk assessment of the business Processes for grant

r.eimbur.sement and expenditures, that the risk exposure to First 5 Riverside associabed

with these processes are well mitigated with inErnal controls and are functioning as

designed. Therefore, we focused our audit scope to internal controls over the

safeguarding personally identifiable information (PII) and system access controls.

Page 4 II
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Audit Highlights

Sttrtunary of Existing Co trtlitio ns

o First 5 Rivercide staff members did not complete the annual training related to
personally identifiable information as required by First 5 Riverside Policy. Training
enhances employee knowledge and skills and promotes compliance with essential
policies and procedures.

. Employees acress righs termination requests are not created and approved in a

timely marrner for systems that are linked and not linked to Active Directory. When an
account is not closed immediately after employment has ended, there is a security risk to
the information maintained in the systems used by the departmenl

. Access rights to a First5 Riverside managed system was not disabled timely for third-
party vendors' terminated employees. Allowing vendors and its related employees access

to remain open after employment has ended exposes the department to risk where
confidential information maintained in department systems remains accessible to
individuals who no longer have the right or need to know.

Sntrunary of Inrproaanent Opporhnities

r Ensure First 5 Riverside staff continue completing PII haining annually as required
by the department policy.

. Ensure compliance with County of Riverside Information Security Standard v1.O
Section 4,L, Account nnd Acess Monngenrcnf, by disabling system access rights on the day
of an employee's departure or transfer from the department.

o Revise existing policies and procedures to ensure the disabling of Active Direcbory
accounts are requested and approved within 24 hours of an employee's departure or
transfer from the deparhent.

. Revise existing policies and procedures to ensure request for systems not linked to
Active Directory are made within 24 hours of an employee's departure or transfer
from the department.

. Develop line of communication with third-party vendors to ensure users access
right are disabled timely for terminated vendors and their related employees.

Page 5 !



AOIAUDITOR
COTITROLLER

COUNTY OF RIVERSIDE
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. Ensure First 5 Riverside periodically communicates with third-party vendors over

updating system access rigtrts to compiy with County of Riverside InformationSecurity

Standard V1..0.

Audit Conclueion

Based upon the results of our audit, we iclentified opportunities for improvement of

internal contrors,"tuti.g to safeguarding personaily identifiabre information and system

access controls.

,"rra I
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Safeguarding Personally Identifiable Information

Background

Personally iclentifiable information (PI! is any infortnation that cau be used to identify a

specific individual. This infonnation incltrdes any data that cau be linkecl to a particular
pel'solt/ such as their name, addless, social secttlity rttttttber', date of birth, email address,

phone rturttbeL, passport ttumbet', or driver's liceuse uttmbet'.

Key federal laws that protect PII include:

o Social Seculity Act - Governs various social set'vices progl'alns, and includes
provisions tl'rat regulate the collection, ttse, artd disclosure of PIL

o Health lnsurance Portability and Accountability Act - Regulates the ttse aud
disclosure of protectecl health iufortnatiot't.

o Chilclren's Online Plivacy Protection Act - Regulates how websites arrd ouliue
services collect, use, and disclose personal infolmation for childreu ttuder the age of 13.

RIVCO Talent is a program offered by Riverside Cottnty Hutnau Resout'ces which offers
h'airring and development l'esources to sh'engthen the cottnties workfot'ce as well as

educate county erlrployees on valious topics including compliauce with legulatory
reqtrirenrents. RIVCO Talent offers Personnlly ldentifinble lnfornmtiott h'aining to advise
staff who access, use, or disclose PII on the lequired safeguards required to Protect
information.

Filst 5 Riverside collects and maintains pelsonally identifiable information to provide the

services to its customers. As such, they have trairring policies to emphasize the need for
this h'airtng arrd lequire its staff mernbers go through the trairrirrg offered through
RIVCO Talent.

Objective

To ensnre the existence and adequacy of conh'ols ovel personally iclentifiable
inforrnation.

Page 7
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Audit MethodologY

To acromplish these objectives, we:

o obtained an understanding of Personally Identifiable Information policies'

. Requested a list of all employees who handle confidential personal information'

. Verified First 5 Riverside employees received the PII policy and signed

acknowledgement of the PolicY'

o verified First 5 Riverside employees completed annual training for PII'

Finding 1: Pereonally Identifiable Information Training

Fourreen out of 14 deparhent employees (100%) t:lT}g for testing did not complete

PII training as of the a"t" or our reriew (December 1,z}?J/)'Per 
First 5 Riverside polic!'

privacy and security of Personally Identifiable Information Training' stateq "All staff

members, including volunteers, interns, temporary employees, management' and others

granted access u." i"qoir"a to r,1""9ttfulty compfete, initiiUy and on-going' privacy and

securtty training os ipi"t"q"i"ite for *iog, auttrorizing' and/or maintaining access to

computer systems *d nI." a process to rntnitor *o,p-lirr,* with their training Policy

onPllandensurethecompletene,,oru.i'trainingforstaffhandlingconfidential
information is not in place. f{owever, as of }anua ry Z}/l,First 5 staff have completed PII

haining. Training *i.ur,""" employee knowledge, t!ilI", as well as promote compliance

with essential policies and procedures. It ;lso helps tre departurent ensure the

accomplishm*roii-oUlectives gti$ are usually esAtlshed through haining policies

*ar.+minimizettreristassociatedwiththehandlingofPll.

Recommendationl

Ensure First 5 Riverside staff continue completing PII training annually as required'

Managemenfle ReePonee:

,,Concur. All First 5 Riverside County staff members lisCd on the audit have attended a

Plltraining.staffwithaccesstoPllitr"r*"u"nhasshifted'Historically'staffdidnot
collect or have acces.s to this type of information' However' with the various partnerchips

with both internal and external agencies and corresponding supportive programs that

I I
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may potentially gather PII information, the department immediately mandated that all
current staff complete the County's PII training flanuary 2023). Additionally, all new
hires, including TAP staff that may have access to PII information, are required to
complete the mandated training within the first week of hire. The department has also

instituted mandatory annual re-training in )anuary of each year.

Actual/Estimated Date of Corrective Action: Completed - ]anuary 2 - 6,2A?3.o

,"rr, I
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System Access Controls

Background

System access controls within information systems ensure proper confidentiality,
integrity, and availability to the data stored within the system. Authentication is a control
which confirms a user's identity to provide access to a systems sensitive information.
Sensitive information is any information that must be protected from trnaudrorized
access to maintain the information securiff of an organization or an individual.
Authentication is often adrieved by using login credentials such as a username and
password. Authentication relies on the presumption that the user is authorized to use the
system and that only the user knows the login credentials to gain access.

Active Dilecbry is a directory service which allows RCIT and First 5 Riverside to manage

permissions and access to network resources, and linked data applications utilized by the
department. When a user ends employment with First 5 Riverside, it is the departmen(s
responsibility to create and approve a help desk ticket to request the removal of the
terminated employee's access rights to their Active Directory account. Once the ticket is
approved by First 5 Riverside personnel, Riverside County Information Tedrnology is

notified to disable Active Directory to remove permissions and network actess.

System applications can be linked to Active Directory in such a way that terminating
Active Directory accounts will also terminate acress to the Iinked system applications.
For system applications not linked to Active Dilectory, county deparhents must
manually terminate acrounts for employees no longer employed with the deparhent
Additionally, drird party contracted vendors may be granted actess to county systems tro

fuifill contractual obligations. It is the county department's responsibility to monitor and
terminate system actess to vendors who no longer require access.

Objective

To verify the existence and adequacy of internal controls over employee actess

termination to system applications used by First 5 Riverside.

Audit Methodology

To accomplish these objectives, we:

Page 10
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o obtained an understanding of County of Riverside Information security standald

v1.0.

o Interviewed key personnel regarding the cleparhnen(s employee actess termination

proce$es.

o obtained a listing of all critical systems usecl by First 5 Riverside and judgmentally

selected a sample of iystems not linked to Active Directory.

o obtalned listing of employees who had access to the selected system applicatiors not

linked to Active Oirectoryadtittg the audit review period'

. Obtained listing of employees whose access to the selected system applications not

linked to Active Ofi""to"y *"L to*ittuted during the audit review period'

o obtained report from Riverside county InformationTechnology that detailed First 5

Riverside ticket creation and approval dates for disabling employee acE€ss t'o Active

Directory.

e verified whether acr€ss rights to the selected systel applicationsno!linrled to Active

Directory were disabled wi6in 24 hours of an- employee's termination from First 5

Riverside.

. Verified whether requests to disable Active Directory were created and approved by

First 5 Riverside personnel within 24 hours of an employee's termination or hansfer from

the deparbnent

o obhined a listing of third-party vendors and employees who were granted actess to

First 5 Riverside system applications'

o Selected sample of venclors employees who were granted actess to First 5 Riverside

system aPPlications.

. Verified whether access rights to the selected system applications were disabled in a

timely manner for vendors and vendors employees'

AUDITOR
COIiITROLLER

Page 11 I
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Finding 2 Timely Termination of Syetem Acceee Righte

Employee access right termination requests are not created and approved in a timely

manner for Active tirecto, and empioyee ac€€ss righb-are not removed timely for a

t;; not linked to e"ti""birectory'(System A). See Table A for summary of findings:

Table A: Acess bntrols

county of Riverside Information security standard v1'0, section 4'1'' Account nnd Access

Mnnagenrcnt, states,,,Accounts for terminated or transferred employees shalt be disabled

or removed on the day of termination or transfer." usef account deactivation requests are

not communicatea ti|ef b appropriate personnel within First 5 Riverside' Allowing

Active Direcbory u""o.rot, and-noir-Active Directory accounts to remain open after

employmenthas u.,ali exPoses the deparhnent to risk where information maintained in

deparhent systems 
"ur, 

d continuously accessed by individuals who no longer have a

right or need to know. Depending o,. ti" sensitivity of the information maintained by

departsnent systems, it can create"administrative issues and have a financial impact if

held liable.

Recommendation 2.1

Ensue compliance with county of Riverside Information security standard v1'o section

4.1., Account nntl Access Matmgenrcnt,-W disabling system access rights on the day of an

employe"'s termination or bansfer from the department'

Page 12 I
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Management'e Response:

"Concur. First 5 Riverside County staff implemented the County of Riverside's

Information Security Standarcl vL.0 policy. Internal Processes have been amended to

ensure that accounts for terminatecl or h'ansferred employees are disabled or removed on

the day of termination or bansfer.

Actua[Estimated Date of Corrective Action: Compteted - ]anuary 1,2023''

Recommendation 2.2

Revise existing policies and procedures to ensure the disabling of Active Directory

accounts are requested and approved within 24 hours of an employee's telmination or

transfer from the deParhent.

Management's Response:

,,Concur. First 5 Riverside County has amended proced-ures to ensure that accounts
(Active Directorv) for terminute'd or transferreil employees shall be disabled or
i"-o""a on the &iy "f 

termination or transfer. Supervisois, systems administrators,
and department seturity liaisons communicate the need for deactivation of various

t;gm; u"a 
"r"ufute 

th6 request if termination of access is an immediate request by
calling RCIT contact/ liaison.

Actual/Estimated Date of Corrective Action: completed: |anuary 2023,',

Recommendation 2.3

Revise existing policies and procedures to ensure request for systems not linked to
Active Directory are made within 24 hours of an employee's separation or transfer

from the department.

Management's Response:

"Concur. Fir.st 5 Riverside County has amended procedures to ensure that accounts

(Non-Active Directory - adminisiered by deparbnent) for terminated or transferred

employees shatl be disabled or removed on the day of termination or h'ansfer.

Supervisors, systems administrators, and department security liaisons communicate the

need for deactivation of various systems and escalate the request if termination of access

is an immediate request by contacting the designated system adminishator.

Page t3 I
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Actual/Estimated Date of Corrective Action: Completed: ]anuary 2023'"

Finding 3: Monitoring Third-Patty Vendor Access Rights

Access righe to a First 5 Riverside managed system were not disabled timely for third-

party rr"rido61o longer needing access. Of Ut" five vendors and 1'9 sepalated employees'

we identified seven (37o/r) separuted vendor's employees did not have their access

removed in a timely manner. T1l" u*'"toge days elapsed was 121 days, with the longest

akiog 379 days to t".*ioute and the-shortest taking 9 days' County of Riverside

Inforiration Security Standard V1.0, Section 4.1., Aecotmt nnd Access Manngentenf states,

',Accounts for termiirated or transferred employees shall be disabled or removed on the

day of termination or bansfer." There or" r,o procedures in place to identify third-party

*r"r.dorc separated employees. As such, user account deactivation requests are not

communicit"a ti*"ty to First 5 Riverside personnel responsible for terminating access.

Allowing vendors utta itt respective employees access to remain open after employment

has ended exposes the department to riik where information maintained in deparhent

systems "* d" continuorsly access by individuals who no longer have a right or need to

know. It is important for tire d.epartment to safeguard the information by terminating

acress immediatelY.

Recommendation 3.1

Develop a line of communication with third-party vendors to ensure users access right

ar.e clisabled timely for terminated vendors and their related employees'

Managemenfe ResPonse:

,,Concur. Designated systems administrators within First 5 Riversicle County staff

conduct a monthly ,"*ri"* of users' access to identify inactive u.sels.. Identified

inactive users are de-activated' Partler agencies (third-party vendors)'.who may

have access to systems are conh'actually required to notify !irs1! Riverside County

of any changes in staffing (termination and resignation) within 72 hours' To ensure

timely deaclvation abserit notification from parhrer agency, First 5 Riverside County

staff will conduct scheduled platform and user activity audits through available

reporting functions- Arry u""orlitt that has not been logged into during the month will

be sent a notice that they must confirm their status with the organization' Upon

receipt of notification of termination of staff/system user, profiles are deactivated on

the same business daY,

Page 14 I
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Actual/Estimated Date of Corrective Action: Completed - ]anuary 4,2023"

Recommendation 3'2

Ensure First 5 Riverside periodically communicates with third-party vendors over

updating system access rights to comply with County of Riverside Information Security

Standard V1.0.

Management's Response:

"Concur. Partner agencies (third-party vendors), who may have access to systems are

conhactually requiied to notify first S Riverside County of any changes in staffing

(terminatio" u"a resignation) within 72 hours. To ensure timely deactivation absent

notification from a partner agency, First 5 Riverside County staff will conduct

scheduled platform urr.l ,rr", uitirity audits through available reporting functions.

A1y accourt tt,ut has notbeen logged into during the month will be sent a notice that

they must confirm their statur *itt the organization. Upon receipt of notification of

termination of staff/system user, profiles are deactivated on the same business day.

Actual/Estimated Date of Corrective Action: Completed -- january 4,2023''

n"o" rs I
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DATE: 1ane9,2023

TO: Auditor-Controller's Office
Audit and Specialized Accounting Divieion

FROM: Tammi Graham, Executive Director
Riverside County Children and Families Commiseion

SUB}ECT: Reply to Draft Internal Audit Report 2023-012: Riverside

County Children and Families Commiaeion Audit

Finding 1: Personally Identifiable Information Training

Fourben out of L4 department employees (100%) selected for testing did not

complete PII training as of the date of our review (December 1', 2022). Pet

firsi 5 Riverside policy, Privacy and Security of Personally Identifiable

lnformation Training, states, "Al1 staff members, including volunteers,

interns, temporary employees, managemeni and others granted access are

required to successfully complete, initially and on-going, privacy and

secur.ity haining as a prerequisite for using, authorizing, and/or maintainfurg

access to computer systems and PII." A process to monitor compliance with

their training policy on PII and ensure the completeness of this training for

staff handling confidential information is not in place. As of January 2023,

First 5 staff completed PII training. Training enhances employee knowledge

and skills and promotes compliance with essential policies and procedures'

It also helps the department ensule the accomplishment of objectives

established through the training poucy and the training and help minimize

the risk associated with the handLing of PIl.

Recommendation 1:

Ensur.e First 5 Riverside staff continue completing PII training annually as

requiled.

Managemenfls ResPonse: - Concur
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AU First 5 Rivereide County ataff membera listed on the audit have attended a PII training.

Staff with accegs to pII infbrmation hae ehifted. Historically, staff did not collect or have

accegs to this type of information. However, with the various partnerehips with both internal

and external agenciea and corresponding aupportive Program8 that may potentially gather
pII informatio& the department-immediately mandated that all current ataff complete lhe
County'e PII training g"r,o"ry 2OZgl. Additionally, all new hires, including TAP Etaff that

may hive accese to P-Ilinformation, are required lo complete the mandated haining within
the firet week of hire. The department has also ingtituted mandatory annual re-training in

]anuary of each year.

Actual/Estimated Date of Corrective Action: Completed - ]anuary 2'6,2023

Finding 2: Timely Termination of Syatem Access Righta

EmpLoyee access right termination requests are not created and approved in a timely manner

for l,ctive Directorf and employee u.."s rights are not removed timely for a system not linked

to Active Directory (System A). See Table A for summary of findings:

Toble A: Sr.ntmnry of fndings - Systent Access Controls

County of Riverside Information Security Standard Vl.O, Section 4.L, Account and Access

Malagement, states, "Accounts for terminated or h'ansferred employees shall be disabled or

removed on the day of termination or transfer. 11 User account deactivation requests are not

communicatecl timely to appropriate personnel within First 5 Riverside County. Allowing
Active Directory accounts and non-Active Directory accounts to remain open after employment

has encled exposes the department to risk where information maintained in department systems

can be 
"or,tiirrorrly 

accessed by individuals who no longer have a right or need to know.

Dependir.rg on the sensitivity of the information maintained by department systems, it can create

adminish.ative issues and have a financial impact if held liable.
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RecommendaHon 2.1:

Ensure compliance with County of Riverside Information Security Standard v1.0, Section 4.1,

Accowrt md Access Mnnngenrctrf, by disabling system actess rights on the day of an employee's

departute or transfer from the departnent.

Managemen(a Response: Concur

First 5 Riverside County staff implemented the County of Riverside's Information Security

Standard v1,0 poliry. Internal processes have been amended to ensure that accounts for
terminated or h.ansferred employees are disabled or removed on the day of termination or
transfer.

Actual/'Estimated Date of Corrective Action: Completed - January 1',20?3

Recommendation 2.2:

Revise existing policies and procedures to ensure the disabling of Active Directory accounts are

requested and approved within 24 hours of an employee's departute or transfer from the

department

Managemenf s Response: Concur

First5 Riverside County has amencled procedures to ensure thataccounts (Active Directory) for

terminated or hansferred employees shall be disabled or removed on the day of termination or

transfer. Supetvisors, systems administrators, and department security liaisons commr:nicate

the need forl deactivation of various systems and escalate the request if temrination of access is

an immediate requestby calling RCIT contact/liaison.

Actua/Eetimated Date of Corrective Action: completed:January 2023.

Recommendation 2.3:

Revise existing policies and procedures to ensure request for systems not linked to Active

Directory ar" muae within 24 hours of an employee's departure or transfer from the departnent

Managemen(s Reeponge: Concur
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First 5 Riverside County has amended procedures to ensure that accounts (Non-Active

Directory - administer"a by department) for terminated or transferred employees shall be

disabledor removed on the day of termination or transfer. Supervisors, systems adminisbators,

and clepartment security liaisons communicate the need for deactivation of various systems and

escalate the request if termination of access is an immediate request by contacting the designated

system administrator.

Actual/Estimated Date of Corrective Action: Completed: ]anuary 2023.

Finding 3: Monitoring Third-Par$ Vendor Access Rights

Access rights to a Fir.st 5 Riverside County managed system were not disabled timely for third-
party vendors no longer needing access. Of the five vendors and 19 terminated employees, we

identified seven P7%) tenninated vendor's employees did not have their access removed in a
timely manner. The average days elapsed was 121 days, with the longest taking 379 days to

terminate and the shortesl taking 9 days. County of Riverside Information Security Standard
V1.0, Section4.1., Account nnd Access Manngenrcnf, states, "Accounts.for terminated or hansferred
employees shall be disabled or removed on the day of termination or tt'ansfer." There are no

procedures in place to identify third-party vendors terminated employees. As such, user account

deactivation requests are not communicated timely to Ffu'st 5 Riverside County personnel

responsible for terminating access. Allowing vendors and its respective employees access to

remain open after employment has ended exposes the department to risk where information
maintained in deparhnent systems can be continuously access by individuals who no longer
have a right or need to know. It is important for the department to safeguard the information
by terminating access immediately.

Recommendation 3.1:

Develop a line of communication with third-party vendors to ensure users access right are

disabled timely for vendors and their related employees that are no longer providing
services to the counfy.

Managemenf s Response : Concur

Designated systems adminishators within First 5 Riverside County staff conduct a monttrly
review of users' access to identify inactive users. Idenffied inactive users are de-activated'
Parhrer agencies (third-patty vendors), who may have access to systems are conhactually
required to notify First 5 Riverside County of any changes in staffing (termination and
resignation) within 72 hours. To ensure timely deactivation absent notification from parbrer
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agency, First 5 Riverside County staff will conduct scheduled platform and user activity audits
through available reporting functions. Any account that has not been logged into during the
month will be sent a notice that they must confirm theil status with the organization. Upon
receipt of notification of termination of staff/system user, profiles are deactivated on the same
business day,

Actual/Estimated Date of Corrective Aetion: Completed - January 4,2023

Recommendation 3.2:

Ensure that the process established to communicate with the third-party vendors regarding
their separated employees is followed.

Managemen(s Response: - Concur

Partnet agenciee (third-party vendore), who may have access to eyetems are contracfually
required to notify Firet 5 Rivereide County of any changee in etaffing (termination and
reeignation) within 72 hours. To eneure timely deactivation abaent notification from a partner
agency, Firet 5 Rivereide County etaff will conduct scheduled plafform and uaer activity
audits through available reporting functions. Any account that hae not been logged into
during the month will be eent a notice that they muet confirm their gtatus with the
organization. Upon receipt of notification of termination of ataff/system ueet, profilee are
deactivated on the same bueinese day.

ActuaVEstimated Date of Corrective Action: Completed - |anuary 4,2023

Tammi Graham
Executive Director
Filst 5 Riverside County
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