
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.9
(rD # 23310)

MEETING DATE:
Tuesday, October 31, 2023

FROM: AUDITORCONTROLLER

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2024-314: Riverside County
Flood Control and Water Conservation District, Follow-up Audit, All Districts, [$0]

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file lnternal Audit Report2024-314. Riverside County Flood Control and
Water Conservation District, Follow-up Audit.

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Gutierrez, seconded by Supervisor Spiegel and duly carried,
lT WAS ORDERED that the above matter is received and filed as recommended.

Ayes:
Nays:

Absent
Date:
xc:

Jeffries, Spiegel, Washington and Gutierrez
None
Perez
October 31,2023
Auditor Controller

Kim A.
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDAT!ON :

BACKGROUND:
Summarv
We completed a follow-up audit of the Riverside County Flood Control and Water Conservation
District. Our audit was limited to reviewing actions taken as of June 26,2023, to correct findings
noted in our original audit report 2023-005 dated December 13,2022. The original audit report
contained two recommendations, all of which required implementation to help correct the
reported findings.

Based on the results of our audit, we found that of the two recommendations, both were
implemented.

For an in-depth understanding of the original audit, please refer to lnternal Audit Report 2023-
005 included as an attachment to this follow-up audit report or it can also be found at
https://auditorcontroller. org/divisions/internal-audiUreports.

lmpact on Citizens and Businesses
Provide an assessment of internal controls over the audited areas

SUPPLEMENTAL:
Additional Fiscal lnformation
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller - lnternal Audit Repoft 2024-314: Riverside County
Flood Control and Water Conservation District, Follow-up Audit.

FINANCIAL DATA Curront Fl3cal Year: Next Fiscal Year: Total Cost: Ongolng Coet

COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

NET COUNTY COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

SOURCE OF FUNDS: N/A
Budget Adjustment: No

For Fiscal Year: nla
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Office of Ben J. Benoit

Riverside Cou nty Auditor-Controller

4080 Lemon Street, 11th Floor

Riverside, CA 92501

(e51) e55-3800lnternal Audit Report
2024-314
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) 0 Paftially lmplemented

Cot'Nt't' Or Rrvr.Hur)r'

(

0C I

Riverside County
Flood Control and Water Conservation District,
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COUNTY OF RIVIDRSIDE
OTTICB OF TIIB

ATIDI'I'OIt-CONl'ROLLBR

County Administrative Ccnler
4080 Lemon Street, I tth Floor

P.O. Box 1326
Riverside, CA 92502- 1326

(95r) 955-3800
Fax (951) 955-3802

AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Ben J. Benolt
County Auditor-Controller

Tanya S. Harris, DPA, CPA
Assistant Auditor-Controller

AC)

October 3'J,,2023

Jason Uhley
General Manager - Chief Engineer
Riverside County Flood Conh'ol and Water Conservation Dish'ict
1995 Market St.

Riverside, CA 92501

Subiect: Internal Audit Report 2024-3T4: Riverside County Flood Control and Water
Conservation District, Follow-up Audit

Dear Mr. Uhley

We completed the follow-up audit of Riverside County Flood Conh'ol and Water
Conservation Dish'ict. Our audit was limited to reviewing actiorrs taken as of June 26,
2023, to help correct the findings noted in our original audit report 2023-005 dated
December 13,2022.

We couducted oul audit in accordance with the lnternational Standards for the
Professional Practice of Internal Auditing. These standards require that we plan and
perform the audit to obtain reasonable assurance that our objective, as described in the
preceding paragraph, is achieved. Additionally, the standards require that we conduct
the audit to provide sufficier-rt, reliable, and relevant evidence to achieve the audit
objectives. We believe the audit provides a reasonable basis for our conclusion.

The original audit report contained two recommendations, all of which required
implementation to help correct the reported findings. Based on the results of our audit,
we foturd that of the two reconlmendations, both were implemented.
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Internal Audit Report 2024-314: Rivercide County Flood Control and Water
Conservation Dish.ict, Follow-up Audit

Summary of the conditions frorn the original audit and the results of our review on the
status oJ the implementation of the recommendations are provided in this report. For an
in-depth understanding of the original audit, please refer io Internal Audit Report 2023-
005 included at "Attachment A' ;f this auditieport along with your department status
letter as "Attachment B.' you can also find th" original urait report at
https:/ / auditorcontroller.org/ divisions/ internal-audit/ reports.

We.thank yoy a.lq your sta-ff for the help and cooperation. The assistance provided
contributed significantly to the successful tompletioi of this audit.

Ben J. Benoit
Riverside County Auditor-Controller

By: Rend Casillag
Deputy Auditor-Controller

cc: Board of Supervisors

Jeff. A. Van Wagenen, County Executive Officer
Dave Rogers, Chief Administrative Officer
Grand |ury
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COUNTY OF RIVERSIDE

ltrternal Audit llcpolt 2024-3t4t ltlverside County Flood Control and Water
Corrservation District, Follow-up Audlt

Table of Contents

Page

Results:

System Access Controls...... ,,.,.,4

Attachments:

A. Internal Audit Report 2023-005

B. Status of Findings as Reported by Riverside County Flood Control and Water
Conservation Diskict on June 26,20?3
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Internal Audit Report 2024-3142 Riverside County Flood Control and Water
Conservation Dish,ict, Follow-up Audit

System Access Controls

Findingl: Timely Termination of Access Rights

"Upon termination or transfer from Flood Control, 22 out of a total of 36 employees
(61,y") did not have their Active Directory account termination requests created and
approved in a timely manner (within 24 hours). Of the 22 untimely account termination
tequests, 2 Active Directory accounts remained active as a request was not initiated to
terminate the accounts. For the remaining 20 employees whose Active Directory
accounts were disabled, the average time elapsed between employee termination and
ticket approval was L4 days, with the longest taking 69 days for approval and the
shortest taking 4 days. County of Riverside Information Security Standard vL.Q Section
4.7, Account and Access Manngenrcnt, states, "Accounts for terminated or transferred
employees shall be disabled or removed on the day of termination or hansfer."
Requests and approvals to disable Active Directory accounts are not created and
approved in a timely maruler after employees are terminated or transferred from the
department. Flood Control's current policies and procedures do not include a process to
ensure user accounts for terminated or transferred employees are to be disabled or
removed on the day of termination or transfer. Allowing active directory accounts to
remain open after employment has ended exposes the deparbnent to risk where
inlormation maintained in department systems can be continuously accessed by
individuals who no longer have a right or need to know. Depending on the sensitivity
of the inlormation maintained by department systems, it can create adminishative
issues and have a financial impact if held liable."

Recommendation 1.1

"Ensure compliance with County of Riverside Information Security Standard v1.O
Section 4,1,, Account and Access Mnnngentcnt, by disabling Active Directory accounts on
the day of an employee's termination or hansfer from the department."

Current Statue 1.1: Implemented
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COUNTY OF RIVERSIDE

Internal Audit Report 2024-3'l..4; Riverslde County Flood Control and Water
Conservation District, Follow-up Audit

Recommendation 1.2

"Develop policies and procedures to ensure the disabling of Active Directory accounts
are requested and approved within 24 hours of an empl,oyee's termination or transfer
from the department."

Current Status 1.2: Implemented

IPage 5



Attachment A

Intemal Audit Report 2023-005

Riverside County Flood Control
& Water Conservation

District Audit

Report Date: Decemb er L3,2022

nlAUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Office of Paul Angulo, CPA, MA
Riverside Coun ty Audito r-Controller

4080 Lenrorr Slreel, I lth Floor'
Riverside, CA 92509

(esr ) 9ss-3800

rvrnv. a u d it o rcon t rol ! er.o r g
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COUNTY OtI RIVT'ITSIDE
OFFICB OF'I'HIt

AUDII'OIT.CON'I]tOLLEIT

Courrty Adrninislrnlivc Ccntcr
4080 Lcnron Strccl, I ltt Floor

l'.O. llox 1326
Riverside, C A 92502- 1326

(95 t ) 95s.3800
Fnx (95 l) 955-3802

AUDITOR
CONTROLLER
F RIVERSIDE

n I
0COUNTY

l'nul Angulor CPA, tvl.A.
Itivct'sltlc Courrty Aurlllor-Controllcr

'l'nrryn S. Ilnrlls, DPA, CI'A
Asslstnrrt Audllor-Corrl rollcr

Decenrber 73,2022

Jason Uhley
General Manager - Chief Engineer
Riverside County Flood Conh'ol & water consetvation Distr.ict
1995 Mar.ketSt.
Riverside, CA 92501

Subject: Internal Audit Report 2023-005: Rivereide County Flood Control & Water
Conservation District Arrdit

Dear Mr. Uhley:

Itl accordance with Board of Supervisors Resolutiorr 83-338, we audited the Riversicle
County Flood Control & Water Conservation Dishict to provicle mallagernent and tl're
Board of Supervisors with au indepcndent assessment of inteural conh.ols over systern
access conh'ols.

We conducted oul audit in accordance with the Intcrnational Standards for the
Professional Practice of Internal Auditing. These standards require that we plan ancl
perform the audit to obtain sufficient, rcliable, relevant arrd useful inforrnation to
provide reasouable assut'ance that our objective as described above is achieved. An
internal audit includes the systernatic analysis of irilormation to evaluate and irnprove
the effectiveness of inteural controls. We believe this audit provides a reasonablsbasis
for oul conclusion.

Intet'nal conh'ols ale processes designecl to provide mallagellrent reasonable assur.ance
of achieving efficiency of operations, compliance with laws arrd regulatiorrs, and
reliability of financial and uon-financial information. Management is responsible for
establishing and maiutaitring adequate internal controls. Our responsibility is to
evaluate the irrtemal controls.

Ottr conclusion aud details of our audit are documented in the body of this audit report.

I
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COUNTY OF RIVERSIDE

Internal Audit Report 2023-005: Riverside County Flood Control & Water
Conservatlon Dietrict Audit

As requested, in accordance with palagraph lll.C of the Board of Supelvisors
Resolution 83-338, rnanagernent responded to each reported condition and
recolTunendation contaiued in our report. Management's responses are included in tl're
report. We will follow-ttp to verify that nranagenrent implemented the corrective
actions.

Paul Angulq CPA, MA
Riverside County Auditor-Conh'oller

)

By: Ren6 Casillas, CPA, CRMA
Deputy Auditor-Conh'oller'

cc: Board of Supervisors
Jeff A. Van Wagerrerr, Jt'., County Executive Officer
Dave Rogers, Chief Adrninish'ative Officer
Grand Jury
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Internal Audit Report 2023-005: Riversicle Cotrrrty Flood Conh.ol & Water
Conservation District Audit
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CONTROLLER

COUNTY OF RIVERSIDE

Inteural Audit Report 2023-005: Riverside County Flood Control & Water
Conservation District Audit

Exectrtive Summary

Overview

Riverside County Flood Conhol & Water Conservation Dish'ict (Flood Control) was
created in 1945 following the floods of 1938. Flood Conh'ol oversees 2,700 sqtrare nriles
of stounwatel rnanagetnettt of the western part of the county. It is also responsible for
plauning, designirrg, coush'ucting, and operating regional storm drains, chamels,
levees, and darns,

Flood Control has au adopted budget of $272,9 million for FY 2022-23 ancl320 adopted
positions, Coutrty of Riacrside, FiscnlYenr 2022-23 Adopted hdget Vohune 1,298-299.

Audit Objective

Our objective is to provide nlanagenent and the Boald of Supelvisors with an
independetrt assessrnent about the adequacy and effectiveness of intelnal conhols over
systetn access controls. Iuternal conhols ale pl'ocesses designed to provide rnanagement
reasonable assul'ance of achieving efficiency of operations, compliance with laws and
regulations, and reliability of finarrcial and non-financial inforrnation. Reasonable
assurallce recognizes iuteural controls have inherent lirnitations, including cost,
mistakes, and intentional efforts to bypass internal controls,

Atrdit Scope arrd Methodology

We conducted the audit frorn June 
'1,2022, through August 29,2022, for operations lrom

|une 1, 2021., tluough August 24, 2022, Following a risk-based approach, our scope
initially included the following:

Tluough inquity, obset'vations, artd lirnited exarninatiorr of rclevant documentation, it
was detelntined tltrough a risk assessrnent of constluction contracts, disastel ruitigation
aud recovery plan, atrd tnaintenance service agreernents, that tl're risk exposul'e to Flood
Conh'ol associated with these plocesses are well rnitigatecl with internal conhols and

Page 4 I
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Intemal Auclit Report 2023-005: Riverside County Floocl Control & Water
Conaervation District Audit

are functioning as designed. Thetefore, our audit scope focused on inter.nal conh.ols
over systenl access conh'ols.

Audit Highlights

Srtttunary of Exlstirtg Cotrdltlorrs

o Ternrinated ernployees did not have their Active Directory account termination
requests created and approved in a timely lrlanner (within 24 hours). Allowing active
directory accouttts to remain open after employrlrent has ended exposes the c{epartment
to lisk where infounation maintained in department systems can be contirruously
accessed by individuals who no louger have a right or need to know. Depending on the
sensitivity of the information maintained by deparhnent systerns, it can cleate
adminlshative issues and have a financial irnpact if held liable.

Srrrtunaty of Inrp roaentent O pltotttntitl es

o Ensute compliance with County of Riverside Infolnration Security Standard vL.O,
Section 4.1,, Accorutt nnd Access Mnnogenrcnf, by disabling Active Director.y accounts on
the day of arr employee's tetrnination or hansfer from the department.

o DeveloP policies and procedures to ensure the disabling of Active Directory
accounts are tequested and approved within 24 hours of an employee's teuuination or
trausfer frorn the depar.hnent,

Audit Conclusion

Based uPon the results of onr audit, we identified opportunities for irnprovement of
iutet'nal conh'ols relating to system access controls.

Page 6 I
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Internal Audit Report 2023-005: Riversic{e County Flood Control & Water
Conservation District Audit

Systern Access Controls

Backgrotrnd

Systern access contt'ols within infornration systenrs el'lsule proper confidentiality,
integrity, and availability to the data stored within the systenr. Authentication is a
control which coufirtns a user/s iderrtity to provide access to a systems sensitive
inforrnation. Sertsitive inforrnation is any information that must be protected from
unauthorized access to nraintain the information security of an organization or all
individual. Authentication is often achieved by using login credentials such as a
tlsername and password. Authentication relies on the plesumption that the user is
authorized to use the systetn and that only the user knows the login cledentials to gairr
access.

Active Directory is a clirectory service which allows Floocl Conttol to manage
pertnissions aud access to network resources, and Iinked data applications utilized by
the department. When a usel' ends employment with Flood Conh'ol, it is the
departtneut's responsibility to create and approve a help desk ticket to request the
retnoval of the terminated etnployee's access rights to their Active Director.y account.
Once the ticket is approved by Flood Conh'ol personnel, Riverside County Information
Teclurology (lnformation Teclurology) is rrotified to disable Active Directory to lernove
permissions and networ* access. These help desk tickets contain various wor,kflow
tasks such as disabling e-mail accounts, active directory, data/application systerns
access, badge access, reclairning software licenses, and reclainring any equiprnerrt tlrat
tnay have becu issued to an employee. A help desk ticket is not closed until all tasks
within have been cornpleted by h'rformation Teclmology persomel.

Objective

To vetify the existeuce and adequacy of internal conh'ols over ernployee access
telmination to systern applications used by Flood Conhol.

Audit Methodology

To accomplish these objectives, we:

Obtairred an uuderstanding of County of Riverside lnfounation Security Stanclarda

v1.0.

Page 6 I
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Internal Ar,rdit Report 2023-005:
Conservation Dietrict Audit

Rivereide County Flood Control & Water

o Iuterviewcd kcy petsonnel regalding the deparhnen(s ernployee access termination
Processes.

o Obtained a listing of all clitical systerns used by Flood Conhol and judgrnentally
selected a saml>le of systenrs not linked to Active Directoly.

o Obtained listing of employees who had access to the selected system applications
uot linked to Active Directory during the audit review period.

o Obtained listing of ernployees whose access to the selected systern applications not
linked to Active Dilectory were ternrirrated duling the audit review per.iod.

. Obtained report frorn Irrfounation Teclurology that details Flood Conhol ticket
creation and apploval dates for disabling employee access to Active Directory.

. Verify access rights to the selected system applications not Iinked to Active
Dilectory wele disabled within 24 hours of an ernployee's termination from Flood
Conh'ol.

o Verify whethel requests to disable Active Directory were created and approved by
Flood Coutrol persounel within 24 hours of an employee's telmination or.h.ansfer frorn
the department.

Firrding L: Tirnely Terrnination of Access Righta

Upon tertnination or transfer from Flood Conh'ol, 22 o:ut of a total of 36 ernployees
(61,%) did not have their Active Directory account telmination requests created and
approved in a timely ltlaruler'(within 24 [rours). Of the 22 untimely account'termination
recluests, 2 Active Dilectory accounts remained active as a l'equest was not initiated to
tertninate the accounts. For the rernaining 20 employees whose Active Dir.ectory
accounts wele disabled, the average time elapsed between employee ter.mination and
ticket approval was 14 days, with the longest takirrg 69 days for approval and the
shortest taking 4 days. County of Riverside Inforrnation Seculity Standard v1.Q Section
4.'1., Accottry'. nnd Access Mnnngenrctrf, states, "Accounts for tenninated or transferred
employees shall be disabled or l'emoved on the day of termination or hansfer."
Requests and approvals to disable Active Directory accounts are not created and
applovecl in a tirnely lllanller after ernployees ate terrninated ol h'ansferred from the
departrneut. Flood Coutrol's current policies and plocedures do not include a process to

Page 7 I
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Irrternal Audit Report 2023-005: Rivereide County Flood Control & Water
Conservation District Audit

ensttle user accouuts for terminated or tlansferred employees ale to be disabled or
removed ou the day of termination or transfer. Allowing active directoly accounts to
remain open after employment has ended exposes tl're deparhnent to risk where
information tnaiutained in depaltment systenrs can be continuously accessed by
individuals who no longer have a right or need to know. Depending on the sensiHvity
of the information tnaiutaiuecl by deparhnent systems, it can create adrninishative
'issues arrd have a financial impact if helcl liable.

Recommendation L.1

Ensure compliance with County of Riverside Information Security Standard t 1.O
Section 4|1., Accowtt orrd Access Mnnngenrcnt, by disabling Active Directory accounts on
the day of an ernployee's tertnination or ttansfer frorn the department.

Management's Responee

"Concur. The Dishict should ensul'e compliance with County policy by requesting the
ternrination of Active Directory acconnts within 24 hours of an employee's separation
frorn the Dishict."

Actua/Estirnated Date of Corrective Action: October. 6,2022

Recommendation 1.2

Develop policies and plocedures to ellsure the disabling of Active Directory accounts
al'e requested and approved within 24 hours of an ernployee's termination or h'ansfer.
from the depalhnent.

Managernent's Reaponse

"Conetrt. On Octobet 6, 2022, the Distlict implemented Policy B-24, Procefune for
Rentoaing Corttltuter nnd Applicntiott Access, docurnenting the requirement to request and
aPProve clisabling Active Directory accounts within 24 hours of an ernployee's
separatiou fi'onl the District. The Distlict also provided supervisors and ll'lanagers an
updated terrnination checklist outlining the requirernents for disabling Active Directory
arrd non-Active Directory nser accounts,"

ActtrafEstirnated Date of Corrective Action: October 6,2022

Page 8
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Attachment B

JASON E. UI]LEY
Gcncml Manlgcr-Chicf tinginccr'

I 995 MAI(KF.T S',t'RDti]'
RIVI]RSIDE, CA 9250I

95 r.955. I 200
l.Ax 951.788.9965

wrvrv.rcflood.org

25 t640

RIVI]RSIDE C]OUNTY FLOOD CONTROL
AND WATER CONSERVATION DISTRICT

The follorvirrg nrc tlre currerrt slatuscs of the rcportcd findings nnd plnrurctl corrcctivc nclions containctl
in Intcrnal Aurlit llcpolt 2023-005: Ilivcrside Counly Flood Coutrol nnd Watcr Conscrvation District.

e / ze /epz3

I)atc

Ilintllug l: f inrely fcunination of Access llights

"Upott terntinalion ot'transfel fi'orn Flood Conlrol, 22 out o[a total ol'36 ernployees (61%) did not have their
Active Dilectory account telminatiorr rcqucsls crcatcd and approvcd in a tirncly nranncr (rvitlrin 24 hours). Of
tlte 22 utttinrcly account tcnuiuation rcqucsts, 2 Activc Dircctory accounts rernained activc as a rcquest wfls not
initinted lo terntinnte the nccounts. For tlre renraining 20 enrployees whose Active Dircctory accounts werc
disablcd, llte avetztge titne clapsecl bctwcerr ernployec tennirration and ticket approval rvas l4 days, rvith the
longest takirtg 69 days for apllroval arrd tlre slrortcst taking 4 rlays. County of ltiverside lnfonnation Security
Standald v1.0, Sectiort 4.1 ,Ac'cotutt und Accass lilunugemuil, states, "Accounts fot telnrinated or transfen'ed
crttployccs shall bc disabled or rentoved on the day of termination ol lransl'er." Rerprests anrl approvals to disable
Active Directoty accounts are not ct'eated and a;lproved irr a tirnely rnannel aftel employecs are tcrnrinated or
trattsfet'red fi'oru tlte dcpartnrcrrt. Floocl Contlol's current policies anrl procedurrcs do rrot irrclude a process to
cnsl.lle user accoutrls lbl tcrnrinnted or transfelled enrployees ale to be disablcd ol renroved orr the day of
tentrinaliott or trattsfcr. Allorvirrg activc dircctoly accounls to renrain open nflcr ernploylnent has errded exlroses
tltc dcllailtttcnt lo risk wlterc infonttntion rnnintairred in departnrent syslenls can be contirruously accessed by
ittdividtrnls rvho tto longcr hnvc a right or nced to krrow. f)cperrdirrg on lhc scnsitivity of tlre inforruntion
Ittaintairted by dcparlmcnl syslcnls, il carr crcate ndnrinistrativc issues arrd lrave a firrancial impact if held liable."

Cun'crrt Stalrrs

llcporlcrl Flrrdlrrg Corrcctcd? Ycs tr Nn

All lcrnrinated cnrployce accounls idcnlifierl duling llrc autlit hnyc bccrr tlisnblcd. Thc Districl has Rlso
cottttselctl MRungcrs antl Supcrvisors on tlrc hnportnnce of cretling nn<l npproving Aclivc Dircclory
account tcrnrlnntiorr rcqucsts irr n linrcly rn$nnct',

Ilcconrnrerrdatiorr l.l

"EnsuLe corn;rliance with County of l{iverside lnfornration Security Standard v1.0, Sccliort 4.1, Accennt und
,\cccss Mutugeurcnl, by disatlling Active Dircctory accounts on tlre day of nn crnployee's termination or transfer
flom the deparlnrenl."

x
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Mnnngcmcnt Reply

"Concur. The District should ensrlrr com;rliance rvith County policy by t€qucsting tlre terrrrination of Active
Directory flccoullts within 24 houm of alr enrployee's separatiou finnr the Dislrict."

ActrraUEstiuratcd Dnte of Corrcctivc Aclion: October 6,2022

Currcnt Stntus

Collrctive Action:

Current Status

Corrrcllve Actlon:

Description of lhe correctivc nclion laken (or pcuding nction nrrd csllnratetl datc of corn;lletlon for planrred
corrective action thnt is pnrlially or uot iurplernented).

Rccomrnendntion 1.2

"Develoll policies and procedurts to ensure the disabling of Active Directory accounts arc requested atrd
apploved within 24 ltout's of att entployee's tcrnrination or tmrrsfer froln the de;lartlnent."

Mnnagcmeut lleply

"Concrrr. On October' 6,2022,1he District implernented Policy B-24, Procedm'e.for Rel,lnovitrg Contpular und
Appliccrliott Acces$, documcnting tlre requircnrent to r€quest aud approve disablirrg Active Dirrctory accoutlls
rvithirr 24 ltours of an em;rloyce's sepamtion l}om thc District. The District also provided supervisorc and
lnanagels art updnted tenninatiorr checklist outlining lhe rcquirenrents for disabling Active Directory and non-
Active Directory user accourrts."

Actual/Estirrrnted Date of Corrective Action: October (t,2022

Fully Implcnrentetl n Pnrtiatly Inrplcnrcrrtcrl tr Not Inrplcntented

Fully lrnplcnrcrrtcd nnrtlally Inrplerncrrterl n lnplcmentcd

Desct'i;ttiort of lhc corl'cctivc action takcn (or pending Rction nnd estinrRtcd dale of completion for planncd
correctlvc action that is partially or ltot impleurcnted).

x

On October 6,2022, the District fully iurplerncntcrl procedures requiring District HR to notlfy
nppropriate staff of irunrcrlintc and upcorrring employec se;raratiolrs, Designatcrl staff ltnvc becn
nssiglred the rcsponslbillty of submitting a Scrvicc Norv Tlckc( to rcquest (hc ternrination of Activc
Dircctoty accounts for sepnratcd enrployees by thc end ofthc curploycc's last rvorhtlay.

Dislriet supctvisor's arc norv required to approve thc Scrvicc Norv 'ficl<cts rvithin 24 hours of an
cnrploycers separation front thc Distlict to cnsurc cornpliancc rvith County of Riversidc
Ittforrtratiort Sccurity Stnndard vI.0, Section 4,lrAccottnl nnd Access Mnungenrcnl.

x

The District irnplernented Policy B-24, Procueilures for Reuovlttg Coutputer md Appllcalion Access,
on October 612022 docunreuting the rcquimnent to request tlrc tcnnirmtion of Activc Directory
accounts for separnted eutployccs rvithin 24 hours of sepnratlon fronr the District. Policy ts-24 also
documctrts tltc requircrncnt to terrulnntc user ttccess fi onr nll tlrirrl-pnrty softrvarc irnmediately upon
scpamtiorr fronr the District.

Thc Dlstrict has also updnlcd all offibonxliug ltrnccdrrrcs and chcckllsts to rellect udhcrcncc to Policy
tt-1{.


