
SUBMITTAL TO THE BOARO OF SUPERVISORS
COUNTY OF RIVERSIOE, STATE OF CALIFORNIA

SUBJECT: AUDITOR-CONTROLLER: lnternal Audit Report 2024-316: Riverside County
Cooperative Extension, Follow-up Audit, IDistrict: All]; [$0]

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file lnternal Audit Report 2024-316: Riverside County Cooperative
Extension, Follow-up Audit,

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Spiegel, seconded by Supervisor Perez and duly carried by
unanimous vote, lT WAS ORDERED that the above matter is received and filed as
recommended.

Jeffries, Spiegel, Washington and Perez and Gutierrez
None
None
December 5, 2023
Auditor Controller

Kimberly A. Rector
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ITEM:2.9
(rD # 23559)

MEETING DATE:
Tuesday, December 05, 2023

FROM : AUDITOR CONTROLLER:

Ayes:
Nays:
Absent:
Date:
xc:



FINANCIAL DATA Current FlscalYear: Total Cost: Ongolng Cost

$ 0.00 $ 0.00

$ 0.00 $ 0.00 $ 0.00 $ 0.00

SOURCE OF FUNDS: N/A
Budget Adjustment: No

For Fiscal Year: N/A

SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION:

BACKGROUND:
Summary
We completed a follow-up audit of the Riverside County Cooperative Extension. Our audit was
limited to reviewing actions taken as of July 18, 2023, to correct findings noted in our original
audit report 2023-008 dated Decembet 13,2022. The original audit report contained three
recommendations, all of which required implementation to help correct the reported findings.
Based on the results of our audit, we found that of the three recommendations, all were
implemented.

For an in-depth understanding of the original audit, please refer to lnternal Audit Report 2023-
008 included as an attachment to this follow-up audit report, or it can also be found at
https://auditorcontroller.org/divisions/internal-audiUreports.

lmpact on Citizens and Businesses
Provide an assessment of internal controls over the audited areas

A: Riverside County Auditor-Controller - lnternal Audit Report 2024-316: Riverside County
Cooperative E)dension, Follow-up Audit.

Page 2 of 2 tD# 23559 2.9

SUPPLEMENTAL:
Additional Fiscal lnformation
Not applicable

ATTACHMENTS:

cosT $ 0.00 $ 0.00

NET COUNTY COST



Office of Ben J. Benoit

Riverside County Auditor-Controller

lnternal Audit Report
20.24-3{ 6
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COUNTY O[ RIVNRSIDD
OTtrICE O[ THIi AUDITOR,-CONTROLLIiR

Ben J. Benoit, Auditor-Controller
Tanya S. Hsrris, DPA, CPA, Assistant Auditor-Controllcr

4080 Lemon Street, I l6 Floor
P.O. Box 1326

Riverside, CA 92502-1326
951-955-3800

November 78,2023

Rita Clemons
Director
Riverside County Cooperative Extension

2980 WashinBton St.

Riverside, CA 92504

Subject: lnternal Audit Report 2024-3L61Riverside County Cooperative Extension, Follow-up

Audit

Dear Ms. Clemons

at u

.V

a, o\)aro r o
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We completed the follow-up audit of Riverside County Cooperative Extension. Our audit was

limited to reviewing actions taken as of July 18,2073, to help correct the findings noted in our

original audit report 2023-008 dated December L3,2022,

We conducted our audit in accordance with the lnternatlonal Standards for the Professional

Practice of lnternal Auditing. These standards require that we plan and perform the audit to

obtain reasonable assurance that our ob.iective, as described in the precedin8 paragraph, is

achieved. Addltionally, the standards require that we conduct the audit to provide sufficient,

reliable, and relevant evidence to achieve the audit objectives. we believe the audit provides a

reasonable basis for our conclusion.

The original audit report contained three recommendations, all of which required

implementation to help correct the reported findings. Based on the results of our audit, we

found that of the three recommendations, all were implemented'

summary of the conditions from the original audit and the results of our review on the status of

the implementation of the recommendations are provided in this report. For an in-depth

understanding of the original audit, please refer to lnternal Audit Report 2023-008 included as

,'Attachment A" of this audit report along with your department status letter as "Attachment
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lnternal Audit Report 2024-316: Riverside County cooperative Extension, Follow-up Audit

you can also find the original audit report at https;//auditorcontroller.org/divisions/internal-

audit/reports.

we thank you and your staff for the help and cooperation. The assistance provided

contributed significantly to the successful completion of this audit.

ko*- 7 Z--r-r>"-
Ben J. Benoit
Riverside County Auditor-Controller

By: Ren6 Casillas, CPA, CRMA

Deputy Auditor-Controller

cc: Board of Supervisors

Jeff A. Van Wagenen Jr., County Executive Officer

Dave Rogers, Chief Administrative Officer

Grand Jury
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lnternal Audit Report 2024-316: Riverside County Cooperative Extension, Follow-up Audit
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tnternal Audlt Report 2024-316: Rlverside county cooperatlve Extenslon, Follow-up Audit

Findinq 1: Timely Termlnatlon of Access RlEhts

,,one (33%) out of three terminated employees did not have their access riShts terminated or

disabled within 24 hours of ending employment with the cooperative Extension' The time

lapsed to disable the active directory account was 42 days. Additionally, one (33%) out ofthree

terminated employees reviewed, the active directory account had not been disabled as of the

date of our review. county of Riverside lnformation security standard v1.0, section 4.7,

Account and Access Management, states, "Accounts for terminated or transferred employees

shall be disabled or removed on the day of termination or transfer." cooperative Extension

does not have written pollcies and procedures that detail the process and requirements for

deactivatlng user active directory accounts when employees end employment with the

department. Furthermore, Cooperative Extension was not utilizing the correct task request

provided by lnformation Technology to initiate the active directory termination. Maintaining

active directory access rights open after employment has ended exposes the department to risk

where information maintained in department systems can be continuously accessed by

individuals who no longer have a right or need to know. Depending on the sensitivity of the

information maintained by department systems, it can create administrative issues and have a

financial impact if held liable."

Recommendation 1.1

,,communicate with lnformation Technology to determine the appropriate type of request

needed to ensure that terminated employee's active directory accounts are appropriately

disabled."

urrent Stat .1: lm plemented

Recomme dation 1.2

,,Develop policies and procedures to ensure the disabling of accounts linked to active directory

are requested and approved within 24 hours of an employee's termination or transfer from the

department."

I

Current Status 1,2: lmplemented

Pag6 4
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lnternal Audit Report 2024-316: Riverside County Cooperative Extension, Follow-up Audit

Recommendation 1.3

"Ensure compliance with County of Riverside lnformation Security Standard v1.0, Section 4.1,
Account and Access Management, by disabling accounts linked to active directory on the day of
an employee's termination or transfer from the department."

Current Status 1.3: lmplemented

,rn", I



Internal Audit Ileport 2023-008

Riverside County Cooperativc Extension

Relrort Date: Decetnber 13,2022

AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Office of Ben J. Benoit
Riverside County Auditor-Controller

.l0ti0 Lemon Strcct, I I th l'loor
Riversidc, CA 92501

(951) 95s--1800

ADI

rvwrv,auditorcontrollcr.otj

Attachment A



County Adminislrativo Conter
4080 Lemon Streol. '11'h Floor

P.O. Box 1326
RivBrsido. CA 92502-1326

(9s1) S55.3800
Fax (951) 955-3802

AOI$Y,?IJ,?H
COUNTY OF RIVERSIDE

Peul Angulo, CPA, MA
Rlversldo county Audllor-Conlroll€r

Tanya S. Harrls, DPA, CPA
Asslstant Audltor.Controllor

Decerrrbcr 
.13,2022

Ilita Cle nrous
Dircckrr
Rivcrsitlc' County Coopera tivc Extclrsiotr
21150 llox Springs Rd., Stc.202
Morcrro Vallcy, CA 92557-tt7l8

Sulrlcct: Intcrnal
Audit

Audit Report 2023-008: Riverside County Coopcrative Extension

[)cal lvls. Clt'ruorrs

Iu accqrtlancc with lloarcl oI Supcrvisols Rcsolution ti3-33t1, wc autlitcc{ tlrc Rivelsidc
County Coopor.ativc Extcnsion to providc malrasL'rncllt and thc l.loartl of Supctvisol s

with an inclcpc.nrlcrrt asscssmcrrt of irrtr:rnal crlntxrls ovol'systenl acrccss conhols and

cxpcntliturcs.

Internal corrtlols arc pl'occsscs dcsigncd to provitlc nranagcmcnt rcasolrablc AsstlrAnc'c

of achiovirrg o(ficicrrcy of opcratior.ls, utmpliatrcc with laws arrd rc1;ulatitlns, ancl

rcliability o[ firuncial anti mlr-finarrcial informatior-t. Manag(lrucnt is rcsporrsiblt' [or'

cstablishing ancl nraintaining arlcrluaLc intcrual corltrols. ()ur rosPollsibility is k)

cvaluatc thc irrtcrnal conh ols.

Oul conclusion arrrl tlctails of our auc{it arc ctocurrrcntctl irr tlrc body of this autlit rcpot't.

COUNTY OF RIVERSIDE
OFFICE OF THE

AUDITOR.CONTROLLER

Wc contlucl.etl oul autlit itr :rccttrtlatrcc with thc IntL'rnational Stanclards for thc

Ptnfcssional Practicc' <lf Intct tral Auditinl;. 'lhesc standarcls rcquiro that wc plan atlti
pcrfor.m thc audit to obtain sufficicrlL rcliabl-', rclcvarrt arrcl usc'(ul infornration ttl
providc r.easonablc assurarrcc that our obicctivc as t{csclitrcd abovc is achicvctl. Arl
intcrrral auclit incluclcs thc systcrnatic analysis of information kl cvaluatc and improvc
thc effcctiveucss of irrtclnaI contxrls. Wc bclicve lfiis audit provitlcs a tcasonablc basis

for our conclusiort.



AG)IAUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Inlernal Audit lteport 2023-008: Riverside Counly Cooperative Extcnsion Audit

As rcqur:stcd, irr accortlance with paralpaplr III.C of thc Boaltl of Supcrvisors
l{csolution 83-338, rnarragL'nrcnt lcsl:otrclt-'tl kr cach t'cportcd conclitiorr arrtl

r.ccont murrtlation corrtainctl in our lcport. Ivlanal,,cnrcnt's rcsporlscs alc irrclutlctl in thc

rcpolt. Wc will folkrw-up to vcrify thal. n)anagcrnL'nt intplcntcntcrl tlrc corrcctivc
actiorrs.

['aul An13ulo, CI'n, MA
Rivclsitlc County Auditor-Controllcr

By

cc: lloard of Supo visors

Jcff A. Van Wagencrr,.Jr'., Courrt)' Ilxocutivc Officer'
Davc l{ogcrs, Chicf Adnrinistrativc Offict:r'
Grancl fury

llcrr6 Casillas, CPA, CttMn
l)cputy A utlikrr.Corrtrollcr'

Page 2 l



AOIAUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Intcrnal Audit Report 2023-008: Riverside County Coopcrativc llxtension Audit

Table of Contcnts
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AG)IAUDITOR
CONTROLLER

COUNTY OF RIVERSIOE

Intenral Audit Report 2023-008: Rivcrsidc County Cooperative llxtension Audit

Exccutive Sumrnary

Overvicw

I{ivclsido Gluutl, gs1;polativc Extcrrsiorr (Coopcrativc lixtcnsion) is a partrrership
bctwccn tlrc Urriversi(y of California and thc Courlt), of Ilivcrsidc. Its prim ly PulPosc
is lo cnhancc thc quality of lifo arrtl thc cnvironnrcntal antl cconomic wcll-bcing of tlrr:
citizcus of California through rcsearch ancl ctlucation. 'l he Coopc'rativc Extcnsiotr is

conrposcd of fivc programs irrcluding Agriculture, Ntttrition, l:atnily irntl Consunrcr
Scit:nccs,4l'l Youth l)cvclopnrcnt, anrl lvlastcr Cardcninl;.'l'o providc thesc prol3ranrs,

Cocrpcrativc llxtcnsion's lrutlgct is $687,t]96 with fivc authorizctl positions to oxccttlc its
rcsporrsibilitics, Coutly of Riwrsida, I:iscnl Ycnr 2022-2i Adoplctl l]rttlge 1,60-6'1, Volunn' 1.

Audit Objectivc

Our obicctivtr is to provitlc managomcnt ant{ thc lloard of Supcrvisors with an

indcpcrrdent assessurcnt about tlrc adoquacy and cflcctivoncss of irtternal cclttttols t:vcr
syst('lll .rcccss corrtrols antl expcnditulcs. lntcrrral controls arc procosscs ct:signod kl
provirlc manallc'nrcnt rcasonablc assttranco of achicving cfficicrrcy of oPCrations,

conrplianco with lar,r,s ancl lc11tr[atiorrs, and r<:liability of financial antl notr-fiuatrciaI
irrformation. I(casoualrlc assurallcc locognizcs intcrual cotrtlols havc itrhcrctrt
lintitations, irrcluding, cost, misLakes, ancl irrtentir>nal offot ts to bypass irrtcnral ct>ntlols.

Audit Scope and Methodology

Wt' corrrluctt'tl thr: autlit fronr June 27,2022, throrrg,h Soptcurbcr' 8,2022, ktr opttrations
[r'om July l,2020, through Scptcrnber 1,2022. Out scopc includcd thc following:

. lixpcntlilu rt:s

. Systcm Acccss Contt'ols

Audit Highlights

Suttuunry of Exisling Conditions

. 'lcrminatccl cmployccs' acccss lilrhts to activc diloctory wer'o not rlisablcd liurcly.
Acklitionally, arr activtr tlircctory accoulrt was not tlisablccl aftcr an cnrployco orrtlctl
employmc.nt with thc clcpartmcnt. Whcn an accouut is lurt closctl imncdiatcly aftcr'

[IPags 4



AOIAUDITOR
CONTROLLER

COUNTY OT RIVERSIDE

Internal Arrdit Rcport 2023-008: Rivcrside Corrnty Coopcrativc Extcnsion Audit

cnrploynrcnt lras r:rrtlctl, tlrclc is a sr:culity lisk to tho ittfornraLiotr maitttaitrctl irr thc

systcms uscd by thc dcparttllcnt.

Sunmtnry of Intproueurcnt Opportunities

. Cornnrunicrrtc' with ll.ivolsitlc County lnformati<ln'l'etlrnology to tlctcrrnino thc

applopriatc typc of rttqucst trcctlcd to cnsure that tcrnritrakld cnrploycc's activc

dircctory accounts art: appropliatc\, disablcd.

. Dcvclop policios ancl pnrccdurcs to (lnsurc thc tlisablirrg of ac.t:ottttts linkocl to activc

dir.cctory arc rcrlucstecl arrd approvccl within 24 houls of atr employcc's tcrtnination
or h'ansfe r flom the dopartmetrt.

. Eusurc conrpliancc with County of l(ivcrsidc hrfolnratiorr Sccurity Strrndartl v1.0,

Scctioq 4.1, Accoutrt atrd Acccss Matragcntcnt, by disabling accotlllL'i lillkcd kr activc
dircctory on tlre day of an cmploycc's tcrmirration or ttansfor flom thc dcparttn<tnt.

Audit Conclusion

Ilasc{ uporr the results of our autlit, wc idcntifictl opporttrnitit:s for improvctncttt tll

intclrral controls rclatinB to systctn acccss cotrttols.

HPage 5



AOIAUDITOR
CONTROLLER

COUNTY OF RIVERSIOE

Internal Audit Report 2023-008: Riverside County Cooperativc Extcnsion Au<lit

System Access Controls

Background

Systcnr trccuss conlrols withirr irrforn,ation systL'lns cnsurc propcl confidcntia [ity,
irrtcgrity, and availabilitl, to thc ctata sbletl within thc' systeur. Authentication is a
control which c'orrfirnts a uscL's itlcntity kr provitlc acccss to a systcms scnsilive
infornratiorr. Scrrsilivc information is any irrformation tlrat must br: protcctcd from
unaul.horizcd access k) rnaintain the infornration sccurity r>f an org,arrization ol an
irrtlivirlual. Authcntication is oftcn achiovcd by using, login crtrlentials such as a

usc'r'rlilnle arrrl password. Autlrcrrtica lion rclics on tlre plcsumptir'lrr that thc uscr is

authorizccl to usc thc systcm ancl that only thc uscr kn<lws drc login crecicntials to gain
ilccoss.

Activo dirtrtory is a dilcctory scrvicc which allora.s Coopcrative Extcl'rsion to malralle
pcrnrisskrus artcl acccss t() nctwork rcsourccs, and linkcrl data applications utilizd by
thc ttcpar(rncnL. Whcn a uscr cntls umploymcnt with a courrty dopartncllt, it is tlie
tlcpartmcnt's rcsponsibility to crcatc and approvc a hr:lp dcsk tickct to lc<1ucst thc
rcnroval of thc tcrminatcd cmployctls acccss ri1',hts to thcir Activc Dilectory .lccount.
Oncc thc tickct is approvc<l by appropriatc dcpaltnront pcrsonnel, I{ivcrsitlc Cotrnty
lnformatiorr 'l'echnolog,y (ln[ormation 'I'cchnology) is notificd to disablc Activc
I)ircctory t() tcnlovc pcl'nlissi()ns and nctwork acccss. 'l.hcsc hclp dcsk tickcts contain
vatious workflow tasks such as rlisabling u-mail accourrts, activc dircctoly.
data/npplicatioll systcms acccss, badgc acccss, rcclaiming soItwarc licc'nsc's, and
rcclaimir.rg any ctluipmcnt tJrat rnay havc bccrr issuctl to an cnrploycc. A hclp dcsk
tickct is not closcd until all tasks within lravc bccn cr.rrnplctcd by Informirtion
'lcchnolol;y pcrsonncl.

Objective

Auclit Methodology

'lir acconrplisl.r thcsc objcctivcs, wc:

Obtainctl atr undcrstandirrg of County of l(ivcrsirlc lrrfolnrati<;tr Sccurity Stantlartl
vl.0.

lPage 6

'l'o vcrify lhc existcl'rcc and adccluacy of intcrrral controls ovcr cmployct: acccss
tcrminati()n to systcm applications usccl by Coopclativo lixtcnsion.



COUNTY OF RIVERSIDE

Internal Audit Report 2023-008: Iliversidc County Coopcrative llxtcnsion Audit

Lttcrvittwcd kcy pclsonnol lc11ardirr11 th(: d(!partmont's ttmploytttl tltr*ess trlt mittatiotl
ploccss0s.

Obtainctl a listirrl; of Coopct'ativc Iixtctrsion staff alltl sclcctt:tl

individuals who wcro tctminatctl tlttritrg thtt attdit rtrviow peritld.
a sanrplc of

. Vcrifictl whcthcr loqucsLs kl tlisablc Activc Dircctory wcrc cI'cal.ctl antl approvtltl by

Coopcrativc Ilxtctrsiorr pcrsonncl within 24 hours of an cmployccrs tcrmination or'

transfcr from tlre dc'partructrt.

Finding 2: 'f imcly 'fermination of Access Rights

One (33%) out o[ thlt:c t(:t minatcd cnrployccs clid not havc thcir acccss rillhts
tcl.urillatcd or rlisablcti withirr 24 lrours o[ r:rrrling rlrnploymclrt with tlrc C<xrpcl'ativc'

Ilxtensiorr. 'l'hc tinrc lapscd to disablc thc activc tlircctory account was 42 days.

Arlditionally, orro (33%) out o[ thrcc tcrmirratcd outployccs fcvicwcd, thc activc

tlircctory irccount lratl nol bucn disablotl as of thc rlatc of our rovicw. Coutrty of

Rivcrsiclc ln(ormatiorr sccur.ity starrdard v1.0, scction 4.1, Account antl Acccss

lvllnagcrnclt, statcs, "Accounls fitr tcrnrirralccl or Ltansfcrrctl cnrpkryc'cs shall btr

tlisablc{ or rcnovccl orr thc day of Lcrnrirration or tt'trtrsft:r." CooPctativc llxtctrsiou tlocs

not havo writtcl policics altd proccclulcs that (lctail thc plocess and rt:quircttrcnLs for

dcactivatinl;, user activc dircctrrry accoul)ts wht:tr cmployttos ctttl curployntcnt with tlrc
(cpartrtrcni. Iiurthcrnrorc, Coopcrativc Ilxhnriiorl was n()t utilizinli thc ctlt'rcct task

rcqucst provitlccl by Informatiou'l'cclunrlog,y to initiatc tlrt: activc dircctoly tcrnlinatioll'
lvlaintaininl; activc directoly acctlss rights opcn af tct' ttllrploynronl. has cndcd cxposcs

tlrc dcpartircnt to risk whorc in(ornratiou maintaincd in dcPartmcltt systctns catr lrc

continuously acccssctl lry irrtlividuals who llo klrrl;cr lrave a light oI t.tctlcl to know.

Dcpcnrling on thc scnsitivity of the inforrnation mairltaincd by dcpartlncnt systcnrs, it

can creatc adrrrinistt'ativc issutts atrd lravc a filratlcial irupat:t i{ hcld liablc.

Rcconrnrcndation 1.1

C6nrtrulicato with Infolnratirrn'lirlrnolog,y to tltttcrtniltc thc appropriattt typc tlf
rctlucst rrcctlt:d to cl]sut.o that tcrnrinatccl cnrployr:c's activc tlilcckrry accoullts aIc

approl'r'ia tr:ly tlisa [rlcd.

fl
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A0)t AUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Internal Audit Report 2023-008: Ilivcrside County Cooperativc Extension Audit

Managcment's Response

"Partially Concur. Cl! cxperiencctl a complicatc'd lririrrg, situation witlr thc AA-l
positiorl."

Actual/cstirnated Date of Corective Action: Jtrly 2.1, 2022

Recommendation 1.2

I)cvolop policics ancl proccdurcs to ensurc thc tlisablirrg t>f accounts lirrkcd to activc
dircctot'y ;rlc roqrro.stotl and applovcd within 24 hours of an cnrploycc's Lcrmination or
transfcr frorn thc dcpartnrt'nt.

Managenrcnt's Response

"Concur, A tcrrnirrati<ln chccklist will bc crcatcrl [o orlsrrrc all procctlulcs aro cortrluctctl
ir.r a tinrcly rtrannor."

Actua/eetirnated Date of Corrective Action: Novcrnbcr 
.18,2022

Rcconrnrerrdation 1.3

Ensurc cornplianct' with County of Rivcr':,^iclo lnfornration Scctrrity Stantlard v1.0,
Scction 4.1, Account nd ncccss Managcrncrlt, by clisabling accounts linkctl to activc
tlirectory on tlre'day of an cmplol,cc's t(lnninati(,n or trarrsfcr fronr tl-rc clcpartnrcrrt.

Managcnrcnt's l{csponsc

"Concur, Asitlc frr>nr thc cornplicatit)n sil.uation with thu AA-l position, Cll has
complic'cl witJr Courrty of Ilivcrsidc Irrformation Sccurity Standartl v1,0, Scction 4,1,
Account and Acce'ss Manallemcnt, by disablinl; accour)ts linked to activc tlircctory on
the tlay of an crnpkryctls tcrmination ol trarrsfcr flom thc tlcpartmcnt with th,o out of
thc tltrcn Lty nrirratcd cmpluycos rcviewod in this autlit. Irr atklition to colrl.inuirrll k)
conrply r,r,ith tlris stautlard, procctlulc of tcrminatiorr chr:cklist will bo inrplcrncntctl to
cnsurc timcly rcsponsc is submittctl,"

Actua/estirnated Date of Corrcctive Action: Novcmber 4,2022

Pags 8 H



AOtAUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Internal Audit Report 2023-008: Rivcrside County Coopcrative [xtension Audit

Expenditrr res

Background

Coopcrativc Ijxtcnsion was ostablishcrl thrt,ugh thc prrssilrg of tho Snrith-Lcvtlr Act of
1914. Thc passinl; of thc law cxtcndcrl outrcrrch Programs tlrrough land-g,raIrt

univcrsitics to ctlucate Anrcricans in aliricultulal practiccs antl tcchnolop,y. Univcrsity
of California Cooporativc Extcusion is furrtlcd in two prinrary ways, ollLr is through thc
Urriversity of Califonria, antl thc sttcotrt{ way is through thc llivclsidc Courlly's gcrlcral

fund.'l'hc Rivc.r'sit{c County l}oaltl of Suptrrvisors lras tliscrc'tion as to tlrc antount of
funding tlrc county provitlcs for Coopcrativc Extension opcl'.rtiol1s.'l'hc ctltrnty funding
is apploxinratcly $687,t196 (or (iscal ycar 2022-23 and is prinral'ily uscd for salarics of
adnrinisl.ra tivc sttff and supply cxpc'nscs. I lowr:vcr, thtl Mctnomndum of
Unclcrstancliug allows thc dcPartnlcnt to use thc funtls for proJ',tanr-rclatcd

cxpcrrcliturcs.

Obiective

Our objcctivc is to providt-' nr.rnaSclncnt ancl thc lloald of Supct visors with an

indcpttrrdt:nt asscssmclrt of intcrnal cotrtrols ovcr cxpcntl itttt't:s.

Audit Mcthodology

'l'o acconrplish thcsc objcctivcs, wc

Obtaincd an unrl<lrstand ittl; of boartl policics, and applicabkr starrdards.

Obtairrcd au untlcrsLanding of tht' Sntith-l-cvcr Act of 1914, whiclr cstablishccl thc

outrcaclr proSranls for Cooperativc Iixtcnsion.

Obtainctt an unt-lcrsLanding about thc Mcuroratrrlunt of U ntlt't'statrtliIrl3 a1;rccmctrt

with Coopc.ra tivc Extcnsion.

I(cviowcd thc Ilivcrsitlc County's l)urcltasinl; Policy.

Sclcctcd a sanrplc of cxputrtliturcs to vorifl, thoir approplia tcttoss alrd whcthcr
supcrvisory rcvicw antl apploval was obtaitrctl.
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A0)tAUDITOR
CONTROLLER

COUNTY OF RIVERSIDE

Interrral Audit lleport 2023-008: Iliverside County Cooperativc Extension Audit

Irinding 1: None Noted

[]asetl upou thc rcsults of our audiq wc tlctcrmined Coopcrativc [xtcnsion's intcrrral
t:onttols ovcr oxpcncliturcs provitlc tcasortablo assurancc that its objcctivcs rclating to
lltcsc aroas will bc achicvcd, Rcasonablc .lssurancc rccol;,niz.t:s intcr.rral controls havc
inhcrc.nt liuritaliotrs, including costs, nrislakcs, arrd intcntional cfforts k) l:ypass iut.crnal
contr'ols.

Pago '10
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Attachment B
UNIVERSITY OF CALIFORNIA
Agriculture and Natural Resources

Cooperative Extension Riverside County
2980 Washington Street, Riverside, CA 92504
951-955-0170

The following are the status of the reported findings and planned corrective actions
contained in lnternal Audit Report 2023-008: Riverside County Cooperative Extension
Audit.

,&- C&.,ro""o- ortlltzl

Authorized Signature Date

Finding 2: Timely Termination of Access Rights

One (33%) out of three terminated employees did not have their access rights terminated or
disabled within 24 hours of ending employmenl with lhe Cooperative Extension. The time lapsed
to disable the active directory account was 42 days. Additionally, one (33y") out of three
terminated employees reviewed, the active directory account had not been disabled as of the date
of our review. County of Riverside lnformation Security Standard v1".0, Section 4.7, Account and
Access Management, slates, "Accounts for terminated or transferred employees shall be disabled
or removed on the day of lermination or lransfer." Cooperative Extension does not have written
policies and procedures that detail the process and requirements for deactivating user active
directory accounts when employees end employment with the department. Furthermore,
Cooperative Extension was not utilizing the correct task request provided by lnformation
Technology to initiate the active directory termination, Maintaining active directory access rights
open after employment has ended exposes lhe deparlment to risk where information mainlained
in department systems can be continuously accessed by individuals who no longer have a right
or need to know, Depending on the sensitivity of the information maintained by department
systems, it can create administrative issues and have a financial impact if held liable.

Cu rrent Status

Reported Finding Corrected? V Yes No

Recommendation 1.1

Communicate with lnformation Technology to determine the appropriate type of request needed
to ensure that terminated employee's active directory accounts are appropriately disabled.

Management Reply



"Partially concur. CE experienced a complicated hiring situation with the AA-l position "

Actual/estimated Date of Corrective Action: July 27,2022

Current Status

correctlvs Actlon: ffi rrrty lmplemented l-l e"rti"tty lmplementod ! Not tmplemented

Doscription of tho corrsctlve action taksn (or ponding action and ostimated date of complstlon for
lanned corrective action that Is artial or not im lemented

Recommendation '1.2

Develop policies and procedures to ensure the disabling of accounts linked to active directory are

requested and approved within 24 hours of an employee's termination or transfer from the

d6partment.

Management's Roply

"Concur. A termination checklist will be created to ensure all procedures are conducted in a
timely manner."

Actual/estimated Date of Corrective Action: November 18,2022

Current Status

corrective Actlon: fi rurry lmplemented ! earttatty lmplsmonted ! Not lmplemented

Descriptlon of the corroctiv€ actlon taken (or pendlng action and ostlmated date of completion for
anned corrective action that is a rtial or not im lomentod

Recommendation 1.3

Ensure compliance with County of Riverside lnformalion Security Standard v1.0, Section 4.1,

Account and Access Management, by disabling accounls linked to active directory on ths day of
an employee's termination or transfer from the deparlment.

Management Reply

"Concur. Aside from the complication situation with the AA-l position, CE has complied with

County of Riverside lnformation Security Standard v1".0, Section 4.L, Account and Access
Management, by disabling accounts linked to active directory on the day of an employee's

cooperative Extension has created both a process and a procedure for departing employees to

ensure we remain in compliance.

A separation of employment checklist has been created and will be implemented moving

forward with all future terminations/separations.



termination or transfer from the department with two out of lhe rhree terminated emolovees
reviewed in this audit. tn addition to continuing to comply with this "i";Jil,-;r;d;i;;;termination checkrist wifl be impremented to ensuie timery ieiponse is submitted.,'

Actual/estlmated Date of Corrective Action: November 4, 2022

Current Status

Cor€ctive Action, 7 futty tmplomentod Partlally lmplemontod

ng actlon and estimats

Not lmplemented

of complstion forDescriptlon of tho correclive acflon takon (or pendi d dato
lanned correctlve actlon that is or not im lemented

to standardizing a process, a checklist was created to ensure timery responses are
to necessary departments.

ln addition
submitted


