
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

FROM : PUBLIC SOCIAL SERVICES:

SUBJECT: DEPARTMENT OF PUBLIC SOCIAL SERVICES (DPSS): Approve Agreement
No. DPSS-0004896 with Family Service Association for Child Abuse Prevention Council - Lead
Agent from January 1, 2024 through June 30, 2028; All Districts. [Total Cost: $2,556,166; up to
$51 1,233 in additional compensation; 100% Children's Trust Fundl

Approve Professional Services Agreement No. DPSS-0004896 with Family Service
Association to coordinate and provide oversight of the Child Abuse Prevention Council
for a total aggregate amount of $2,556,166.00 effective January 1, 2024 through June
30, 2028; and authorize the Chair of the Board to sign the Agreement on behalf of the
County.

2. Authorize the Purchasing Agent, in accordance with Ordinance No. 459, based on the
availability of fiscal funding and as approved as to form by County Counsel to: (a) sign
amendments that make modifications to the scope of services that stay within the intent
of the Agreement, and (b) sign amendments to the compensation provisions that do not
exceed the sum total of twenty percent (20%) of the total annual cost of the Agreement

ACTION:Policy

iity 11t1tell

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Spiegel, seconded by Supervisor Perez and duly carried by
unanimous vote, lT WAS ORDERED that the above matter is approved as recommended.

Ayes:
Nays:
Absent
Date:
xc:

Jeffries, Spiegel, Washington and Perez and Gutierrez
None
None
December 5, 2023
DPSS

Kimberly A. Rector
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ITEM: 3.19
(to # 23474)

MEETING DATE:
Tuesday, December 05, 2023

RECOMMENDED MOTION: That the Board of Supervisors:
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION: Approve

BACKGROUND:
Summary
Per Welfare and lnstitutions Code Sections 18955 through 19070, the Board of Supervisors
may designate a local agency as a lead agency, coordinating regional child abuse
prevention and intervention services and overseeing the Children's Trust Fund.

Child abuse prevention coordinating councils (also known as CAPCS) are community
councils whose primary purpose is to coordinate the community's efforts to prevent and
respond to child maltreatment. Primary prevention activities can include strategies such as
media and education campaigns to build community awareness. Prevention practices,
services, and supports can be the key to keeping families intact and children safe during
challenging times.

The primary goal of the CAPC program is to collaborate with DPSS to prevent the
occurrence of child maltreatment by raising community awareness and identifying family
support in collaboration with DPSS-Children Services Divlsion (CSD).

lmpact on Residents and Businesses
These programs provide much needed assistance to Riverside County individuals and families
who may be considered at-risk and in need of child abuse prevention and intervention services.

The total annual payments to CONTRACTOR shall not exceed

FINANCIAL DATA Curront Fi!calYe.r: Total CGt: Ongolng Cott

COST $284,018 $568.037 $ 2,s56,166 s0
NET COUNTY COST 50 $0 SO s0

SOURCE OF FUNDS: 100% Children's Trust Fund
Budget Adjustment: No

For Fiscal Year: 23124 - 27128

ANNUAL PAYMENT
January 1, 2024 through June 30, 2024 $284,018.00
July 1 , 2024 through June 30,2025 $568,037.00
July 1, 2025 through June 30,2026
July 1 , 2026 through June 30, 2027 $568,037.00
July 1 ,2027 lhtough June 30, 2028 $568,037.00

Total $2,556,166.00
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Additional Fiscal lnformation

FISCAL YEAR PERIOD

$568,037.00





SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

Contract Historv and P rice Reasonableness
On January 4, 2023, a Request for Proposal (RFP) #DPARC-0619 Child Abuse Prevention
Council, was released on the Public Purchase website by DPSS through Riverside County
Purchasing and Fleet Services to obtain these services for five (5) years through FY 27128. fhe
bid closed on February 3, 2023 and one (1) proposal was received from Family Service
Association. The bid response was evaluated based on the criteria set forth in the RFP: bidder
proposal response, bidder qualifications/experience, bidders proposed implementation plan,
overall cost to the County, references with demonstrated success with similar work to the Scope
of Services, biddeis financial clarifications, exceptions/deviations, and
credentials/resumes/licenses and certiflcations. lt was determined that the proposal submittal
was timely and responsive.

Based on the overall summation, Family Service Association was awarded the contract for
coordination and oversite of the Child Abuse Prevention Council Agreement #DPSS-0004896
on June 9, 2023. The County currently has an agreement in place with FSA for these services
and their performance is at an acceptable level.

ln order to update the scope of services to this agreement, DPSS extended the current
agreement #CS-03969 with Family Service Association, Board approval date of June 27,2023,
Item #3.67 effective July 1, 2023 through December 31,2023 to ensure no lapse in service.

ATTACHMENT:
A. DPSS-0004896 - Family Service Association Agreement for Child Abuse Prevention

Council.

eg n
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DPSS-0004896

County of Riverside Department of Public Social Services
Contracts Administration Unit

4060 County Circle Drive
Riverside, CA 92503

and

Family Service Association
Child Abuse Prevention Council

DPSS-0004896

a

fl RIVERS!DE
COUNTY

DEPARTMENT OF PUBLIC SOCIAL SERI/ICES
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DPSS-0004896

This Agreement is made and entered inlo this _day of _, 2023 by and between Family Service
Association, a California nonprofit corporation (herein referred to as "CONTRACTOR"), and the County of
Riverside, a political subdivision of the State of California, on behalf of its Department of Public Social
Services (herein referred to as "COUNTY"). The parties agree as follows:

DEFINITIONS
A. "Agreement" refers to the terms and conditions, schedules, and attachments included herein.

B. 'CAPC'refers to Child Abuse Prevention Council.

C. 'CONTRACTOR" refers to Family Service Association including its employees, agents,

representatives, subcontractors, and suppliers.

D. "COUNTY' refers to the County of Riverside.

E. "DPSS' refers to the County of Riverside's Department of Public Social Services, which has

administrative responsibility for this Agreement.

DESCRIPTION OF SERVICES
CONTRACTOR shall provide all services at the prices stated in Schedule A, Payment Provisions,
and as outlined and specified in Schedule B, Scope of Services, and Attachment I HIPAA Business
Associate Agreement, Attachment ll Pll Privacy and Security Standards, Attachment lllAssurance of
Compliance, and Attachment lV DPSS 2076A, DPSS 20768 & lnstructions.

PERIOD OF PERFORIV1ANCE
This Agreement shall be effective January 1,2024 and continue through June 30, 2028, unless
terminated earlier. CONTRACTOR shall commence performance upon the effective date and shall
diligently and continuously perform thereafter.

COMPENSATION
COUNTY shall pay CONTRACTOR for services performed, products provided or expenses incurred
in accordance with Schedule A, "Payment Provisions. COUNTY is not responsible for any fees or
cosls incurred above or beyond the contracted amounl and shall have no obligation to purchase any
specified amount of services or product. Unless olherwise specifically stated in Schedule A, COUNTY
shall not be responsible for payment of any of CONTACTOR's expenses related to this Agreement.
At the expiration of the term of this Agreement, or upon termination prior to the expiration of the
Agreement, any funds paid to CONTRACTOR, but not used for purposes of this Agreement shall
revert to COUNTY within thirty (30) calendar days of the expiration or termination.

AVAILABILITY OF FUNDS/NON.APPROPRIATION OF FUNDS
The obligation of COUNTY for payment under this Agreement beyond the current fiscal year is
contingent upon and limited by the availability of county funding from which payment can be made.
There shall be no legal liability for payment on the part of COUNTY beyond June 30 of each year
unless funds are made available for such payment by the County Board of Supervisors. ln the event
such funds are not forthcoming for any reason, COUNTY shall immediately notify CONTRACTOR in
writing and this Agreement shall be deemed terminated and be of no further force or effect. COUNTY
shall make all payments to CONTRACTOR that were properly earned prior to the unavailability of
funding.

Page 3 of 46
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DPSS-0004896

TERMINATION
A. COUNTY may terminate this Agreement without cause upon giving thirty (30) calendar days

written notice served on CONTRACTOR stating the eltent and effective date of termination.

B. COUNTY may, upon five (5) calendar days written notice, terminate this Agreement for
CONTRACTOR'S default, if CONTRACTOR refuses or fails to comply with the terms of this
Agreement, or fails to make progress that may endanger performance and does not immediately
cure such failure. ln the event of such termination, COUNTY may proceed with the work in any
manner deemed proper by COUNTY.

C. After receipt of the notice of termination, CONTRACTOR shall

(1) Stop all work under this Agreement on the date specified in the notice of termination; and

(2) Transfer to COUNTY and deliver in the manner directed by COUNTY any materials, reports
or other products, which, if the Agreement had been completed or continued, would be
required to be furnished to COUNTY.

D. Afler termination, COUNTY shall make payment only for CONTRACTOR's performance up to the
date of termination in accordance with this Agreement.

E. CONTRACTOR'S rights under this Agreement shall terminate (except for fees accrued prior to
the date of termination) upon dishonestly or willful and material breach of this Agreement by
CONTRACTOR; or in the event of CONTRACTOR's unwillingness or inability, for any reason
whatsoever, to perform the terms of this Agreement. In such an event, CONTRACTOR shall not
be entitled to any further compensation under this Agreement.

F. The rights and remedies of COUNTY provided in this section shall not be exclusive and are in
addition to any other rights or remedies provided by law or this Agreement.

REQUEST FOR WAIVER AND WAIVER OF BREACH
Waiver of any provision of this Agreement must be in writing and signed by authorized representatives
of the parties. No waiver or breach of any provision of the terms and conditions herein shall be
deemed, for any purpose, to be a waiver or a breach of any other provision hereof, or of a continuing
or subsequent waiver or breach. Failure of COUNTY to require exact, full compliance with any terms
of this Agreement shall not be construed as making any changes to the terms of this Agreement and
does not prevent COUNTY from enforcing the terms of this Agreement.

TRANSITION PERIOD
CONTRACTOR recognizes that the services under this Agreement are vital to COUNTY and must
be continued without interruption and that, upon expiration, COUNTY or another contractor may
continue the services outlined herein. CONTRACTOR agrees to exercise its best efforts and
cooperation to effect an orderly and efficient transition of clients or services to a successor.

OWNERSHIP, PUBLICATION, REPRODUCTION, AND USE OF MATERIAL
CONTRACTOR agrees that all materials, reports or products, in any form includang electronic, created
by CONTRACTOR for which CONTRACTOR has been compensation by COUNTY pursuant to this
Agreement shall be the sole property of COUNTY. The material, reports or produces may be used by
the COUNTY for any purpose that COUNTY deems appropriate, including but not limited to,
duplrcation and/or distribution within COUNTY or to third parties. CONTRACTOR agrees not to
release or circulate, in whole or in part, such materials, reports, or products without prior written
authorization of COUNTY.

Page 4 of 46
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DPSS-0004896
CONDUCT OF CONTRACTOR/ CONFLICT OF INTEREST
A. CONTRACTOR covenants that it presently has no interest, including but not limited to, other

projects or contract, and shall not acquire any such interest, direct or indirect, which would conflict
in any manner or degree with CONTRACTOR's performance under this Agreement.
CONTRACTOR further covenants that no person or subcontractor having any such interest shall
be employed or retained by CONTRACTOR under this Agreement. CONTRACTOR agrees to
inform the COUNTY of all CONTRACTOR'S interest, if any, which are or may be perceived as
incompatible with COUNTY's interests.

B. CONTRACTOR shall not, under any circumstances which could be perceived as an to influence
the recipient in the conduct or his/her duties, accept any gratuity or special favor from individuals
or firms with whom CONTRACTOR is doing business or proposing to do business, in fulfilling this
Agreement.

RECORDS, INSPECTIONS, AND AUDITS
A. All performance, including services, workmanship, materials, facilities or equipment utilized in the

performance of this Agreement, shall be subject to inspection and test by COUNTY or any other
regulatory agencies at all times. This may include, but is not limited to, monitoring or inspecting
contractor performance through any combination of on-site visits, inspections, evaluations, and
CONTRACTOR self-monitoring. CONTRACTOR shall cooperate with any inspector or COUNTY
representative reviewing compliance with this Agreement and permit access to all necessary
locations, equipment, materials, or other requested items.

B. CONTRACTOR shall maintain auditable books, records, documents, and other evidence relating
to costs and expenses to thrs Agreement. CONTRACTOR shall maintain these records for al least
three (3) years after final payment has been made or until pending county, state, and federal
audits are completed, whichever is later.

C. Any authorized county, state or the federal representative shall have access to all books,
documents, papers, electronic data and other records they determine are necessary to perform
an audit, evaluation, inspection, review, assessment, or examinalion. These representatives are
authorized to obtain excerpts, transc(pts and copies as they deem necessary and shall have the
same right to monitor or inspect the work or services as COUNTY.

D. lf CONTRACTOR disagrees with an audit, CONTRACTOR may employ a Certified Public
Accountant (CPA) to prepare and file with COUNTY its own certified flnancial and compliance
audit. CONTRACTOR shall not be reimbursed by COUNTY for such an audit regardless of the
aud it outcome.

E. CONTRACTOR shall establish sufficient procedures to self-monitor the quality of
services/products under this Agreement and shall permit COUNTY or other inspector to assess
and evaluate CONTRACTOR's performance at any time, upon reasonable notice to the
CONTRACTOR,

CONFIDENTIALITY
A. As required by applicable law, COUNTY and CONTRACTOR shall maintain the privacy and

confidentiality of all informatron and records, regardless of format, received pursuant to the
Agreement ("confidential information"). Confidential information includes, but is not limited to,
unpublished or sensitive technological or scientific informationi medical, personnel, or security
records; material requirements or pricing/purchasing actions; COUNTY information or data whach
is not subject to public disclosure; COUNTY operational procedures; and knowledge of
contractors, subcontractors or suppliers in advance of official announcement. CONTRACTOR
shall ensure that no person will publish, disclose, use or cause to be disclosed such confidential
information pertaining to any applicant or recipient of services. CONTRACTOR shall keep all

Page 5 of 46
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confidential information received from COUNTY in the strictest confidence. CONTRACTOR shall
comply with Welfare and Institutions Code Section 10850.

B. CONTRACTOR shall take special precautions, including but not limited to, sufficient training of
CONTRACTOR'S staff before they begin work, to protect such confidential information from loss
or unauthorized use, access, disclosure, modification or destruction.

D. CONTRACTOR shall promptly transmit to COUNTY all third party requests for disclosure of
confidential information. CONTRACTOR shall not disclose such information to anyone other than
COUNTY except when disclosure is specifically permitted by this Agreement or as authorized in
writing in advance by COUNTY.

HEALTH INSURANCE PORTABI LITY ACCOUNTABILITY ACT
CONTRACTOR is subject to and shall operate in compliance with all relevant requirements contained
in the Health lnsurance Portability and Accountability Act of 1996 (HIPAA), Public Law 104-191,
enacted August 21 , 1996, and the related laws and regulations promulgated subsequent thereto. The
parties agree to the terms and conditions the HIPAA Business Associated attached as Attachment l.

PERSONALLY IDENTIFIABLE INFORMATION
A. Personally ldentifiable lnformation (Pll) refers to personally identifiable information that can be

used alone or in coniunction with any other reasonably available information, to identify a specific
individual. Pll includes, but is not limited to, an individual's name, social security number, driver's
license number, identification number, biometric records, date of birth, place of birth, or mother's
maiden name. The Pll may be electronic, paper, verbal, or recorded. Pll may collected performing
administrative functions on behalf of programs, such as determining eligibility for, or enrollment
in, and collecting Pll for such purposes, to the extent such activities are authorized by law.

B. CONTRACTOR may use or disclose Pll only to perform functions, activities or services directly
related to the administration of programs in accordance with Welfare and lnstitutions Code
sections 10850 and 14100.2, or 42 Code of Federal Regulations (CFR) section 431 .300 et.seq,
and 45 CFR 205.50 et.seq, or as required by law. Disclosures which are required by law, such as
a court order, or which are made with the explicit written authorization of the client, are allowable.
Any other use or disclosure of requires lhe express approval in writing of the COUNTY.
CONTRACTOR shall not duplicate, disseminate or disclose Pll except as allowed in this
Agreemenl.

C. CONTRACTOR agrees to the Pll Privacy and Security Standards attached as Attachment ll.
When applicable, CONTRACTOR shall incorporate the relevant provisions of Attachment ll into
each subcontract or sub-award to subcontractors.

HOLD HARMLESS/INDEMNIFICATION
CONTRACTOR agrees to indemnify and hold harmless COUNTY, its departments, agencies and
districts, including their officers, employees and agents (collectively "County lndemnitees"), from any
liability, damage, claim or action based upon or related to any services or work of CONTRACTOR
(including its officers, employees, agents, subcontractors or suppliers) arising out of or in any way
relating to this Agreement, including but not limited to property damage, bodily Injury or death.
CONTRACTOR shall, at its sole expense and cost including but not limited to, attorney fees, cost of
investigation, defense, and settlements or awards, defend County lndemnitees in any such claim or
action. CONTRACTOR shall, at their sole cost, have the right to use counsel oftheir choice, subject

Page 6 of 46
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to the approval of COUNTY which shall not be unreasonably withheld; and shall have the right to
ad.just, settle, or compromise any such claim or action so long as that does not compromise
CONTRACTOR's indemnification obligation. CONTRACTOR's obligation hereunder shall be
satisfied when CONTRACTOR has provided COUNTY the appropriate form of dismissal relieving
COUNTY from any liability for the action or claim made. The insurance requirements stated in this
Agreement shall in no way limit or circumscribe CONTRACTOR's obligatrons to indemnify and hold
COUNTY harmless.

INSURANCE
A. \Mthout limiting or diminishing the CONTRACTOR'S obligation to indemnify or hold the COUNTY

harmless, CONTRACTOR shall procure and maintain or cause to be maintained, at its sole cost
and expense, the following insurance coverage's during the term of this Agreement. As respects
to the insurance sectron only, the COUNTY herein refers to the County of Riverside, its Agencies,
Districts, Special Districts, and Departments, their respective directors, officers, Board of
Supervisors, employees, elected or appointed officials, agents or representatives as Additional
lnsureds.

B. Any insurance carrier providing insurance coverage hereunder shall be admitted to the State of
California and have an AM BEST rating of not less than A: Vlll (A:8) unless such requiremenls
are waived, in writing, by the County Risk Manager. lf the County's Risk Manager waives a
requirement for a particular insurer such waiver is only valid for that specific insurer and only for
one policy term.

C. CONTRACTOR's insurance carrier(s) must declare its insurance self-insured retentions. lf such
self-insured relentions exceed $500,000 per occurrence such retenlions shall have the prior
written consent of the County Risk Manager before the commencement of operations under this
Agreement. Upon notification of self-insured retention unacceptable to COUNTY, and at the
election of the County's Risk Manager, CONTRACTOR's carriers shall either; 1) reduce or
eliminate such self-insured retention as respects to this Agreement with COUNTY, or 2) procure
a bond which guarantees payment of losses and related investigations, claims administration,
and defense costs and expenses.

D. CONTRACTOR shall cause CONTRACTOR's insurance carrier(s) to furnish the COUNTY with
either 1) a properly executed original certificate(s) of insurance and certified original copies of
endorsements effecting coverage as required herein, or 2) if requested to do so orally or in writing
by the County Risk Manager, provide original certified copies of policies, including all
endorsements and all attachments thereto, showing such insurance is in full force and effect.
Further, said Certificate(s) and policies of lnsurance shall contain the covenant of the insurance
carrier(s) that thirty (30) calendar days written notice shall be given to the COUNTY prior to any
material modification, cancellation, expiration or reduction in coverage of such insurance. ln the
event of a material modification, cancellation, expiration, or reduction in coverage, this Agreement
shall terminate forthwith, unless the COUNTY receives, prior to such effective date, another
properly executed original Certiflcate of lnsurance and original copies of endorsements or certified
original policies, including all endorsements and atlachments thereto evidencing coverages set
forth herein and the insurance required herein is in full force and effect. CONTRACTOR shall not
commence operatrons until the COUNTY has been furnished original certificate(s) of insurance
and certified original copies of endorsements and if requested, certified original policies of
insurance including all endorsements and any and all other attachments as required in this
section. An individual authorized by the insurance carrier to do so on its behalf shall sign the
original endorsements for each policy and the certificate of insurance.

E. CONTRACTOR shall have the right to meet the liability insurance requirements with the purchase
of an Umbrella or Excess insurance policy. ln all instances, the combination of primary and
Umbrella or Excess liability coverage must equal or exceed the minimum liability insurance limits

Page 7 of 46
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stated in this Agreement. Such Umbrella or Excess coverage shall be following form to underlying
coverage including all endorsements and additional insured requirements. This requirement shall
also apply to any Umbrella or Excess liability policies. lf the CONTRACTOR maintains broader
coverage and/or higher limits than the minimums shown above, the COUNTY requires and shall
be entitled to the broader coverage and/or the higher limits maintained by the CONTRACTOR.
Any available insurance proceeds in excess of the specified minimum limits of insurance and
coverage shall be available to the COUNTY.

F. lt is understood and agreed to by the parties hereto that CONTRACTOR's insurance shall be
construed as primary insurance, and COUNTY's insurance and/or deductibles and/or self-insured
retentions or self-insured programs shall not be construed as contributory.

G. lf, durang the term of this Agreement or any enension thereof, there is a material change in the
scope of services, or there is a material change in the equipment to be used in the performance
of the scope of work which will add additional exposures (such as the use of aircraft, watercraft,
cranes, etc.), or the term of this Agreement, including any extensions thereof, exceeds five (5)
years, the COUNTY reserves the right to adjust the types of insurance required under this
Agreement and the monetary limits of liability for the insurance coverages currently required
herein if, in the County Risk Manager's reasonable judgment, the amount or type of insurance
carried by the CONTRACTOR has become inadequate.

H. CONTRACTOR shall pass down the insurance obligations contained herein to all tiers of
subcontractors working under this Agreement.

l. The insurance requirements contained in this Agreement may be met with a program(s) of selt
insurance acceptable to COUNTY.

J. CONTRACTOR agrees to notify COUNTY of any claim by a third party or any incident or evenl
that may give rise to a claim arising from the performance of this Agreemenl.

K. lf CONTRACTOR maintains broader coverage and/or higher limits than the minimums shown
below, COUNTY requires and shall be entitled to the broader coverage and/or higher limits
maintained by CONTRACTOR. Any available insurance proceeds in excess of the specifled
minimum limits of insurance and coverage shall be available to COUNTY.

WORKER'S COMPENSATION
lf the CONTRACTOR has employees as defined by the State of California, the CONTRACTOR shall
maintain statutory Workers' Compensation lnsurance (Coverage A) as prescribed by the laws of the
Slate of California. Policy shall include Employers' Liability (Coverage B) including Occupalional
Disease with limils not less than $1,000,000 per person per accident. The policy shall be endorsed
to waive subrogation in favor of The County of Riverside.

VEHICLE LIABILITY
lf vehicles or mobile equipment are used in the performance of the obligations under this Agreement,
then CONTRACTOR shall maintain liability insurance for all owned, non-owned or hired vehicles so
used in an amount not less than $1,000,000 per occurrence combined single limit. lf such insurance
contains a general aggregate limit, it shall apply separately to this agreement or be no less than two
(2) times the occurrence limit. Policy shall name the COUNTY as Additional lnsureds.

COM[\ilERClAL GENERAL LIABILITY
Commercial General Liability insurance coverage, including but not limited to, premises liability,
unmodified contractual liability, products and completed operations liability, personal and advertising
in.jury, and cross liability coverage, covering claims which may arise from or out of CONTRACTOR'S
performance of its obligations hereunder. Policy shall name the COUNTY as Additional lnsured.

Page 8 of 46
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Policy's limit of liability shall not be less than $2,000,000 per occurrence combined single limit. lf such
insurance contains a general aggregate limit, it shall apply separately to this agreement or be no less
than two (2) times the occurrence limit.

PROFESSIONAL LIABILITY
lf, at any time during the duration of this Agreement and any renewal or extension thereof, the
CONTRACTOR, its employees, agents or subcontractors provide professional counseling for issues
of medical diagnosis, medical treatment, mental health, dispute resolution or any other services for
which it is the usual and customary practice to maintain Professional Liability lnsurance, the
CONTRACTOR shall procure and maintain Professional Liability lnsurance (Errors & Omissions),
providing coverage for performance of work rncluded within this Agreement, with a limit of liability of
not less than $1,000,000 per occurrence and $2,000,000 annual aggregate. lf CONTRACTOR's
Professional Liability lnsurance is written on a claims-made basis rather than an occurrence basis,
such insurance shall continue through the term of this Agreement. Upon termination of this Agreement
or the expiration or cancellation of the claims made insurance policy CONTRACTOR shall purchase
at his sole expense either 1) an Extended Reporting Endorsement (also known as Tail Coverage):
or, 2) Prior Dates Coverage from a new insurer with a retroactive date back to the date of, or prior to,
the inception of this Agreement, or,3) demonstrate through Certificates of lnsurance that
CONTRACTOR has maintained continuous coverage with the same or original insurer. Coverage
provided under items 1), 2) or 3) will continue for a period of five (5) years beyond the termination of
this Agreement.

CYBER LIABILITY
CONTRACTOR shall procure and maintain for the duration of the contract insurance against claims
for inluries to person or damages to property which may arise from or in connection with the
performance of the work hereunder by CONTRACTOR, its agents, representatives, or employees.
CONTRACTOR shall procure and maintain for the duration of the contract insurance claims arising
out of their services and including, but not limited to loss, damage, theft or other misuse of data,
infringement of intellectual property, invasion of privacy and breach of data.

CONTRACTOR shall procure and maintain cyber liability lnsurance, with limits not less than
$2,000,000 per occurrence or claim, $2,000,000 aggregate. Coverage shall be sufficiently broad to
respond to the duties and obligations as is undertaken by CONTRACTOR in this Agreement and shall
include, but not limited to, claims involvrng infringement of intellectual property, including but not
limited to infringement of copyright, trademark, trade dress, invasion of privacy violations, information
theft, damage to or destruction of electronic information, release of private information, alteration of

Page 9 of 46

Policy shall include abuse and molestation insurance as an endorsement to the commercial general
liability policy in a form and with coverage that are satisfactory to the County covering damages
arising out of actual, threatened or allege physical abuse, mental injury, sexual molestation, negligent:
hiring, employment, supervision, investigation, reporting or failure to report to proper authorities, a
person(s) who committed any act of abuse, molestation, harassment, mistreatment or maltreatment
of sexual nature and retention of any person for whom the conlractor is responsible including but not
limited to contractor and contractor's employees and volunteers. Policy endorsement's definition of
an insured shall include the contractor, and the contractor's employees and volunteers. Coverage
shall be written on an occurrence basis in an amount of not less than $2,000,000 per occurrence. lf
such insurance contains a general aggregate limit, it shall apply separately to this Agreement or be
no less than two (2) times the occurrence limit. These limits shall be exclusive to this required
coverage. lncidents related to or arising out of physical abuse, mental injury, or sexual molestation,
whether committed by one or more individuals, and irrespective of the number of incidents or in1uries
or the time period or area over which the incidents or injuries occur, shall be treated as a separate
occurrence for each victim. Coverage shall include the cost of defense and the cost of defense shall
be provided outside the coverage limit.
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INDEPENDENT CONTRACTOR
It is agreed that CONTRACTOR is an independent contractor and that no relationship of employer-
employee exists between the parties. CONTRACTOR and its employees shall not be entitled to any
benefits payable to employees of COUNTY, including but not limited to, workers' compensation,
retirement, or health benefits. COUNTY shall not be required to make any deductions for
CONTRACTOR employees from the compensation payable to CONTRACTOR under this
Agreement. CONTRACTOR agrees to hold COUNTY harmless from any and all claims that may be
made against COUNTY based upon any conlention by any person or other party that an employer-
employee relationship exists by reason of this Agreement. CONTRACTOR agrees to indemnify and
defend, at its sole expense and cost, including but not limited, to attorney fees, cost of investigation,
defense and settlements, or awards, COUNTY, its officers, agents, and employees in any legal action
based upon such alleged existence of an employer-employee relationship by reason of this
Agreement.

USE BY POLITICAL ENTITIES
CONTRACTOR agrees to extend the same pricing, terms, and conditions as stated in this Agreement
to each and every political entity, special district, and related non-profit entity in Riverside County,
and to every political entity located in the State of California. lt is understood that other entities shall
make purchases in their own name, make direct payment, and be liable directly to CONTRACTOR;
and COUNTY shall in no way be responsible to CONTRACTOR for other entities' purchases.

LICENSES AND PERI\iI ITS
lf applicable, CONTRACTOR shall be Iicensed and have all permits as required by Federal, State,
County, or other regulatory authorities al the time the proposal is submitted to COUNTY and
throughout the term of this Agreement. CONTRACTOR warrants that it has all necessary permits,
approvals, certificates, waivers, and exceptions necessary for performance of this Agreement.

NO DEBARMENT OR SUSPENSION
CONTRACTOR certifies that it is not presently debarred, suspended, proposed for debarment,
declared ineligible, or voluntarily excluded from covered transactions by a federal department or
agencyi has not within a three-year period preceding this Agreement been convicted of or had a civil
judgment rendered against it for the commission of fraud or a criminal offense in connection with
obtaining, attempting to obtain, or performing a public (federal, state or local) transaction; violation of
federal or state anti-trust status; commission of embezzlement, theft, forgery, bribery, falsification or
deslruction of records, making false statements, or receiving stolen property; is not presently indicted
or otherwise criminally or civilly charged by a government entity (federal, state or local) with
commission of any of the offenses enumerated herein; and has not within a three-year period
preceding this Agreement had one or more publrc transactions (federal, state or local) terminated for
cause or default.

COMPLIANCE WITH RULES, REGULATIONS, AND DIRECTIVES
CONTRACTOR shall comply with all rules, regulations, requirements and directives of the California
Department of Social Services, other applicable State or Federal agencies, funding sources and other
governing regulatory authorities which impose duties and regulations upon COUNTY related to this
Agreement. These shall be equally applicable to and binding upon CONTRACTOR to the same
extenl as they are upon COUNTY.
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electronic information, extortion and network security. The policy shall provide coverage for breach
response costs as well as regulatory fines and penalties as well as credit monitoring expenses with
limits sufficient to respond to these obligations.
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PERSONNEL
A. Upon request by COUNTY, CONTRACTOR agrees to make available to COUNTY a current list

of personnel that are providing services under this Agreement who have contact with children or
adult Clients. The list shall include:
(1) All staff who work full or part-time positions by title, including volunteer positionsi

(2) A brief description of the functions of each position and hours each position worked;

(3) The professional degree, if applicable and experience required for each position.

B. COUNTY has the sole discretion to approve or not approve any person on the CONTRACTOR's
list that has been convicted of any crimes involving sex, drugs or violence, or who is known to
have a substantiated report of child abuse, as defined in Penal Code Section 11165.'12, who
occupies positions with supervisory or disciplinary power over minors, or who occupies
supervisory or teaching positions over adult Clients. COUNTY shall notify CONTRACTOR in

writing of any person not approved, but to protect Client confldentiality, may not be able to disclose
the reason(s) for non-approval. Upon notiflcation, CONTRACTOR shall immediately remove that
person from providing services under this Agreement.

C. Background Checks
CONTRACTOR shall conduct criminal background records checks on all individuals providing
services under this Agreement. Prior to these individuals providing services to Clients,
CONTRACTOR shall have received a criminal records clearance from the State of California
Department of Justice (DOJ). A signed certification of such clearance shall be retained in each
individual's personnel file. The use of criminal records for the purposes of employment decisions
must comply with the Offlce of Federal Contract Compliance Programs Directive 2013-02
"Complying with Nondiscrimination Provisions: Criminal Record Restrictions and Discrimination
Based on Race and National Origin" and California Government Code $ 12952.

Iv!ANDATED REPORTING
California law requires cerlain persons to report known or suspected domestic violence, child abuse or
neglect, and dependent aduluelder abuse or fraud. These individuals are known under the law as
"mandated reporters." lf CONTRACTOR is a "mandated reporter" in lhe state of California,
CONTRACTOR understands and acknowledges his/her responslbility to report known or suspected
domestic violence, child abuse or neglect, and dependent adulUelder abuse or fraud in compliance with
the applicable requirements under Penal Code Sections 1 l 1 60- 1 1 1 64; 11165 -11174.3 or Welfare &
lnstitutions Code Sections 15600 et seq, respectively.

Also, as a "mandated reporler", CONTRACTOR shall establish a procedure to ensure that all employees,
volunteers, consultants, subcontractors or agenls performing services under this Agreement receive
training in the identification and reporting of domestlc violence, child abuse or neglect, and/or dependent
aduluelder abuse or fraud. The training must comply with the applicable Penal Code & Welfare
lnstitutions Code sections.

EMPLOYMENT PRACTICES
A. CONTRACTOR shall comply with all federal and state statutes and regulations in the hiring of its

employees.

B. CONTRACTOR shall not discriminate in its recruiting, hiring, promoting, demoting, or terminating
practices on the basis of race, religious creed, color, national origin, ancestry, physical handicap,
medical condition, marital status, age, or sex in the performance of this Agreement; if applicable,
with the provisions of the Fair Employment and Housing Act (FEHA) and the Federal Civil Rights
Act of 1964 (P. L. 88-352).
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C. ln the provision of benefits, CONTRACTOR shall certify and comply with Public Contract Code

10295.3 and not discriminate between employees with spouses and employees with domestic
partners, or discriminate between the domestic partners and spouses of those employees. For
the purpose of this section "domestic partner" means one of two persons who have filed a
declaration of domestic partnership with the Secretary of State pursuant to Division 2.5
(commencing with Section 297) of the Family Code.

D. By signing this Agreement or accepting funds under this Agreement, CONTRACTOR shall comply
with Executive Order 11246 of September 24, 1965, entitled " Equal Employment Opportunity,"
as amended by Department of Labor regulations (41 CFR Chapter 60).

E. Employment Development Department reporting requirements: CONTRACTOR shall provide
required data and certification to COUNTY in order to comply with child support enforcement
requirements. The documentation will be provided within ten (10) days of notification of award of
this Agreement when required by the Employment Development Department. Failure to submit
the documentation or failure to comply with all federal and state reporting requirement for child
support enforcement shall constitute a material breach of this Agreement.

LOBBYING
A. CONTRACTOR shall ensure no federal appropriated funds have been paid or will be paid by or

on behalf of the undersigned, to any person for influencing or attempting to influence an officer or
employee of any agency, a member of Congress, an officer or employee of Congress, or an
employee of a member of Congress in connection with the awarding of any federal contract,
continuation, renewal, amendment, or modification of any federal contract, grant loan or
cooperative agreement.

C. CONTRACTOR shall require that the language of this certification be included in the award
document for sub-awards at all tiers, including subcontracts, sub-grants, and contract under
granls, loans, and cooperative agreements, and that all sub-recipients shall certify and disclose
accordingly.

ADVERSE GOVERNMENT ACTION
ln the event any action of any department, branch or bureau of the federal, state, or local government
has a material adverse effect on eilher party in the performance of their obligations hereunder, then
that party shall notify the other of the nature of this action, including in the notice a copy of the adverse
action. The parties shall meet within thirty (30) calendar days and shall, in good faith, attempt to
negotiate a modification to this Agreement that minimizes the adverse effect. Notwithstanding the
provisions herein, if the parties fail to reach a negotiated modification concerning the adverse action,
then the affected party may terminate this Agreement by giving at least one hundred eighty (180)
calendar days' notice or may terminate sooner if agreed to by both parties.

SUBCONTRACTS
A. CONTRACTOR shall not enter into any subcontract with any subcontractor who:

(1) ls presently debarred, suspended, proposed for debarment or suspension, or declared
ineligible or voluntarily excluded from covered transactions by a federal department or agency;
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B. lf any funds other than federal appropriated funds have been paid or will be paid to any person
for influencing or attempting to influence an olficer or employee of any agency, a member of
Congress, an olflcer or employee of Congress, or an employee of a member of Congress in
connection with such federal contract, grant, loan, or cooperative agreement, CONTRACTOR
shall complete and submit Standard Form LLL, "Disclosure Form to Report Lobbying," in
accordance with its instructions.
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(2) Has within a three-year period preceding this Agreement been convicted of or had a civil

judgment rendered against them for the commission of fraud, a criminal offense in connection
with obtaining, attempting to obtain, or performing a public (federal, state or local) transaction,
violation of federal or state anti{rust status, commission of embezzlement, theft, forgery,
bribery, falsification or destruction of records, making false statements, or receiving stolen
propertyi

(3) ls presently indicted or otherwise criminally or civilly charged by a government entity (federal,
state or local) with commission of any of the offenses enumerated in the paragraph above;
and

(4) Has within a three-year period preceding this Agreement had one or more public transactions
(federal, state or local) terminated for cause or default.

B. CONTRACTOR shall be fully responsible for the acts or omissions of its subcontractors and the
subcontractors' employees.

C. CONTRACTOR shall insert clauses in all subcontracts to bind its subcontractors to the terms and
conditions of this Agreement.

D. Nothing contained in this Agreement shall create a contractual relationship between any
subcontractor or supplier of CONTRACTOR and COUNTY.

SUPPLANTATION
CONTRACTOR shall not supplant any federal, state or county funds intended for the purpose of this
Agreement with any funds made available under any other agreement. CONTRACTOR shall not
claim reimbursement from COUNTY for any sums which have been paid by another source of
revenue. CONTRACTOR agrees that it will not use funds received pursuant to this Agreement, either
directly or indirectly, as a contribution or compensation for purposes of obtaining state funds under
any state program or COUNTY funds under any county programs without prior approval ofCOUNTY.

ASSIGNMENT
CONTRACTOR shall not assign or transfer any interest in this Agreement without the prior wrilten
consent of COUNTY. Any attempt to assign or transfer any interest without written consenl of
COUNTY shall be deemed void and of no force or effect.

FORCE MAJEURE
lf either party is unable to comply with any provisron of this Agreement due to causes beyond its
reasonable control and which could not have been reasonably anticipated, such as acts of God, acts
of war, civil disorders, or other similar acts, such party shall not be held liable for such failure to
comply.

GOVERNING LAW
This Agreement shall be governed by the laws of the Stale of California. Any legal action related to
the interpretation or performance of this Agreement shall be filed only in the Superior Court for the
State of California or the U.S. District Court located in Riverside, California.

DISPUTES
A. The parties shall attempt to resolve any disputes amicably at the working level. lf that rs not

successful, the dispute shall be referred to the senior management of the parties. Any dispute
relating to this Agreement which is not resolved by the parties shall be decided by COUNTY's
Compliance Contract Officer who shall furnish the decision in writing. The decision of COUNTY's
Compliance Contract Officer shall be final and conclusive unless determined by a court to have
been fraudulent, capricious, arbitrary, or so grossly erroneous as necessarily to imply bad faith.
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CONTRACTOR shall
resolution of a dispute
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proceed diligently with the performance of this Agreement pending
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B. Prior to the filing of any legal action related to this Agreement, the parties shall be obligated to
attend a mediation session in Riverside County before a neutral third party mediator. A second
mediation session shall be required if the first session is not successful. The partaes shall share
the cost of the mediations.

ADMINISTRATIVE/CONTRACT LIAISON
Each party shall designate a liaison that will be the primary point of contact regarding this Agreement.

CIVIL RIGHTS COMPLIANCE
A. Assurance of Compliance

CONTRACTOR shall complete lhe "Vendor Assurance of Compliance with Riverside County
Department of Public Social Services Non-Discriminatron in State and Federally Assisted
Programs,' attached as Attachment IIl. CONTRACTOR will sign and date Anachment lll and
return it to COUNTY along with the executed agreement. CONTRACTOR shall ensure that the
administratlon of public assistance and social service programs are non-discriminatory. To the
effect that no person shall because of ethnic group identification, age, sex, color, disability,
medical condition, national origin, race, ancestry, marital status, religion, religious creed or
political belief be excluded from participation in or be denied the benefits of, or be otherwise
sub.iecl to discrimination under any program or activity receiving federal or state financial
assistance.

B. Client Complaints
CONTRACTOR shall further establish and maintain written referral procedures under which any
person, applying for or receiving services hereunder, may seek resolution from Riverside County
DPSS Civil Rights Coordinator of a complaint with respect to any alleged discrimination in the
provision of services by CONTRACTOR'S personnel. CONTRACTOR must distribute to social
service clients that apply for and receive services, "Your Rights Under California Welfare
Programs" brochure (Publication 13). For a copy of this brochure, visit the following website at:

httos://www. sccoov.oro/ssa/info notices/ pub13 enqlish.pdf

Civil Rights Complaints should be referred to

Civil Rights Coordinator
Assurance and Review Services
Riverside County Department of Public Social Servrces
10281 Kidd Street
Riverside, CA 92503
assuranceandreview@rivco. orq

C. Services, Benefits and Facilities
CONTRACTOR shall not discriminate in the provision of services, the allocation of beneflts, or in
the accommodation in facilities on the basis of color, race, religion, national oragin, sex, age,
sexual preference, physical or mental handicap in accordance with Title Vl of the Civil Rights Act
of 1964, 42 U.S.C. Section 2000d and all other pertinent rules and regulations promulgated
pursuanl thereto, and as otherwise provided by State law and regulations, as all may now exist
or be hereafter amended or changed. For the purpose of this Sectaon, discrimination means
denying a participant or potential participant any service, benefit, or accommodation that would
be provided to another and includes, but is not limited to, the following:

(1) Denying a participant any service or benefit or availability of a facility
Page 14 of 46
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(2) Providing any service or benefit to a participant which is different, or is provided in a different
manner, or at a different time or place from that provided to other participants on the basis of
race, color, creed or national origin.

(3) Restricting a participant in any way in the enjoyment of any advantage or privilege enjoyed by
others receiving any service or benefll. Treating a participant differently from others in
satisfying any admission requirement or condition, or eligibility requirement or condition, which
individuals must meet in order to be provided any service or benefit.

NOTICES
All notices, claims, correspondence, or statements authorized or required by this Agreement shall be
deemed effective three (3) business days after they are made in writing and deposited in the United
States mail addressed as follows:

COUNTY:
Department of Public Social Services
Contracts Administration Unit
P.O. Box 7789
Riverside, CA 92513

CONTRACTOR:
Family Service Association
21250 Box Springs Rd., Ste. 212
Moreno Valley, Ca 92557

CONTRACTOR "Remit To" address
Family Service Association
21250 Box Springs Rd., Ste. 212
l\iloreno Valley, Ca 92557

D. Cultural Competency
CONTRACTOR shall cause to be available bilingual professional staff or qualified interpreter to
ensure adequate communication between clients and staff. Any individual with limited English
language capability or other communicative barriers shall have equal access to services. For the
purpose of this Section, a qualified interpreter is defined as someone who is fluent in English and
in the necessary second language, can accurately speak, read and readily interpret the necessary
second language and/or accurately sign and read sign language. A qualified interpreter must be
able to translate in linguistically appropriate terminology necessary to convey information such as
symptoms or instructions to the client in both languages.

lnvoices and other financial documents:
Department of Public Social Services
Fiscal/Management Reporting Unit
4060 County Circle Drive
Riverside, CA 92503
ClientServicesConlracts@rivco. oro
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ELECTRONIC SIGNATURES
Each party of this Agreemenl agrees to the use of electronic signatures, such as digital signatures
that meet the requirements of the California Uniform Electronic Transaclions Act (("CUETA") Cal. Civ.
Code $$ 1633.1 to 1633.17), for executing this Agreement. The parties further agree that the
eleclronic signature(s) included herein are intended to authenticate this writing and to have the same
force and effect as manual signatures. Electronic signature means an electronic sound, symbol, or
process attached to or logically associated with an electronic record and executed or adopted by a
person wrth the intent to sign the electronic record pursuant to the CUETA as amended from time to
time. Digital signature means an electronic identifier, created by computer, intended by the party
using it to have the same force and effect as the use of a manual signature, and shall be reasonably
relied upon by the parties. For purposes of this section, a digital signature is a type of "electronic
signature" as deflned in subdivision (i) of Section 1633.2 of the Civil Code.

MODIFICATION OF TERMS
This Agreement may be modified only by a written amendment signed by authorized representatives of
both parties. Requests to modify fiscal provisions shall be submitted no later than April 1.

ENTIRE AGREEMENT
This Agreement constitutes the entire agreement between the parties with respect to the subject
matter hereof. All prior or contemporaneous agreements of any kind or nature relating to the same
subject mater shall be of no force or effect.
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SIGNED IN COUNTERPARTS
This agreement may be executed in any number of counterparts, each of which when executed shall
conslitute a duplicate original, but all counterparts together shall constitute a single agreement.

(signatures to follow on next page)



Authorized
Association

Signature for Family Service

Cheryl- /'4wie #aN b erg er

Authorized Signature for County

Kevin lo{faios

Printed Name of Person Signing
Cheryl-Marie Hansberger

Printed Name of Person Signing
Kevin Jefferies

Title:
Chief Executive Officer

Ti e:
Chair of the Board

Date Signed:

Nov 15,2023

Date Signed:

Dec 6,2023

DPSS-0004896

ATTEST:
Clerk of the Board

By
&*F,,a,+

Approved as to Form
Minh C. Tran
County Counsel

KalLarr*W&UAo-

Katherine Wilkins
Deputy County Counsel

gr1" Nov 15,2023

*

lll9-l

Ci)unt\.

6C

SUP
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Salaries $149,23
Benefits $29.84

$179,081. TOTAL SALARIES AND BENEFITS COSTS

$67,89ram/o rational Costs:P

$67,892. TOTAL PROGRAM / OPERATIONAL COSTS

$37,04Other: Admin/lndirect Costs
3. TOTAL ADMINISTRATIVE / OVERHEAO COSTS

1. SALARIES & BENEFITS TOTAL $179,08
$ 67,892. PROGRAM / OPERATIONAL TOTAL

3. AOMINISTRATIVE / OVERHEAD COSTS TOTAL $ 37,

ESTIMATED IN-KIND MATCH TOTAL

$2 98.4 7Salaries
Benefits

$358,162. TOTAL SALARIES ANO BENEFITS COSTS

ram/O rational Costs:P $135,78
4. TOTAL PROGRAM / OPERATIONAL COSTS $135,78

Other: Admin/lndirect Costs
5. TOTAL ADMINISTRATIVE / OVERHEAD COSTS $74,09

FISCAL YEAR PERIOD ANNUAL PAYMENT
January 1, 2024 through June 30,

2024
$284,018.00

July 1, 2024 through June 30,2025 $568,037 00
July 1 , 2025 through June 30, 2026 $568,037.00
July 1, 2026 through June 30, 2027 $s68,037.00
July 1 ,2027 thtough June 30, 2028 $568,037.00

Total $2,556,166.00

DPSS-0004896
Sched

Payment Provi

A.1 MAXIMUM AMOUNTS -ANNUAL AND AGGREGATE TOTALS
The total annual ments to CONTRACTOR shall not exceed:

LINE ITEM
a. Line ltem Bud et for Janua 1 2024 - June 30 2024

Annual Line ltem Bud et for Ju I 2024 - June 30 2028
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DPSS COSTITEM SALARIES AND BENEFITS
A.
B.

PROGRAIT'U OPERATIONAL COSTS DPSS COST
c.

ITEM ADMINISTRATIVE / OVERHEAD COSTS DPSS COST
o.

$37,045
TOTALS

GRAND TOTAL $284,018
$ 94,663

ITEM SALARIES AND BENEFITS DPSS COST
A.
B. $59,694

DPSS COSTITEM PROGRAM/ OPERATIONAL COSTS

c.

ITEM AOMINISTRATIVE / OVERHEAD COSTS DPSS COST
D. $74,092

TOTALS
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METHOD, TIME, AND CONDITIONS OF PAYMENT
A. CONTRACTOR will be paid the actual amount of each approved monthly invoice. COUNTY may

delay payment if the required supporting documentalion is not provided or other requirements are
not met.

Payroll, salary, and benefits -
i. Payroll register or report including employee names, hours, wage rate, wage amount,

benefit amount, pay dates.
ii. Time and activity including employee names, dates worked, hours allocated to DPSS

programs.

2. Operating expenses - schedule or statement of costs; allocation basis to CONTRACTOR

3. Equipment
i. Copy of invoice or receipt

ii.Proof of payment - include copy of check, general ledger, or credit card receipt

4. Travel and per diem (if applicable) - mileage report, copy of invoice or receipts.
i. Mileage log for DPSS activities including employee name, dates of travel, from/to

destination, miles allocated to DPSS programs, and description of business purpose.
ii. Proof of payment including copy of check or invoice, original meal receipt, copy of

transportation and lodging receipts.
iii. lvleal and mileage costs will be held to following COUNTY limits:

(a) Lodging
Actual cost for lodging shall not exceed $159 per night inclusive of all occupancy
and accommodation taxes and other room related taxes and fees.

(b) Meal Expenses
The maximum reimbursement for meals is $10, $15, and $25 for breakfast, lunch and
dinner respectively, inclusive of taxes and tip. Tips in excess of 20yo ol the cost of a
meal will not be reimbursed. Amounts may not be aggregated. No reimbursement for
alcoholic beverages.

(d) Rental cars
Actual costs evidenced by a copy of the receipt and inclusive of all related taxes and
other rental fees should be submitted along with copies of gas receipts (dated, vendor

1. SALARIES & BENEFITS TOTAL $358,164
2. PROGRAM / OPERATIONAL TOTAL $135,781
3. ADMINISTRATIVE / OVERHEAD COSTS TOTAL $ 74,092

$568,037
ESTIMATED IN.KIND MATCH TOTAL $189,327
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(c) Transportation
Actual cost of common carrier services, including taxicabs and car rentals, when
necessary shall be allowed. Travel in business class, first class or any category on any
flight above the coach/economy level is allowable if (1) the traveler pays the cost
difference or (2) can document that no other option exists and the selected flight is the
only option for travel. Airline government and group rates must be used when available.

GRAND TOTAL
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name printed on the receipt) obtained for the purchase of gas for the rental vehicle
Government and group rates must be used when available.

5. Client Purchases
i. Description of item.
ii. CIient signature log including date, clrent name, item issued, program, client signature
iii. Proof of payment including copy of check and purchase receipt.

6. Operating costs (direct or indirect) - include one of the following
Cost schedule by allocation basis of calculated allocating costs to DPSS program
Copy of invoice or receipts.
Approved lndirect Cost Rate (lCR)

7. For expenses claimed based on historical or budget estimates, CONTRACTOR shall reconcile
these amounts to the actual expenditures annually within 60 days following the final billing period.

8. Funds may be moved between line-item budgets, as requested in writing by Family Service
Association and approved by DPSS

B. All payment claims shall be submitted on a monthly basis no later than thirty (30) days after the
end of each month in which the services were provided. Each payment claiming period shall
consist of a calendar month. All complete claims submitted in atimely mannershall be processed
within forty-five (45) calendar days.

C. As applicable for payment requests, CONTRACTOR shall submit completed DPSS Forms 2076A,
20768 (Attachment lV).

D. CONTRACTOR invoice estimates for May and June are due no later than first Friday in June
Actual CONTRACTOR invoices for lvlay and June are due no later than July 30.

CASH/IN.KIND MATCH
ln accordance with WIC section '18983.8 contractor shall provide a 33-113% cash and/or in-krnd
match of the total amount claimed under this agreement. The match is to be reported to COUNTY
using DPSS Form 20768. California Department of Social Services funding cannot be used as a
match.

FINANCIAL RESOURCES
During the term of this Agreement, CONTRACTOR shall maintain sufficient financial resources
necessary to fully perform its obligations. CONTRACTOR confirms there has been no material
financial change in CONTRACTOR (including any parent company) since its last financial statement
that has resulted in a negative impact to its flnancial condition.

DISALLOWANCE
lf CONTRACTOR receives payment under this Agreement which is later disallowed by COUNTY for
nonconformance with the Agreement, CONTRACTOR shall promptly refund the disallowed amount
to COUNTY, or, at its option, COUNTY may offset the amount disallowed from any payment due to
CONTRACTOR.
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Schedule B

Scope of Services

PURPOSE:
The Child Abuse Prevention Councils (CAPCS) are community councils whose primary purpose is to
coordinate the community's efforts to prevent and respond to child abuse and neglect. (WC 18982).

A. Provide a forum for interagency cooperation and coordination in the prevention, detection, treatment
and legal processing of child abuse cases

B. promote public awareness of the abuse and neglect of children and the resources available for
intervention and treatment

C. encourage and facilitate training of professionals in the detection, treatment and prevention of
child abuse and neglect

D. recommend improvements in services to families and victims

E. encourage and facilitate community support for child abuse and neglect programs

COUNTY RESPONSIBILITIES
County Shall:

A. Assign staff to serve as liaison and program coordinator between DPSS and the CONTRACTOR

B. DPSS may monitor the performance of CONTRACTOR in meeting the terms, conditions and
services in this Agreement. DPSS, at is sole discretion, may monitor the performance of the
CONTRACTOR through any combination of the following methods; periodrc on-site visits, annual
inspections, monthly written reports, evaluations, and CONTRACTOR self-monitoring.

C. DPSS may attend Child Abuse Prevenlion Council (CAPC) Board of Directors meetings as a non-
voting member.

D. Once received by the CONTRACTOR, submit the CAPC annual report for presentation to the
County Board of Supervisors.

CONTRACTOR RESPONSIBILITIES
CONTRACTOR shall:

A. CONTRACTOR must have dedicated administrative staff to rmplement and coordinate this
program. Dedicated staff will be the liaison between CONTRACTOR and DPSS and
responsibilities include:

B. CONTRACTOR must coordinate and provide oversight over the CAPC in accordance with all
legislative requirements. CONTRACTOR must also be fully versed in the legislative requiremenls
and to keep up to date on any legislative amendments.

C. CONTRACTOR must maintain the CAPC with representatives from the following (WlC 18982.1)
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Child Abuse Prevention Council functions include:

1. Participation in the COUNTY'S quarterly Joint Operational Meetings (JOMs) to evaluate the
effectiveness of outreach, assess strengths and concerns of program implementation, discuss
program development and review contractual obligations.
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1 . Public child welfare services, including representatives from:

a. DPSS or Children's Services Division
b. The Probation Department
c. Licensing agencies (any state, county, or public agency authorized by the California

Department of Social Services to assume specified licensing responsibilities pursuant to
Health & Safety Code 1596,77 and 1596.82)

2. The criminal justice system, including representatives from:
a, Law Enforcement
b. The Office of the District Attorney
c. The Courts
d. The Coroner

3. Prevention and treatment services communities, including representatives from:
a. Medical and mental health services
b. Community-based social services
c. Public and private schools

4. Community representatives, including representatives from:
a. Communityvolunteers
b. Civic organizations
c. Religious Community

D. CONTRACTOR shall form committees as needed to carry out functions, such as, interagency
coordination, multidisciplinary personnel team, professional training, public awareness, service
improvement, advocacy, and fundraising. Multi-Disciplinary Personnel Teams must adhere to WIC
Section 5328, subdivision (1) and WIC Section '18951, subdivision (d), and WC Section 18961.
(wrc 18982.4).

E. CONTRACTOR shall provide recommendations and oversight regarding the allocation of the
Children's Trust Fund. The COUNTY is the fiscal agent for the CTF and retains all control of the
fund (WC 18967)

REGIONAL COLLABORATIVES
A. CONTRACTOR shall provide lead administrative oversight, guidance and financial support for all

CAPC regional Collaboratives. The vendor must maintain a minimum of one (1) regional
collaborative in each of the five (5) Riverside County Supervisorial Districts; plus one ('l)additional
Collaborative in District 4. Additional Collaboratives may be created as needed with DPSS
approval.

B. Each regional collaborative shall consist of a broad base of volunteers representing the community
and shall establish and implement annual goals by September 1st to meet the CAPC objectives
including community events that benefit children, family-partners, and professionals in the
recognition, early inlervention, and prevention of child abuse and neglect; fundraising activities; etc.

RESOURCE RECOMMENDATION
A. CONTRACTOR shall participate in the assessment of community needs and recommendations

regarding expenditure of Child Abuse Prevention, lntervention and Treatment (CAPIT), Promoting
Safe and Stable Families (PSSF), Children's Trust Fund (CTF), and Community Based Child Abuse
Prevention (CBCAP) funds as requested by DPSS by:

Assisting wlth the COUNTY'S Needs Assessment with the participation of the community and
community partners to determine service needs and gaps in service. The Needs Assessment
is a five-year plan to address the COUNTY's Child Abuse Prevention services and is required
to receive State and Federal funding.
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2. Assisting with the Community Partner Forum. The Community Partner Forum is an event where
members of the community, community providers and community partners review and provide
feedback on the COUNTY'S System lmprovement Plan, and new and ongoing initiatives.

1. Approving recommendations to the County Board of Supervisors regarding the use of
CTF funds and CAPIT, PSSF, CBCAP funds as requested.

COMMUNITY OUTREACH
A. CONTRACTOR must develop a website that provides information to the public, COUNTY Board of

Supervisors and DPSS. This communication vehicle shall be updated monthly and shall include:
1. Calendar and information of upcoming events and trainings, including contact

information;
2. lnformation on past events;
3. Trainingsavailable;
4. Publications;
5. Resource Directory;
6. Outreach efforts;
7. Ongoing awareness campaigns,
8. History of sponsored events and awareness campaigns;
9. Success stories from families who have benefited from the services that were provided

to them;
10. Staff contact information;
11. Council Board Members, meeting dates, Board agenda and minutes; and
'12. Regional collaborative anformation, including contact information and upcoming

agendas and minutes.

B. CONTRACTOR shall partner with communities through Regional Collaboratrves to identify child
abuse prevention needs and strengthen a comprehensive, accessible, unified network of
sustainable family-support organizations that are able to collaborate effectively in meeting lhe
needs of alrisk children and families.

D. CONTRACTOR shall widely disseminate culturally responsive resources and tools that promote
the prevention of child abuse and neglect.

Facilitate and/or participate in, at mrnimum, three (3) community events annually in each
supervisorial district to distribute cullurally and language appropriate materials related
to the prevention of child maltreatment. Child maltreatmenl prevention materials
provided must be at minimum 30% in Spanlsh and all at a third (3rd) grade reading
comprehension level.

2. Coordinate with Family Resource Cenlers for provision of these community events when
appropriate and possible.

OUTCOMES
A. DPSS Children's Services Division (CSD) evaluates programs for efficacy of delivered services and

successful accomplishment of goals and objectives. Thereby, all agreed upon evidence-based
practices or evidence-informed praclices and tools should be used in the implementation of the
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C. CONTRACTOR shall provide Child Abuse Mandated Reporter Training (MRT) throughout lhe
COUNTY for a total of not less than 24 times a year to any group requesting the kaining. This
training shall be in compliance with Penal Code 11165.7 through 11167 utilizing a format approved
by DPSS.
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contract, and modification to or elimination of the proposed evidence-based practices or evidence-
informed practices and tools are not recommended and need to be discussed with DPSS Research,
Analysis, and Decision Support - Children and Family Evaluation (RADS-CAFE).

EVALUATION TOOLS
A. The CONTRACTOR may utilize additional evaluation tools for internal evaluation and data-tracking

purposes.

B. The CONTRACTOR is responsible for properly administering the evaluation tool(s) via a method
designated by RADS-CAFE (e.g., SurveyMonkey, SharePoint). RADS-CAFE will provide any
necessary training on how to use SurveyMonkey and SharePoint when applicable. lf CONTRACTOR
chooses to use SharePoint, all data must be entered by the CONTRACTOR into Microsoft Excel and
uploaded onto SharePoint by the 15s of the followang month afler services. All data points on the
evaluation tools must be completed, including; Attitudes toward child abuse reporting scale.

C. The results generated by the evaluation tool(s) during the first year of implementation will be used to
establish a baseline for future use in determining appropriate percentage(s) of change for targeted
program outcomes. ln subsequent years, changes to target program oblective percentage(s) of change
may be modified based on the collected data.

D. All data collected for the purpose of program evaluation, is the sole property of DPSS. CONTRACTOR
is permitted to use data for their organizational demographic service reporting within the limils of
confidentiality policies and regulations.

E. All evaluation data must be submitted as encrypted files to the DPSS CSD Liaison at
PDRreports@rivco.oro by the 15b of the month following services.

REPORTING
A. DPSS may review CONTRACTOR submined annual report, recommend edits, if needed, and submit

report to the County Board of Supervisors.

B. CONTRACTOR must submit Monthly Reports to CSD and to the RADS-CAFE SharePoint site by the
'lsth of each month, which include the following:
1. Monthly Agenda(s) for Regional Collaboratives and Council;
2. Approved monthly minutes for Regional Collaboratives and Council;
3. Unduplicated attendance count for Regional Collaborative meetings, and identify number of family-

partners in attendance and any membership changes;
4. Annual Goals of each Collaborative
5. Number and type of services provided at each FRC;
6. List of sponsored conferences, workshops, outreach efforts, and/or awareness campaigns to

include:
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1. Leading lndicators
a. At completion of the Child Abuse lvlandated Reporter Training, participants will

demonstrate an increase in their attitudes toward the duty to report child abuse.
b. At least twenty-four (24) Child Abuse Mandated Reporter Trainings will be provided

each contract year.
c. The number of agencies and community partners participating in Regional

Collaboratives will increase '10% each contract year after the first-year baseline has
been established

d. The results generated by the evaluation tool(s) during the first year of
implementation will be used to establish a baseline for future use in determining
appropriate percentage(s) of change for targeted program outcomes.
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Location(s);
Time and date;
Unduplicated attendance count;
Description of target audience agencies represented with a
(curriculum) outline;
Satisfaction/ExiUEvaluation forms collected at the events/trainings;
Copy of conference announcement; and
Attendance sign-in sheet (if applicable).
mandated reporter training workshops to include:
Location(s), time and date;
Unduplicated attendance countl
Description of target audience;
Satisfaction/ExiUEvaluation forms collected at the trainings;
Agencies represented; and
Attendance sign-in sheet.

copy of presentation

e.
f.

s.
7. List of

a.
b.
c.
d.
e.
f.

8. List of local print and/or electronic media announcements to include: media provider, description of
target audience, time and date of release(s), copy of script (if an advertisement or public service
announcement), target audience, estimated number of people or households reached. This
includes billboard campaign announcements.

9. Calendar and information of upcoming events and trainings, including contact information

C. CONTRACTOR must provide an annual report to DPSS for each year of the contract term in
accordance with (WlC 18983.6). The draft report must be submitted to DPSS for review no later than
September l st of each year and must include the following:
1. Names of all CAPC Board lvlembers;
2. Chat and contact information for all Regional Collaboratives;
3. Descriptions of the types of programs and services funded by the CTF and the target populations

benefiting from these programs. (WlC 18970(cX1));
4. Goals and related achievements of each Collaborative
5. List of sponsored activities, conferences, workshops or awareness campaigns, separated by

Regional Collaboration, including:
a. Location;
b. Date;
c. Unduplicated count of people in attendance/number of people reachedi and
d. Targetedpopulation.

6. List of mandated reporter trainings, including:
a. Localion;
b. Date;
c. Unduplicated count of people in attendance; and
d. Supervisorial District.

7. Listing of local print and/or electronic media announcements, including:
a. Media provider;
b. Description of target audience (shall include at risk children and families);
c. Time and date of release;
d. Estimated numberofpeople or households reached; and
e. Supervisorial District.

8. Theamountineach portion of the local trust fund as ofJune 30 each year, as well astheamount
disbursed in the preceding fiscal year (WlC 18970(c)(2)); and
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ATTACHIVIENT I

HIPAA Business Associate Agreemenl
Addendum to Contract

Between the County of Riverside and Family Service Association

'l'his t{l['AA Business Associate Agreemenl (the "Addendum") supplements, and is rnade part of DPS5-0004896
"Underlying Agrecment") between the County of Riverside ("County") and tramily Service Association
("Contractor") and shall be effective as of the datc the Underlying Agreement is approvcd by both Parties (thc
"Effective Date").

RECITAI,S
WHEREAS, County and Contractor entered into the Underlying Agreement pursuant to which the

Contractor provides services to County, and in conjunction with the provision of such services certain protected
health information ("Plll") and/or certain electronic protected health information ("ePHI") may be created by or
made available to Contractor for the purposes of carrying out its obligations under the Underlying Agreemenl:
and,

WHEREAS, the provisions of the Health Insurance Portability and Accountability Act ol 1996
("H[PAA), Public Law 104-l9l enacted August 21, 1996, and the Health Information Technology for Economic
and Clinical Health Act ('HITECH") ofthe American Recovery and Reinvestment Act of2009, Public Law I I l-
5 enacted February 17,2009, and the laws and regulations promulgated subsequent thereto, as may be amended
from time to time, are applicable to the protection of any use or disclosure of PHI and/or ePIJI pursuant to the
Underlying Agreement; and,

WIIEREAS. County is a covered entity, as deflned in the Privacy Rule; and,

WIIEREAS, to the extcnt County discloses PIII and/or ePI II to Contractor or Conlractor creates, rcceives,

maintains, transmits, or has access to PI{l and/or ePlll of County, Contractor is a business associate, as defined in
the Privacy Rule; and,

WHEREAS, pursuant to 42 USC !il793l and $17934, certain provisions ofthe Security Rule and Privacy Rule
apply to a business associate of a covered entity in the same manner that they apply to the covered entity, the

additional security and privacy requirements of HITECH are applicable to business associates and must be

incorporated into the business associate agreement, and a business associate is liable for civil and criminal
penalties for failure to comply with these security and/or privacy provisions; and,

WHEREAS, the parties mutually agree thal any use or disclosure of PHI and/or ePHI must be in
compliance with the Privacy Rule, Security Rule, HIPAA, HITECH and any other applicable law; and,

WHEREAS, the pafiies intend to enter into this Addendum to address the rcquirements and obligations set

forth in the Privacy Rule, Security Rule, HITECII and I'IIPAA as they apply to Contractor as a business associate

of County, including the establishment of permitted and required uses and disclosures of PHI and/or ePHI created

or received by Contractor during the course of performing functions, services and activities on behallofCounty.
and appropriate limitations and conditions on such uses and disclosures;

County ofRivcrside BAA 092013

Page 26 of 46



DPSS-0004896
NOW,'IHEREFORE, in consideration of the mulual promises and covenants contained herein, the parties

agree as follows:

l. I)efiuitions. 'lcrnrs uscd , bul not othcrwise dcflncd, in this Addcndum shall havc thc same mcaning as thosc

tcrms in HI'I-ECH, HIPAA, Security Rule and/or Privacy Rule, as may bc arnended lrom time to trme.

A. "Breach" when uscd in connection with Ptll mcans the acquisition, access, use or disclosurc of PHI in a

rnanner not permilted under subparl [r ofthe Privacy Rule which conrpromises the security or privacy of
the PHI, and shall have the meaning given such term in 45 CFR 5164.402.

( I ) Except as providcd below in Paragraph (2) of this dcfinition, acquisition, acccss, use, or disclosurc of
PHI in a manncr not permittcd by subpart [i ofthc Privacy Rule is presumed to be a breach unless

Contractor demonstrales that there is a low probability that thc PIII has bcen compromiscd based on a

risk assessment olat least thc lbllowing four factors:

(a) Thc nature and extent olthe PHI involved, including the types of identifiers and the likelihood of
re-identification;

(b) 1'he unauthorized person who used the PHI or to whom the disclosure was made;

(c) Whether thc Pl ll was actually acquircd or vicwcdl and

(d)'l'he extent to which the risk to the Plll has been mitigated.

(2) Brcach exc ludcs

(a) Any unintentional acquisilion, access or use of PIl l by a workforce member or person acting undcr
the authority ofa covered entity or business associate, ifsuch acquisition, access or use was made
in good faith and within lhe scope ol'authority and does not result in further use or disclosure in a

manner not permitted under subpart E ofthe Privacy Rule.

(b) Any inadvcrtent disclosurc by a person who is authorized to access Plll at a covered entity or
business associate to another person authorized to access PHI at the same covered entity, business
associate, or organized health care arrangement in which Counly participates, and the information
received as a result ofsuch disclosure is not further used or disclosed in a manner not permitted by
subpart E of thc Privacy Rule.

(c) A disclosure of PHI where a covered entity or business associate has a gr:od faith belief that an

unauthorized pcrson to whom the disclosure was made would nol reasonably have been ablc to
retain such information.

lJ. "Business associate" has the meaning given such tenn in 45 CFR $ 164.50l, including bul not limited to a
subcontractor that creates, receives. maintains, transnrits or accesses PHI on behalf of the business
associalc.

County ()l Riversrde BAA 09/2013
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C. "Data aggregation" has the meaning given such term in 45 CFR $ 164.50 L
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D. "Designated record set" as defined in 45 C FR q l64.50l means a group of records maintained by or for a

covercd entity that may include: the medical records and billing records about individuals maintained by
or for a covered health care provider; the cnrollment, paymcnt, claims adjudication, and case or medical
managemcnt record systems maintained by or for a health plan; or, used, in whole or in part, by or for thc
covered entity to make decisions about individuals.

E. "Electronic protected health information" ("ePl{I") as defined in 45 CFR $ I 60. I 03 means protected heahh
information transmitted by or maintained in clcctronic media.

F. "Electronic health record" means an electronic record of health -re lated information on an individual that
is created, gathered, managed, and consulted by authorized health care clinicians and staff, and shall have
the meaning given such lerm in 42 USC S 17921(5).

G. "Health care operations" has the meaning given such term in 45 CFR 5 I 64.501 .

Ii. "lndividual" as defined in 45 CFR $160.103 means the person who is the subject of protected health
information.

I. "Person" as defined in 45 Cl'R $ l60.l03 means a natural person, trust or eslate, partnership, corporation,
professional association or corporation, or other entity, public or private.

J. "Privacy Rule" means the HIPAA regulations codified at 45 CFR Parts 160 and 164, Subparts A l7 and
u.

K. "Protectcd health infbrrnation" ("PHI") has thc meaning given such term in 45 CFR $160.103, which
includes ePl ll.

L. "Required by law" has the meaning given such term in 45 CFR $164.103.

M. "Secretary" means the Secretary of the U.S. Department of Health and Human Services 22 ("HHS").

N. "Security incident" as defined in 45 CFR $ 164.304 means the attempted or successful unauthorized access,
use, disclosure, modification, or destruction of information or interference with system operations in an
information system.

O. "Security Rule" means the HIPAA Regulations codified at 45 CFR Parts 160 and 164, Subparts 27 A and
C.

P. "Subcontractor" as defined in 45 CFR $ 160. | 03 means a person to whom a busincss associale dclegates a

function, activity, or service, olher than in the capacity of a member of the workforce of such business
associate.

Q. "Unsecured protectcd health infornration" and "unsecured PHI" as defined in 45 CFR g I 64.402 means
Plll nol rendered unusable, unrcadable, or indecipherable to unauthorized persons through use of a

technology or methodology specified by the Secretary in the guidance issued 34 under 42 USC

$ 17e32(hx2).

Count) ol Rrversrd. BAA 09n013

2. Scooe of Use nnd Disclosure bv Contractor of Countv's Plll and/or el'lll.

A. Ilxcept as otherwise provided in this Addendum, Contractor may use, disclose, or access Pl'll and/or ePlll
as necessary to perform any and all obligations of Contractor under the Underlying Agreement or to
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perform flunctions, activities or services for, or on behalfoll County as specified in this Addendum, ifsuch
use or disclosure does not violate ]llPAA, HIT'ECH, the Privacy Rule and/or Security Rule.

B. Unless otherwise limited herein, in addition to any othcr uses and/or disclosures permitted or authorized
by this Addendum or rcquired by law, in accordance with 45 CF'R $164.504(e)(2), Contractor may:

( I ) Use PHI and/or ePl'll if necessary lor Contractor's proper managemcnt and adm inistration and to carry
out its legal responsibilities; and,

(2) Disclose PHI and/or ePHI for the purpose of Contractor's proper management and administration or
to carry out its legal responsibilities, only if:

(a) I'he disclosure is required by lawl or,

(b) Contractor obtains rcasonablc assurances, in writing, from thc person to whom Contractor will
Hold such Plll disclose such Pl ll and/orePlll lhat the person will:

(i) and/or ePlll in confidence and use or furthcr disclose it only for the purposc for which
Contractor disclosed it to the person, or as rcquired by law; and.

(ii) Notify Contractor ofany inslanccs of which it becomes awarc in which the confidentiality ol
the inlormation has been brcachcd; and,

(3) LJse PHI Io provide data aggregation services relating lo lhe health care opcrations ofCounly pursuant
to the Underlying Agrecmenl or as rcquested by Countyl and.

(4) De-identif all PIII andiorePl{l ofCounty received by Contractor undcr this Addendum provided lhat
thc de-identiflcation conforms to thc requiremcrrls ol'thc Privacy Rulc andlor 24 Security Rule and

does not precludc timcly payment and/or claims processing and receipl.

C. Notwithstanding the foregoing, in any instance wherc applicable sta(e and/or federal laws and/or
rcgulalions arc more strinBent in thcir requiremcnls lhan the provisions of tllPAA, including, but not
limitcd to, prohibiting disclosure of nrental health and/or substance abuse rccords, thc applicable state
and/or fcdcral laws and/or rcgulations shallcontrol thc disclosure ofrecords.

3. Prohibiied Uscs and Disclosures.

A. Contractor may neithcr use, disclose. nor access Plll and/or ePHI in a manner not authorized by the
Underlying Agreemenl or this Addcndurn without paticnl authorization or de-identification of the PLII
and/or ePlll and as authorized in writing lrom County.

B. Contractor may neither use, disclosc, nor access PHI and/or cPHI it reccivcs tiom County or lrom another
business associate ofCounty, except as pcrmitted or requircd by this Addcndum, or as requircd by law.

Count_v of Riversrdc tlAA 092013
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C. Contractor agrees nol to make any disclosure of PHI and/or ePHI that County would be prohibited from

making.

D. Contractor shall not use or disclose PlJl lbr any purpose prohibited by the Privacy Rule, Security Rule,
lllPAA and/or HlTECll, including, but not limited to 42 USC $ 17935 and g 17936. Conlractor agrces:

( l) Not to use or disclose PHI for fundraising, unless pursuant to the Underlying Agreement and only if
pennitted by and in compliance wilh the requirements of45 CFR $ 164.514(0 or 45 CFR g 164.508;

(2) Not to use or disclosc PHI for marketing, as defined in 45 CFR $164.501, unless pursuanr tothe
LJnderlying Agreemenl and only if permitted by and in compliance with the requirements of 45 CFR
6164.s08(a)(3);

(3) Not to disclose PIII, except as otherwise required by law, to a health plan for purposes of carrying out
paymenl or health carc operations, if the individual has requesled this restriction pursuant to 42 USC
I I 793 5(a) and 45 C I"R $ 164.522, and has paid out of pocket in fu ll for the health care itcm or servicc
to which the Plll solcly relates; and,

(4) Not to receive, directly or indirectly, rcmune ration in cxchange for Plll, or engage in any act that would
constitute a sale of Plll, as defined in 45 CFR $16a.502(a)(5)(ii), unless pcrmitted by the LJnderlying
Agrcement and in compliance with the requirements of a valid authorization under 45 CFR
416a.508(a)(4).'l'his prohibition shall not apply to payrnent by County to Contraclor for services
provided pursuant to thc Underlying Agreement.

.1. Oblipations of Countv.

A. County agrees to makc its best efforts to notify Contractor promptly in writing ofany restrictions on the
use or disclosure of PHI and/or ePHI agrced to by County that may affect Contractor's ability to perform
its obligations under the Underlying Agrcemcnt, or this Addendum.

B. County agrees to make its best efforts to promptly noliry Contractor in writing of any changcs in. or
revocation of, permission by any individual to use or disclose PHI and/or ePHI, if such changes or
revocation may affcct Contractor's ability to perform its obligations under thc Underlying Agreement, or
this Addendum.

C. County agrees to make its best efforls 1o promptly notify Contractor in writing of any known limitation(s)
in its notice ofprivacy practices to the extent that such limitation may affect Contractor's use or disclosure
of PIll and/or ePHl.

D. County agrees not to rcqucst Contractor to use or disclose Plll and/or ePlll in any manner that would not
be pcnnissible undcr III'fllCtl, HIPAA, the Privacy Rule, and/or Security Rule.

E. County agrees to obtain any authorizations nccessary for the usc or disclosure of PHI and/or ePlll, so that
Contraclor can perform its obligations undcr this Addendum and/or Underlying Agreement.

County ofRiversrdc BAA 092011

5. Obligations ofContractor. ln conneclion rvith the use or disckrsure of PIII and/or cPHl, Contractor agrces

A. Usc or disclose Plll only if such use or disclosure complies with each applicable requirement of45 CFR

$ 164.504(e). Conlractor shall also cornply with the additional privacy rcquircments that are applicable to
covercd cntities in HI'l'l'lCtl. as may be amended from timc to time.
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B. Not use or further disclose PHI and/or ePHI other than as permitted or required by this Addendum or as

required by law. Contractor shall promptly notify County ifContractor is required by law to disclose PHI
and/or ePHI.

C. Use appropriate safeguards and comply, wherc applicable, with the Security Rule with respect Io ePHl. to
prevenl use or disclosure of PHI and/or ePtll other than as providcd for by this Addendum.

D. Mitigate, to the exlent practicable, any harmful effect lhat is known to Contractor of a usc or disclosure of
PHI and/or ePtll by Contractor in violation olthis Addendum.

E. Report to County any use or disc losurc of PH I and/or ePI I I not provided for by this Addendum or otherwise
in violation of tllTECll, rllPAA. thc Privacy Rule, and/or Security Rule of which Conlractor becomes
aware, including breaches of unsecurcd PHI as required by 45 CFR {i 164.4 I 0.

F. In accordance with 45 CF'R $ I6a.502(e)( I )(ii), require that any subcontractors that create. reccive,
maintain, transmit or acccss PHI on bchalfofthe Contractor agree through contract to the same restrictions
and conditions lhat apply to Contractor with respect to such PHI and/or ePlll, including the restrictions
and conditions pursuanl to lhis Addendum.

G. Make available to County or lhe Sccretary, in the tinc and manner designated by County or Secretary.
Contractor's intcmal practices, books and records relating to the usc, disclosure and privacy protection of
P[{l rcceived from Counly, or creatcd or rcceived by Contractor on behalf of County, for purposcs of
detcrmining, invesligating or auditing Contractor's and/or County's cornpliancc with the Privacy Rulc.

ll. Rcque st, use or disclosc only the m in irnum amount of PI ll necessary to accornplish thc intended purposc
ol the request, use or disclosure in accordance with 42 tJ SC $ I 793 5(b) and 45 C FR A I 64.502(bX I ).

Comply with requ irements of satislactory assurances under 4 5 C FR $ 164.5 l2 relating to notice or qualified
protective order in response to a third party's subpoena, discovery rcquest, or other lawful proccss lor the
disclosure ofPl Il, which Contractor shall promptly notily CoLrnty upon Contractor's reccipt ofsuch rcquest
from a third pa(y.

J. Not require an individual to provide palienl authorization for use or disclosure of Ptll as a condition for
treatment, payment, enrollment in any health plan (including the hcahh plan administcred by County), or
eligibility of bcnefits, unlcss otherwise exceptcd under 45 CFR S 164.508(bX4) and authorized in writing
by County.

K. Use appropriatc administrative, technical and physical safeguards to prevent inappropriatc use, disclosure,
or acccss of PIll and/or ePIll.

Counly ofRiversrdc BAA 09n0ll
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[-. Obtain and maintain knowledge of applicable laws and rcgulations related to HIPAA and [{l'lECH. as may

be amended from time to time.

M. Comply with the requircments of the Privacy Rule that apply to lhc County to the extenlcontractor is Io
carry out County's obligations under the Privacy Rule.

N. Take reasonable steps to cure or end any pattern of activity or practice of its subcontractor of which
Contractor becomes awarc that constitute a material breach or violation of the subcontractor's obligations
undcr the business associatc contract with Conlractor, and ifsuch stcps are unsuccessful, Contractor agrees
to terminate its contract with the subcontractor if feasible.

6. Acccss to PHI. Anrcndmcnt and Disclosure Accounting. C'oltractor agrccs to

A. Access to PHI, including ePHI. Provide acccss to PHI, including ePlll if maintained clectronically, in a

designated record sel 1o County or an individual as directed by County, within five (5) days ofrequest liom
County, 10 satisfy the requirements of45 CFR $164.524.

lJ. Amendment of PHI. Make PHI available lor amendmenl and incorporate amendments to Plll in a

designaled record set Counly directs or agrees to at lhe rcqucst ofan individual, within fifieen (15) days of
receiving a wrilten requcst from County, in accordance with 45 CFR $ 164.526.

C. Accounting ofdisclosurcs ofPHI and clectronic health rccord. Assist County to fulfill its obligations to
provide accounting of disclosures ol I'H I under 45 CFR $ I 64.528 and, wherc applicable, clectronic hcalth
records under 42 USC $17935(c) if Contractor uses or maintains electronic health records. Contractor
shall:

(l) Document such disclosures of Plll and/or electronic health records, and information related to such
disclosures, as would bc required for County to respond to a requcst by an individual for an accounting
ofdisclosurcs ofPF{l and/or electronic health record in accordance with 45 CFR S 164.528.

(2) Within fifteen (15) days of rcceiving a written requcsl from County, provide to County or any
individual as directed by County inlormation collected in accordance with this section to permit County
to respond to a requcst by an individual for an accounting ofdisclosures ofPlll and/or clectronic hcalth
rccord.

(3) Make available lor County information rcquired by this Section 6.C for six (6) years preceding the

individual's rcquest for accounting of disclosurcs of PHl, and for lhrec (3) ycars preceding the
individual's request lor accounting of disclosurcs olclcctronic health record.

7. Sccuritv ofcPIll. In thc cvcnt Count y discloses el)lll to Contractor or Contractor nceds to create, rcccive,
maintain, transm it or have acccss to County ePl I I, in accordancc wit h 42 USC $ I 793 I and 45 CFR
ti 16a.3 la(a)(2)(i), and g 164.306. Contractor shall:

A. Comply with the applicablc requirements of the Security Rule, and implement administrative, physical,
and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and

availability ol ePHI that Contractor creatcs. receives, maintains, or transmits on behalf of County in
accordance with 45 CFR I I 64.308, $ I 64.3 I 0, and $ 164.3 l2;

County ofRiverside llAA 092011
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B. Comply with each of the requirements of 45 CFR $164.316 relating to the implementation of policies,

procedures and documentation requirements with respect to ePHI;

C. Protect against any reasonably anticipated threats or hazards to the security or integrity ofePHI;

D. Protect against any reasonably anticipated uses or disclosures ofePHI that are not permitted or required
under the Privacy Rule;

ll. Ensure compliance with the Security Rule by Contractor's workforce;

Ir. In accordance with 45 CFR $ 164.308(bX2), require that any subcontractors that creatc, receive, maintain,
transmit, or acccss ePHI on bchalf of Contractor agrce through contract to the same restrictions and
requirements contained in this Addendum and comply with the applicable requirements of the Sccurity
Rulel

C. Report to Counly any security incident of which Contractor bccomes aware, including breaches of
unsecured PHI as required by 45 CFR Q 164.410; and,

ll. Comply with any additional security requirements that are applicable to covered entities in Title 42 (Public
Health and Welfarc) of the United States Code, as may be amended from timc to time, including but not
limited to HITECI I.

8. llrcach offlnsccurcd l'lll. In thc case ofhrcach ofunsccurcd PIll. Contractor shallcom ply with the
applicable provisions of 42 U SC $ I 793 2 and 45 CFR Part I 64, Subpart D, including but not limited to 45
ctrR $164.410.

A. Discovery and notification, Following the discovery of a breach ofunsecured Pl II, Conlractor shall notily
County in writing of such breach without unreasonable delay and in no casc later than 60 calendar days
after discovery of a breach, cxcept as prov ided in 45 CI;R $ 164.4 I 2.

( l) Breachcs treated as discovcred. A brcach is trcatcd as discovered by Contraclor as ofthe first day on
which such breach is known to Contraclor or, by cxercising rcasonable diligence. would have been
kno\vn to Contractor, which includes any person! otlrer than lhc person committing the breach, who is

an cnrployec, olllcer, or olhcr agent oIContractor (dctermined in accordance with thc fcderal con]mon
law of agency).

(2) Contcnt of notification. -l'hc written notification to County rclating to brcach ofunsccured Ptll shall
includc, to the cxtcnt possiblc, thc following inlirnnation ilknown (or can be reasonably obtaincd) by
Contractor:

(a)'l'he identification ofeach individual whosc unsccured Plll has becn, or is reasonably believed by
Contractor to have bccn accessed, acquired, uscd or disclosed during the breach;

(b) A briefdescription ofwhat happencd, including the date ofthe breach and the datc ofthe discovery
of the brcach, if knownl

(c) A description ofthe types of unsecured PHI involved in thc breach, such as whether full name,
social security number, date ofbirth, home address, account number. diagnosis, disability code, or
olher typcs of information were involvcd;

Counl' ol Rrversrdc llAA 09/2011
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(d) Any steps individuals should take to protecl themselves from potential harm resulting from the

breach;

(e) A brief description of what Contractor is doing to investigate the breach, to mitigate harm to
individuals, and to protect against any further breaches; and,

(Q Contact proccdures lor individuals to ask questions or leam additional information, which shall
include a toll-free telephone number, an e-mail address, web site, or postal address.

I). Cooperation. With respect to any breach of unsecured PHI reported by Contractor, Contractor shall
cooperate with County and shall provide County with any information requested by County to enable
County to fulfill in a timely manner its own reporting and notification obligations, including but not limited
to providing notice to individuals, prominent media outlets and the Secretary in accordance with 42 USC

$17932 and 45 Ct"R $164.404, S164.406 and $164.408.

I). Delay of notification authorized by law cnforcemcnt. If Contractor delays notification of breach of
unsecurcd PHI pursuant to a law enforccment official's staternent that rcquired notification, noticc or
posting would impede a criminal invesligation or cause damaSc to national security. Contractor shall
maintain documenlation sufficient to demonstrale its cornpliance with the requiremcnts ol 45 CFR
{ r 64.4 r2.

Paymcot of costs. With respecl to any brcach of unsecured Plll caused solely by the Contractor's failure
to comply with one or more of its obligations undcr this Addendum and/or the provisions of HI't'llCH,
HIPAA, thc Privacy Rule or the Security Rule, Conlractor agrces to pay any and all costs associated with
providing all legally rcquircd notifications to individuals. media outlets, and the Secretary.'l'his provision
shall not be construed to limit or diminish Conlractor's obligations to indemni$'. defend and hold harmless
County under Section 9 ofthis Addendum.

F. Documentation. Pursuanl to 45 CFR $164.414(b), in the evcnl Contractor's use or disclosure of Plll
and/or ePlll violates thc Privacy Rule, Contractor shall mainlain documentation sufficienl to demonslrale
that all notifications were made by Contractor as requircd by 45 C[:R Part 164, Subpart l), or that such use

or disclosure did not constitute a brcach. including Contractor's complcted risk assessmcnt and
investigation documentation.

G. Additional State Reporting Rcquiremcnts. 'l'he parties agree that this Section 8.G applies only ifand/or
when County, in its capacity as a licensed clinic, health facility, homc health agency, or hospice, is required
to reporl unlawful or unauthorized acccss, use, or disclosurc of medical information under thc more
stringent requirements of Califomia Health & Safety Code $1280.15. For purposes of this Section 8.G,
"unauthorized" has the meaning given such tcrm in California Health & Safety Code $ 1280. I 5(iX2).

(l) Contractor agrees lo assist County to lulfill its rcporting obligations to affected paticnts and to the

California Departmcnt of Public Health ("CDPtl") in a timely manner under the Califomia Health &
Salety Code $ 1280.15.

(2) Contractor agrees to reporl to County any unlawful or unauthorized access, use, or disclosure ol
patient's medical inlormation without unreasonable delay and no later than two (2) business days after
Contraclor detects such incident. Conlractor funhcr agrees such report shall be made in writing, and
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C. Breach log. To the extent breach of unsccured Pl{l involves less than 500 individuals, Contractor shall
maintain a log or other documentation of such breaches and provide such log or other documentation on
an annual basis to County not later lhan fifteen ( l5) days after the end ofeach calcndar ycar for submission
to the Sccretary.
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shall includc substantially thc same types of inlormation listed above in Section 8.A.2 (Contcnt ol
Notification) as applicable to thc unlawful or unauthorized access, use, or disclosure as defined above
in this section, understanding and acknowledging thal lhe lerm "breach" as used in Section 8.A.2 docs
not apply to California Health & Salety Code $1280.15.

A. Contractor agrees to indemnify and hold harmless County. all Agencies, Districts, Special Districts and
Deparlments of County, their rcspcctive directors, officcrs, Board of Supervisors, clected and appointcd
officials, employees, agents and rcpresentalives from any liability rvhatsoever, based or asserted upon any
services of Contractor, its officcrs, crrployees, subcontractors, agents or rcprescntativcs arising oul of or
in any way relating to this Addendum, including but not limitcd to property damaBc, bodily injury, death,
or any other clement ofany kind or nature whatsocvcr arising from the perlonnancc of Contractor, its
officers, agents, cmployees, subconlractors, agents or rcpresenlatives from this Addcndum. Contractor
shall defend, at its sole expense, all costs and fees. including but nol limitcd to altorney fees, cost of
investigation, dcfense and settlenrcnts or awards, ofCounty, all Agencies, Districts, Special Districts and
Departments of County, their respcctivc directors, officers, Board of Supervisors, elected and appointed
officials, employees, agents or representatives in any claim or aclion based upon such alleged acls or
om issions.

B. With respect to any action or claim subject to indemnification herein by Contractor, Contractor shall, at
their sole cost, have the right to use counsel oftheir choicc, subject to the approval ofCounty, which shall
not be unreasonably withheld, and shall have the right to adjust, settle, or compromise any such action or
claim without the prior conscnt of Counly; provided, however, that any such adjustment, settlement or
compromise in no manner whatsoever limits or circumscribes Contractor's indemnification lo County as

sel forlh herein. Contractor's obligation to defend, indenrnily and hold hamrless County shall be subject
to Counly having given Contractor writlen notice within a rcasonable period oftime ofthe claim or ofthc
commencement of the related aclion, as the case may bc, and information and reasonable assistancc, at
Contractor's expcnse, lor the dcfcnsc or settlement thereoL Contractor's obligation hcrcunder shall be
satisfied when Contractor has providcd to County the appropriate lorm of dismissal relicving County from
any liability for lhe aclion or claim involvcd.

C. The spccificd insurance limits requircd in the Undcrlying Agreemcnt of this Addcndurn shall in no rvay
limit or circumscribe Contractor's obligations to indemni[y and hold hannless County herein from third
party claims arising frorn issucs of this Addendum.

D. In the event there is conflict betwcen this clause and Califomia Civil Code !i2782, this clause shall bc
interpreted to comply with Civil Code $2782. Such interpretation shall not relieve the Contractor liom
indemnifying County to the fullest extcnt allowed by law.

E. In the evcnt thcre is a conflict bctwecn lhis indemnification clausc and an indcmnification clause containcd
in the Underlying Agreement ofthis Addendum, this indemnification shall only apply to the subject issucs
included within this Addendum.

('ounly of Riversrde II A 09/201-'l
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10. @ This Addendum shall commencc upon the Effective Date and shall terminalc when all PHI and/or

ePlll provided by Counly to Contractor, or crcated or received by Contractor on behalfofCounry, is

destroyed or returned lo County, or, if it is infeasible to relurn or deslroy PHI and/ePl II, protections arc
cxtended to such information, in accordancc with section I l.B ofthis Addendum.

I l. 'I'e rmination.

A. Termination for Breach ofContract. A brcach ofany provision oflhis Addendum by either party shall
constitute a material breach of the Underlying Agreement and will provide grounds for terminating this
Addendum and thc Underlying Agrccment with or without an opportunity to cure thc breach,
notwithstanding any provision in thc LJndcrlying Agreemcnl 1o the contrary. tiithcr party, upon writtcn
notice to the othcr party describing thc breach, may takc any of the following actions:

(l) Terminate the Underlying Agreemcnt and this Addendum, effective immediately, if the other party
breaches a material provision ofthis Addendum.

(2) Providc the other party with an opportunity to curc the alleged material brcach and in the evenl thc
other party lails to cure the breach to the satisfaction ofthe non-breaching party in a timely manner,
the non-brcaching party has the right to immediately tcrminate the ljnderlying Agreement and this
Addendum.

(3) lf termination ofthe Underlying Agreemenl is not feasible, thc breaching party, upon the request ofthc
non-breaching party, shall implement, at its own expensc, a plan to cure the breach and report regularly
on its compliance with such plan to the non-breaching party.

ll. Effect of Tcrmination.

( I ) Upon tcrm inalion of this Addendum, lor any reason, Contractor shall return or, if agreed to in writing
by County, deslroy all PH I and/or ePtll received from Counly, or created or reccived by the Contractor
on behalf of County, and, in the event of destruction, Contractor shall certify such destruction. in
writing, to County. This provision shall apply to all Ptll and/or ePFII which arc in the possession of
subcontraclors or agents of Contractor. Contractor shall retain no copies of Pl ll and/or ePHI, exccpt as

provided bclow in paragraph (2)olthis section.

(2) Intheeventthal Contractor determincs that retuming or dcstroying the PHI and/orcPHI isnot feasiblc,
Contractor shall providc writtcn notification to County of the conditions that make such return or
dcslruction not feasible. Upon dctennination by Contractor that return or destruction of PFII andbr
ePIll is nol lcasiblc, Contractor shallextcnd the prolections olthis Addendum to such PHI and/or ePlll
and lim it furthcr uses and disclosures of such PHI and/or ePIl l to those purposes which make the retum
or dcstruclion not feasible. lor so long as Contractor maintains such PHI and/or ePLII.

12. (icneral Provisions.

A. Retention Period, Whenever Contractor is rcquired to document or maintain documcntation pursuant to

the terms of this Addendum, Contractor shall retain such documentation lor 6 ycars from the date ol' its
crealion or as otherwise prcscribed by law, whichever is later.
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B. Amendment.'l'he parties agree to take such action as is nccessary to amend this Addendum from time to

time as is necessary for County to comply with HI'IECll, the Privacy Rulc, Security Rule, and tllPAA
generally.

C. Survival, The obligations ol Conlractor under Sections 3, 5, 6,7,8, 9, I I.B and l2.A of this Addendurn
shall survive the termination or cxpiration olthis Addendum.

D. Regulatory and Statutory References. A relerence in lhis Addendum to a section in tlITECH, HIPAA,
the Privacy Rule and/or Security Rule means the section(s) as in effect or as amended.

E. Conflicts.'l'he provisions ofthis Addendum shall prevail over any provisions in the tJndcrlying Agrccmcnt
that conflict or appear inconsistent with any provision in this Addendum.

Ii. Inlcrprctation of Addendum.

( l) 'lhis Addendurn shall bc construed to be part o[ the Undedying Agrcement as onc document. 'l'he

purpose is to supplement the Underlying Agreement to include thc requirements of the Privacy Rule,
Security Rulc, HTPAA and tllTECH.

(2) Any ambiguity between this Addendum and the Underlying Agrccmenl shall be resolved to pcrmit
County to cornply with the Privacy Rule, Security Rule, tllPAA and lllTECH generally.

G. Notices to County. All notifications requircd to be givcn by Contractor to County pursuant to the terms
of this Addendurn shall bc madc in writing and delivercd to the County both by lax and to both of the

addresses listcd bclow by either rcgistered or certified mail retum receipt requested or guaranteed overnight
rnail with tracing capability, or at such othcr address as County may hereafter designate. All noticcs to
County providcd by Contractor pursuant to this Section shall be deerned givcn or madc whcn receivcd by
County.

County lllPAA Privacy Officer: HIPAA Privacy Manager

County HIPAA Privacy Officer Address: P.O. Box I 569
Riverside. CA 92502

County HIPAA Privacy Officer Fax Number: (951) 95S-HIPAA or (951)955-4472

1-O 81] CoMPLT]TtII) I'Y CoUN'I'Y PERSONNF]I, oNLY

County [)epartrnental Offi cer

County [)cpartmental Officer Title

County Department Address:

County Dcpartment Fax Number:

County of Riverside BAA 09/20'13
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ATTACHMENT II

Pll Privacy and Security Standards

I. PHYSICAL SECURITY
The Contractor shall ensure Pll is used and stored in an area that is physically safe from access by
unauthorized persons at all times. The Contractor agrees to safeguard Pll from loss, thefl, or
inadvertent disclosure and, therefore, agrees to:
A. Secure all areas of the Contractor facalities where staff assist in the administration of their program

and use, disclose, or store Pll.

B. These areas shall be restricted to only allow access to authorized individuals by using one or
more of the following:
1. Properly coded key cards
2. Authorized door keys
3. Official identification

D. Require Contractor staff to wear these badges where Pll is used, disclosed, or stored

E. Ensure each physical location, where Pll is used, disclosed, or stored, has procedures and
controls that ensure an individualwho is terminated from access to the facility is promptly escorted
from the facility by an authorized employee and access is revoked.

F. Ensure there are security guards or a monitored alarm system at all times at the Contractor
facilities and leased facilities where five hundred (500) or more individually identifiable records of
Pll is used, disclosed, or stored. Video surveillance systems are recommended.

G. Ensure data centers with servers, data storage devices, and/or critical network infrastructure
involved in the use, storage, and/or processing of Pll have perimeter security and physical access
controls that limit access to only authorized staff. Visitors to the data center area must be escorted
at all times by authorized staff.

Use all reasonable measures to prevent non-authorized personnel and visitors from having
access to, control of, or viewing PIl.

II. TECHNICAL SECURITY CONTROLS
A. Workstation/Laptop Encryption. Allworkstations and laptops, which use, store and/or process Pll,

must be encrypted using a FIPS 140-2 certified algorithm 128 bit or higher, such as Advanced
Encryption Standard (AES). The encryption solution must be full disk. lt is encouraged, when
available and when feasible, that the encryption be 256 bit.

B. Server Security. Servers containing unencrypted Pll must have sufficient adminrstrative, physical,
and technical conlrols in place to protect that data, based upon a risk assessmenUsystem security
review. lt is recommended to follow the guidelines documented in the latest revision of the
National lnstitute of Standards and Technology (NIST) Special Publication (SP) 800-53, Security
and Privacy Controls for Federal lnformation Systems and Organizations.
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C. lssue identification badges to Contractor staff.

H. Store paper records with Pll in locked spaces, such as locked file cabinets, locked file rooms,
locked desks, or locked offices in facilities which are mulli-use meaning that there are County and
non-County functions in one building in work areas that are not securely segregated from each
other. lt is recommended that all Pll be locked up when unattended at any time, not just within
multi-use facilities.
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C. Minimum Necessary. Only the minimum necessary amount of Pll required to perform required
business functions may be accessed, copied, downloaded, or exported.

D. Mobile Device and Removable Media. All electronic files, which contain Pll data, must be
encrypted when stored on any mobile device or removable media (i.e. USB drives, CD/DVD,
smartphones, tablets, backup tapes etc.). Encryption must be a FIPS 140-2 certified algorithm
128 bit or highe., such as AES. lt is encouraged, when available and when feasible, that the
encryption be 256 bit.

E. Antivirus Software. All workstations, laptops and other systems, which process and/or store Pll,
must install and aclively use an antivirus software solution. Antivirus software should have
automatic updates for definitions scheduled at least daily.

F. Patch Management.
1. All workstations, laptops and other systems, which process and/or store Pll, must have critical

security patches applied, with system reboot if necessary.
2. There must be a documented patch management process that determines installation

timeframe based on risk assessment and vendor recommendations.
3. At a maximum, all applicable patches deemed as critical must be installed within thirty (30)

days of vendor release. lt is recommended that critical patches which are high risk be installed
within seven (7) days.

4. Applications and systems that cannot be patched within this time frame, due to significant
operational reasons, must have compensatory controls implemented to minimize risk.

G. User lDs and Password Controls.
1. All users must be issued a unique user name for accessing Pll.
2. Username must be promptly disabled, deleted, orthe password changed upon the transfer or

termination of an employee within twenty- four (24) hours. Note: Twenty-four (24) hours is
defined as one (1) working day.

3. Passwords are not to be shared.
4. Passwords must be at least eight (8) characters.
5. Passwords must be a non-dictionary word.
6. Passwords must not be stored in readable format on the computer or server.
7. Passwords must be changed every ninety (90) days or less. lt is recommended that

passwords be required to be changed every sixty (60) days or less.
8. Passwords must be changed if revealed or compromised.
9. Passwords must be composed of characters from at least three (3) of the following four (4)

groups from the standard keyboard:
a. Upper case letters (A-Z)
b. Lower case letters (a-z)
c. Arabic numerals (0-9)
d. Special characters (!,@,#, etc.)

H. Data Destructron. When no longer needed, all Pll must be cleared, purged, or destroyed
consistent with NIST SP 800-88, Guidelines for Media Sanitization, such that the Pll cannot be
retrieved.

l. System Timeout. The systems providing access to Pll must provide an automatic timeout,
requiring re-authentication of the user session after no more than twenty (20) minutes of inactivity.

J. Warning Banners. The systems providing access to Pll must display a warning banner stating, at
a minimum:
1. Data is confidentialt
2. Systems are logged;
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K. System Logging.
1. The systems which provide access to Pll must maintain an automated audit trail that can

identify the user or system process which initiates a request for Pll, or alters Pll.
2. The audit trail shall:

a. Be date and time stamped;
b. Log both successful and failed accesses,
c. Be read-access only; and
d. Be restricted to authorized users.
3. lf Pll is stored in a database, database logging functionality shall be enabled.
4. Audit trail data shall be archived for at least three (3) years from the occurrence.

L. Access Controls. The system provading access to PII shall use role-based access controls for all
user authentications, enforcing the principle of least privilege.

M. Transmission Encryption.
1. All data transmisslons of Pll outside of a secure internal network must be encrypted using a

Federal lnformation Processing Standard (FIPS) 140-2 certified algorithm that is 128 bit or
higher, such as Advanced Encryption Standard (AES) or Transport Layer Security (TLS). lt is
encouraged, when available and when feasible, that 256 bit encryption be used.

2. Encryption can be end to end at the network level, or the data files containing Pll can be
encrypted.

3. This requirement pertains to any type of Pll in motion such as website access, file transfer,
and email.

N. Intrusion Prevention. All systems involved in accessing, storing, transporting, and protecting Pll,
which are accessible through the lnternet, must be protected by an intrusion detection and
prevention solution.

III. AUDIT CONTROLS
A. System Security Review.

1. The Contractor must ensure audit control mechanisms are in place.
2. All systems processing and/or storing Pll must have at leasl an annual system risk

assessmenusecurity review that ensures administrative, physical, and technical controls are
functioning effectively and provide an adequate level of protection.

3. Reviews should include vulnerability scanning tools.

C. Change Conkol. All systems processing and/or storing Pll must have a documented change
control process that ensures separation of duties and protects the confidentiality, integrity and
availability of data.

IV.BUSINESS CONTINUITY / DISASTER RECOVERY CONTROLS
A. Emergency Mode Operation Plan. The Contractor must establish a documented plan to enable

continuation of critical business processes and protection of the security of Pll kept in an electronic
format in the event of an emergency. Emergency means any circumstance or situation thal
causes normal computer operations to become unavailable for use in performing the work
required under this Agreement for more than twenty-four (24) hours.
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3. System use is for business purposes only, by authorized users; and
4. Users shall log off the system immediately if they do not agree with these requirements.

B. Log Reviews. All systems processing and/or storing Pll must have a process or automated
procedure in place to review system logs for unauthorized access.
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8. Data Centers. Data centers with servers, data storage devices, and critical network infrastructure

involved in the use, storage and/or processing of Pll, must include environmental protection such
as cooling, power, and fire prevention, detection, and suppression.

C. Data Backup and Recovery Plan.
1. The Conkactor shall have established documented procedures to backup Pll to maintain

retrievable exact copies of PIl.
2. The documented backup procedures shall contain a schedulewhich tncludes incremental and

full backups.
3. The procedures shall rnclude storing backups offsite.
4. The procedures shall ensure an inventory of backup media.
5. The Contractor shall have established documented procedures to recover Pll data.
6. The documented recovery procedures shall include an eslimate of the amount of time needed

to restore the Pll data.

V, PAPER DOCUMENT CONTROLS
A. Supervision of Data. The Pll in paper form shall not be left unattended at any time, unless it is

locked in a file cabinet, file room, desk or office. Unattended means that information may be
observed by an individual not authorized to access the information.

B. Data in Vehicles. The Contractor shall have policies that rnclude, based on applicable risk factors,
a description of the circumstances under which staff can transport Pll, as well as the physical
security requirements during transport. A Contractor that chooses to permit its staff to leave
records unattended in vehicles must include provisions in its policies to ensure the Pll is stored in
a non-visible area such as a trunk, that the vehicle is locked, and under no circumstances permit
Pll be left unattended in a vehicle overnight or for other extended periods of time.

C. Public Modes of Transportation. The Pll in paper form shall not be left unattended at any time in

airplanes, buses, trains, etc., including baggage areas. This should be included in training due to
the nalure of the risk.

D. Escorting Visitors. Visitors to areas where Pll is contained shall be escorted, and Pll shall be kept
out of sight while visitors are in the area.

F. Removal of Data. The Pll must not be removed from the premises except for identified routine
business purposes or with express written permission of the County.

H. Mailing.
1. Mailings containing Pll shall be sealed and secured from damage or inappropriate viewing of

Pll to the extent possible.
2. Mailings that include five hundred (500) or more individually idenlifiable records containing Pll

in a single package shall be sent using a tracked mailing method that rncludes verification of
delivery and receipt, unless the Contractor obtains pnor written permission from the County
to use another method.
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E. Confidential Destruction. Pll must be disposed of through confidential means, such as cross cut
shredding or pulverizing.

G. Faxing.
L Faxes containing Pll shall not be left unattended and fax machines shall be in secure areas.
2. Faxes shall contain a confidentiality stalement notifying persons receiving faxes in error to

destroy them and notify the sender.
3. Fax numbers shall be verified with the intended recipient before sending the fax.
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VI, NOTIFICATION AND INVESTIGATION OF BREACHES AND SECURITY INCIDENTS

During the term of this Agreement, the Contractor agrees to implement reasonable systems for the
discovery and prompt reporting of any Breach or Security lncident, and to take the following steps:

The Contractor shall immediately notify the County when it discovers that there may have been a
breach in security which has or may have resulted in compromise to confidential data. For purposes
of this section, immediately is deflned as within two hours of discovery. The County contact for such
notification is as follows:

Breaches should be referred to:

DPSS Privacy Officer
Assurance and Review Services
Riverside County Department of Public Social Services
'10281 Kidd Street
Riverside, CA 92503
orivacvincident@rivco.oro
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ATTACHMENT III

Assurance of Compliance
ASSURANCE OF COMPLIANCE WTH

THE RIVERSIDE COUNTY DEPARTMENT OF PUBLIC SOCIAL SERVICES
NONDISCRIMINATION IN STATE AND FEDERALLY ASSISTEO PROGRAMS

HEREBY AGREES THAT it will comply with Title Vl and Vll of the Civil Rights Act of 1964 as amended;
Section 504 of the Rehabilitation Act of I 973 as amended; the Age Discrimination Act of 1975 as amended; the Food
Stamp Act of 1977, as amended and in parlicular s eclion 272.6; Title ll of the Americans with Disabilities Act of 1990,
California Civil Code Section 5'l et seq., as amended; Calitornia Government Code section 11135-'11139.5, as
amended, California Government Code section 12940 (c), (h) (1), (r), and (J), California Government Code section 4450,
Title 22, California Code of Regulations section 98000 - 98413i Title 24 of the California Code of Regulations, Section
3105A(e): the Dymally-Alatorre Bilingual Services Act (California Government Code Section 7290-7299.8)i Section
1808 of the Removal of Barriers to lnterethnic Adoption Act of 1996, and other applicable federal and state laws, as
well as their implementing regulations [including 45 Code of Federal Regulations (CFR) Parts 80, 84, and 91, 7 CFR
Part 15, and 28 CFR Part 421, by ensuring that employment practices and the administration of public assistance and
social services programs are nondiscriminatory, to the effect that no person shall because of ethnic Aroup identification,
age, sex, color, disability, medical condition, national origin, race, ancestry, marital status, religion, relagious creed or
political belief be excluded from participation in or be denied the benefits of, or be otherwise subject to discrimination
under any program or activity receiving federal or state financial assistance; and HEREBY GIVE ASSURANCE THAT
it will immediately take any measures necessary to effectuate this agreement.

THIS ASSURANCE is given in consideration of and for the purpose of obtaining any and all federal and state assistance;
and THE VENDOFyRECIPIENT HEREBY GIVES ASSURANCE THAT administrative methods/ procedures which have
the effect of subjecting individuals to discrimination or defeating the objectives of the California Department of Social
Services (CDSS) Manual of Policles and Procedures (MPP) Chapter 2'1, will be prohibited.

BY ACCEPTING THIS ASSURANCE, the vendorkecipient agrees to compile data, maintain records and submit reports
as required, to permit etfective enforcement of the aforementioned laws, rules and regulations and permit authorized
CDSS and/or federal government personnel, during normal working hours, to review such records, books and accounts
as needed to ascertain compliance. lf there are any violations of this assurance, CDSS shall have the right to invoke
fiscal sanctions or other legal remedies in accordance with Welfare and lnstitutions Code section 10605, or Government
Code section '11135-11139.5. or any other laws, or the issue may be referred to the appropriate federal agency for
further compliance action and enforcement of this assurance.

THIS ASSURANCE is binding on the vendor/recipient directly or through contract, license, or other provider services,
as long as it receives federal or state assistance.

Nov 15, 2023 CherjLl4wia ffaufuarger

Date Director's Signature

Address of Vendor/Recipient
(08/13/01) CR50-Vendor Assurance of Compliance
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DPSS-0004896
Attachment lV - DPSS 2076A, DPSS 20768 & lnstructi

COIJNTY OF RIVERSIDE
DI]PARI'MENT OF PUBI-IC SOCIAL SERVICES

CONTRACTOR PAYMENT REQUEST

To: Riverside COUNTY
Department of Public Social Services
Attn: Management Reporting Unit
4060 COUNTY Circle Drive
Riverside, CA 92503

From

Ciiy, Sr.r. ud Zp Cod.

'fotal amount requested for the period of 20

S.l.ct Paynent T),ptls) Belov:

tr Advance Payment
(if allowed by Contract/MOU)

S ! ectual Payment $
(Same amount as 20760 ifneeded)

tr Unit ofservice Payment 5

(# of Units) x _(Unit Price) = ($)

_(# of Units) x (Unit Price) = ($)

_(f of Units) x _(Unit Price) = ($)

(# of Units) x _(Unit Price) = ($)

(# of Units) x _(Unit Pricc) = ($

Any queslions regarding this request should be directed ro and authorized by

lfamount aulhonzed rs diflercnt from th€ amount requested, pleas€ cxplarn

MRU Aulhoflration l)nre

Amount Auhorl7ed

lnYoice NLrmber

l'O Numh(r

DPSS 20?6A (9/I9) CONTRACTOR PAYMENT RI]QUI]S'I'
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DPSS-0004896

DEPARTIVIENT OF PUBLIC SOCIAL SERVICES FORMS

l\,railing lnstructions: When completed, these forms will summarize all of your claims for
payment. Your Claims Packet will include DPSS 20764, 20768 (if required).
invoices, payroll verification, and copies of canceled checks attached, receipts, bank
statements, sign-in sheets, daily logs, mileage logs, and other back-up documentation
needed to comply with ContracvMOU.

Mail Claims Packet to address shown on upper left corner of OPSS 2076A

lsee method, time, and schedule/condition of payments).
(Please type or print information on all OPSS Forms.)

DPSS 2076A
CONTRACTOR PAYMENT REQUEST

"Remit to Name"
The legal name of your agency

"Address" "City, State, and Zip Code'
The remit to address used when this contract was
established Ior your agency. All address changes
must be submitted for processing prior to use.

"Contract Numbef'
Can be found on the first page of your contract

"Amount Requested"
Fill in the total amount and billing period you are requesting
payment for.

"Payment Type"
Check the box and enter the dollar amount for the type(s) of
payment(s) you are requesting payment for.

"Any questions regarding... "

Fill in the name and phone number of the person to be
contacted should any questions arise regarding your request
for payment.

EVERYTHING BELOW THE THICK SOLID LINE IS FOR DPSS USE ONLY AND SHOULD BE LEFT BLANK
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COUNTY OF RIVERSIDE DEPARTI/ENT OF PUBLIC SOCIAL SERVICES
CONTRACTOR EXPENDITURE REPORT (20768)

CONTRACTOR

ACTUAL EXPENDITURES FOR (MMA/YYY)

CONTRACT #:

EXPENSE CATEGORY

APPROVED
BUDGETED
AIVIOUNT

CURRENT
EXPENDITURES

CUMULATIVE
EXPENDITURES

UNEXPENDED
BUDGETED
AMOUNTBILLABLE AMOUNT

List each item as outlined
in contract bu et

IN-KIND CASH CONTRIBUTION

List each type of contribution

TOTAL IN-KIND/CASH MATCH

CLIENT FEES COLLECTED CURRENT PERIOD YEAR TO DATE

TOTAL BUDGET/EXPENSES

-
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