
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

FROM: SHERIFF-CORONER-PA

SUBJEGT: SHERIFF-CORONER-PA: Ratify and Approve the Professional Service Agreement
with Othram, lnc. for Forensic Grade Genomic Sequencing Services Wthout Seeking
Competitive Bids for the Sheriffs Coroner's Department for Five (5) years and Authorize the
Chair of the Board to Sign the Agreement on Behalf of the County. All Districts; [Total Cost of
$530,914 through November 30, 2028; up to $53,091 in additional compensation; 100%

Sheriff s Budgetl

RECOMMENDED MOTION: That the Board of Supervisors

1. Ratify and Approve the Professional Service Agreement with Othram, lnc. for forensic
grade genomic sequencing without seeking competitive bids for the total aggregate
amount of $530,914 for five (5) years through November 30,2028 and authorize the
Chair of the Board to execute the Agreement on behalf of the County; and

2. Authorize the Purchasing Agent, in accordance with Ordinance No. 459, based on the
avallability of fiscal funding and as approved as to form by County Counsel, (a) to sign
amendments that exercise the options of the Agreement that stay within the intent of the
Agreement, including modification of the scope of services, and (b) sign amendments to
the compensation provisions that do not exceed the sum total of ten percent (10%) of
the total cost of the Agreement.

AGTION:

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Spiegel, seconded by Supervisor Gutierrez and duly carried by
unanimous vote, lT WAS ORDERED that the above matter is approved as recommended.

Ayes:
Nays:

Absent:
Date:

XC:

Jeffries, Spiegel, Washington, Perez and Gutierrez
None
None
April2,2024
Sheriff

Kimberly A. Rector
Clerk of the Board
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By

3.29

ITEM:3.29
(to # 24532\

MEETING DATE:
Tuesday, Aptil 02,2024
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FINANCIAL DATA Curront FiacalYoar: Total Cost: Ongohg Cost

cosT $ 100,000 $ 103,000 s 584,005 $ 0

NET COUNTY COST $ 100,000 $ 103,000 $ 584,005 $ 0

SOURCE OF FUNDS: 100% sheriffs Budset
Budget Adjustment: No

For Fiscal Year: 23124-27128

SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION: Approve
BR# 24-075

BAGKGROUND:
Summary
The Coroner's Bureau requires the services of a Forensic Grade Genomic Sequencing (FGGS)

lab that provides DNA extraction and sequencing of extract, blood, and bone samples to upload
into forensic genetic genealogy databases in the form of single nucleotide polymorphism (SNP)
profiles. Othram, lnc. focuses on forensic DNA testing only, and provides genealogical research

and leads through a board-certified genealogist as required by the Coroner's Bureau. The

Coroner's Bureau has been using Othram, lnc.'s for FGGS services via the Riverside County
District Attorney's Office. No other private labs have been used by the Coroner's Bureau for
DNA processing. Othram, lnc.'s confidential process allows Riverside County to conduct secure,
cost-effective operations without third-party interference. Expedited SNP profiles help the
Riverside County Sheriffs Office (RSO) solve homicide cases faster, providing the much-

needed closure to effected families.

One Location: Othram, lnc. handles limited or degraded evidence from homicide victims.
Centralizing all testing in one place, including quality control check; Othram can quickly

determine if the DNA evidence can produce a successful SNP profile by outlining the
required methodology.

Proprietary Testing: Othram, lnc., offers a distinct feature with proprietary KinSNP@ testing
enabling pairwise comparison without extra uploads paid to databases along with a written
report on potential relationships. The level of expertise in extraction and kinship analysis
proves beneficial when testifying in court.
Fast Service: Produces single nucleotide polymorphism profiles from original evidence
within a month in contrast to traditional methods that can take several months up to a year.

Maintain Confidentiality: ln-house research and forensic leads ensures confidentiality and
discretion while working on the cases.

Contract Historv and Price Reasonableness
According to the Association of Professional Genealogists https://www.apgen.org/cpages/home,
which was founded in 1979 and is the world's largest association for professional genealogists,

the hourly rates for professional genealogist services vary significantly from $30 to $200 per

Page 2 of 3 tD# 24532 3.29
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

hour, depending on experience, Iocation, project type and other factors. Othram, lnc. offers a

flat fee for various services, saving the County thousands of dollars by having their in-house lab

complete the project from start to finish rather than having the County hire a full or part time
genealogist.

eg an ent

t2M

unse

tD* 24532 3.29

ln addition, Othram, lnc. will have results uploaded to their proprietary database free of charge
as part of their flat fee, saving the County thousands of dollars. Other vendors upload the results
to the database for an additional fee as high as $700.00 per upload.

Attachments
Three (3) copies of the Professional Service Agreements with Othram, lnc.

Single Source Justification for Othram, lnc.

Page 3 of 3
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Contract ID # SHARC-95248-001-l l/28
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Contract ID # SHARC-95248-001-I l/28

This Agreement is made and entered into this l"r day ofDecember 2023, by and between

OTHRAM, [NC., a Delaware corporation registered to do business in the State of Califomia

whose principal oftice is located in The Woodlands, Texas, (herein referred to as

'CONTRACTOR"), and the COUNTY OF RIVERSIDE, a political subdivision of the State of

Califomia, (herein referred to as "COI-INTY"). The panies agree as follows:

l.Dsitlllonorsenices
l.l CONTRACTOR shall provide all services as outlined and specified in Exhibit A,

Scope of Services, at the prices stated in Exhibit B, Payment Provisions, and Attachment I,

HIPAA Business Associate Attachment to the Agreement.

1.2 CONTRACTOR repr€sents that it has the skills, experience, and knowledge necessary

to pcrform under this Agcement and the COUNTY relies upon this representation. CONTRACTOR

shall perform to the satisfaction of the COUNTY and in conformance to and consistent with the

highest standards offirms/professionals in the same discipline in the State of Califomia.

13 CONTRACTOR affirms that it is fully apprised of all of the work to be performed

under this Agrcementi and the CONTRACTOR agrees it can properly perform this work at the prices

stated in Exhibit B. CONTRACTOR is not to perform services or provide products outside of the

Ag€ement.

1.4 Acceptance by the COUNTY of the CONTRACTOR's performance under this

Agreement does not operate as a release of CONTRACTOR's responsibility for full compliance

with the terms of this Agreement.

2. Period of Performance

2.1 This Agreement shall be effective upon signature of this Agreement by both

parties and continues in effect through November 30, 2028, unless terminated earlier.

CONTRACTOR shall commence performance upon signature of this Agreement by both parties

and shall diligently and continuously perform thereafter. The Riverside County Board of

Supervisors is the only authority that may obligate the County for a non-cancelable multi-year

agreement.

3. Cornmnsation

3.1 The COUNTY shall pay the CONTRACTOR for services performed, products

provided, and expenses incurred in accordance with the terms of Exhibit B, Payment Provisions.

Maximum payments by COUNTY to CONTRACTOR shall not exceed $100,000 annually

ssJ #2+ r 78
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ConEact ID # SHARC-95248-001 - I l/28

including all expenses. The COUNTY is not responsible for any fees or costs incurred above or

beyond the contracted amount and shall have no obligation to purchase any specified amount of

services or products. Unless otherwise specifically stated in Exhibit B, COLJNTY shall not be

responsible for payment ofany ofCONTRACTOR's expenses related to this Agreement.

3.2 No price increases will be permifted during the fint year of this Agreement (f
applicable). All price decreases (for example, if CONTRACTOR offen lower prices to anodrer

govemmental entity) will automatically be extended to the COUNTY. The COUNTY requires written

proof satisfactory to COUNTY of cost incrcases prior to any approved price adjussnent. After the first

year ofthe award, a minimum of 3Odays advance notice in writing is required to be considercd and

approved by COUNTY. No rcEoactive price adjustsnents will be considered. Any price incrcases

must be stated in a written amendment to this Ageement. The net dollar amount of profit will rcmain

firm during dre period of 0re Agreement. Annual increases shall not exceed the Consumer Price

Index- All Consumers, All ltems - Greater Los Angeles, fuverside and Orange County arcas and be

subject to satisfactory performance rcview by the COLINTY and approved (if needed) for budget

funding by the Board ofSupervisors.

33 CONTRACTOR shall be paid only in accordance with an invoice submifted to

COLJNTY by CONTRACTOR within fifteen (15) days from the lasl day of each calendar month, and

COUNTY shall pay thc invoice within thirty (30) working days ftom the date of rcceipt of the invoice.

Payment shall be made to CONTRACTOR only after services have been rendercd or delivery of

materials or products, and acceptance has been made by COUNTY. Prcpare invoices in duplicate. For

this Agreement, send the original and duplicate copies of invoices to:

Riverside County Sheriffs Oflice

Coroner/Public Administrator

800 S. Redlands

Penis, CA 92570

CoronerPAAcct@iversidecountysheriff.org

a) Each invoice shall contain a minimum of the following information:

invoice number and date; remittance address; bill-to and ship-to addresses

ssJ #2+178
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Contract ID # SHARC-95248-001-l l/28

of ordering depanment/division; quantities; item descriptions, unit prices,

extensions, sales/use tax ifapplicable, and an invoice total.

b) Invoices shall be rendered monthly in arrears.

3.d The COUNTY obligation for payment of this Agreement beyond the current

fiscal year end is contingent upon and limited by the availability of COLJNTY funding from

which payment can be made, and invoices shall be rendered "monthly" in arrears. In the Statc of

Califomia, Govemment agencies are not allowed to pay excess interest and late charges, per

Govemment Code section 926.10. No legal liability on the part ofthe COUNTY shall arise for

payment beyond June 30 of each calendar year unless funds are made available for such

payment. In the event that such funds are not forthcoming for any reason, COLJNTY shall

immediately notiry CONTRACTOR in writing; and this Agreement shall be deemed terminated,

have no further force, and effect.

4.@
4.1 The Board of Supervisors and the COUNTY Purchasing Agent and/or his

designee is the only authorized COUNTY representatives who may at any time, by witten order,

alter this Agreement. If any such alteration causes an increase or decrease in the cost of or the

time required for the performance under this Agreement, an equitable adjustment shall be made

in the Agreement price or delivery schedule, or both, and the Agreement shall be modified by

written amendment accordingly.

4.2 Any claim by the CONTRACTOR for additional payment related to this

Agreement shall be made in writing by the CONTRACTOR within thirty (30) days of when the

CONTRACTOR has or should have notice ofany actual or claimed change in the work, which

results in additional and unanticipated cost to the CONTRACTOR. If the COUNfi Purchasing

Agent decides that the facts provide sufficient justification, he may authorize additional payment

to the CONTRACTOR pursuant to the claim. Nothing in this section shall excuse the

CONTRACTOR from proceeding with performance of the Agreement even if there has been a

change.

s.@
5.1. COLINTY may terminate this Agreement without caus€ upon thirty (30) days

written notice served upon the CONTRACTOR stating the exlenl and effective date of

termination.

ssJ #2+178
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Contract ID # SHARC-95248-001-l l/28

5.2 COUNTY may, upon five (5) days written notic€ terminatc this Agre€ment for

CONTRACTOR's default, if CONTRACTOR refuses or fails to comply wilh the terms of this

Agreement or fails to make progress that may endanger performance and does not immediately

cure such failure. In the event ofsuch termination, the COUNTY may proceed with the work in

any manner deemed proper by COUNTY.

5.3 After receipt of the notice of termination, CONTRACTOR shall:

a) Stop all work under this Agreement on the date specified in the notice of

termination; and

b) Transfer to COLNTY and deliver in the manner as directed by COUNTY

any materials, reports or other products, which, if the A$eement had

been completed or continued, would have been required to be furnished

to COIJNTY.

5.4 After termination, COUNTY shall make payment only for CONTRACTOR's

performance up to the date of termination in accordance with this Agreement.

5.5 CONTRACTOR's rights under this Agreement shall terminate (except for fees

accrued prior to the date of termination) upon dishonesty or a willful or material breach of this

Agrcement by CONTRACTOR; or in the event of CONTRACTOR's unwillingness or inability

for any reason whatsoever to perform the terms of this Agrcement. In such event,

CONTRACTOR shall not be entitled to any further compensation under this Agreement.

5.6 If the Agreement is federally or State funded, CONTRACTOR cannot be

debarred from the System for Award Management (SAM). CONTRACTOR must notiry the

COUNTY immediately of a debarment. Reference: System for Award Management (SAM) at

https://www.sam.gov for Central Contractor Registry (CCR), Federal Agency Registration

(Fedreg), Online Representations and Certifications Application, and Excluded Parties List

System (EPLS)). Excluded Parties Listing System @PLS) (http://www.epls.gov) (Executive

Order 12549,7 CFR Part 3017, 45 CFR Part 76, and 44 CFR Part l7). The System for Award

Management (SAM) is the Official U.S. Govemment system that consolidated the capabilities

of CCR/FedReg, ORCA, and EPLS.

5.7 The rights and remedies of COUNTY provided in this section shall not be

exclusive and are in addition to any other rights and remedies provided by law or this

Agreement.

Page 6 of36ssJ #2+178
Form #l 16310 - Datcdt 3f2ll20l9



Contract ID # SHARC-95248-001-l l/28

6.

The CONTRACTOR agrees that all materials, reports or products in any form, including

elcctronic, delivered by CONTRACTOR to the COUNTY pursuant 1o this Agreement shall be

the sole property of the COUNTY (the "Deliverables") . The Deliverables may be used by the

COLJNTY for any purpose that the COLJNTY deems to be appropriate, including, but not limit

to, duplication and/or distribution within the COUNTY or to third parties. CONTRACTOR

agrees not to r€lease or circulate in whole or part the Deliverables without prior written

authorization of the COUNTY. CONTRACTOR owns all developments made or created under

this Agr€ement, oth€r than the Deliv€rables.

7' 9@cs!-@!er
7.1 The CONTRACTOR covenants that it presently has no interest, including, but not

limited to, other projects or contracts, and shall not acquire any such interest, direct or indirect,

which would conflict in any manner or degree with CONTRACTOR's performance under this

Agrcement. The CONTRACTOR further coven.nts that no person or subcontractor having any

such interest shall be employcd or retained by CONTRACTOR under this Agreement. The

CONTRACTOR agrees to inform the COIJNTY of all the CONTRACTOR's interests, if any,

which arc or may be perceived as incompatible with the COUNTY's interests.

7.2 The CONTRACTOR shall not, under circumstances which could be interprcted as

an attempt to influence the recipient in the conduct of his/her duties, accept any gratuity or

special favor from individuals or firms with whom the CONTRACTOR is doing business or

proposing to do business, in accomplishing the work under this Agreement.

7.1 The CONTRACTOR or its employees shall not offer gifts, gratuity, favors, and

entertainment directly or indirectly to COUNTY employees.

8.

8.I All performance (which includcs services, workmanship, materials, supplies and

equipment fumished or utilized in the performance of this Agreement) shall be subjcct to

inspection and test by the COUNTY or other regulatory agencies at all times. The

CONTRACTOR shall provide adequate cooperation to any inspector or other COUNTY

representative to permit him/her to determine the CONTRACTOR'S conformity with the terms

ofthis Agreement. lfany services performed or products provided by CONTRACTOR are not in

conformance with the terms of this Agreement, the COUNTY shall have the right to require the

P^ge 7 of 36ssJ #2+178
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Contract ID # SHARC-95248-001-I l/28

CONTRACTOR to perform the services or provide the products in conformance with the terms

of the Agreement at no additional cost to the COUNTY- When the services to be performed or

the products to be provided are of such nature that the difference cannot be conected; the

COUNTY shall have the right to: (l) require the CONTRACTOR immediately to take all

necessary steps to ensure future performance in conformity with the terms of the Agresment;

and/or (2) reduce the Agreement price to reflect the reduced value of the services performed or

products provided. The COUNTY may also terminate this Agreement for default and charge to

CONTRACTOR any costs incurred by the COUNTY because of the CONTRACTOR's failure

to perform.

8.2 CONTRACTOR shall establish adequate procedures for self-monitoring and

quality control and assurance to ensure proper performance under this Agreemenq and shall

permit a COUNTY representative or other regulatory official to monitor, assess, or evaluate

CONTRACTOR's performance under this Agreement at .ny time, upon reasonable notice to the

CONTRACTOR.

9, IndenendentContractor/EmolovmentElisibilitv

g.l The CONTRACTOR is, for purposes relating to this Agreemeni, an independent

contractor 8nd shall not be deemed an employee of the COUNTY. It is expressly understood and

agreed that the CONTRACTOR (including its employees, agents, and subcontractors) shall in no

event be entitled to any benefits to which COLJNTY employees are entitled, including but not

limited to overtime, any retirement benefits, worker's compensation benefits, and injury leave or

other leave benefits. There shall be no employer-employee relationship between the parties; and

CONTRACTOR shall hold COUNTY harmless from any and all claims that may be made

against COUNTY based upon any contention by a third party that an employer-employee

relationship exists by reason ofthis Agreement. It is further understood and agreed by the parties

that CONTRACTOR in the performance of this Agreement is subject to the control or direction

of COLJNTY merely as to the results to be accomplished and not as to the means and methods

for accomplishing the results.

9.2 CONTRACTOR warrants that it shall make its best effort to fully comply with all

federal and state statutes and regulations regarding the employment of aliens and others and to

ensure that employees performing work under this Agreement meet the citizenship or alien slatus

requirement set forth in federal statutes and regulations. CONTRACTOR shall obtain from all

ss, #2+178
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Contract ID # SHARC-95248-001-l l/28

employees performing work hereunder, all verification and other documentation of employment

eligibility status required by federal or slate statutes and regulations including, but not limited

to, the Immigration Reform and Control Act of 1986, 8 U.S.C. $1324 et seq., as they cunently

exist and as they may be hereafter amended. CONTRACTOR shall retain all such documentation

for all covered employees, for the period prescribed by the law.

9.3 Ineligible Person shall be any individual or entity who: Is currently excluded,

suspended, debarred or otherwise ineligible to participate in the federal health care programs; or

has been convicted of a criminal offense rclated to the provision of health care items or services

and has not been reinstated in the federal health care programs after a period of exclusion,

suspension, debarment, or ineligibility.

9.4 CONTRACTOR shall screen prospective Covered Individuals prior to hire or

engagement. CONTRACTOR shall not hire or engage any Ineligible Person to provide services

directly relative to this Agreement. CONTRACTOR shall screen all current Covered Individuals

within sixty (60) days of execution of this Agreement to ensure that they have not become

Ineligible Persons unless CONTRACTOR has performed such screening on same Covered

Individuals under a separate agreement with COUNTY within the past six (6) months. Covered

Individuals shall be required to disclose to CONTRACTOR immediately any debarment,

exclusion or other event that makes the Covered Individual an Ineligible Person.

CONTRACTOR shall notify COUNTY within five (5) business days after il becomes aware if a

Covered Individual providing services directly relativc to'this Agreement becomes debarred,

excluded or otherwise becomes an Ineligible Person.

9.5 CONTRACTOR acknowledges that Ineligible Persons are precluded from

providing federal and state funded health care services by contract with COUNTY in the

event that they arc currently sanctioned or excluded by a federal or state law enforcement

regulatory or licensing agency. IfCONTRACTOR becomes aware that a Covered Individual has

become an Ineligible Person, CONTRACTOR shall remove such individual from

responsibility for, or involvement with, COUNTY business operations related to this Agreement.

9.6 CONTRACTOR shall noti$ COLINTY within five (5) business days if a Covered

Individual or entity is currently excluded, suspended or debarred, or is identified as such after

being sanction screened. Such individual or entity shall be promptly removed from participating

in any activity associated with this Agreement.

SSJ #2,1-l?8
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Contract ID # SHARC-95248-001-l l/28

10. Subcontract for \ ork or Services

No contract shall be made by the CONTRACTOR with any other party for fumishing any

of the work or services under this Agreement without the prior written approval of the

COUNTY; but this provision shall not require the approval ofcontracts ofemployment beween

the CONTRACTOR and personnel assigned under this Agreement, or for parties named in the

proposal and agreed to under this Agreement.

t l. Disprtes

11.1 The parties shall attempt to resolve any disputes amicably at the working level. If
that is not successful, the dispute shall be refened to the senior management of the parties, Any

dispute relating to this Agreement, which is not resolved by the panies, shall be decided by the

COUNTY's Purchasing Department's Compliance Contract Officer who shall fumish the

decision in writing. The CONTRACTOR shall proceed diligently with the perform.nce of this

Agreem€nt pending the resolution of a dispute. The CONTRACTOR shall have th€ right to file

a legal action related to this Agreement, subject to Section I 1.2.

ll.2 Prior to the filing ofany legal action related to this Agr€ement, the parties shall be

obligated to attend a mediation session in Riverside County before a neural third party mediator.

A second mediation session shall be required if the first session is not successful, The parties

shall share the cost ofthe mediations.

12. Licensine and Permits

CONTRACTOR shall comply with all State or other licensing requirements, including

but not limited to the provisions of Chapter 9 of Division 3 of the Business and Professions

Code. All licensing requirements shall be met at the time proposals are submitted to the

COUNTY. CONTRACTOR warrants that it has all necessary permits, approvals, certificates,

waivers and exemptions necessary for performance of this Agreement as required by the laws

and regulations ofthe United States, the State of Califomia, the County ofRiverside and all other

govemmental agencies with jurisdiction and shall maintain these throughout the term of this

Agreement.

13. Use Bv Other Political Entities

The CONTRACTOR agrees to extend the same pricing, terms, and conditions as stated in

this A$eement to each and every political entity, special district, and related non-profit €ntity. lt

is understood that other entities shall make purchases in their own name, make direct payment,

SSJ #2,L 178
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Contract lD # SHARC-95248-001-I l/28

and be liable directly to the CONTRACTOR; and COUNTY shall in no way be responsible to

CONTRACTOR for other entiti€s' purchases.

14. Non-Discrimination

CONTRACTOR shall not discriminate in the provision ofservices, allocation ofbenefits,

accommodation in facilities, or employment of personnel on the basis of ethnic group

identification, race, religious creed, color, national origin, ancestry, disability, medical condition,

marital status or sex in the performance of this Agreement; and, to the extent they shall be found

to be applicablc hereto, shall comply with the provisions of the Califomia Fair Employment and

Housing Act (Gov. Code 12900 et. seq), the Federal Civil Rights Act of 1964 (P.L.88-352), the

Americans with Disabilities Act of 1990 (42 U.S.C. l2l0l et seq.) and all other applicable laws

or regulations.

15, Records snd Documents

CONTRACTOR shall make available, upon wrinen request by any duly authorized

Federal, State, or COUNTY agency, a copy of this Agreement and such books, documents and

records as are necessary to certiry the nature and extent ofthe CONTRACTOR's costs related to

this Agrcement. AII such books, documents and records shall be maintained by CONTRACTOR

for at least five (5) years following termination of this Agreement and be available for audit by

the COUNTY. CONTRACTOR shall provide to the COUNTY reports and information related to

this Agreement as requested by COUNTY.

16. Confidentialitv

16.l The CONTRACTOR shall not use for personal gain or make other improper use

of privileged or confidential information which is acquired in connection with this Agreement.

The term "privileged or confidential information" includes but is not limited to: unpublished or

sensitive technological or scientific information; medical, personnel, or security records;

anticipated material requirements or pricing/purchasing actions; COUNTY information or data

which is not subject to public disclosure; COUNTY operational procedures; and knowledge of

selection ofcontractors, subcontractors or suppliers in advance ofofficial announcement.

16.2 The CONTRACTOR shall protect from unauthorized disclosure names and other

identirying information concerning persons receiving services pursuant to this Agreement,

except for general statistical information not identirying any person. The CONTRACTOR shall

nol use such information for any purpose other than carrying out the CONTRACTOR's

Pagc I I of36SSJ #2!t178
Form #l 1&'310 - Dated | 3l2ll2|l9



Contract ID # SFLARC-95248-001- l I /28

obligations under this Agreement. The CONTRACTOR shall promptly transmit to the COUNTY

all third-party requests for disclosure of such information. The CONTRACTOR shall not

disclose, except as otherwise specifically permitted by this Agreement or authorized in advance

in writing by the COIJNTY, any such information to anyone other than the COUNTY, For

purposes of this paragraph, identity shall include, but nol be limited to, name, identiling

number, symbol, or other identiffing particulars assigned to the individual, such as finger or

voice print or a photograph. Notwithstanding the foregoing or any other provision of this

Agreement to the contrary, the following shall apply to announcements by the CONTRACTOR

about cases from the COLNTY. In general, the CONTRACTOR shall not announce the

CONTRACTOR'S involvement in or with a case from the COUNTY until such case becomes

Public (as defined below), if ever. At the time such case becomes Public (if ever), unless other

arrangements are expressly agreed to in writing by the CONTRACTOR and the COUNTY, the

CONTRACTOR reserves the righl to announce (including publicly) from time-to-time the

CONTRACTOR'S involvement with such case. As part of any such announcement, the

CONTRACTOR may disclose technical details regarding such case highlighting or educating as

to the CONTRACTOR'S capabilities. Examples of such technical details include (i) quantity of

DNA used, tested, or made available, (ii) degradation of materials, and (iii) proportions of

mixtures. The term "Public" means, with respect to a case from the COUNTY, the first time at

which there is a public release or a public disclosure of such case, whether by the COLNTY or

someone else acting in concert with, or at the direction of the COUNTY.

16.3 The CONTRACTOR is subject to and shall operate in compliance with all

relevant requirements contained in the Health Insurance Portability and Accountability Act of

1996 (HIPAA), Public Law 104-191, enacted August 21, 1996, and the related laws and

regulations promulgated subsequent thereto. Please refer to Attachment I ofthis Agreement.

17, Administration/ContrectLiaison

The COUNTY Purchasing Agent, or designee, shall administer this Agreement on behalf

of the COUNTY. The Purchasing Department is to serve as thc liaison with CONTRACTOR in

connection with this Agreement.

Page l2 of36ssJ #24- l7t
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Conlract lD # SHARC-95248-001- l l/28

18, Notices

All correspondence and nolices required or contemplated by this Agreement shall be

delivercd to the respective panics at the addrcsses set forth below and are deemed submitted two

(2) days afier their deposit in the United Slates nrail. postage prcpaid:

COUNTYOFRIVERSIDE CONTRACTOR

Riverside County Shcritl-s Office

4095 Lemon St.. Tlrird Floor

Rivcrside. CA 90251

Attn: Purchasing tlnit

Force Maieure

lf either party is unable to conrply with any pror.ision ol'this Agreenrent due to causcs

beyond its reasonable control. and rvhich could not havc bcen reasonably anticipaied. such as

acts of God. acts of war. civil disorders. or othcr similar acls, such party shall nol be held liable

for such failure to comply.

20, EDD Reoortine Reouiremenls

In order to conrply rvith child supporr enforcenrenl requirements of lhe State ol

California. thc COUNTY may be required to subnrit a Repon ol'lndependent Contractor(s) fonn

DE 542 to the Employment Development Deparlment. The CONTRACTOR agrees to fumish

the required data and ceniljcations to the COUNI'Y within ten ( l0) days of notilic&tion of award

ofAgreenrent rvhen required by the EDD.'l'his data will be transntitled to govemmental agencies

charged with the eslablishment and enlbrccnrent of child support orders. Failure of the

CONTRACTOR to timely submit the data and/or certificates rcquired nray result in the contrsct

being awarded to another contractor. In the event a contract has been issucd. failure of the

CONTRACTOR to conrpll'rvith all fedcral ,nd state reporling requiremenls lbr child suppon

enforcement or to comply with all lawl'ully served Wage and Eamings Assignnrcnts Orders and

Notices ol'Assignmenl shall conslitute a material breach ol'Agreemenl. If CONTRACTOR has

any questions conccrning this reporting requirement, please call (916) 657-0529.

CONTRACTOR should also contacl irs local l:nrployment 'l ax Customer Service Oftice listed in

the telephone directory in the State Govcrttment secliul under -Enrploymelrt Developnrcnt

Departnrent" or access their Intemet site at \\ \\ \\ -edd.q!.qe!

Olhram. Inc.

2829 Technology Forcst Blvd. Ste.l00

The Woodlands. TX 77381

19.
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21. HoldHarmless/Indemnification

2l.l CONTRACTOR shall indemnif and hold harmless the County of Riverside, its

Agencies, Districts, Special Districts and Departments, their respective directors, officers, Board

of Supervisors, elected and appointed officials, employees, agents and representatives

(individually and collectively hereinafter referred to as lndemnitees) from any liability, action,

claim or damage whatsoever, based or asserted upon any services of CONTRACTOR, its

officers, employees, subcontractors, agents or representatives arising out of or in any way

relating to this Agreement, including but not limited to property damage, bodily injury, or death

or any other element of any kind or nature. CONTRACTOR shall defend the Indemnitees at its

sole expense including all costs and fees (including, but not limited, to attomey fees, cost of
investigation, defense and settlements or awards) in any claim or action based upon such acts,

omissions or services.

21.2 With respect to any action or claim subject to indemnification herein by

CONTRACTOR, CONTRACTOR shall, at their sole cost, have the right to use counsel of their

own choice and shall have the right to adjust, settle, or compromise any such action or claim

without the prior consent of COUNTY; provided, however, that any such adjustment, settlement

or compromise in no manner whatsoever limits or circumscribes CONTRACTOR's

indemnification to Indemnitees as set forth herein.

21.3 CONTRACTOR'S obligation hereunder shall be satisfied when CONTRACTOR

has provided to COUNTY the appropriate form of dismissal relieving COUNTY from any

liability for the action or claim involved.

21,4 The specified insurance limits required in this Agreement shall in no way limit or

circumscribe CONTRACTOR'S obligations to indemnifo and hold harmless the Indemnitees

hercin from third party claims.

22. Insurance

22.1 Without limiting or diminishing the CONTRACTOR'S obligation to indemnif or

hold the COUNTY harmless, CONTRACTOR shall procure and maintain or cause to be

maintained, at its sole cost and expense, the following insurance coverage's during the term of

this Agreement. As respects to the insurance section only, the COUNTY herein refers to the

County of Riv€rside, its Agencies, Districts, Special Districts, and Departments, their respective

ssJ #2+ 178
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directors, ofiicers, Board of Supervisors, employees, elected or appointed olficials, agents, or

representatives as Additional Insureds.

A. Workers' Compensation:

If the CONTRACTOR has employees as defined by the State of Califomia, the

CONTRACTOR shall maintain statutory Workers' Compensation Insurance (Coverage A) as

prescribed by the laws of the State of Califomia. Policy shall include Employers' Liability

(Coverage B) including Occupational Disease with limits not less than $1,000,000 per person per

accident. The policy shall be endorsed to waive subrogation in favor of The County ofRiverside.

B. Commercial General Liability:

Commercial General Liability insurance coverage, including but not limit€d to, premises

liability, unmodified contractual liability, products and completed operations liability, personal

and advertising injury, and cross liability coverage, covering claims which may arise from or out

of CONTRACTOR'S performance of its obligations hereunder. Policy shall name the COUNTY

as Additional Insured. Policy's limit of liability sha not be less than $2,000,000 per occurrence

combined single limit. If such insurance contains a general aggregate limit, it shall apply

separately to this Agreement or be no less than two (2) times the occurrence limit.

C. Vehicle Liability:

If vehicles or mobile equipment is used in the performance of the obligations under this

Agreement, then CONTRACTOR shall maintain liability insurance for all owned, non-owned, or

hired vehicles so used in an amount not less than $1,000,000 per occurence combined single

limit. If such insurance contains a general aggregate limit, it shall apply separately to this

Agreement or be no less than two (2) times the occurrence limit. Policy shall name the

COUNTY as Additional Insureds.

D. Professioual Liability Contractor shall maintain Professional Liability Insurance

providing coverage for the Contractor's performance of work included within this Agreement,

with a limit of liability of not less than $1,000,000 per occurrence and $2,000,000 annual

aggregate. If Contractor's Professional Liability Insurance is written on a claims made basis

rather than an occurence basis, such insurance shall continue through the term of this

Agrcement and CONTRACTOR shall purchase at his sole expense either l) an Extended

Reporting Endorsement (also, known as Tail Coverage); or 2) Prior Dates Coverage from new

ssJ #2+178
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insurer with a retroactive date back to the date oi or prior to, the inception of this Agreement; or

3) demonstrate through Certificates of Insurance that CONTRACTOR has Maintained

continuous coverage with the same or original insurer. Coverage provided under items; I ), 2), or

3) will continue as long as the law allows.

E. General Insurance Provisioos - All lines:

l) Any insurance carrier providing insurance coverage hereunder shall be admifted to the

State of Califomia and have an A M BEST rating of not less than A: VIII (A:8) unless such

requirements are waived, in writing, by the County Risk Manager. Ifthe County's Risk Manager

waives a rcquirement for a particular insurer such waiver is only valid for that specific insurer

and only for one policy term.

2) The CONTRACTOR must declare its insurance self-insured retention for each

coverage required herein. If any such self-insured retention exceeds $500,000 per occunence

each such retention shall have the prior written consent of the County Risk Manager before the

commencement of operations under this Agreement. Upon notification of self-insured retention

unacceptable to the COLINTY, and at the election of the County's Risk Manager,

CONTRACTOR'S carriers shall either; l) reduce or eiiminate such self-insured retention as

respects this Agreement with the COUNTY, or 2) procure a bond which guarantees payment of

losses and related investigations, claims administration, and defense costs and expenses.

3) CONTRACTOR shall cause CONTRACTOR'S insurance canier(s) to fumish the

County of Riverside with either l) a propcrly executed original Certificate(s) of Insurance and

certified original copies of Endorsements effecting coverage as required herein, and 2) if
requested to do so orally or in writing by the County Risk Manager, provide original Certified

copies of policies including all Endorsements and all attachments thereto, showing such

insurance is in full force and effect. Further, said Certificate(s) and policies of insurance shall

conlain the covenant of the insurance canier(s) that thirry (30) days written notice shall be given

to the County of Riverside prior to any material modification, cancellation, expiration or

rcduction in coverage of such insurance. In the event of a material modification, cancellation,

expiration, or reduction in coverage, this Agreement shall terminate forthwith, unless the County

of Riverside receives, prior to such effective date, another properly executed original Certificate

of Insurance and original copies of endorsements or certified original policies, including all

endorsements and attachments thereto evidencing coverage's set forth herein and the insurance

ssJ #2+ 178
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required herein is in full force and effect. CONTRACTOR shall not commence operations until

the COLINTY has been fumished original Certificate (s) of Insurance and certified original

copies of endorsements and if requested, certified original policies of insurance including all

endorsements and any and all other attachments as required in this Section. An individual

authorized by the insurance carrier shall sign the original endorsements for each policy and the

Certificate of Insurance.

4) It is understood and agreed to by the parties hereto that the CONTRACTOR'S

insurance shall be construed as primary insurance, and the COLJNTY'S insurance and/or

deductibles and/or self-insured retention's or self-insured programs shall not be construed as

contributory.

5) If, during the term of this Agreement or any extension thereof, there is a material

change in the scope of services; or, there is a material change in the equipment to be used in the

performance of the scope of work; or, the term of this Agreement, including any extensions

thereof, exceeds five (5) years; the COUNTY reserves the right to adjust the types of insurance

and the monetary limits of liability required under this Agreement, if in the County Risk

ManageCs reasonable judgment, the amount or type of insurance carried by the CONTRACTOR

has become inadequate.

6) CONTRACTOR shall pass down the insurance obligations contained herein to all tiers

of subcontractors working under this Agreement.

7) The insurance requirements contained in this Agreement may be met with a

program(s) of self-insurance acceptable to the COUNTY.

8) CONTRACTOR agrees to notiS COUNTY of any claim by a third party or any

incident or event lhat may give rise to a claim arising from the performance of this Agreement.

23. General

23.1 CONTRACTOR shall not delegate or assign any interest in this Agreement,

whether by operation of law or otherwise, without the prior written consent of COUNTY. Any

attempt to delegate or assign any interest herein shall be deemed void and of no force or effect.

23.2 Any waiver by COUNTY of any breach of any one or more of the terms of this

Agre€ment shall not be construed to be a waiver of any subsequent or other breach of the same

or of any other t€rm of this Agreement. Failure on the part of COUNTY to require exact, full,

and complete compliance with any terms of rhis Agreement shall not be construed as in any
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manner changing the terms or preventing COUNTY from enforcement of the terms of this

Agreement.

23.3 In the event the CONTRACTOR receives payment under this Agreement, which

is later disallowed by COUNTY for nonconformance with th€ terms of the Agr€ement, the

CONTRACTOR shall promptly refund the disallowed amount to the COUNTY on request; or at

is option the COUNTY may offset the amount disallowed from any payment due to the

CONTRACTOR.

23.4 CONTRACTOR shall not provide partial delivery or shipment ofservices or

products unless specifically stated in the Agreement.

23.5 CONTRACTOR shall not providc any services or products subject to any chattel

mortgage or under a conditional sales contract or other agreement by which an inter€st is

retained by a third party. The CONTRACTOR warrants that it has good title to all materials or

products used by CONTRACTOR or provided to COUNTY pursuant to this Agreement, free

from all liens, claims, or encumbrances.

23.6 Nothing in this Agreement shall prohibit the COUNTY from acquiring the same

type or equivalent equipment, products, materials or services from other sources, when deemed

by the COUNTY to be in its best interest. The COUNTY reserves the right to purchase more or

less than the quantities specified in this Agreem€nt.

23.7 The COUNTY agrees to cooperate with the CONTRACTOR in the

CONTRACTOR's performance under this Agreement, including, if stated in the Agreement,

providing the CoNTRACToR with reasonable facilities and timely access to COIJNTY data,

information, and personnel.

23.t CONTRACTOR shall comply with all applicable Federal, State and local laws

and rcgulations. CONTRACTOR will comply with all applicable COUNTY policies and

procedures. In the event that there is a conflict between the various laws or regulations that may

apply, the CONTRACTOR shall comply with the more resrictive law or regulation.

23.9 CONTRACTOR.shal| comply with all air pollution control, water pollution,

safety and health ordinances, statutes, or regulations, which apply to performance under this

Agreement.
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23.10 CONTRACTOR shall comply with all requirements of the Occupational Safety

and Health Administration (OSHA) standards and codes as set forth by the U.S. Department of

Labor and the State of Califomia (CaI/OSHA).

23.t1 This Agreement shall be govemed by the laws of the State of Califomia. Any

legal action related to the performance or interprelation of this Agreement shall be filed only in

the Superior Court of the State of California located in Riverside, Califomia, and the parties

waive any provision of law providing for a change of venue to another location. In the event any

provision in this Agreement is held by a court of competent jurisdiction to be invalid, void, or

unenforceable, lhe remaining provisions will nevertheless continue in full force without being

impaired or invalidated in any way.

23.12 ELECTRONIC SIGNATURES: This Agreement may be executed in any

number of counterparts, each of which will be an original, but all of which together will

constitute one instrument. Each party oflhe Agreement agrees to the use of electronic signatures,

such as a digital signature that meet the requirements of the Califomia Uniform Electronic

Transactions Act (("CUETA") Cal. Civ. Code $$ 1633.1 to 1633.17), for executing this

Agreement. The parties further agree that the electronic signature(s) of the parties included in

this Agreement are intended to authenticate this writing and to have the same force and effect as

manual signatures. Electronic signature means an electronic sound, symbol, or process attached

to or logically associated with an electronic record and executed or adopted by a person with the

intent to sign the electronic record pursuant to the CUETA as amended from time to time. The

CUETA authorizes use of an electronic signature for transactions and contracts among parties in

Califomia, including a govemment agency. Digital signature means an electronic identifier,

created by computer, intended by the party using it to have the same force and effect as the use

of a manual signature, and shall be reasonably relied upon by the parties. For purposes of this

section, a digital signature is a type of "electronic signature" as defined in subdivision (i) of

Section 1633.2 of the Civil Code.

23.13 This Agreement, including any attachments or exhibis, constitutes the entire

Agr€ement of the parties with rcspect to its subject matter and supersedes all prior and

contemporaneous representations, proposals, discussions, and communications, whether oral or

in writing. This Agreement may be changed or modified only by a written amendment signed by

authorized representatives of both parties.
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IN WI'l'NESS WHEREOF. the Partics hcrcto havc caused their dulv authorized

repr€sentatives to exccutc this Agrccnrcnt.

COUNTY OF RMRSIDE, a political
subd on dre Statc of Cali ta

B1. I])' +-- -
huck Washington,

OTHRAM. INC..
a Delawarc Corporation

Nan:e: David Mittelman
Title: Chief Executive Officer

Dated : March 6.2024

Board of Supervisors

Dated:

ATTEST:
Kinrberlv Rector
Clerk ofthe Board

By,illrr* /,
Depury t'
APPROVED AS TO FORM:
Minh C. Tran
County Counsel

B:-:
Amrit P. Dhillon
Deputy County Counsel

'APR 0 2 2024

l'|u,qc 20 of .'16ssJ #2+t78
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EXHIBITA

SCOPE OF SERVICES

l. Required Certifications

Shall have, at minimum, one or more of the following certifications:

l.l. American Society of Crime Lab Directors (ASCLD)
L2. Lab Accreditation Board or Intemational Organization for Standardization (lSO)
1.3. Regarding Single Nucleotide Polymorphisms (SNP); Full chain of custody and on€-stop

support from crime scene to coun room, no outsourced lab testing, DNA profiles
compromised of 100's ofthousands ofmarkers.

1.4. Specific to Forensic Genetic Genealogy (FGG) and SNP files:
1.4.1. Certifications ONLY for FGG is waived based on the technolory being so new,

there is no current certification or accreditation. Companies must have at least
three (3) years working with FGG technology and have successfully tcstifi€d to
their process in court, along with evidence chain ofcustody procedurcs.

1.4.2. In reference to section I (Required Certifications) subsection 1.4.1, when
certifications are developed for FGG, the company must show upon rcquest from
the County of Riverside, they are working towards certification, providc an
estimated deadlinc to reach certification, and adhere to a dcadline to achieve the
certification.

2. Consultation & Testimony as Needed

CONTRACTOR shall provide Case Consultation to Coroner Investigators.

Expert testimony in court proceeding will be provided as necessary. The County of
Riverside rcserves the right to request replacement ofany professional during the life of this
Agreement that is found to be unacceptable to the Court.

4. Conlidentiality

All case information is confidential criminaljustice information. Access to case information
and evidence, including sub-samples and DNA extracts, must be controlled by the

ssJ #24-r78
Form #l f 6310 - Datedt 3l2w0l9

Page 2l of36

3. Restrictions

CONTRACTOR shall not consume an item or sub-sample for DNA extraction unless
permission is first obtained in writing from the COUNTY, Coroner staff explicitly stating
so. All work shall be completed at the d€signated facility and on the equipmcnt identified in
the contract.
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CONTRACTOR, and limited to those personnel identified as working undcr this
Agreement. The CONTRACTOR shall not provide information conceming th€ cases to
anyone other than a representative of the couNTY without first notirying the coUNTY
and rcceiving written approval from the COUNTY or as otherwise permitted in Section
t6.2.

5. Deliverables

The CONTRACTOR shall provide a witten report detailing the biological scrccning and
DNA testing performed and the results of drat testing will be generatcd by the
CONTRACTOR and shall include, at minimum, an interyretive statement for any DNA
comparisons with known standards supported by statistical calculations, The COUNTY
Coroner shall provide wrinen approval of the report format before the CONTRACTOR can
begin work.

6. DNA Samples

5.1. Tracking

6.1.1. CONTRACTOR shall have a system in place to track all samples from the time
they are received until they are retumed to the COUNTY. This system must allow
the laboratory to provide information to the COUNTY regarding the status of any
sample any time it is requested.

6.1.2. CONTRACTOR shall provide to the COUNTY a receipt for all samples received
containing the case and/or sample identifications, the date that they were received,
and who received them. Upon completion of the analyses, the CONTRACTOR
shall reurm the samples to the COUNry.

6.1,3. The sample tracking will be achieved, on how chain of custody will be developed
and maintained by the CONTRACTOR and shall include copies of any forms or
printouts used for this purpose.

6.2. Security

6.2.2. The CONTRACTOR shall describe in detail what steps will be taken to ensure the
security required by this section. This should include a flowchart for a typical
sample showing €ach st€p of the process. It should describe sample storage
facilities including physical security (locks, alarms, access protocols, etc.) and
environmental controls (temperature, humidity, etc.). In addirion, samples must be
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6.2.1. For each sample or evidence item, the CONTRACTOR shall provide suitable
security and storage to prevent tampering, Ioss, contamination, or a deleterious
change until it is worked into the analysis stream. The samples will be similarly
secured and stored after analysis until the samples are retumed to the COUNTY.
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handled throughout the analysis process in such a way as to prevent sample
switching.

6.2.3. CONTRACTOR shall describe in detail what steps are taken to ensure that sample
switching does not occur. The samples and any material removed from the samples
may not be used for any purpose other than to fulfill the requirements of the
Agreement. Any Proposal pursuant to this A$eement must include a certiftcation
of intent to comply with this requirement.

6.3. Contamination Controls

6.3.1. CONTRACTOR shall describe in detail the procedures used to prevent
contamination and what will be done if contamination is discovercd. For each
detail covered in the description the laboratory must reference the pages and or
sections of thc submitted protocol manual and or quality assurance manual that
directly address contamination. This includes specifically sample-to-sample
contamination, contamination by DNA from the laboratory environment,
contamination by DNA from analysts working on the samples, and any other
contamination that might be introduced to the sample, whethcr or not the source is
known.

6.3.2. CONTRACTOR shall disclose all contamination events occurring during analysis
of samples under this Agrcement. This disclosure must b€ as soon as the
contamination is discovered and will devise a plan to corect the contamination
event,

7. Other Items

7.1. Participating in Quality Assurance Audit for Forensic DNA and Convicted Offender
DNA Data-basing Laboratories (Shall comply with Standard 17 of version taking
effect 7/l/2009 or whichever is most current).

7.2. CONTRACTOR shall enter into or already have a Memorandum of Understanding
with the Califomia Department of Justice (DOJ) for technical review in order to
upload data into the Combined DNA Index System (CODIS).

7.2.1. These provisions are not applicable to lab work surrounding Single
Nucleotide Polymorphisms (SNP) fi les.

8. Documentation

8.1. CONTRACTOR shall prcserve all documentation relating to the generation of the
data. This includes but is not limited to datashcets, bench notes, instrument and
computer-generated output, and photographs. When requested, the CONTRACTOR
shall return all such documentation to the CO[JNTY, subject to proprietary and
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confidentiality limitations. Electronic data, raw data for example, may be sent in
electronic form.

9. Support Requirements

9.1. Contract Manager: CONTRACTOR shall designate a Contract Manager, acceptable
to the County of Rivenide, to act with full authority on the CONTRACTOR's
behalfin all matters pertaining to contract administration.

9.2. Consultation and Discussion: CONTRACTOR shall be willing to consult with the
COUNTY on any and all aspects of this Agreement. The Contract Manager must be
available to meet, upon request, with the County of Riverside's Contract
Administrator to evaluate contract implementation and performance and to identiry
continuous improvement methods. Frcquency of these meetings may be modified
by agreement with both parties, and upon demand by the County ofRiverside.

9.3. Data Access: CONTRACTOR shall provide access to all data files related to this
contract in an acceptable format, subject to proprietary and confidcntiality
limitations.

9.4. Facility Access: CONTRACTOR shall permit access to the CONTRACTOR's and
all other facilities, for the Califomia Department of Justice offrcials, during the life
of the Agreement as necessary to veriry that the CONTRACTOR complies to all
terms and conditions herein.

9.5. Testimony: CONTRACTOR shall agree to work with the Riverside County Sheriff
Coroner and/or any District Attomey's Office in the State of Califomia to provide
personnel for testimony relaled to work pcrformed on samples under this
Agreemenl. Testimony expenses will be the responsibility of the agency rcquiring
the testimony.

10. Locations:

10.1. Locations where the lab may expect to rcceive specimens

10. I . l. Riverside County Sheriff-Coroner Forcnsic Center West, Perris, Ca
l0.l .2. Riverside County Sh€riff-Coroner Forcnsic Ccnter East, Indio, Ca
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EXHIBIT B

PAYMENT PROYISIONS

Cost
DNA Extraction $999.00 per case

QC Test ins/FGGS Suitability Analysis $599.00 per case

Genomic Filterins & DNA Repair $699.00 per round
FGGS Development of SNP Profile $3999.00 per sample
DNA Database Upload Service $700.00 per sample
Genealogy/Records Research $2999.00 per case
KinSNP/Targeted testing $499.00 (2 tests oer case)
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Attachment I
HIPAA Busincss Associate Agremcnl

Addendum to Con!'act

Bctwcen the County ofRiverside and Othram, lnc

This HIPAA Busin6s Associalc Agrecmcnt (the "Addendum") supplemcnts, and is madc pan of fic Undcrlying
Agieemqtt bctwecn dre County of Riv.rsidc ("CqDty") and Conts,sctor and shall bc cffcativc rs of lhc drtc
the Undcrlying Agr$mcnt approvcd by both Parties (lhe "Effectivc Datc').

RECITAI.S
WHEREAS County and Contractor entcrcd into thc Underlying Agrccmcnt pusuant io which thc

Contractor providcs scrvices to County, and in conjunction with the prirvision of such srrviccs ccrtain prolcctcd
heslth informatioo ("PHI') and/or cenain electonic protected healrh iniormation (.IPHI") may be created by or
made svailablc to Contrctor for the purpos€s of csrryin8 out its obligations under the UnderlyinS Agreement; aod,

WHEREAS, thc provisions of$e Hcalth Insuranc€ Porbbility rnd Accountability Acl of 1996 ("HIPAA"),
Public law l0+l9l cnacted August 21, 1996, and thc Hcalth Information Tcchnolosr for Economic and Clinical
Hcalth Ac1 C'HITECIf) of thc Americm Recovcry and Rcinv6trnent Aa of 2009, Public Law I I l-5 enacEd
Fcbruary 17, 2009, and the laws and regulations promulgaied subsequcnt lhcrclo, as may bc amcndcd from time to
tirrc, arE rpplicable to the protection of any use or disclosure of PHI and/or GPHI pursuant to the Underlying
Agrc€mqnt; and,

WHEREAS, County is a covered entity, as dcfined in the Privacy Rule; and,

WHEREAS, to the exteat County discloscs PHI and/or GPHI to ConFactor or Contractor creates, reccives,
mEintains, tsansmits, or has access lo PHI and/or ePHI of County, Contractor is a business associatg 86 defned in
the Privacy Rulc; ard,

WHEREAS, pursuant to 42 USC Sl793l and $17934, cerlain piovisions of th€ Sccurity Rule and Privacy
Rule spply to I busincss associate ofa coverEd entity io thc same mann€r that they apply to the covercd cntity, the
additional security and privacy requircments of HITTCH are applicable to busincss associatcs and must be

incorpoiatcd into the business associatc agrc€menl, and a businGs associiae is liable for civil and criminal penaltics

for failure to comply with these security and/or privacy provisionsi and,

WHEREAS, the parrics mutually agre. that any use or disclosure of PHI and/or ePm must bc in
compliance with the Privacy Rule, Security Rulc, HIPAA, HITECH snd 8ny othcr applicable law; ard,

WHEREAS, the panics intend to cntcr into this Addendum to address the requirrmcnts and obligations sct
fonh in the Privacy Rule, bccurity Rule, HITECH ad HIPAA as thcy apfly to Contractor as a business associatc of
County, including the establishment of pcrmined ard rcquircd uses and tlisclosures of PHI and/or cPHI crcated or
Eceived by Contractor during thc course of performing functions, servicgs and activities on behalf of County, and

appropriatc limitations and conditions on such uses and disclosures;

NOw' THERIFORE, in considerarion of the mutu.l promises and covenants containcd hcrcin, thc prnies
agrcc as follows:

Defaitiop3. Terms usc4 but not otherwise defined, in this Addendum shall have the same meaning as those
tarms in HI'IECH, HIPAA, Sccurity Rulc and/or Privacy Rulc, as ma! bc amcnded from timc to time.

A. "Brcach" whcn uscd in conncction with PHI mcans thc acquisition, acc€ss, usc or disclosurc ofPHI in a

manner not pcrmitted under subpart E of thc Privacy Rulc which comprornises thc sccurity or privacy of
thc PHl, and shall havc thc meaning givcn such term in 45 CFR $164.402.
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(l)
i

Exccpt as provided below in Paragraph (21 ofltis aefinitlon. acquisition, access, use, or
disclosure of PHI in a manner not permittcd by subpan Q of the Privacy Rule is presumed to be &
brcach unlcss Confactor demonstiates that therc is a low probability that the PHI has been

compromiscd based on a risk ass€ssmenl ofat least the following four factors:

(a) The nature and extent ofthe PHI involvcd, including tlie types of identifiers and the likelihood of
re-idcntification;

(b) Thc unauthorized pcrson who used thc PHI or to whom lhe disclosurc was madc;

(c) Whether the PHI was actually ac4uired or viewed; and

(d) The extent 10 which the risk to the PHI has been mitigatfd.

(2) Brcach excludes:

(a) Any unintentional acquisition, access or use of PHI by a workforce member or pcrson acting under
the authority of a covcred entity or busincss associate, ifsuth acquisition, access, or us€ was mad€ in
good faith and within the scope ofauthority rnd does not result in further usc or disclosure in a manncr
not permitted under subpart E ofthe Privacy Rule.

(b) Any inadvertent disclosure by a person who is authorized to acccss PH, at a covered cntity or
business associatc to another pcrson authorized to acccss lPHl at the same cover€d entity, business
associate, or organized health car6 arrrngement in whichlcounty panicipstgs, rnd the information
rcccivcd as a result of such disclosure is not further used 6r disclosed in a marmer not pcnnitted by
subpart E of thc Privacy Rule.

(c) A disclosure of PHI where a covercd eniity or busineqs .ssociate has a good faith bclicf that an

ulauthorized person to whom the disclosure was made worild not reasombly have bcen able to retain
such information.

B. "Business associate" has the meaning given such term in 45 CFR $164.501, including but not limitcd to a

subconhctor that creates, rec€ives, maintains, t-ansmits, or lacccsses PHI on behalf of the busincss
associate.

C, "Data aggregation" has the meaning given such term in 45 CFR $164.501.

D. "Designated record set" as defined in a5 CFR $164.501 mcan"j" g-up of records maintrined by or for a

covered entity that may inalude: the medical records and billinglrecords about individuals maintained by or
for a covered health carc provider; the enrollmenL payrnenq lclaims adjudication, snd case or medical
management record systems maintained by or for a healtfi plan;lor, used, in whole or in part by or for the
covcred entity lo makc decisions about individuals.

E. "Elcctonic protecled health informstion" ("cPHI") as dcfined i
information traosmitted by or maintained in clecfonic mcdia.

45 CFR $160.103 means protectld heslth

F. "Elecbonic health record" means an electronic record ofhealth-irelated information on an individual that is
crcated, gathered, managed, and consulted by authorized health lore clinicians and staff, and shall havc the
meaning given such term in 42 USC $ 17921(5).

G. "Hcalth care opcrations" has the meaning given such term in 45 CFR S 164.50l.

H. "lndividual" as defined in 45 CFR $160.103 mqns the
information.

n
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I. "Pcrson" as defined in 45 cFR $160.103 mca.s a natuEl person, tust or cstate, partncrship, c.rporation,
profgssional association or corporation, or other entity, public or privatc.

J. "hivacy Rule" mcans the HIPAA regulations codified at 45 CFR Pans 160 and 164, Subparts A and E.

K. "Protccted health information" ("PHl") has the meaning given such term in 45 CFR 0160.103, which
ilcludcs cPHl.

L. "Requircd by law" has the meaning given such tcrm in 45 CFR E164.103.

M. "Sccr€tary" mcans thc Secrctary of thc U.S. Dcpartment of Healih and Human Services ("}IHS"),

N. "security incident" as defined in 45 CFR $164.304 means the afcmptcd or successful unauthorizcd rccess,

use, disclosure, modification, or desruction of information or interfercnce with systcm operations i[ an

information system.

O. "Sccurity Rulc" means thc HIPAA Rcgulations codificd st 45 CFR Pans 160 rnd 164, Subpatts A and C.

2) Disclose PHI and/or cPHl for the purposc of ConEactdr's prop6 managcment and sdministration
or to carry out its lcgal responsibilities, only ii

a) The disclosure is required by law; or,

b) ConFactor obtains rcasonable assur.ncqs, in writing, from the person to whom
Contractor will disclosc such PHI and./or ePHI rhat thc pcrson will:

i. Hold such PHI and/or cPHI in confidence and use or further disclose it only for the
purpose for which Co 6ctor disclosed il to thl person, or as rcquircd by law: and,

Noti& County ofary instances ofwhich it
the information has been brcached; and,

Q. "Unsccurcd Eotected health information" ard "unsecurcd PHI' as dcfincd in 45 CFR $ 164.402 means PHI
not rcndercd uousablg unrcadablc, or indecipherablc to unaurhdrized peFons throughuse ofa technolos/
or methodology specified by the S.cretary in thc guidance issucd under 42 USC 017932(hX2).

Scop. ofUs. spd Dlsclosure bv Contr.ctor ofCouptv'$ PHI rid/or ePHI.

A. Except as othsrwise provided in this Addendum, Contractor mcy use, disclose, or ac4ess PHI and./or

cPHI ss necessary to perfom any and all obligations of Co4tractor under the Underlyiog Agrcement or
to p€rform funclions, activities or servic€s for, or on behalflof, County as specified in this Addendum,
ifsuch use or disclosure do€s not violatc HIPAA, HITECH,lthe Privscy Rule a[d/or Security Rulc.

B. Unless otherwise limited herein. in addilion to any orher uses and/or disclosures permittcd or
authoriz€d by this Addendum or required by lsw, in dccorddrce with 45 CFR $164.504(eX2),
Contractor may:

lt-
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l) Usc PHI snd/o. ePHl if ncccsssry for Contractor's propcr managemcot 8nd adminis!"ation and to
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P. "Subconbqc{or'' 8s defined in 45 CFR $160.103 means a pcrson to whom a business &ssociate delegqte's a

function, adivity, or service, other than in the caprcity of a membcr of the workforce of such business

associate.
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3) Use PHI to provide data aggrcgation s€rvices relating to the health care opcr.tions of County
pursuant to the Underlying Agreemed or as requested by County; and,

4) De-identi& all Pt and/or ePHl ofCounty r€ccived by Contractor under this Addendum provided
that the de-identification confoms to the requirementslof the Privacy Rule and/or Security Rule
and docs not preclude timely payment and/or claims probessing and rcceipt.

C. Notwithstanding the foregoing, in any instance where apllicable state aod/or fedenl laws and/or
r€gulations are more stringent in their requirements th.n thi provisions of HIPAA including, but not
limitcd to, prohibiting disclosure of mental he.lth and/or substance abuse records, thc applicable state
and/or federal laws and/or regul ions shall control the discldpurc ofrecords.

Prohibited Uses aod Distlosurcs,

A. Confactor may neither use, disclose, nor access PIII and/or ePHI in a manncr not authorized by dre
Underlying Agreement or this Addendum without patient authorization or de-identificgtion ofthc PHI
and/or ePHI and as authorized in writing from Couoty.

B, Contractor may neither use, disclose, nor access PHI and/pr GPHI it r€c€ivcs Aom County or fom
another business associate ofCounty, except as permitted or]rcquired by this Addendum, or Es required
by law. 

i
I

Contractor agrees not to make any disclosure of PHt and/or ePHI that County would bc prohibited
from making.

c

D. Contractor shall not use or disclose Ptll for any purpose prohibired by the Privacy Rul€, Sccurity Rulc,
HIPAA and/or HITECH, including, but not limited to 42 USC $17935 ad S17936. Contractor agrees:

l) Not to use or disclosc PHI for fundraising, unless pursriant
if permitted by and in compliance with the rcquiremlns
$164.s08;

to the Underlying Agreernent and only
of 45 CFR $164.514(D or 45 CFR

2) Not to use or disclose PHI for marketing, as defincd i4 45 CFR $164.501, rmless pusuant to thc
Underlyiog Agcement and only if permitted by and iir compliance with thc r€quircmenb of 45
cFR 5164.s08(a)(3);

3) Not to disclose PHI, cxc4pt as othcrwirc rc4uircd by la{v, to a hc.lth plan for purposes of c8rrying
out paymenl or health c5Ie operations, if the individual has rcquest d this restriction pulsuant to
42 USC $17935(a) ard 45 cFR $164.522, and has pald out ofpocket in tull for the health care
item or s.rvice to which thc PHI solely rcl.lcs; and,

Not to receive, dircctly or indircclly, rcmuneration in eichange for PHl, or engage in any 8ct that
would constirurc a salc ofPHt, as defined in 45 CFR $164.502(a)(5)(ii), unless permitted by tha
Underlying Agrcemcnt and in compliance with thc rcqiircrncnts ofa valid authorizltion under 45
CFR 0164.508(a)(a). This prohibition shall not apply to paymenl by County to Contrsctor for
serviccs provided pursuant to the Undalying ASreemeril

4)

County agrees to mrke its b€st effo(s to notiry Contractor promptly in lvfiting of any restrictions on
the use or disclosure of PHI and./or ePHI agreed lo by Co nty that may affcct Contractor's ability to
perform its obligations undcr thc Undcrlying Agreerncnt, o. [his Addendun.

County agrces to make its bcst efrons to promptly notiry Contractor in writing of any changcs in, or
revocation of f,ermission by any individual to usc or disclose PHI and/or GPHI, if such chrngcs or

B.
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5.

rcvocation may affect ConFactor's ability to perform its obligations undcr thc Undcrlying Agrecmcnt,
or this Addendum.

C, County ag.ees to make its best efforts to promptly nodry Contractor in writing of any known
limitation(s) in its notice of privacy practices to the extenr that such limitation may affeca Conractor's
use or disclosure ofPHI .nd/or ePHl.

D. County agrc€s nol to rcquest Contractor to usc or disclose PHI and/or ePHl in any manncr that would
not be permissible undcr HITECH, HIPAA, the Privacy Rule, and/or Security Rule.

A. Us€ or disclose PHI only ifsuch use or disclosurc complils with cach applicablc rcquircmcnt of45
CFR $16a.50a{e). Contrastor shall also comply with thc sdditiooal privscy requiEments that alr
rpplicable to covcred cntitics in HITECH, as may b€ amendcd ftom tirne lo timc.

B. Not use or funher disclose PHI and/or CPHI other lhan as permitted or required by this Addendum or
as rcquircd by law. Conractor shsll promptly noliry County if Contractor is required by law to
disclose PHI and/or ePHI.

C. Use appropriate safeguards and comply, where applicable, with rhe Security Rule with respecl to ePHl,
ao prrvcnt usc or disclosure ofPHI and/or ePHl othcr than &s providcd for by this Addcndum.

D. Mitigrte, to lhe extent practicable, any hamful efcct rhat is kno*n to Contraclor ofa use or disclosure
of PHI and/or ePHI by CoDfactor in violation ofthis Addendum.

E. Report to County any use or disclosure of PHI and/or €PHI not provided for by this Addcndum or
orhcrwise in violation of HITECH, HIPAA, thc Privaqy Rulc, and/or Security Rulc of which
Contractor bccomes awarc, including brraches ofunsccurcd PHI as rcquircd by 45 CFR 0164.410.

F. In accordance with 45 CFR $ 164.502(cX I Xii), rc4uirc that sny subcontractoE that crcrtc, rcccive,
maintrin, t'ansmit or acc€ss PHI on bchalf of thc Contiactor agrcc through contract to thc same
rcstriclions 8nd conditions that apply to Contsctor with rcsbcct to such PHt rnd/or CPHI, including the
restrictions and conditions pursuant to this Addcndum.

G. Make available to County or thc Sccrctary, in the time and manner dcsignated by County or Secrttsy,
Contactor's intcnral prscticcs, books and rccords rclating to the usc, disclosure and privagy protcction
of PHI rcceived ftom County, or crcated or rcccivrd by Contractor on bchalf of County, for pupos€s
of determining, invcstigating or auditing Conbastor's and/or County's complialcc with thc Privac]
Rulc,

H. Request, use or disclose only the minimum amount of PHI neccssary to accomplish the ioleDded
purpose of the request, use or disclosure in rccordance with 42 USC $ 17935(b) and 45 CFR

0r 64.5020)( l ).

l. Comply with rcquiremcnts of satisfactory assuranccs undcr 45 CFR 5164.512 rclating to noticc or
qualificd protcctivc ordcr in responsc lo a third pafiy's sribpoena, discovcry requcs! or othcr lawful
process for the disclosure of PHI, which ConEactor sh8ll promlly notiry County upon Contractor's
rcccipt ofsuch rcqu6t from a third pa.ty.

E. County agrces to obtain 8ny authorizations necessary for thb use or disclosurc ofPHI and/or ePHI, so

th.t Contmctor csIl p€rform its obligarions ulldcr this Adderidum and/or Underlyiu Agecmcnt.

Oblisrtiols of Coptrsctor. [n connection with the us€ or disclosurc of PHI and/or cPHI, Concaclor
agtecs to:
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J. Not rcquirc an individual to provide paticnt authorization for usc or disclosure of PHI as I condition
for trratmmt, paymcnt, enrollmrnt in any health plan (including thc heal$ plan administered by
County), or cligibility of bcnefits, unlcss othen is€ excepted undcr 45 CFR $164.508@[4) and
authodzrd in writing by county.

K. Use appropriate sdministrrtivc, technicsl atrd physical safcguards to prcvcnt inoppropriate usc,

disclosure, or acccss ofPHI and/or ePHI.

L. Obtlin and maintain knowledge ofapplicable laws and regulations relatcd to HIPAA and HITECII, as

may be amcnded from time to timc.

M. Comply with thc rcquirements ofthe hivacy Rulc th8t apply to the County to the extent Contactor is
to carry out County's obligations undcr the Privacy Rule.

N Takc rcasonable stcps to curr or cnd any prncm of activity or pr.cticc of ils subcontr.ctor of which
Con[6ctor bccom€s awar. that constitutc I matcrirl bfuach or violation of thc subconfadois
obligations under the business arsociEtc contract with Conhactor, and if such steps are unsucccssfi ,

Contractor sgrces to terminatc its conEacl with thc subcontraclor if feasiblc.

6. Acccir ao PHl. Amctrdmcna 8od DhclosurE Accoutrtitrs. Contractor agrees to:

A. Access to PHl, ircludiog ePHl. Providc 8ccess to PHl, including ePHl if mainuined elcctonically,
in a designated record sct to County or an individual as direstcd by County, within five (5) days of
rcqucst from County, to satis$ the requircments of45 CFR $164.524.

B. Ameodmcot of PHl. Makc PHI available for amcndmcnt and incorporate amcndmcnts to PHI in a

designatcd record set County dirccts or agrees to at the request of ao individual, within fifteen (15)
days ofreceiving a writtcn rcque$ from County, in accordance with 45 CFR 0164.526.

C. AccountiDg of disclosures of PHI sld elecarouic hcdah rccord. Assist County to fulfill its
obligations to providc accounting ofdisclosures ofPHl undir 45 CFR $ 164.528 and, wherc applicablc,
elearonic health records under 42 USC $ 17935(c) if Codrractor uses or maidains electonic health
records. Contractor shall:

l) Documcnt such disclosures ofPHI and/or clcctronic health rccords, lnd ioformation related to
such disclosurcs, as would be requircd for County to rispond to s requesl by an individual for an

accounting of disclosures of PHI and/or electronic flellth rccord in accordance with 45 CFR

$t 64.528.

2) Within liffecn (15) days of recciving a wTincn rcqucsr from County, provide to County or rny
individual as dircded by County information collected in accordance with this section to permh
County to r.spond to a request by an individual for an accounting of disclosures of PHI and/or
electronic healih record.

3) Makc available for County information rcquired by this Scction 6.C for six (6) years pr@eding thc
individual's request for accouoting of disclosures of PHI, a,ld for tfuee (3) ycars preceding the
individual's request for sccourting ofdisclosurcs of clcc,tronic hcalth record.

SCEgg][3tg! In th€ event County discloses ePHl to Contractor or Contractor ncrds to crcatc, receive,
maintain, tr.nsmit or havc acc€ss to County CPHI, in accordancc with 42 USC Sl793l rnd 45 CFR

S 164.314(a)(2xi), and $164.306, Conlractor shsll:

A. Comply with thc applicablc Equircmcnts of thc Security Rulq and implemcnt adminisraliv.,
physical, and tcchnical safcguards th.l re&.onably .nd rppropristely protcct thc confidentislity,

7
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intcgrity, rnd availability ofcPHI thst ConEactor creatcs, rec€ivcs, mainlains, or transmits on bchalfof
County in scaordance with 45 CFR $164.30E, $164.310, and $164.312;

B. Comply with cach of the rcquir.ments of 45 CFR $ | 64.316 relating to the implemcntation of policies,
proccdures and documentation requiremcntr with rcspect to cPHl;

C. Proteqt against any reasonably anticipated thrcats or hazsrds to thc sccurity or integity ofePHI;

D. Protcct against any reasonably anticipated uses or disclosures of ePHl that are not permitted or
rcquircd undcr thc Privacy Rule;

E. Ensurc compliaac& with the Security Rul€ by Contractor's workforce;

F. In accordance with 45 CFR S164.308OX2), require that any subcontraclors that create, rcceive,
maintain, rra.smit, or access ePHI on behalf of Contractor agree through conFact to thc sarne
rcstrictions ard requirements conlained in this Addendum and comply with the applicable
rcquirements ofthc Sccurity Rule:

G. Rcpon to County any security incident of which ConEactor becomcs awarg including breaches of
unsecurcd PHI as rcquired by 45 CFR 0164.410; and,

H. Comply with any additional sccurity requircmcnts that are applicable to covered entities in Title 42
(Public Health and Wclfare) of the Unitcd States Code, as may be amcnded fiom timc to time,
iocluding but not limired to HITECH. 

i

Bre.cb of Upsccured PHI. In thc casc of brcach of unsccurcd PHI, Contractor shall comply with thc
applicablc provisions of42 USC $17932 and 45 CFR Parr 164, Subpan D, including but not limitcd to 45
cFR Sr 64.410.

A. Discovery ard lotilicrtiotr. Following the discoveryl. ofa breach of unsecurcd PHI, Contractor
shall noti$ County in writing of such breach without Jnrcasonable d€tay and in no casc latcr than
60 calmdar days affer discovcry ofa brerch, except as providci in 45 CFR $164.412,

l) BrcrchB lrr.t d !r dkcovercd. A brcach is teated as discovcrcd by Contractor as ofthe
first day on which such breach is known to ConEictor or, by exercising reasonsble diligence,
would have been koown to contractor, which ihcludes any peGon, othcr than thc person

committing the brcach, who is an cmploycc, omccr, or othcr agcnt ofcontrlctor (dctcmincd
in sccordance with the fcderal common law ofagcncy).

2) Cortent ol notilicotion. Thc writt€n notification to County relating to breach of unsecured
PHI shall include, to the cxtent possible, thc fdllowing information if known (or can be

rersonably obtained) by Contractor:

a) Th€ identification of each individual whose unsccuEd PHI has b€cn, or is rtaronrbly
b€lieved by Contractor to have been access{, ac4uired, used or disclosed during thc
brcacht

b) A brief description ofwhat happened, including the date ofthc b.Each md the date ofthc
discovery ofthe brcach, if hown;

i

c) A description of the types ofunsecurcd PHI involved in the breach, such as whether full
name, social security numbcr, datc of birth, home addrcss, accolnt lumber, diagnosis,
disability code, or other types ofinformation were involved;
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d) Any steps individuals should take to protect
from thc bresch;

themsclvcs from potential harm rcsulting

c) A brieFdescription ofwhat Contactor is doinj to investigare the breach, to mitigate halm
to individuals, and ro protect against any firrther breaches; and,

0 Contact proccdures for individuals to ask questions or lcarn sdditional informstion, which
shall include a toll-fre€ telephone number, an e-mail address, wcb site, or posbl addrcss.

B.

c.

Coopcrrtio!. With rEspect to any breach of unsecured PHI rcponed by Contaslor, Contrrctor
shall cooperate with County rnd shall providc County lwith 8ny information rcqucstcd by County
to enablc County to ftUill in a timcly manncr its olvn rcponing ard norificarion oblig8tions,
ircluding but not limitcd to providing noticc to individuals, prpminent mcdia outlets .nd thc
Secrcnry in accordrnce with 42 USC 917932 and 45 CFR $ 164.404, $164.406 and 5164.,108.

Brcach log. To thc cxtcnt breach ofunsccured PHI involvcs lcss than 500 individuals, Cor$nctor
shall msintsin a log or othcr documcnution of sucli breaches and providc such log or oth6
documentation on sn amual basis to County not later thsn fiftccn (15) days aftcr the cnd ofcach
calcndar year for submission to the Sccrctrry,

Dchy of Dotilicrtior .rthorir.d by ltw cDforccmcrc If Contrsctor dclays notification of
brcach of unsccurcd PHI pursuant to a law cnforccmcnt official's statcmcnt that rcquircd
notification, noticc or posting would impede a criminal invcstigation or cause damagc to national
sccurity, Contsacto. shrll mrintain documentstion sufrgient to demonstEte its compliance with
thc requircmcns of45 CFR $164.412. i

I

PryEert of co3t!. With rcspect to any brBch of unselured pUI caused solcly by the Coltrac{or's
failurc to comply with onc or more of its obligations undcr this Addendum and/or the provisions
of HITECII, HIPAA, thc Privacy Rule or thc Security Rulc, Contactor agrrcs to pay any and all
costs associated with providing all lcgally rcquircd notifications to individuals, mcdia outlc6, and
thc $crctary. This provision shall not bc constucd to limit or dimioish Contractor's obligations
ro indemni$, dcfcnd and hold harmless County undcr Scction 9 ofthis Addcndum.

DocumeDtrtior. Pursurnt to 45 CFR 0164,414(b), in thc cvcnt ConFactor's usc or disclosurc of
PHI and/or ePHI violatcs the Privacy Rulc, Contractor shall mrintlin documcnlalion sufficicnt to
dcmonst'alc thst all notificstions were made by Contrastor as requircd by 45 CFR Pafi 164,

Subpan D, or that such use or disclosure did rlot corstitute a bre{ci, including ConEactor's
complcted risk assessment and irvestig.tion documcntition.

Additiooal Strte Rcportilg RcquiremcEtr. The partiG agr€s that rhis Section E.G applies only
if and/or when County, in its capacity as a licens€d cliric, health facility, homc hcalth agcncy, or
hospicq is r€quir€d to rcpon unlawful or unautholizcd acccss, usc, or disclosurc of mcdical
information undcr thc more stringent r€quiremcnts of plifomia Hcslth & Ssfety Codc $1280.15.
For purposes of this Scction 8.C, '\uauthorized" has the meaning givcn such tcrm in Califomia
Health & Safcty Code 012t0.15(iX2).

l) ConGactor agr€es to assisr County to fulfill its rcponinS obligqtions to sffected paticnE and to
thc Califomia Dcpartmcnt ofPublic Hcalth ("CDPH') in a timely mann6 ulder thc C.lifomir
Hcalth & Ssfcty Codc $ 12E0.15.

2) Contractor agrces to report to County arty unlawCrl or unauthorized access, use, or disclosure
ofpatient's mcdic.al information without unrcssoniblc dclay rnd no latcr thar two (2) business
d.ys aft.r Cont:dctor dctccts such incidcni. Cohfaclor furlhcr agrces such report shall bc
made in writing, and shall include substantially thc sanrc types of information lisled sbove in
S.ction 8.A.2 (Cont.nt ofNorification) as applicablc to the unlawful or unauthori"rd acctss,

E.

G.

F
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use, or disclosure as defined above in this section, undcrstanding and acknowledging that the
term "brEach" as used in Section 8.A.2 does not apply to Califomia Hcalth & Safety Code

012E0.15.

9. Hold H.mrlesYhdemoilicatioD,

A. Contractor sgrccs to indemni& and hold harmless County, rll Agencirs, Disticts, Spccisl Distists and
Depaftneots of County, their rcspcctive directors, officrrs, Board of Supcrvisors, clecled and
appointed officials, cmployecs, agents aod rrpresent8tivcs from any tisbility whatsocvcr, bascd or
asserted upon any serviccs of Contractor, its officcrc, cmployccs, subconEaqtors, agents or
r€prrs€ntatives arising out of or in afly way rdsling to this Addcndum, including bul not limitcd to
propcrty damagc, bodily injury, dcath, or any olher clement of any kind or naturc whatsocvcr arising
from the pcrformancc of Contractor, its officers, agenls, employecs, subcontractoE, agents or
reprcscntativcs from this Addcndum. Confactor shsll defcnd, at its solc exprnsc, all costs and fees,
including but Dot limitcd to rttomcy fecs, cost of invgrigalion, dcfcnsc and settlcmcnts or awards, of
County, all Agcncies, Distric,ts, Spccial Distsicts and Dcpartnents ofcounty, rheir resp€ctive directors,
officcrs, Board of Supcrvisors, elcctcd md appointed officials, cmployces, 88cnts or repre,sentatives in
any cl.im or.ction b.sed upon such allcged acts or omissions.

B. With respect to any aciion or claim subject to idcmlification herein by Contrsclor, Conrractor shall,
at lheir sole cost, h.ve lhe right to use counsel of their choicc, subjea to thc approval ofCouoty, r{hich
shrll not b€ uueasonably withheld, and shall havc thc right to sdjust, scttle, or compromise any such
action or clrim without th€ prior conscnt of Countyi prcvided, however, that any suqh adjustnsnt,
settlemcnt or compromis€ in no manoer whatsocv$ limits or circunscaibes Contnclor's
indemnification lo County 8s set forth hercin. ConEactor's obligation to dcfcnd, indemniff and hold
harmless County shsll bc subject to County having givcn ConFactor witten notica within a casonablc
period of time of thc claim or of the commenccment of the rclatcd 8ction, as the case may be, 8nd
information and rcasonablc sssistrnc!, at Contractor's expense, for the defens€ or s€ttlcment thgcof.
Contraclor's obligation hcreunder shall be satisfied wheE ConEactor has provided to County the
appropriatc form ofdismissal rElieving County from any liability for the action or claim involvcd.

C. Thc spccificd insurancc limits rsquired in the Undcrlying Agr€ement of this Addendum shall in no
way limit or circumscribe Contractor's obligations to indenmit and hold hlmless County hcrcin from
third party claims arising from issues ofthis Addcndum.

D. In the evcnt therc is conflict betwecn this clsusc sld C.lifornia Civil Codc 02782, this clausc shall bc
intcrprctcd to comply with Civil Code $2782. Such intcrprit8tion shall not rclicvc thc Conu'.ctor from
indcmrirying County to the tullest cxtent sllowed by law.

E. ln thc event there is a c.nflict bctwcen this indcmnification clausc and an indcmnification clause
cootaincd in the Underlying Agrcement ofthis Addcndum, this indcmnification shall only apply to the
subjcct issucs included within this Addendum.

t0 fu. This Addendum shell commence upon the Effestive Date and shsll tcrminete when all PHI and/or
ePHI providcd by County to Contrrctor, or created or rcccived by Confactor on behalf of County, is
dcstroycd or rcturned to County, or, if it is infcasiblc to rctum or dcstroy PHI and/cPHI, protec{ions arc
cxtendcd to such informstion. in accordanc4 with scction I l.B ofthis Addendum.

lt
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Tcrmiortio!.
A. TerDhatloo for Br..ch of Cortraca. A bresch ofany provision ofthis Addcndum by eilhcr party

shall constirute a matcrial br€ach of thc Underlying Agrecmcnr and will providc grounds for
terminrting this Addendum and the Underlyirg Agcement with or without an opportunity to curc thc
br€ach, ootwithstanding any provision in the Undc ying Agreement to the contrsry. Either pEty,
upon *rinen noticc to the othcr party dcscribing thc brcach, may ake any ofthc following actions:
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r) Tcrminste thc Underlying Agrccmcnr and this Addcndum, cffcctive immediatcly, ifthc other pany
breaches a material provision of dis Addcndum.

12.

2) Provide the other party with an opportunity to cuIe thc Elleged materirl breach .nd in thc event the
other pany fails to cure ihe brcach to thc satisfaction of dlc non-heaching palty in a timcly
manncr, 0rc non-brcaching party has the right to immcdl.tcly teminatc thc Undcrlying Agreamcnt
and this Addendum.

3) If termin6tion of the Undcrlying Agreemcnt is not fessible, thc brcaching party, upon thc rcqucst
of the non-breaching p8rty, shall implemcnt, .t its own cxpcnsc, a plan to curc thc br6ch and
report regularly on its compliarce with such plan to the non-brcrching party.

B. EIIcct of Termhetion.
l) Upon termination of dlis Addendum, for any rcason, Contr8ctor shall retum or, if agrced to in

wdting by County, dcstsoy all PHI and/or ePHI rcccivcd from County, or crcotcd or rcceived by
thc Contrastor on brhalf of County, an4 in thc cvent of dcstuc{ion, Conraaor shall cerriS such
desrruc{ion, in w ting, lo County. This provision shall apply to all PHI .rd/or cPHI which qr€ in
the possession ofsubconractors or agcnts of ConErctor, ConEactor shall retein no copies ofPHl
and/or €PHI, cxccpt as providcd bclow in paragnph (2) ofthis s€ction.

2) In the event that Contractor determines lhst rctuming or dcsfoying rhe PHI 8nd/or ePHI is not
fcasiblg Congaaor shall provide wricen notification to County ofthe conditions that make such
rctum or destruclion not feasiblc. Upon dctermination by Confactor that r€tum or destsuction of
PHI .nd/or cPHI is nol feasible, Contsector shall cxtend Ihc proteclions ofrhis Addcndum io such
PHI 8nd/or ePHI and limft funh.r uscs snd disclosurcs ofsuch PHI and/or cPHI to those purposes
which make the retum or destruction not fcssible, for so long rr Contractor maintrins such PHI
and/or cPHI.

Gercral Provisiotrs.
A, Rctcltior Period. Whenever Contraaor is requircd to documcnt or maintain documentation pursuant

to the terms ofthis Addcndum, Conu-actor shall rclain such docume ation for 6 yctrs from lhe drte of
its crcation or as othcrwise prescribed by law, whichever is later.

B. Amcndmetrt. Thc panies agree to take such action as is necessEry to amend this Addendum from time
to timc as is ncccssary for County to comply with HIIECH, the Privacy Rule, Sccurity Rule, and
HIPAA gcncrally.

C. Survivel. Thc obligations of Contractor under Seations 3. 5, 6, 7, 8, 9, I l.B and l2.A of this
Addendum shr.ll survive the terminarion or cxpirstion ofthis Addendum.

D. Regrlrtory aod Slstutory Rcfererc$. A reference in this Addendum to a s€ction in HITECH,
HIPAA, the hivacy Rule and/or Security Rulc means the scction(s) as in effcct or as amended.

E. Co!0icts. The provisions of this Addcndum shall prevail over any provisions in the Undcrlying
Agreement that conflic{ or appea! inconsistent with any provision in this Addendum.

F. IDacrpretrtiotrofAddcDdum.
I) This Addandum shsll be construcd to b€ pan ofthc Undcrlying Agre€mcr* 8s orc document. The

purpose is to supplcmcnt thc Undcrlying Agrccmcnt to includc the rtquiremcnb of thc Privacy
Rulc, S€surity Rulc, HIPAA and HITECH.

2) Any arnbiguity between this Addcndum and the Underlying Agrccmcnt shall be rqtolvcd to pcrmit
County to comply with thc Privacy Rulc, Sccwity Rulc, HIPAA atld HITECH Scner.lly.

G. Noticc! to Couty. All noiifications required to be given by Conrsclor to County pursuart to the
ternrs ofthis Addcndum shall be mgde in writing and delivered to the County both by fax alld to bolh
of the addrcsscs listed below by eilhcr registered or ccrtilicd mail rctum reccipt rcques&d or
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guarantced ovcmighr mail with tracing capability, or at such othcr sddrcss as County may hcrcaftcr
designste. All notices to Couoty provided by Contractor pursumt to this Section shall be dccmod
given or made when received by County.

County HIPAA Privacy Officcr:

County HIPAA Privacy Officer Address;

HIPAA Privacy M8nager

26520 Cactus Avenuc,
Moreno Valley, CA 92555

County HIPAA Privacy Ofncer Phonc Nurnb€r: (951),lt6471
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