
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:2.5
(tD # 26020)

MEETING DATE:
Tuesday, October 08, 2024

FROM : AUDITOR CONTROLLER

RECOMMENDED MOTION: That the Board of Supervisors

1. Receive and file lnternal Audit Report 2024-326: Riverside County Purchasing and Fleet
Services, Follow-up Audit

ACTION:Consent

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Gutierrez, seconded by Supervisor Jeffries and duly carried by

unanimous vote, lT WAS ORDERED that the above matter is received and filed as

recommended.

Ayes.
Nays.

Absent:
Date:

xc.

Jeffries, Spiegel, Washington, Perez and Gutierrez
None
None
October 8, 2024
Auditor Controller

Kimberly A. Rector
Clerk he Board
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SUBJECT: AUDITOR-CONTROLLER: Internal Audit Repoft 2024-326: Riverside County
Purchasing and Fleet Services, Follow-up Audit, [Dlstrict: All]; [$0]



FINANCIAL DATA Current Fiscal Year: TotalCoEt: Ongoing Co3t

COST $ 0.0 $ 0.0 $ 0.0 $ 0.0

NET COUNTY COST $ 0.0 $ 0.0 $ 0.0 $

SOURCE OF FUNDS: N/A
Budget Adjustment: No

For Fiscal Year: nla

C.E.O. RECOMMENDATION: Approve

BACKGROUND:
Summary
We completed a follow-up audit of Riverside County Purchasing and Fleet Services. Our audit
was limited to reviewing actions taken as of March 18, 2024, to correct findings noted in our
original audit report 2023-011 dated July 11,2023. The original audit report contained twelve
recommendations, all of which required implementation to help correct the reported findings.

Based on the results of our audit, we found that of the twelve recommendations:

. Six of the recommendations were implemented.

. One of the recommendations was partially implemented

. Three of the recommendations were not applicable.

. Two of the recommendations were not implemented.

lmpact on Citizens and Businesses
Provide an assessment of internal controls over the audited areas

SUPPLEMENTAL:
Additional Fiscal lnformation
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller - lnternal Audit Report 2024-326: Riverside County
Purchasing and Fleet Services, Follow-up Audit
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For an in-depth understanding of the original audit, please refer to lnternal Audit Report 2023-
01 1 included as an attachment to this follow-up audit report or it can also be found at
https://auditorcontroller.orq/divisions/internal-audiUreports.



Office of Ben J. Benoit 

Riverside County Auditor-Controller 

Internal Audit Report 

2024-326 

Riverside County 
Purchasing and Fleet Services, 

Follow-up Audit 

October 8, 2024



COUNTY OF RIVERSIDE 

OFFICE OF THE AUDITOR-CONTROLLER 

Ben J. Benoit, Auditor-Controller 
Tanya S. Harris, DPA, CPA, Assistant Auditor-Controller 

4080 Lemon Street, 11 th Floor 

P.O. Box 1326 

Riverside, CA 92502-1326 

951-955-3800

October 8, 2024 

Meghan Hahn 

Director of Purchasing and Fleet Services 

Riverside County Purchasing and Fleet Services 

3450 14th Street, 4th Floor 

Riverside, CA 92501 

Subject: Internal Audit Report 2024-326: Riverside County Purchasing and Fleet Services, 

Follow-up Audit 

Dear Ms. Hahn: 

We completed the follow-up audit of Riverside County Purchasing and Fleet Services. Our audit 

was limited to reviewing actions taken as of March 18, 2024, to help correct the findings noted 

in our original audit report 2023-011 dated July 11, 2023. 

We conducted our audit in accordance with the International Standards for the Professional 

Practice of Internal Auditing. These standards require that we plan and perform the audit to 

obtain reasonable assurance that our objective, as described in the preceding paragraph, is 

achieved. Additionally, the standards require that we conduct the audit to provide sufficient, 

reliable, and relevant evidence to achieve the audit objectives. We believe the audit provides a 

reasonable basis for our conclusion. 

The original audit report contained twelve recommendations, all of which required 

implementation to help correct the reported findings. Based on the results of our audit, we found 

that of the twelve recommendations: 

• Six of the recommendations were implemented.

• One of the recommendations was partially implemented.

• Three of the recommendations were not applicable.

• Two of the recommendations were not implemented.

Summary of the conditions from the original audit and the results of our review on the status of 

the implementation of the recommendations are provided in this report. For an in-depth 



Internal Audit Report 2024-326: Riverside County Purchasing and Fleet Services, Follow-up 
Audit 

understanding of the original audit, please refer to Internal Audit Report 2023-011 included as 
"Attachment A" ofthis audit report along with your department status letter as "Attachment B." 
You can also find the original audit report at https://auditorcontroller.org/divisions/internal
audit/reports. 

We thank you and your staff for the help and cooperation. The assistance provided contributed 
significantly to the successful completion of this audit. 

cc: Board of Supervisors 
Jeff A. Van Wagenen, County Executive Officer 
Dave Rogers, Chief Administrative Officer 
Juan Perez, Chief Operating Officer 
Grand Jury 

~7;?~ 
Riverside County Auditor-Controller 

By: Rene Casillas, CPA, CRMA 
Deputy Auditor-Controller 
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Fuel Management 

Finding 1: County Fuel Station Transactions After Employee Departure 

"Twenty-seven employee ID numbers were linked to employees who had departed from the 
county and incurred fuel transactions at county fuel stations after their departure date. The total 
fuel transaction va lue during the audit review period by those 27 ID numbers was $11,691. The 
employee ID number that incurred the largest cost after their departure was valued at $4,719 of 
fuel during the audit review period and the employee ID number with the highest number of 
individual fuel transactions was 149 transactions after their departure. Additionally, we randomly 
selected three departed county employees to verify whether their ID numbers can be used to 
access county fuel stations. For all three departed employees, when inputting their ID numbers 
into a fuel pump at a county fuel station, we were granted access to pump fuel into a rented fleet 
vehicle because their ID numbers were still linked to an active GEN-30. 

Riverside County Purchasing & Fleet Services Policy 4001, Vehicle Use and Safety Guidelines, 
states, 'Upon employee resignation, termination or the revocation of his/her driver's license, the 
approving authority must sign the cancellation line on the Agency's/Department's/District's file 
copy of the employee's General Form 30 and forward copies of it to the County Safety Office, 
Fleet Services and the employee.' Purchasing & Fleet is not notified by Human Resources or other 
departments when an employee is being offboarded. As a result, 2,654 of 9,490 employees {28%) 
who had departed from the county had employee ID numbers linked to an active GEN-30 as of 
December 23, 2022. A county employee's GEN-30 that remains active after an employee has 
departed from the county exposes the county to risk where departed employee ID numbers can 
still be used to fuel at county fuel stations and increases the risk of unauthorized fuel 
transactions. 

On February 23, 2023, Purchasing & Fleet management provided a new policy titled Fuel Site 
Account Access and Fueling Rights that addresses the condition above and communicated their 
efforts to improve the adequacy and effectiveness of their internal controls. Additionally, 
Purchasing & Fleet coordinated with Human Resources and their Safety Division to create an 
automated, daily report that lists departed county employees that should have their access to 
fuel stations disabled. In the follow-up audit, we will verify whether departed employees have 
their authorization to pump fuel disabled in accordance with the department's new policies and 
procedures." 
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Audit 

Recommendation 1 

"Ensure personnel adheres to policies and procedures to perform periodic reviews to ensure 
departed county employee ID numbers are not linked to an active GEN-30." 

Current Status 1: Implemented 

Finding 2: Fuel Transactions Subsequent to Vehicle Retirement 

"Twenty-four out of 549 {4%) vehicles disposed during the audit review period incurred a fuel 
transaction after the vehicle was retired in the Riverside County financial system. Employees 
driving emergency vehicles entered inaccurate vehicle information when fueling at a county fuel 
station and used vehicle numbers linked to retired vehicles. Additionally, there were vehicle life 
cycle status code discrepancies between the fleet management software and the department1s 
fuel management software. This allowed retired vehicles to maintain active fuel authorization.1 

County of Riverside Information Security Standard vl.O, Section 4.1, Account and Access 
Management, states, 'Accounts no longer necessary for business shall be disabled or removed in 
a timely fashion.1 Purchasing & Fleet's policies and procedures do not include a process that 
ensures a vehicle's fuel authorization is disabled upon being retired in the Riverside County 
financial system. Having retired vehicles with active fuel authorization exposes the department 
to risk where incorrect vehicle numbers are entered at fuel stations or those with access to 
current vehicle information may fuel unauthorized vehicles. 

As of February 23, 2023, Purchasing & Fleet management provided a new policy titled Fuel Site 
Account Access and Fueling Rights that addresses the condition above and communicated their 
efforts to improve the adequacy and effectiveness of their internal controls. In the follow-up 
audit, we will verify whether vehicles retired in the Riverside County financial system have their 
fuel authorization disabled in accordance with the department's new policies and procedures." 

Recommendation 2 

"Ensure personnel adheres to policies and procedures to ensure vehicles that are retired in the 
Riverside County financial system do not have active fuel authorization." 

Current Status 2: Implemented 

1 The life cycle status code is a code used to differentiate maintenance and billing processes between vehicles that 
are in different usage statuses (active, inactive, received, etc. ). Having an active code in the fuel management 
software allows a vehicle to fuel at county fuel stations despite an inactive code in t he fleet management software. 
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Fleet Management 

Finding 3: Segregation of Duties 

"Seventeen out of 60 (28%) Garage B work orders randomly selected for testing did not 
document adequate segregation of duties. For each of the 17 instances, the technician that 
performed the maintenance or repair also closed the corresponding work order. Standard 
Practice Manual 1001, Internal Control, states that, to maintain an effective system of internal 
control, 'duties are divided or segregated so that no one person has complete control over a key 
function or- activity.' Purchasing & Fleet's current policies and procedures do not include a 
process that ensures the segregation of the job duties relating to the work order process. Without 
a formal segregation of duties process, it increases the department's susceptibility to clerical 
errors, the risk of misappropriation of assets, and the risk of unauthorized activities. 

On February 23, 2023, Purchasing & Fleet management provided a new policy titled Work Order 
Accountability that addresses the condition above and communicated their efforts to improve 
the adequacy and effectiveness of their internal controls. Specifically, the new policy requires all 
work orders to be reviewed by management if the technician that performs the maintenance or 
repair also closes the corresponding work order. In the follow-up audit, we will verify segregation 
of duties over the work order process in accordance with the department's new policies and 
procedures." 

Recommendation 3 

"Ensure personnel adheres to policies and procedures to ensure the job duties relating to the 
work order process are adequately segregated." 

Current Status 3: Implemented 

Finding 4: Fleet Garage Inventory Counts 

"Monthly garage inventory count documentation does not show evidence of who performed the 
counts, when the counts were performed, and who reviewed and approved the counts. As such, 
we are unable to determine whether adequate segregation of duties exist over the department's 
monthly garage inventory counts, if counts are routinely performed, and if counts are reviewed 
and approved by management. Standard Practice Manual 801, Inventory of Materials and 
Supplies, states, 'as one employee does the count, another employee must be assigned to do the 
recording of the count on the count sheet.' Additionally, Standard Practice Manual 801, Inventory 
of Materials and Supplies, states, 'the supervisor/manager must randomly select items from the 
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completed count sheets and verify.’ Purchasing & Fleet’s current policies and procedures do not 
include a process to ensure the formal review and approval of monthly garage inventory counts 
are adequately documented. Without formally documenting preparer and reviewer signatures 
and dates, it decreases formal accountability measures if inventory discrepancies arise and does 
not ensure adequate segregation of duties.  
 
On February 23, 2023, Purchasing & Fleet management provided a new policy titled Parts 
Inventory that addresses the condition above and communicated their efforts to improve the 
adequacy and effectiveness of their internal controls. Additionally, the department ordered 
stamps to ensure that the printed garage inventory count sheets have designated sections to 
capture the employee performing the count and the supervisor reviewing and approving the 
count. In the follow-up audit, we will verify whether the formal review and approval of monthly 
garage inventory counts are adequately documented in accordance with the department’s new 
policies and procedures.” 
 
Recommendation 4  
 
“Ensure personnel adheres to policies and procedures to ensure completed garage inventory 
count sheets are reviewed and approved by management.” 
 
Current Status 4: Not Applicable 
 
As of November 28, 2023, the department began outsourcing the management of parts and 
supplies for central fleet garages to a third-party supplier. As such, the recommendation is no 
longer applicable. Per department, “In November of 2023, Purchasing and Fleet Services received 
Board of Supervisors approval to outsource all Fleet repair parts procurement and supply 
ordering. This has eliminated the need to order county-owned material, reducing the county-
owned inventory to zero and eliminating the need for inventory counts. Fleet purchases repair 
parts as needed from the vendor and parts are issued directly to the work order and installed at 
the time of sale eliminating all on hand inventory. Fleet pays once consolidated invoice from 
Napa for parts monthly. The Napa invoice identifies the cost of the part, asset and work order 
issued for every transaction.”  
 
Finding 5: Fleet Garage Inventory Adjustments 
 
“Adequate documentation with evidence of a formal review and approval process over garage 
inventory adjustments is not maintained. Discrepancies identified during the department's 
monthly garage inventory counts are investigated by a fleet garage storekeeper who will adjust 
inventory quantities once the investigation is complete. Prior to the adjustment being posted, 
the department does not document whether the garage inventory adjustments were reviewed 












































































































