
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM: 3 28
(rD # 27063)

MEETING DATE:
Tuesday, March 1 1, 2025

FROM: SHERIFF-CORONER-PA

SUBJECT: SHERIFF-CORONER-PA: Approve the End User License Agreement (EULA) with

Magnet Forensics, LLC Without Seeking Competitive Bids and Authorize the Purchase of the
GrayKey Premier Device and Services for Five Years; All Districts. [Total Cost - 373,867; up to

$20,000 in additional compensationl - 100% Sheriffls Budget

RECOMMENOED MOTION: That the Board of Supervisors

Approve the End User License Agreement (EULA) with Magnet Forensics, LLC without
seeking competitive bids, for five (5) years, through January 3'1, 2030, for a total aggregate
amount of $373,867, and authorize the Chair to execute the EULA on behalf of the County;
and

2. Approve the Single Source Justification with Magnet Forensics, LLC for the purchase, use,

and services for the GrayKey Premier devices; and

3. Authorize the Purchasing Agent, in accordance with Ordinance No. 459, based on the
availability of fiscal funding and as approved as to form by County Counsel to: (a) sign

amendments that exercise the options of the EULA, including modifications of the scope of
services that stay within the intent of the EULA; and (b) sign amendments to the
compensation provisions that do not exceed $20,000 of the approved amount; and (c) issue
Purchase Orders for payment of services performed within the total approved compensation
amounts.

ACTION:Policy

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Gutierrez, seconded by Supervisor Spiegel and duly carried by
unanimous vote, lT WAS ORDERED that the above matter is approved as recommended.

Ayes: Medina, Spiegel, Washington, Perez and Gutierrez
Nays: None
Absent: None
Date: March 11, 2025
xc: Sheriff

Page 1 of 4 tD# 27063

Kimberly A. Rector
CI
By:

Dep
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FINANCIAL DATA Curr€nt FiscalYear: Nert FiscalYear: TotalCost: Ongoing Cost

cosr $ 76,384 $ 0

NET COUNTY COST $ 76,384 $ 74,371 $ 393,867 $ 0

Budget Ad,ustment: No

For Fiscal Year 24125 -29130

SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION: Approve

BR# 25-052

BACKGROUND:
Summary

The Riverside County Sheriffs Office (RSO) has a speclalized unit within the Major Crimes
Bureau that is responsible for digital forensic examinations throughout the County. This unit is
named the Computer and Technology Crime High-Tech (CATCH) Response Team. The
CATCH Response Team is tasked with conducting digital forensic examinations to support all
Sheriff stations in the County, including smaller law enforcement agencies within the County
(those with independent Police Departments but without forensic capability). Digital forensics
has become a foundational part of criminal investigations; and it is used in almost every criminal
investigation in the County including homicides, fentanyl overdoses, thefts, robberies, domestic
violence, and fatal traffic collisions. The CATCH Response Team handled over 500 requests
from Sheriff Station Patrol and lnvestigations last year, with over 900 cellular phones examined
in those cases.

The CATCH Response Team currently has three (3) digital forensic laboratories in the County.
Their examiners utilize numerous hardware and software tools to examine, extract, and process
data obtained from cellular phones, digital tablets, personal computers, and a variety of other
digital devices.

RSO is seeking to purchase the GrayKey Premier technology packages because its CATCH
Response Team is familiar with the GrayKey Premier hardware and software technology that is
sold by Magnet Forensics, LLC to extract data from mobile devices. The Magnet Forensics
GrayKey Premier is a device that communicates with Apple and Android smartphones and
tablets to extract digital evidence. This device can extract a significant amount of data from the
mobile devices (even when locked and passcodes are unknown) from victim, witness, and
suspect devices. The GrayKey is a unique tool in the market that allows this level of access into
locked devices, and it is solely manufactured, supported, and sold by Magnet Forensics, LLC for
Law Enforcement use. The purchase of 3 devices will be deployed at the CATCH Response
Team laboratories.
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

The use of the GrayKey devices will enhance the extraction of evidence and information from
cellular devices for criminal investigations. The ability to unlock key information timely will help

the department solve cases faster and reduce crime within the communities.

Contract Historv and Price Reasonab leness

RSO and the CATCH Response Team have utilized lvlagnet Forensics' digital forensics
GrayKey (provided by the San Diego CATCH Team) in the main laboratory for over five years.

During this time, GrayKey has proven its usefulness in numerous investigations. The CATCH
Response Team examined approximately 900 phones last year and the Gray Key was utilized
in at least 40% of those cases. The CATCH Response Team has also utilized Magnet Forensics
software (called Axiom) over the last 10 years to process the digital evidence extracted from the
phones. ln using the GrayKey and Axiom platforms, Magnet Forensics has proven themselves
as a reliable forensic hardware/software company and the CATCH Response Team plans on
continuing to utilize these devices in the years to come.

The five-year cost for the licenses and software support bundle for all three devices will total

$373,386.20. ln addition, RSO is requesting a contingency of $20,000 to be dispersed
aggregately through the five-year contract term to allow for replacement, or purchase of
additional devices or licenses.

Attachments

1. Approved Single Source Justification
2. RCtr H-11 R|TM0352242
3. End User License Agreement
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END USER
LICENSE AGREEMENT

"Confidential lnformation' means any information regardless of form or medium, whether tangible
or intangible, including any copies or fixations made thereof that is disclosed by discloser, or to which
the r€cipient is provided access by discloser, that is proprietary or confidential to discloser or its
affiliated compani6s, including, without limitation, information that specifies, concerns or is related to
disclose/s intellectual property, Software, Documentation, Product, trade secrets, business
operations, financos, customers, tochnical know-how, prototypes, designs, processes, products,
services, or the development, testing or commercial exploitation of any of the foregoing that is either
specifically identifiGd as confidential prior to or at the time of its disclosure or that would reasonably
be considered by a person knowledgeable in the industry to be proprietary or conJidential in nature
because of legends or other markings on the information, the circumstances of disclosure or the
nature of the informalion itself. Confldential Informatlon lncludes, wlthout llmltatlon, (l)
lnformatlon coneeming the methods of use, lntemal components, feature3, functlons and
solutlons of GrayKey and VeraKey Producta, Infomatlon found on the Magnet Forenslca
support website, and (lD any copleE, photographs, or other reproductlons of the foregolng,
whether or not markcd as "confldentlal" or "proprletary."
"Documentation' means the electronic, printed or other form of documents that accompany delivery
of the Product that provides information about installation, operation, and use of the Product.

means the physical components, devices, or equipment provided to you by Magnet
Forensics used for the operation of the Software.

"Llcense Tem' means the time period identified in Your Quotation or if no such period is identified in
Your Quotation then for one (1) year comm€ncing on the date the Sofi\flare is available to You.

'Magnet Forensl6" has the meaning set out in Section 12.1.

"Magnet Softrarc' means the pmprietary sofuvare of Magnet Forensics.

"Perpetual License" means a license purchased with a perpetual License Term as identified in a
Quotation.

"Product" means the Magnet Forensics supplied products identified in the Quotation, which may indude,
Hardware, Soft\ ,are, and Supporl Services.

"Quotation' means the quotation provided to You by Magnet Forensics or a Magnet Forensics
authorised reseller outlining the terms, conditions, and pricing details for the licensing of Magnet
Hardware, Sofhrvare, and Support Services. Please see Schedule D.

'Software' means the Magnet Software and Third Party Sofl\ are.

"Support Services' means the support services included in the Term License or separately
purchased as part of the Perpetual License as indicated on Your Quotation and, in each case,
described further in Section 4.1.

'"Term License" means a license purchased with a non-perpetual License Term as identified in a
Ouotation.

"Third Party Software" means the copyrighted, patented or othemise legally protected software of
third parties (including open-source code components) incorporated into the Software.

"Usef means a single user who uses the Software as permitted by this Agreement or is otherwise provided
access to the Softrare by You.

You', and YouF means the entity lhat purchases the license for Software pursuant to this
Agreement.

Version 20240416
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This End User License Agreement (the "Agrecment") is a legal agreement between You (the party who
signs this Agreement) and Magnet Forensics respecting Your use of the accompanying Sofh,vare and is
effective as of the date of last signature (the "Effoctive Date').

1 Definitions

1.1

1.2

1.3

1.4

1.5

1.6

1.7

1.8

1.9

1.10

1 .11

1.12

1 .13

1.14

1 .15
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2 Liconse Grant

2.1 License. The licensed rights to the Software granted to You by Magnet Forensics are as sel out in
Schedule A (Licensed Rights), Schedule B, and Schedule C to this Agreem€nt, as applicable.

3 Fees, Taxes, and Delivery

3.1 Fees. You agre6 to pay Magnet Forensics all applicable fees identified in the Quotation within thirty
(30) days from date of the invoice. Magnet Forensics shall invoice You upon th€ earlier of: (a) You
issuing a purchase order to Magnet Forsnsics that relat€s to the Quotation; (b) Your signing the
Quotation; and (c) Your written indication, by email or otherwise, of Your approval of the Quotation.
lf You fail to pay any amount under this Agreement that is due and payabl€, and such failure remains
unremedied for a period of thirty (30) days following written notice of d€fault by Magnet Forensics,
in addition to any other rights and rem€dies available to Magnet Forensics, Magnet Forensics shall
be entitled to charge interest on all outstanding amounts at the lesser d 1.5o/o per month or the
maximum rate permittod by law.

3.2 Taxes. You are rosponsible for all taxes relating to Sofhrare and seNices identified in a Quotation
(excluding any tax€s based on the income of Magnet Forensics). Unless otherwise indicated, all
amounts payable by You under this Agreement are exclusive of any tax, duty, levy, or similar
gov€mmenl charge. lf You are required to withhold any taxes from payments owed under this
Agreement, the amount of payment due shall automatically be increased to offset such tax, so that
the amount actually remitted to Magnet Forensics shall equal the amount invoiced or othenvise due.

3.3 Delivery. Software will be provided by electronic means. Title and risk of loss to tangible products
such as Hardware pass to you upon delivery, which occurs when Magnet Forensics places them
with a canier for shipment to you, freight prepaid.

4

4.1

4.2

Suppo Servlces

Support Services. Details of suppo( packages can be found at www.maonetforensics.com/leqal/.

Magnet Forensics does not require Your personal data to provide Support Services. lf, however, as part
of an incidenl resolution, You wish to provide Magnet Forensics with Your data or information (i.e.
video footage, screen shots, case file data), You are solely responsible and liable in connection with
the provision of such data to Magnet Forensics, including, without limitation, ensuring that the
collection, processing and transfer of such data is in compliance with all applicable laws. Any data
You choose to provide to Magnet Forensics in connection with the licensing and/or support of the
Software shall be processed and stored in accordance with the conlidentiality provisions of this
Agreement and the Magnet Forensics Privacy Policy available at
https ://www. maqnetforensics.com/leqal/.

5 lntellectual Property Rights

5.1 License Only. Except for the limited license set forth herein, You do not acquire any intellectual
property rights to the Product or Documentation under this Agreement, including, without limitation,
any right, title or interest in and to patents, copyrights, trademarks, trade names, industrial designs,
Magnet Forensics Confidential lnformation, or trade secrets, whether registered or unregistered.
The Software is licensed and not sold. Any rights not expressly granted under this Agreement are
reserved by Magnet Forensics.
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5.2 Feedback. Magnet Foronsics shall own all feodback, comments, suggestions, id€as, and concepts
that You provide or identify during Your use of the Product and Support Services, and all associated
intellectual property rights (collectively the "F6edback'). You hereby assign to Magnet Forensics all
of Your right, title and intorest in Your Feedback. For certainty, Feedback shall not include any of
Your data, Confidential lnformation, or intellectual property.

6 Confidentiality

6.1 Maintonance of Confidential lnformation. Subject to applicable law, oach party agrees to: (a) keep
confidential all Confldential lnformation disclosed by the other party; (b) only use, reproduc€ and
disclose the Confidential lnformation to facilitate the use of the Software (in Your case) or support
and develop the Software (in Magnet Forensics' case); and (c) protect the Confidential lnformation
from unauthorized use, reproduction or disclosure in the same manner it protects the confidentiality
of similar information of its own, but not less than a reasonable degree of care.

6.2 A disclosure of Confidential lnformation that is legally compelled to be disclosed pursuant to a
subpoena, summons, order or other judicial or govemmental process shall not bo considered a
breach of this Agreement; provided that You promptly notify Magnet Forensics in writing, if
notification is permitted by law, and use commercially reasonable efforts to assist Magnet Forensics,
at Magnet Forensics' expense, in opposing such disclosure or obtaining a protective order or other
reliable assurance preventing or limiting such disclosure and/or ensuring that confidential treatment
will be accorded to any Confidential lnformation that is disclosed. Such disclosure does not remove
the Confidential lnformation so disclosed from the protection of this Agreement. No further
disclosure beyond the scope of such order is allowed.

7 Warrantles.Exclusions,Disclalmer

7.1 Software Wananty. While Your Support Services are active, Magnet Forensics wanants that the
Software shall materially conform to the Documentation. lf the Software does not materially conform
to the Documentation, and you give Magnet Forensics notice while Your Support Services are active,
Magnet Forensics will, at its option, attempt to conect, repair, or replace the Softrvare at no additional
cost to You. lf Magnet Forensics is unable to conect the Software to conform with the wananty stated
herein within thirty (30) days, then upon Your request, Magnet Forensics shall, as your sole and
exclusive remedy, refund You: (a) a prorated amount of any unused prepaid license fees if You
purchased a Term License; or (b) a prorated amount of any unused prepaid Support Services fees
if You purchased a Perpetual License.

7.3 EXCLUSIONS. THE WARRANTIES SET FORTH IN THIS SECTION 7 ARE THE EXCLUSIVE
WARRANTIES MADE BY MAGNET FORENSICS TO YOU REGARDING THE PRODUCT, AND
YOUR SOLE AND EXCLUSIVE REMEDY RESPECTING ANY DEFECTS, NON.CONFORMITIES
OR PROBLEMS WITH THE PRODUCT. EXCEPT AS SET FORTH IN SECTION 7.1 AND 7.2,
MAGNET FORENSICS DISCLAIMS ALL OTHER REPRESENTATIONS, WARRANTIES AND
CONDITIONS, WHETHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
EXPRESS OR IMPLIED REPRESENTATIONS, WARRANTIES OR CONDITIONS OF
MERCHANTABILITY, MERCHANTABLE QUALITY, PERFORMANCE, FITNESS FOR A
PARTICULAR PURPOSE, DURABIL|ry, ACCURACY, RELIABILITY, NON.INFRINGEMENT, OR
ANY OTHER WARRANTY OR CONDITION ARISING BY STATUTE, CUSTOM OR USAGE OF
TRADE RELATED TO THE PRODUCT PROVIDED HEREUNDER. To the maximum extent
permitted by law, any implied wananties or conditions relating to the Sofhflare that cannot be
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7.2 Viruses, Licenses, Support Services. Magnet Forensics (a) has implemented testing practices
consistent with industry standards designed to protect against viruses that may impede the Software;
(b) includes fully paid-up licenses to any and all Third Party Software incorporated into the Software;
and (c) will perform all Support Services in a good and workmanlike manner consistent with industry
standards.
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excluded as set out above are limited to thirty (30) days from the date that the Software is delivered
to You.

8 Llmitatlon of Liabllity

8.1 NOTWITHSTANDING ANY OTHER SECTION OF THIS AGREEMENT, IN NO EVENT SHALL EITHER
PARTY BE LIABLE TO THE OTHER PARTY WHETHER IN AN ACTION IN CONTRACT, TORT,
PRODUCT LIABILIry, STRICT LIABILITY, STATUTE, LAW EQUITY, OR OTHERWISE ARISING
FROM OR RELATED TO THIS AGREEMENT OR ANY ORDER FOR (A) INDIRECT, SPECIAL,
INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES OR LOSSES; (B) LOSS OF
PROFITS OR REVENUE (OTHER THAN IN AN ACTION BY MAGNET FORENSICS TO RECOVER
PAYI\4ENT OF A PRICE OWED); OR (C) LOSS OF TIME, OPPORTUNIW OR ANY DAMAGES
REI.ATING TO THE CORRUPTION OF OATA, LOSS OF THE USE OF DEVICES OR ANY PORTION
THEREOF, AND DAMAGES CAUSED BY YOUR FILES, CONNECTED DEVICES, OR DATA
COLLECTEO BY YOU, EVEN IF THE OTHER PARTY IS ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. EACH PARTY'S CUMULATIVE LIABILITY FOR ALL CLAIMS ARISING OUT OF OR IN
CONNECTION WITH THIS AGREEMENT (OTHER THAN IN AN ACTION BY MAGNET FORENSICS
TO RECOVER PAYIVIENT OF A PRICE OWED) WILL NOT EXCEED THE AMOUNT PAID BY YOU
FOR THE PRODUCT IN THE TWELVE (12) MONTHS PRECEDING THE CLAIM GIVING RISE TO
SUCH DAMAGES.

8.2 SECTION 8.'l SHALL NOT APPLY TO EITHER PARTYS LIABILITY lN RELATION TO: (A)
INDEMNIFICATION OBLIGATIONS OF EITHER PARTY UNDER SECTION 9 (INDEMNIFICATION)
UNDER THIS AGREEMENT; (B) MISAPPROPRIATION OR INFRINGEMENT OF THE OTHER
PARTY'S INTELLECTUAL PROPERW; (C) BREACHES OF CONFIDENTIALITY UNOER SECTION 6;
AND (D) YOUR PAYVENT OBLTGATTONS TO MAGNET FORENSTCS, PROV|DED, HOWEVER,
THAT MAGNET FORENSICS' CUMULATIVE LIABILITY UNDER SECTION 9.2 RELATING TO
THIRO PARTY SOFTWARE SHALL IN NO EVENT EXCEED THE LESSER OF: THREE TIMES
(3X) THE AMOUNT PAID BY YOU FOR THE SOFTWARE IN THE TWELVE (12) MONTHS
PRECEDING THE CTAIM GIVING RISE TO SUCH DAMAGES AND ONE MILLION USD
($1,ooo,ooo.oo usD).

9 lndemnification

9.1 Your lndemnification of Magnet Forensics. You will defend and indemnity Magnet Forensics hom and
against any third-party daim, cause of action, legal proceeding, cost, award of damages or any other
judgment and legal expenses ("Claim') in relation to: (a) any Claim arising from the modification,
combination or use of the Software with equipment softrvare, interhces, or other materials that arB not
specifically authorized by Magnet Forensics; and (b) Your collection and use of data resulting from Your
use of the Softruare and any actions You take as a result ther€of; and (c) unauthorized use of the Product.

9.2 Magnet Forensics lndemnity. Magnet Forensics will defund You from and against any suit brought against
you by a third party to the extent the suit alleges that your use of a Product inftinges a valid patent in
Canada orthe United States (an "lP Claim"). Magnet will also pay the damages, cosb, aM aftomeys'fees
that are awaded against you in a final, non-appealable court judgment for the lP Claim, or required to be
paid by you in a settement of an lP Claim that Magnet has agreed to in writing. You agree to (i) give
prompt notice of the lP Claim to Magnet Forensics; (ii) grant sole mntrol of the defense and settement of
the lP Claim to Magnet Forensics; and (iii) provide reasonable cooperation to Magnet Forensics and, at
Magnet Forensics' request and expense, assistance in the defense or settlement of the lP Claim (Your
lndemnification Obligations") and Magnet Forensics shall not be liable to the extent an lP Claim, or portion
thereof, is attributable to Your breach of Your lndemnification Obligations. ln the event of an lP Claim,
Magnet Forensics may, at its option and expense: (a) obtain for You the right to continue to use the Product;
(b) substitute a substantially equivalent non-infringing product; (c) modiry the Product to make it non-
inftinging; or if (a), (b), and (c) are not commercially feasible, then (d) terminate Your license and require
that You no longer access and use the Product. lf Your license is terminated, You must retum or destroy
the Product and within 30 days of receipt of all of the Producl or certification of destuction hereof, Magnet
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Forensics shall refund You x) a prorated amount of any unused prepaid license fees if You purchased
a Term License; or y) a prorated amount of any unused prepaid Support Services fe€s if You
purchased a Perpetual License. The indomnity obligations under this dause do not extond to Claims
arising fiom or relating to: (aa) any modification to the Product or us€ in combination with any equipment,
soft\flare, data or any oth6r materials not authorzed by Magnet Forensics where the infingemont would
not hav6 occuned but ficr such aciivity; (bb) use of the Product by You in a manner contrary to the torms
of this Agr€ement where the infringemont would not have occuned but for such us6; (cc) the continued
use of the infringing Product aft6r Magnet Forensics has provided substantially equivalent non-infringing
soflware, a noninfiinging modification of the Produc{, or terminated Your license in accordance with lhis
Agreement; or (dd) cusbm Product devoloped at Your request while utilizing Your specifications.
NOTWTHSTANDING AT'IY TERMS TO THE CONTRARY IN THIS AGREEMENT, THE PROVISIONS
OF THIS CLAUSE STATE THE ENTIRE LIABILITY AND OBLIGATIONS OF MAGNET FORENSICS
AND YOUR EXCLUSIVE REMEDY WTH RESPECT TO ANY ACTUAL OR ALLEGED
MISAPPROPRIATION, VIOLATION AND/OR INFRINGEMENT OF ANY PROPRIETARY AND/OR
INTELLECTUAL PROPERTY RIGHTS ARISING OUT OF OR IN CONNECTION WITH THIS
AGREEMENT.

9.3 Mutual General lndemnity. Each parly will defund and hold harmless the other ftom and againstany Claim
arising from anyof the following: (a)gross negligence, willtul misconduct, fraudulent misrepresentation and
fraud by a party; (b) bodily injury or death caused by a party; and (c) breach of confidentiality obligations.

10 Term and Temination

10.1 Term of Agreement This Agrcement shall survive for one (1) year afier the termination or expiry ofYour
License Term.

10.2 Termination fior Convenience. You may terminate this Agreement and Your license for Soft,vare at any
time upon written notice to Magnet Forensics but You will not be enti0ed to any refund.

10.3 Termination for Brcach. Either party may terminate this Agreement and any License Term immediately
upon nolice to the other if: (a) tle other parly materially breaches a material term or condition of this
Agteement which breactr remains unremedied for hirty (30) days folloirring written notice thercof by the
other parly, or imrnediatdy if sucfi brE3ch is not capable of remedy; (b) the other party becomes invoved
in any legal proceeding conoeming its solvency, commences liquidation proceedings, has a receiver or
administsator appointed fur any of its as.seb, ceases or threatens to cease operations, or otheMise has a
serious and rcasonable doubt arise respecting its solvency; or (c) if Magnet Forensics determines in its
sole discletion hat licensing fie Produc{ to You would violate applicable laws. lf Your License Term is
terminated due to breacfi by Magnet Forensics under (a) above, where Magnet Forensics is the relevant
party under (b) above, or by Magnot Forensics in accordance with (c) above, Magnet Forensics shall refund
You: (i) a prorated amount of any unused prepaid Lic€nse fees if You purchased a Term License; or (ii) a
prorated amount of any unused prepaid Support Services fees if You purcfiased a Perpetual License.

10.4 Terminatiory'Expiry Ouigation. Upon termination orexpiry of this Agr€ement, and, if earlier, termination or
expiry ofa Term License, free fial or any Beta Period, You shall immediately cease all use and access of
the Soft\i/are and destoy or permanenty delete all copies of the Softrvare in Your possession along wih
any Documentation delivercd to You or derivative works made herefriom.

10.5 Request for lnformation for Compliance. Upon request of Magnet Forensics, You agree to provide
reasonable information on a timely basis to confirm Your mmpliance with the license rights and restriclions
to the Product. Your failure to comply with this Section 10.5 will be deemed to be a material breach of this
Agreement.
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11 Compllanco wfth Export Laws and Ethical Conduct

1 1.1 You shall not export any Producl, Docum€ntation, or Confdential lnformation unless You comply witr all
applbable inbmational trade laws (lTRl'). Furth6r, You wanant (a) You are not no\ , and have never be€n
on any Restic{ed Party List or any sancllons list in the counties in which You conduct business; and (b)
You understaM and abide by ITR laws adminbtsred by the country in which You conducts business. You
agrc€ not to engag€ in any action in any way that would cause Magnot Forcnsics to violate ITR laws of tho
county in which it conducts business, including providing Magn€t Forensics Prcduc{, Documentation, or
Confidential lnformation to any person in any country subject to compEhensive sanctions by the U.S.,
Canada, the UK, EU, tho EU member state and Singapors or any person on a Reslrictod Party List. You
agroe to indomniry Magnet Forensics to the extent Your actions or inactions have caus€d Magnet
Forensics to violate ITR laws and the ITR of the country in which it conducls business. You agre6 to
maintain a sanc'tions comdiance policy and controls to ensuro compliance wittr the applicable economic
sanctions and upon request provide a Magnet For€nsics with a copy of such policy.

11.2 lf the Soflr,vare is being licensed by or on behalf of the U.S. Govemment or by a U.S. Govemment prime
contractor or subconfador (at any tier), then, as a mmmerdd item, the Govemment's rights in the
Sofivvare will be only as set forth: (a) in this Agreement; or (b) as provided in FAR 12.212 (Computer
Sofiware) and (for Department of Defense use or disclosure) OFAR 227.7202-3 (Rights in Commercial
Computer Sofi\ ,are or Computer Sofiware Documentation), whichever set of rights provided in (a) or (b)
are the more restrictive.

1 1 .3 Throughout Your use of the Product, You agree to comply with the Magnet Forensics Business Code of
Conduct found at h ma al. Failure to comply with tle Business Code of
Conduct may resuft in the suspension or termination of access to the Soft,vare, as ouuined in this
Agreement.

12 Magnet Forcnsl6 Entlty, Govemlng Law

12.1 "Magn6t Forensics' means:

a) Where Your "Bill To" address identified on the Quotation is in Canada, Magnet Forensics lnc., with
an otfice al2220 University Avenue East, Suite 300, Waterloo, Ontario, Canada N2K 0A8.

b) Where Your "Bill To" address identified on the Quotation is in France, Magnet Forensics SAS, with
an office at cy'o WeWork 33 Rue La Fayette Paris, France 75009.

c) Where Your "Bill To" address identified on the Ouotation is in Germany, Magnet Forensics GmbH,
with a registered office at o/o Eversheds Sutherland (Services) GmbH, Brienner Strabe 12, 80333
Munich, Germany.

d) Where Your 'Bill To" address identifled on the Quotation is anywhere other than in Canada, France,
and Germany, Magnet Forensics, LLC, with an oftice at c/o Corporation Trust Center, 1209 Orange
Street, Wilmington, Delaware 1980'l .

12.2 Goveming Law' This Agreement is governed by and construed under, exduding any body of law
goveming conflicts of laws, the laws of: (a) England, where Your 'Bill To' address identfied on the
Quotation is in Europe, Greenland or the UK; (b) Ontario, Canada, where Your "Bill To" address identified
on the Quotation is in Canada, or (c) Califomh, U.S., where Your "Bill To' address identified on the
Quohtion is anlnrvhere else. You inevocably waive any ob,iection on the grounds of venue, forum non-
conveniens or any similar grounds and inevocaHy consent to service of process by mail or in any oth€r
manner permitted by apdicable law. You also waive any right to a trial by jury with respect to any lawsuit
or judicial proceeding arising or relatjng to this Agreement. You agree that the United Nations Convention
on Contracb for the lntemational Sale of Goods shall not apply to this Agreement.

Version 20240416 Page 6 of 17

u(,r,Usrgfl EllvrruPl, ru



uuuusrull ErvcruPE ru

IIII'IGNF:T
FORENSICS'
13

13.1

END USER
LICENSE AGREEMENT

13.2

General Provisions

Entire Agreement. This Agreement constitutes the entire agreement between the parties and
sup€rsedes all previous agreements, promises, assurances, wananties, repres€ntations, and
understandings relating to the subject matt€r hereof. Your additional or different terms and conditions,
whether on Your purchase order or othenrvise, shall not apply.

Force Majeure. Noither party shall be doemed to be in default of this Agreement for failure to fulfill
its obligations due to causes beyond its r€asonable control. This provision shall not be construod as
excusing any payment obligations.

13.3 Waiver. No waiver by either party of a breach or omission by the other party under this Agreement
shall be binding on the waiving party unless it is expressly made in writing and signed by the waiving
party. Any waiver by a party of a particular breach or omission by the other party shall not affect or
impair the rights of the waiving party in respect of any subsequent breach or omission of the same
or different kind.

13.4 Notices. Any notices, reports or other communications required or permitted to be given under this
Agreement shall be in writing and shall be delivered by hand or sent by registered mail, courier,
facsimile or electronic mail. For notices to You, Magnet Forensics shall send such notice to Your "Bill
To'Address. For notice lo Magnet Forensics, You shall send such notice to Attn: Legal Department,
Magnet Forensics, with an offce at 300 Colonial Center Pkwy, Suite 130, Roswell, cA 30076, United
States.

13.5 Assignment. You shall not assign or transfer this Agreement (including, without limitation, by
operation of law, merger, reorganization, or as a result of an acquisition or change of control) without
the prior written consent of Magnet Forensics, which consent will not be unreasonably withheld,
conditioned or delayed. This Agreement shall be binding upon the parties hereto and their respective
lawful successors and permitted assigns. Any purported assignment in violation of this Section 13.5
shall be null and void.

13.6 Survival. Section 6 (Confidentiality), Sectlon 8 (Limitation of Liability), Sec'tion I (lndemnification), and any
other provision of this Agreement which by its nature would survive the termination or expiration of this
Agreement shall do so.

13.7 Electronic Execution. The parties agree to the use of electronic communication in order to enter into this
Agreement, Quotations, purchase orders and any other notices or re@rds. You hereby waive any rights
or requirements under any laws in any jurisdiction which require an original, non-electronic signature or
delivery or retention of non-electronic records, to the extent permitted under applicable law.

13.8 lnvalidity. lf any part of this Agreement is determined to be invalid or unenforceable pursuant to applicable
law, then the invalid or unenforceable provision will be deemed supersded by a valid, enforceable
provision that most closely matches the intent of the original provision and the remainder of this Agreement
shall continue in full force and effect.

[signature page followsl

Version 202404'16 Page 7 ot 17
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By: /*r.J/-
V. Manuel Perez. Chair
Board ol Supervisors

lN WITNESS WHEREOF, the parties executed this Agreement.

COUNTY OF RIVERSIDE, a political
Subdivision of the State of California MAGNET FORENSICS, LLC, a

Delaware Corporation

a;;:" I/...4*?LBy
Na ,rFqger"quews*vr,
Title:

Datcd:

Chief Financial Officer

0 5 - Feb-202 5

DS

Bevietued bv Legol

Josh Rbrohom

Dated L\>

ATTEST:
Kimberly Rector
Clerk of the Board

By
Deputy

APPROVED AS TO FORM:
Minh C. Tran
County Counsel

By
Amrit P. hillon
Deputy County Counsel

Darcd. 
2t5t2025

MAR 1r 2025 3.L9
Version 20240416 Page 8 of 17
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1 Definitions.

1.2

1.3

1.4

1.5

1.6

1.7

1.8

1.9

2 Llcense Grant. Magnet Forensics hereby grants to You a limited, non-€xclusive, revocable, non-
transferable, non-sublicensable license to use the Software on Your internal business networks for the
number of Users, installs, and/or lnstances and License Term indicated in Your Quotation in
accordance with the terms set forth in this Agreement and the Documentialion. Your license only
permits you to possess and use the Sofh,vare in object code form. For certainty: (a) academic licenses
are granted for academic, non-commercial use only: (b) licenses for Magnet AUTOMATE products are
licensed on a per 'control node' and "agent node" basis; (c) Machine Licenses are solely permitted for
use of the Software on the Machine on which such Sofhrare is first installed and by the original User;
and (d) Dongle Licenses are for use on Machines only (and not for use in cloud or other virtual
environmenls), and cannot be shared between individual Users. For further certainty; (i) Enterprise
Licenses, CLS Licenses and LLS Licenses allow for concunent Users of the Software as indicated in
Your Quotation; and (ii) a unique key codc is issued for a Case License tied to the original single
source, with requirements for additional single sources requiring an add-on purchase. lt is your
responsibility to fully comply with all applicable laws in using and handling the Software and any
additional third-party license terms applicable to Third Party Soft\ffare.

3 Restrictions. You shall not and shall ensure that Users shall not:

3.1 copy, reproduce, or modify the Product or any part thereof, including, but not limited to, combining
with other software or hardware other than as aulhorized by Magnet Forensics in writing;

3.2 enhance, improve, alter, create derivative works, reverse engineer, disassemble, deconstruct,
impair, translate, decrypt, reverse compile or convert into human readable form the Software or any
part thereof;

3.3 distribute, lend, assign, license, sublicense, lease, pledge, rent, transfer, sell or otheruise provide
access to the Software, in whole or in part, to any third party;

3.4 use any Product on a time sharing, service bureau, application services provider (ASP), rental or
other similar basis;

"Case License" means the Software is subject to a license fee that is based on granting access to
the Software for a single source (i.e. single hard drive or image file).

"CLS License" or "LLS License" means the Software is subject to a license fee that is calculated
based on the number of concurent usage virtual license Keys identified in the Quotation as available
at any one time to be downloaded by Users. CLS (Cloud License Server) virtual license Keys are
hosted in an online, cloud-based environment whereas LLS (Local License Server) virtual license
Keys are hosted on Your premises.

"Dongle' means a USB device provisioned wilh the Software.

"Dongle Llcense' means the Software is subject to a license fee that is calculated per Dongle.

"Enterprlse License'means the Software is subject to a license fee that is calculated based on a
maximum number of Software installs and/or concunent Users as set out in the Quotation.

"lnstance'means a copy of the Sofhflare that a User is authorized to use. The maximum number
of lnstances per User are stated in the Quotation.

"Key" means the license key provided to You by Magnet Forensics to permit access to and use of
the Software to a User.

"Machlne' means each hardware machine or hardware unit on which the Sofiware is used.

'Machlne License' means the Sofrware is subject to a license fee that is calculated per Machine.

Page 9 of 17
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3.5 remove, deface, cover or otherwise obscure any proprietary rights notice or identification on the
Software;

3.6

3.7

circumvent or disable copyright protection mechanisms or license managemenl mechanisms;

photograph or record any of the Product's compononts, whether internal, external or as digitally
displayed;

use the Product to provide servicss to third parties (including technical or training services), or
otherwise publicly display or market the Softrvare, for the purposes of Your commercial gain;

use the Product in conjunction with other software or hardware, except as authorized in writing by
Magnet Forensics;

use the Product in any unlawful mannor or to violate any rights of a third party; or

authorise, permit or otherwise acquiesce in any other party engaging in any of the activities set forth
in 3.1 - 3.10 above, or attempting to do so.

3.8

3.9

3.10

3.11

For the purposes ofthis provision "copy" and "reproduce" shall not include: (A) making additional copies
of the Soft\Arare for Your or/n use, as long as only one copy may be used at any one time in accordance with
the Documentation; or (B) making one back-up mpy of the Soft,vare.

4 Restrictions Appllcable to Consultant Licenses. Notwithstanding Section 3.8, if Your license is
identified in a Quotation as a "consultant license", You may use the Software in relation to Your
provision of forensic analysis services to a third party for commercial gain, subject to Your compliance
with all other terms of this Agreement and the payment of all applicable fees, provided that the following
additional restrictions shall apply:

4.1 You shall be solely responsible for Your services, including any use or operation of the Software
(both separately or in combination with any other software), to provide such services, and, as Magnet
Forensics expressly disclaims all liability for any claims, losses or damages relating to Your services,
You agree to indemnify Magnet Forensics against all such claims, losses and damages;

4.2 You shall not permit Your customers to use the Software (with the exception of using the Portable
Case functionality);

4.3 You shall not use the Software to provide digital forensics training to third parties (including
instructions on how to use the Software), unless You have first obtained Magnet Forensics' express
written permission;

4.4 You shall not, whether in an agreement for Your services or othenrise, in any way modiry, negate or
override any terms and conditions of the protections afforded to Magnet Forensics under this
Agreement;

4.5 You shall not engage in deceptive, misleading, illegal or unethical practices that might reasonably
be detrimental to Magnet Forensics or its products or services;

4.6 You shall not make any representations, warranties or guarantees about Magnet Forensics or its
products and services except as expressly set out in this Agreement; and

4.7 where You wish to publicize, market or otheruvise promote the use of the Software in Your services,
You must do so in a manner consistent with Magnet Forensics' External Marketing Policy (located
at httos://www-maon etforensics.com/wo-
contenvuoloads/202211 1 /MaqnetForens ics BrandGuidelines.pdf) and any other marketing and
trademark requirements set out by Magnet Forensics from time to time. Any use of Magnet
Forensics' Trademarks shall remain unchanged and give legal notice of such trademark status.

Version 20240416 Page 10 of 17
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5 Beta Software. lf You have requested use of or have access to Software or features that are identified
by Magnet Forensics as pre-commercial, preview release, 6valuation, pilot, "alpha", or "beta" sofh/vare
("Beta Software"), the license rights set out above with respect to Your use of such Beta Software apply
only to the extent necessary to enable You and the Users to test and provide Feedback to Magnet
Forensics regarding the Beta Software. You acknowl€dge and agrse that Magnet Forensics may
terminate Your use of Beta Software at any time and may include tochnical measures in the Beta
Soflware that renders it inoperable and You agree that You will not circumvent such tochnical
measures. You further acknowledge and agree that the Beta Software is provided 'AS lS" with none
of the representations, warranties, or indemnities provided in the Agreement. ln consideration of the
grant of license for the Beta Software, You agree that You will provide Magnet Forensics with Feedback
on Beta Software as Magnet Forensics reasonably requests without any compensation.

6 Trial Licenses. lf Your License is indicated as a Trial License on the Quotation ("Trial License"), the
license righls set out above with respect to Your use of such Trial License apply only for the time period
authorised by Magnet Forensics ('Trial Period") and solely to the extent necessary to enable You and
the Users to test the Product in order to identify if the Product is suitable for purchase from Magnet
Forensics. Additionally, the Product underlying the Trial License or delivered to you as a Free Tool is
provided "AS lS' with none of the representations, warranties or indemnities provided in the Agreement.
Notwithstanding the Trial Period, Magnet Forensics may terminate Your Trial License at any time and
require that You cease using the Software.
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Schedule B - Addltional VeraKey T€rms and Conditions

1 Definitions.

1.1 'Authorized Country" means a country in which Magnet Forensics has authorized use of the
VeraKsy as set out in the Documentation.

1.2 "Authorized User(s)" means employees who are authorized by You to access or use the Product
and Softwar€. You agree to limit the number of Authorized Users to those employees who perform
extractions in the normal course of their employment.

1.3 "Authorized Device" means mobile devices (a) owned and controlled by you; (b) if you are retained
to perform an lnvestigation by a third party, owned by such third party; or (c) owned by an individual
that has expressly, voluntarily, and specifically authorized you in writing, without coercion or threat
of reprisal, to perform an Extraction of their mobile device.

1.4 "Extractlon' means the use of the Product to extract data from an Authorized Device.

2 Llcense Restrlctlons. lf You are licensing the VeraKey Product, as identified in Your Quotation, You
agree to the following additional restrictions in addition to the license rights and restrictions set out in
Schedule A of this Agreement:

2.1 You may only use the VeraKey Product in an Authorized Country for Extractions on Authorized
Devices in aid of an official investigation of corporate malfeasance including (a) fraud, (b) bribery,
(c) theft, (d) antitrust violation, (e) sabotage, (f) breach of confidentiality obligations, (g) securities
violation, (h) lP infringement or misappropriation of intellectual property, (i) as part of or in response
to an official govemment investigation or request for product of documentation (FDA, SEC, FTC,
OSHA, etc.), (j) as part of a legally compelled production of documents by a court of competent
jurisdiction, (k) in defense of a criminal charge filed in a court of competent jurisdiction, where such
investigation is made in response to an official complaint supported by reasonable evidence (each,
an "lnvestigation") and for no other purpose ("Authorized Extraction(s)"). You agree not to use the
Product to screen, audit, spot-check, or otherwise discover instances of corporate malfeasance or
violation of corporate policy. Prior to performing an Extraction, Magnet Forensics may require that
you or your Authorized User(s) certify that the contemplated Extraction meets the above definition
of an Authorized Extraction. You warrant that any certiJication materials submifted as part of Your
Authorized Extraction certification responsibilities are true and conect in all material respects.

2.2 To the extent legally practicable, Authorized Devices must remain in Your possession and control
until after the software agent employed by the Product has been successfully uninstalled from such
Authorized Devices.

2.3 Only Authorized Users who have obtained any necessary consents and approvals are permitted to
a@ess and use the Product or Software in connection with any Extractions. You shall notiry Magnet
Forensics in writing the name and user information associated with each Authorized User, and within
thirty (30) calendar days following a change of an Authorized User's employment status such that
the Authorized User ceases to be authorized by You to access or use the Product and Software
either through ceasing to be employed by You or a change in his or her position within the Your
organization such that he or she is no longer authorized to access or use the Product and Sofhrrrare.

2.4 You agree to designate an employee with senior management and oversight responsibilities within
your organization to act as Your "Primary Authorized User." The Primary Authorized User will be
notified each time an extraction is performed on the device and shall supervise use and security of
the Product and Software. You agree to require the Primary Authorized User, as part of thek
employment obligations, to monitor the use of and ensure the security of the Product. The Primary
Authorized User is not permitted to perform Extractions. You shall notify Magnet Forensics in writing
the name and user information associated with the Primary Authorized User, and within thirty (30)
calendar days following a change of the Primary Authorized User's employment status such that the
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Primary Authorized User ceases to b6 tasked by the Licenseo to oversoe th6 use and security oftho
Product and Software.

2.5 You will conduct, at your 6xp6nse, background checks on your employees (including but not limited
to Authorized Users) and those of your agsnts and subcontractors who will hav€ acc€ss (whether
physical, remote, or otherwise) to Magnet Products or Software. You will not permit your omploy€es,
agents, or subcontractors (including the personnel of any of its agents or subcontractors) that have
been convicted of a fslony crime or has agreed to or entered into a pretrial diversion or similar
program in connection with a felony crime to have access to: (a) Magnet Forensics Confidontial
lnformation; (b) the secure environment in which the Product is stor€d; (c) the Product, the Sofh^,are,
or any associaled materials.

2.6 You covenant and agree to keep the Product in a physically secure environmont at all times, and to
take all necessary precautions to restrict use of the Product to Authorized Users. You acknowledge
and agree that for the Product to function properly in online mode, the Product must be connected
to the lnternet.

2.7 Magnet Forensics may use third-party monitoring tools to ensuro that You comply with the foregoing
restrictions. You acknowledge that Your use of the Product may be subject to additional terms and
conditions as set by the third-party responsible for such tools.

3 Warranty Disclalmer. Notwithstanding Section 7.1 of the Agreement, You acknowledge and agree
that the Software is provided ASJS and without any wananty of any kind. Further, You acknowledge
that all case stakeholders are aware of and understand the associated risk that the Authorized Device
may become damaged and/or Authorized Device data may be unrocov€rable when used with the
Product or Software, in particular for Authorized Devices (a) with aftermarket repairs or hardwars and
nonstiandard software builds; (b) that boot loop or are otherwise unable to boot normally; (c) that have
preexisting damage, defects, or faults that may or may not be detectable; or (d) with software, software
builds, states, or usage profiles not identified on the applicable support matrix. You further understand
that not all permutations of Authorized Device software, software builds, states, and usage profiles
have been tested by Magnet Forensics. Before utilizing the Product and Software on an Authorized
Devices under any of the above conditions, please consult Magnet Forensics through the customer
support portal. You release Magnet Forensics from all liability associated with damage to a mobile
device or corruption of mobile device data resulting from the use of the Software or the Product.

4 Violations of License Restrictions.

4.1 Section 8.1 of the Agreement (Limitation of Liability) shall not apply to damages arising from Your
violation(s) of Schedule A - Section 3 and this Schedule B.

4.2 ln addition lo the termination rights set out in Section 10 of the Agreement (Termination), Magnet
Forensics may terminate this Agreement and suspend Your License, at its sole discretion and option,
without notice and without refund or reimbursement if You violate any material term or condition of
this Agreement.

5 Heightened Confidontlallty Obllgations. The VeraKey Product, along with its associated
Documentation, are sensilive technologies whose Confidential lnformation requires the highest duty of
care. You, Your employees, Your agents who require access in ord6r to perform hereunder, and all
final users ofthe VeraKey Product (collectively, 'Receiving Party") shall not disclose, use, sell, transmit,
inform or make available to any entity, person or body any of the Confidential lnformation nor shall it
copy, photograph, or otherwise reproduce any Confldential lnformation, except as a necessary part of
performing its obligations hereunder, and shall take all such actions as are reasonably necessary and
appropriate to preserve and protect the Confidential lnformation and Magnet Forensics' rights therein,
at all times exercising the highest duty of care. Receiving Party agrees to restrict access to VeraKey
Confidential lnformation to those Authorized Users who require access in order to perform hereunder,

Version 20240416 Page 13 of 17
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and, except as otheMise provided, the Receiving Party shall not make Confidential lnformation
available to any olher person or entity without the prior writton consent of Magnet Forensics. Further,
Receiving Party acknowledges and agrses that due to the unique nature of the VeraKey Products,
there can be no adequate remedy at law for any breach of its obligations under this Section 5 relatsd
to such Products, that any such breach will cause ineparable and continuing damage to Magnet
Forensics and, therefore, that upon any such breach or any threat thoreof, Magn€t Forensics shall be
entitled to whatever remedies it might have by law and equity, including injunctive reli€f, a decree for
specific performance, and all other reli6f as may be proper (including money damages, if appropriate).
The Roceiving Party further acknowlodgos and agrees that the covenants contained herein are
necossary for the protection of legitimate business interests and are r€asonable in scope.

6 Excess Use of Llconse3. lf You use the Product in exc€ss of the license quantities or levels stated in
Your Quote, Magnet Forensics reserves the right to invoice You for such excess use based on the then
current list price of the minimum add-on package required to bring Your use into compliance and you
agree to pay such invoice in accordance with Section 3 ofthe Agreement.

Page 14 ol 17Version 20240416
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Schedule C - Additional GrayKey Terms and Conditions

1 D6finitions.

1.2 "Authorizod Location" msans the authorized physical locations specified in the Quotation or that
Licensse has otherwise registered with Magnet Forensics and that Magnel Forensics has approved
in writing.

1.3 "Authorlzed User(s)" m6ans collectively, employees, agents or contractors who are authorizsd by
You to access or use the Product and Software.

1.4

1.5

2

"Device" means a mobile device.

"Extraction' means the use of the Product to extract data from a Device.

License Restrictions. lf You are licensing the GrayKey Product, as identified in Your Quotation, You
agree to the following additional restrictions in addition to the license rights and restrictions set out in
Schedule A of this Agreement:

2.1 Only Authorized Users who have obtained any necessary consents and approvals are permitted to
access and use the Product or Software in connection with any Extractions. You shall notify Magnet
Forensics in writing the name and user information associated with each Authorized User, and within
thirty (30) calendar days following a change of an Authorized User's employment status such that
the Authorized User ceases to be autho zed by You to access or use the Product and Software
either through ceasing to be employed by You or a change in his or her position within the Your
organization such that he or she is no longer authorized to access or use the Product and Sof$/are.

2.2 To the extent legally practicable, Devices must remain in Your possession and control until after the
sofhryare agent employed by the Product has been successfully uninstalled from such Devices.

2.3 lf Your use of the Product is restricted to the Authorized Location identified in Your Quotation, You
covenant and agree to keep the Product in a physically secure environment within the Authorized
Location at all times, and to take all necessary precautions to restrict use of the Product to Authorized
Users. You acknowledge and agree that for the Product to function properly in online mode, the
Product must be connected to the lntemet.

2.4 Magnet Forensics may use third-party monitoring tools to ensure that You are in compliance with the
foregoing restrictions. You acknowledge that Your use of the Product may be subject to additional
terms and conditions as set by the third-party responsible for such tools.

3 Warranty Disclaimer. Notwithstanding Section 7.1 of the Agreement, You acknowledge and agree
that the Software is provided AS-IS and without any warranty of any kind. Further, You acknowledge
that all case stakeholders are aware of and understand the associated risk that a Device may become
damaged and/or Device data may be unrecoverable when used with the Product or Software, in
particular for Devices (a) with aftermarket repairs or hardware and nonstandard software builds; (b)
that boot loop or are othenadse unable to boot normally; (c) that have preexisting damage, defects, or
faults that may or may not be detectable; or (d) with software, software builds, states, or usage profiles
not identified on the applicable support matrix. You further understand that not all permutations of
Device software, software builds, states, and usage profiles have been tested by Magnet Forensics.
Before utilizing the Product and Software on a Devices under any of the above conditions, please
consult Magnet Forensics through the customer support portal. You release Magnet Forensics from all
liability associated with damage to a mobile device or corruption of mobile device data resulting from
the use of the Software or the Product.

Version 20240416
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4.1 Section 8.1 of the Agreement (Limitation of Liability) shall not apply to damages arising from Your
violation(s) of Schedule A - Section 3 and this Schedule C.

4.2 ln addition to the termination rights set out in Section 10 of the Agreement (Termination), Magnet
Forensics may terminate this Agreement and suspend Your License, at its solo discretion and option,
without notice and without refund or reimbursement if You violate any material t6rm or condition of
this Agreement.

5 Helghtened Confidentlality Obllgations. The GrayKey Product, along with its associated
Documentation, are sensitive technologios whose Confidential lnformation requires the highest duty of
care. You, Your employees, Your agents who require access in order to perform hereunder, and all
final users of the GrayKey Products (collectively, "Receiving Party") shall not disclose, use, sell,
transmit, inform or make available to any entity, person or body any of the Confidential lnformation nor
shall it copy, photograph, or otherwise r€produce any Confidential lnformation, except as a necessary
part of performing its obligations hereunder, and shall take all such actions as are reasonably
necessary and appropriate to preserve and prot€ct the Contidential lnformation and Magnet Forensics'
rights therein, at all times exercising the highest dug of care. Receiving Party agrees to reslrict access
to GrayKey Confidential lnformation to those Authorized Users who require access in order to perform
hereunder, and, exc€pt as otherwise provided, the Receiving Party shall not make Confldential
lnformation available to any other person or entity without the prior written consent of Magnet
Forensias. Further, Rec€iving Party acknowledgos and agrees that due to the unique nature of the
GrayKey Products, there can be no adequate remedy at law for any breach of its obligations und€r this
Section 5 related to such Products, thal any such breach will cause ineparable and continuing damage
to Magnet Forensics and, therefore, that upon any such breach or any threat thereof, Magnet Forensics
shall be entitled to whatever remedies it might have by law and equity, including injunctive reliel a
decree for specific performance, and all other relief as may be proper (including money damages, if
appropriate). The Receiving Party further acknowledges and agrees that the covenants contained
herein are necessary for the protection of legitimate business interests and are reasonable in scope.

VeIsion 20240416 Page 16 of 17
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Schedule D - Quotation

ship To
Paul Grotetend
Rtuerside County Sherlff's Department
1500 Castellano Rd
Jurupa Valey, Califomh 92509
Unlted States
9519553145
pcg rotef @dversldesherlff .org

Phon.:519-342-0195
E-tlall: sales@magnetforensics.com

Quotc S:
Issuc D!te:
Expircs On:

Q-346920-1
25 Nov, 2024
31 De<,2024

Blll To
Paul Grotetend
Rlverside County Sherlff's Depanment
1500 Castellano Rd
Jurupa Valley, CA 92509
US
95195531i|5
pcgrotet@rlversldesherlfr .org

End U3cr
Paul Grotefend
Rlverslde County Sherlff's Department
15m Caslellano Rd
Jurupa Valley Caliromla 92509
Unlted States
9519553145
pcAroter@riversldeshedfl .org

PREPARED BY PHONE EMAIL PAYMENT TERM
Brent Gromer 't1 baent gromer@magnetforensacs.com

usD 76,247.01
usD 137.r 9
uso 76.364.20

ITEM # TERM (mth) Ui,ltT
SELLING

PRICE

EXTENDED PRICE

GXt-ONF,
PR.B

GrayKey License - Premier Bundle us0
46.23r.50

usD 46,23r.50

GK1O1 Grayshlft Grayxey Unlt u5D 590.00 1 usD s90.00

usD 590.00 usD 590.00

GKL.OPP 12 1 usD 28,139.25

GK1O1 Grayshift Grayxey Unlt u5D 590.00 1 usD 590.00

5H u5D 35.42 3 u5D r06.26
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Addr.tr.
Magnet Forensics, LLC
93i t lonroe Drive NE
Suite A102-340
Athnta. Georgia 30308
United States

PRODUCT NAME QIY

12 1

GKIOl Grayshlft GrayKey Unlt 1

GrayKey Premler - Satelllte
Unllmlted IOS and Androld fxtra(tlons

USD

28,139.25

Shlpplnt & Handllnt

sub-Total
Taxes
Grlrd Tot l
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Date: 

From: 

To: 

Via: 

0
Riverside County Sheriff's Office 

Chad Bianco, Sherifl-Coroner 

-1095 Lemon Stteet • Riwr 1de • Cnliforma • 9250 I 
\\W\Y.nwt ,1clesheriffo1 g 

Subject: 

Thursday, January 30, 2025 

Claudia Preciado-Arroyo, Deputy Director of Administration 

Board of Supervisors 

Sokun Tran, Technical Services Bureau, 951-955-4297 

Request for Sole Source Procurement: Request for GrayKey Premier for the Palm 

Desert C.A.T.C.H. (Computer And Technology Crimes High-tech Response Team) 

Lab & A Satellite GrayKey device at the Murrieta C.A.T.C.H. Lab 

The below information is provided in support of my department requesting review for a single 

purchase with a cost of $5,000 or more for goods and/or services. 

[:g] Single Source D Sole Source 

Supporting Documents: indicate which are included in the request from the list below. 

[:gj Supplier Quote D Supplier Sole Source Letter 

[:gj Final draft Form 11 :gj H-11 approved by RCIT/TSOC 

[:g] Other: CA Secretary of State Business Entity Information 

:J Final draft agreement 

:J Grant Agreement 

1. Requested Supplier Name: Magnet Forensics, LLC. Supplier ID: 265892

a. Describe the goods/service being requested:

The Magnet Forensics GrayKey is a device that communicates with Apple and

Android smartphones and tablets to extract digital evidence. This device can

extract a significant amount of data from mobile devices, even when locked and

passcodes are unknown, from victims, witnesses, and suspects. This assists the

forensic examiners in solving crimes throughout the County of Riverside. The

Sheriffs office is requesting the premier package which includes GrayKey devices.

Two Devices will be deployed at the C.A.T.C.H. Palm Desert (east) lab and the

single device will be deployed at the C.A.T.C.H. Murrieta (south) lab.
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