
FROM:

ITEM:
(to # 27211\

MEETING DATE:
RIVERSIDE COUNTY INFORMATION TECHNOLOGY Tuesday, March 18, 2025

SUBJECT: RIVERSIDE COUNTY INFORMATION TECHNOLOGY: Approve the Call
Accounting and Billing Software Agreement by and between the County of Riverside and
Presidio Networked Group, LLC to provide lsl Telemanagement Solutions, LLC's Call
Accounting and Billing Software-as-a-Service from March 10, 2025 through March 9, 2030, for a
total aggregate amount not to exceed $269,070, All Districts. [Total Aggregate Cost: $269,070;
up to $26,907 in additional compensation; RCIT Budget -100%1.

RECOMMENDED MOTION: That the Board of Supervisors:
1. Approve the Call Accounting and Billing Software Agreement by and between the

County of Riverside and Presidio Networked Group, LLC to provide lSl
Telemanagement Solutions, LLC's Call Accounting and Billing Software-as-a-Service
from March 10,2025, through March 9, 2030, for a total aggregate amount not to exceed

$269,070; authorize the Chair of the Board to execute the same on behalf of the County;
2. Authorize the Purchasing Agent, in accordance with Ordinance No. 459, based on the

availability of fiscal funding and as approved as to form by County Counsel to: a) sign
amendments that stay within the intent of the agreement, including modifications to the
statement of work and b) sign amendments to the compensation provisions that do not
exceed the total aggregate of $26,907 for the term of the Agreement;

3. Authorize the Purchasing Agent to issue purchase orders to Presidio Networked Group,
LLC for the Call Accounting and Billing Services that do not exceed the Board approved
total amount for the term of the Agreement; and

4. Direct the Clerk of the Board to retain one (1) copy of the original Agreement on flle and
return two (2) original copies of the Agreement to Riverside County lnformation
Technology (RCIT) for distribution.

ACTION:Policy

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Spiegel, seconded by Supervisor Gutierrez and duly carried by
unanimous vote, lT WAS ORDERED that the above matter is approved as recommended.

Ayes: Medina, Spiegel, Washington, Perez and Gutierrez
Nays: None
Absent: None
Date: March 18,2025
xc: RCIT

Kimberly A. Rector
UI

Deputy
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By:

SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

3.26



FINANCIAL DATA Curront FilcalYear: Total CGt: Ongolng Co3t

COST $ 54,462 $ 53,652 $ 269,O70 $ 0

NET COUNTY COST $ 0 $ 0 $ 0 $ 0

SOURCE OF FUNDS: RCITBudget- 100%
Budget Adjustment: No

For Fiscal Year: 24125-28129

SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION: Approve

lmpact on Residents and Businesses
There is no negative impact on residents and businesses within the County of Riverside.
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BACKGROUND:
Summarv
The request before the Board is to approve the Call Accounting and Billing Software Agreement
with Presidio Networked Group, LLC and lSl Telemanagement Solutions, LLC (lsl) to provide

Call Accounting and Billing Software-as-a-Service from March 10, 2025, through March 9, 2030,
for a total amount not to exceed $269,070. This request aligns with the county's commitment to
leveraging technology to improve service delivery and fiscal responsibility.

lSl offers advanced reporting and analytics to provide a comprehensive suite of reporting tools,
including detailed dashboards and customizable analytics, which enable more in-depth insights
into call data and trends. This ensures accurate cost allocation, improved resource planning,

and enhanced accountability across county departments. This solution provides scalability and
seamless integration with modern telephone systems, including the existing Cisco Unified
Communications and other cloud-based solutions. lts scalability accommodates the County's
growing needs with improved security and compliance and conforms to the county's stringent
security protocols and compliance standards, ensuring that sensitive call data is protected while
meeting regulatory requirements. The lSl-enhanced user interface minimizes training needs and
supports intuitive navigation for county staff, improving department adoption and utilization.
Adopting a modern call accounting solution represents a strategic flnancial and operational
investment in the county's infrastructure which will enhance operational efficiency and
transparency while addressing the limitations of the current legacy TelesofUConnect system.

The Telesoft system, now known as Connect, served as a basic call accounting solution,
offering limited reporting and analytic features. However, as the County's telecommunications
landscape has evolved, so have the demands for a more robust, flexible, and insightful call
accounting system. After an extensive review of available options, lSl software emerged as the
optimal choice due to its advanced capabilities and alignment with county requirements.
Utilizing lsl software will significantly reduce manual effort and inefficiency, and it is expected to
deliver cost savings through automation, streamlined operations, and increased billing and
resource allocation efficiency.

Additional Fiscal lnformation
The following table summarizes the annual fiscal year cost for this Agreement:



Description FY24t25 FY25l26 FY26t27 FY27t28 FY28t29 Total
Call Accounting and Billing
Software

$53,652 $53,652 $53,6s2 $53,652 $268,260

Professional Services $ 810 $0 $0 $0 $0 $ 810

Total $54,462 $53,652 $53,652 $53,652 $53,652
Additional Compensation Not to Exceed $26,907

SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

Contract History and Price Reasonableness
The Riverside County Purchasing Department, on behalf of Riverside County lnformation
Technology (RCIT), released a Request for Proposal (RFP) #ITARC-548 on August 1, 2024, for
the purchase and implementation of a new call accounting and billing software system. The
RFP was posted publicly on PublicPurchase.com. Ninety-nine (99) potential vendors were
notifled via Public Purchase. The bid closed on September 12, 2024, and Purchasing received
three (3) responses with proposals ranging from $269,066.30 to $2,896,397.00 for software
subscription and implementation of a telephone call accounting and billing software system.
After a thorough evaluation process including product demonstrations, the Evaluation
Committee, consisting of six (6) evaluators representing RCIT, recommended the award to
Presidio Networked Group, LLC as the lowest, most responsive and responsible bidder.

ATTACHMENTS:
A. Call Accounting and Billing Software Agreement No. ITARC-0001245 with Presidio

Net\ivorked Group, LLC

q
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$53,652

$269,070



AGREEMENT #ITARC.OOOI 245

CALL ACCOUNTING AN'D BILLING SOFTWARE AGREEMENT

between

This Agreement is entered by and between the COUNTY OF RIVERSIDE, a political subdivision
of the State of Califomia, (herein referred to as "COUNTY"), and Presidio Networked Solutions Group,
LLC a State of Delaware limited liability company authorized to conduct business in the State of Califomia
(herein refened to as "RESELLER") to provide ISI Telemanagement Solutions, LLC's Call Accounting
Solhvare as a Service effective March 11, 2025 tbrough March 10, 2030, based on reseller's response to
RFP no. ITARC-548 for Call Accounting and Billing Software. The parties agree as follows:

l. Description of Services:

f.l RISELLER shall provide all Call Accounting and Billing Software services as outlined and

specified in Exhibit A, Scope ofServices, and at the prices stated in Exlibit B, Payment Provisions,

to the Agreement.

1.2 RESELLER represents that they have the skills, experience, and knowledge necessary to perform
under this Agreement and the COUNTY relies upon this representation. RISELLER shall perform
to this satisfaction of the COUNTY and in confomance to and consistent with the highest standards

of firms/professionals in the same discipline in the State of Califomia.

1.3 RESELLER affirms that it is fully apprised of all the work to be performed under this Agreement;
and the RESELLER agrees it can properly perform this work at the prices stated in Exhibir B.
RESELLER is not to perform services or provide products outside of the Agreement.

1.4 Acceptance by the COUNTY ofthe RESELLER's perforrnance under this Agreement does not
operate as a release of RESELLER's responsibility for full compliance with the terms of this
Agreement.

Period of Performance:

The Period of Perforrnance for this Agreement shall be effective from March 11, 2025 through
March 10, 2030, unless terminated earlier.

Compensation

I{evisio l/06/2021

2,

7

[,lARr82025 3_zV

COI]NTY OF RIVERSIDE
and

PRESIDIO NETWOR]GD SOLUTIONS GROUP, LLC.
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AGREEMENT #ITARC-OOOI245

3.1 The COUNTY shall pay the RESELLER for services and products provided by RESELLER in
accordance with the terms of this Agreement. Maximum payments COUNTY to RESELLER shall
not exceed the annual amount stated in Exhibit B of this Agreement. The COUNTY is not
responsible for any fees or costs incuned above or beyond the contracted amount and shall have no
obligation to purchase any specified amount of services or products. All invoices will be due and
payable within 30 days after date ofinvoice.

3.2 Non-Appropriations: The COUNTY obligation for payment of this Agreement beyond the

current fiscal year end is contingent upon and limited by the availability of COUNTY funding ftom
which payment can be made, and invoices shall be rendered "monthly" in arrears. In the State of
Califomia, Government agencies are not allowed to pay excess interest and late charges, per

Government Codes, Section 926.10. No legal liability on the part of the COUNTY shall arise for
payment beyond June 30 of each calendar year unless funds are made available for such payment-

In the event that such funds are not forthcoming for any reason, COUNTY shall immediately notiSr

CONTRACTOR in writing; and this Agreement sha[[ be deemed terminated, have no further force,

and effect.

4, HoldHarmless/Indemnification:

4.1 RESELLER shall indemnifl, and hold harmless the County of Riverside, its Agencies, Districts,
Special Districts and Departments, their respective directors, officers, Board of Supewisors, elected

and appointed officials, employees, agents and representatives (individually and collectively
hereinafter referred to as lndemnitees) from any liability, action, claim or damage whatsoever, based

or asserted upon any services, or acts or omissions, ofreseller, its officers, employees, subcontractor,

agents or representatives arising out ofor in any way relating to this Agreement, including but not
limited to property damage, bodily injury, or death or any other element of any kind or nature.

reseller shall defend the Indemnitees at its sole expense including all costs and fees (including, but
not limited, to attomey fees, cost of investigation, defense and settlements or awards) in any claim
or action based upon such acts, omissions or services.

4.2 With respect to any action or claim subject to indemnification herein by RESELLER.
RESELLER shall, at their sole cost, have the dght to use counsel oftheir own choice and shall have

the right to adjust, settle, or compromise any such action or claim without the prior consent of the

COUNTY; provided, howeveq that any such adjustment, settlement or compromise in no manner

whatsoever limits or circumscribes reseller indemnification to lndemnitees as set forth herein.

4.3 RESELLER obligation hereunder shall be satisfied when RESELLER has provided to COIINTY
the appropriate form of dismissal relieving the county from any liability for the action or claim
involved.

2
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AGREEMENT #ITARC-OOO I 245

5. Termination:

5.1 COUNTY may terminate this Agreement without cause upon thirty (30) days written notice
served upon ttre Reseller stating the extent and effective date of termination.

5.2 COUNTY may, upon five (5) days written notice terminate this Agreement for reseller default,
if reseller refuses or fails to comply with the terms of this Agreement or fails to make progrcss that
may endanger perfonnance and does not immediately cure such failure. In the event of such

termination, the County may proceed with the work in any manner deemed proper by County.

Alteration or Changes to the Agreement

The Board of Supervisors and the County Purchasing Agent and/or his designee is the only
authorized County representatives who may at any time, by written order, alter this Agreement. If
any such alteration causes an increase or decrease in the cost of, or the time required for the
performance under this Agreement, an equitable adjustment shall be made in the Agreement price
or delivery schedule, or both, and the Agteement shall be modified by written amendment
accordingly.

Notices

All correspondence and notices required or contemplated by this Agreement shall be delivered to
the respective parties at the addresses set forth below and are deemed submitted two days after
their deposit in the United States mail, postage prepaid:

6.

COUNTY
Riverside County Information Tech:rology
Attn: Erika Woods
Procurement Contract Specialist
3450 14th Street
Riverside, CA 92501

Please send invoices by hard copy or email to:
Riverside County Information Technology (RCIT)
Attn: Accounts Payable
3450 l4th Street
Riverside, CA,92501
Email : RCIT-AcctsPayable@rivco.org

RESELLER
Presidio Networked Solutions Group, LLC
Attn: Chris Sanchez
Account Manager
5000 Hopyard Rd., STE 188
Pleasanton, CA 94588

3
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5.3 RESELLER rights under this Agreement shall terminate (except for fees accrued prior to the

date of termination) upon dishonesty or a willful or material breach ofthis Agreement by reseller;
or in the event ofreseller unwillingness or inability for any reason whatsoever to perform the terms

of this Agreement.



8.

AGREEMENT #ITARC.OOOI245

A, Workers' Compensation:

If the RESELLER has employees as defined by the State of California, the RESELLER shall
maintain statutory Workers' Compensation lnsurance (Coverage A) as prescribed by the laws of
the State of Califomia. Policy shall include Employers' Liability (Coverage B) including
Occupational Disease with limits not less than $1,000,000 per person per accident. The policy shall
be endorsed to waive subrogation in favor of The County of Riverside. Policy shall name the

COUNTY as Additional Insureds.

B. Commercial General Liability:

Commercial General Liability insurance coverage, including but not limited to, premises liability,
unmodified contractual liability, products and completed operations liability, personal and

advertising injury, and cross liability coverage, covering claims which may arise from or out of
RESELLER'S perforrnance of its obligations hereunder. Policy shall name the COUNTY as

Additional Insured. Policy's limit of liability shall not be less than $2,000,000 per occurrence
combined single limit. Ifsuch insurance contains a general aggregate limit, it shall apply separately

to this agreement or be no less than two (2) times the occurrence limit. Policy shall name the
COUNTY as Additional Insureds.

C, Insurance Requirements for IT Contractor Services:

RESELLER shall procure and maintain for the duration ofthe contract insurance against claims for
injuries to person or damages to property which may arise ftom or in connection with the
performance ofthe work hereunder by the RESELLER, its agents, representatives, or employees.
RESELLER shall procure and maintain for the duration ofthe contract insurance claims arising out
of their services and including, but not limited to loss, damage, theft or other misuse of data,

infringement of intellectual property, invasion ofprivacy and breach ofdata.

4
Re\.ision l/06/2021

Please send all software electronic deliveries in connection with the Agreement to:
Riverside County Information Technology (RCIT)
Attn: Software Asset Management Team
Email: RCIT-SOFTWAREMANAGEMENT@rivco.org

Insurance

Without limiting or diminishing the RESELLER'S obligation to indemnifu or hold the COUNTY
harmless, RESELLER shall procure and maintain or cause to be maintained, at its sole cost and

expense, the following insurance coverage's during the term of this Agreement. As respects to the
insurance section only, the COUNTY herein refers to the County ofRiverside, its Agencies,
Districts, Special Districts, and Departrnents, their respective directors, officers, Board of
Supervisors, employees, elected or appointed officials, agents, or representatives as Additional
Insureds.



AGREEMENT #ITARC-OOOI245

Cyber Liability Insurance, with limits not less than $2,000,000 per occurrence or claim, $2,000,000
ag$egate. Coverage shall be sufficiently broad to respond to the duties and obligations as is
undertaken by RESELLER in this agreement and shall include, but not limited to, claims involving
infringement of intellectual property, including but not limited to infiingement of copyright,
trademark, trade dress, invasiou of privacy violations, information theft, damage to or destruction
of electronic information, release of private information, alteration of electronic information,
extortion and network security. The policy shall provide coverage for breach response costs as well
as regulatory fines and penalties where insurable as well as credit monitoring expenses with limits
sufficient to respond to these obligations. Policy shall name the COLTNTY as Additional Insureds.

D. General Insurance Provisions - AII lines:

1) Any insurance carrier providing insurance coverage hereunder shall be admitted to the State

of Califomia and have an A M BEST rating of not less than A: VIII (A:8) unless such

requirements are waived, in writing, by the County Risk Manager. If the County's Risk
Manager waives a requirement for a particular insurer such waiver is only valid for that

specific insurer and only for one policy term.

2) The RESELLER must declare its insurance self-insured retention for each coverage

required herein. If any such self-insured retention exceeds $500,000 per occurrence each

such retention shall have the prior written consent ofthe County Risk Manager before the

commencement of operations under this Agreement. Upon notification of self-insured
retention unacceptable to the COUNTY, and at the election of the Country's fusk Manager,

RESELLER'S carriers shall either; l) reduce or eliminate such self-insured retention as

respects this A$eement with the COUNTY, or 2) procure a bond which guarantees payment

oflosses and related investigations, claims administration, and defense costs and expenses.

3) RESELLER shall cause RESELLER'S insurance canier(s) to furnish the County of
Riverside with either 1) a properly executed original Certificate(s) oflnsurance and certified
original copies of Endorsements effecting coverage as required herein, and 2) ifrequested
to do so orally or in writing by the County Risk Manager, provide original Certified copies

ofpolicies including all Endorsements and all attachmeots thereto, showing such insurance

is in full force and effect. Further, said Certificate(s) and policies ofinsurance shall contain
the covenant of the insurance canier(s) that a minimum of thirty (30) days written notice
shall be given to the County of Riverside prior to any material modification, cancellation,

expiration or reduction in coverage of such insurance. If RESELLER insurance carrier(s)
policies do not meet the minimum notice requirement found herein, RESELLER shall cause

RESELLER's insurance carrier(s) to fumish a 30 day Notice of Cancellation Endorsement.

4) In the event ofa material modification, cancellation, expiration, or reduction in coverage,

this Agreement shall terminate forthwith, unless the County of Riverside receives, prior to
such effective date, another properly executed original Certificate oflnsurance and original
copies of endorsements or certilied original policies, including all endorsements and

attachments thereto evidencing coverage's set forth herein and the insurance required herein

is in futl force and effect. RESELLER shall not commence operations until the COUNTY
5
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AGREEMENT #ITARC-()OOI245

has been fumished the original Certificate (s) of lnsurance and certified original copies of
endorsements and if requested, certified original policies of insurance includhg all
endorsements and any and all other attachments as required in this Section. An individual
authorized by the insurance carrier to do so on its behalfshall sign the original endorsements

for each policy and the Certificate oflnsurance.
5) It is understood and agreed to by the parties hereto that the RESELLER's insurance shall

be construed as primary insurance, and the COIINTY'S insurance and/or deductibles and/or

self-insured retention's or self-insured programs shall not be construed as contributory.
6) If, during the term of this Agreement or any extension thereof, there is a material change

in the scope of services; or, there is a material change in the equipment to be used in the
performance ofthe scope ofwork; or, the term of this Agreement, including any extensions

thereof, exceeds five (5) years; the COIINTY reserves the right to adjust the types of
insurance and the monetary limits of liability required under this Agreement, if in the

County Risk Management's reasonable judgment, the amount or type of insurance carried

by the RESELLER has become inadequate.

7) RESELLER shall pass down the insurance obligations contained herein to all tiers of
subcontractors working under this Agreement.

8) The insurance requirements contained in this Agreement may be met with a program(s) of
self-insurance acceptable to the COUNTY.

9) RESELLER agrees to notiry COUNTY of any claim by a third party or any incident or
event that may give rise to a claim arising from the performance of this Agreement.

9. General:

9.1 This Agreement, including any attachments or exhibits, constitutes the entire agreement ofthe
parties with respect to its subject matter and supersedes all prior and contemporaneous

representations, proposals, discussions and communications, whether oral or in writing. This

Agreement may be changed or modified only by a written amendment signed by authorized

representatives of both parties.

9.2 This Agreement shall be govemed by the laws ofthe State ofCalifornia. Any legal action related

to the perfonnance or interpretation of this Agreement shall be filed only in the Superior Court of
the State of Califomia located in Riverside, Califomia, and the parties waive any provision of law
providing for a change ofvenue to another location. ln the event any provision in this Agreement is

held by a court of competent jurisdiction to be invalid, void, or unenforceable, the remaining
provisions wilI nevertheless continue in full force without being impaired or invalidated in any way.

9.3 The following documents are attached to and incorporated into this Agreement

A) Exhibit A: Scope ofServices
B) Exhibit B: Palment Provisions

C) Attachment I: HIPPA BAA Attachment to the Agreement

6
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AGREEMENT #ITARC-OOOI245

9.4 ln the event ofany conflict or inconsistency between the terms and conditions ofthis Agreement

and any terms or conditious set forth in any ofthe attachments, purchase order(s), or other document

relating to the transactions contemplated by this Agreement, the terms and conditions set forth in
this Agreement shall prevail-

9.5 This Agreement may be executed in any number of counterparts, each of which will be an

original, but all of which together will constitute one instrument. Each party of this Agreement

agrees to the use ofelectronic signatures, such as digital signatures that meet the requirements ofthe
Califomia Uniform Electronic Transactions Act (("CUETA") Cal. Civ. Code $$ 1633. I to 1633 .17),

for executing this Agreement. The parties further agree that the electronic signatures of the panies

included in this Agreement are intended to authenticate this writing and to have the same force and

effect as manual signatures. Electronic signature means an electronic sound, symbol, or process

attached to or logically associated with an electronic record and executed or adopted by a person

with the intent to sign the electronic record pursuatrt to the CUETA as amended from time to time.

The CUETA authorizes use ofan electronic sigaature for transactions and contracts zrmong parties

in Califomia, including a govemment agency. Digital signature means an electronic identifier,

created by computer, intended by the party using it to have the same force and effect as the use of a
manual signature, and shall be reasonably relied upon by the parties. For purposes of this section, a

digital signature is a type of"electronic sig,aature" as defined in subdivision (i) ofSection 1633.2 of
the Civil Code.

II/ARRANTY:
ALI, THIRD-PARTY PRODUCTS PROVIDED BY PRESIDIO ARE PROVIDED "AS IS'' SUBJECT
TO THE I4IARRANTY GIVEN BY THE MANUFACTURER. EXCEPT AS EXPRESSLY PROVIDED
IN THIS AGREEMENT, PRESIDIO MAKES NO WAKRANTIES, 

''IPflE,SS 
OR IMPLIED, AND

SPECIFICALLY DISCLAIMS ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, TITLE OR NON-INFzuNGEMENT OR ANY TYARRANTY ANSING BY
USAGE OF TRADE, COURSE OF DEALINGS OR COURSE OF PERFORMANCE. ANY AND
ALL ORIGINAL EQUIP MENT MANUFACTURER (' OEM'')'Y'ARRANTIES, CERTIFICATIONS
AND GUARANTEES ARE PASSED THROUGH TO COUNTY. PRESIDIO SERVES AS A SINGLE
POINT OF CONTACT BETWEEN THIRD PARTY OEMS AND COUNTY TO ENFORCE SUCH
PASSED THROUGH I,YARRANTIES. COUNTY AGREES THAT AI\Y TH]RD-PARTY HARDWARE
OR SOFTWARE PRODUCTS PROVIDED TO CLIENT UNDER THIS AGREEMENT I,WLL CARRY
THE ITARRANTY PROVIDED BY THE MANUFACTURER AND PRESIDIO MAKES NO
INDEPENDENT WARRANTY WI'H RESPECT TO SUCH THIRD-PARTY HARDWARE OR
SOFWARE PRODUCTS.

THIRD PARTYSOFTWARE:
THIRD PARTY SOFTWARE. Any Third-Party Software delivered to Client by Presidio is

delivered "AS IS" subject to any waranty or remedy given by the manufacturer. "Third Party

Software" means all software, software services and documentation that is not owned by Presidio

7
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ACREEMENT #ITARC.OOOI245

All Third-Party Software will be subject to such third party's applicable license terms and

conditions which shall govem in the event ofa conflict with the Agreement.

ISignatue page to follow]
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AGREEMENT #ITARC-OOOI 245

IN WITNESS WIIEREOF, the Parties hereto have caused their duly authorized representatives

to execute this Agreement.

COUNTY OF RMRSIDE, a political
sub

By:
V. Manual Perez
Chair ofthe Board of Supervisors

Dated: lr,tlAR 18 2025

ATTEST:
Kimberly Rector
Clerk ofthe Board

r

By:

DcO{"{
APPROVED AS TO FORM
Minh C. Tran
County Counsel

Paula do
Deputy County Counsel

Dated: 3l \(zozs

Presidio Networked Solutions Group, LLC a

Delaware Limited Liability Company

By:
Nane: Keith Strohman

Title: Vice President

Dated: 0212612025

divis 1a

By

Revision I/06/2021
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AGREEMENT #ITARC-OOOI 245

EXHIBIT A
SCOPE OF SER\'ICES

1. General Information
This Reseller Agreement by and between the COUNTY OF RN'ERSIDE "COUNTY" and
Presidio Networked Solutions Group, LLC "RESELLER' of ISI Telemanagement Solutions,
LLC to perform the Call Accounting and Billing Software Services below as described in
sections A-I.

A. Solution Integration Capability - ISI will integrate existing and near-teml
deployments supporting Unified Communications solutions for the County of
Riverside to give reporting on a Cisco Unified Communications Manager 12.5 and

newer.

B. Inventory Management - ISI will use standard templates for all tmnk traffic
reporting requests to track inventory ofCounty and third-party circuits, leased or
owned. Contract compliance highlighting inception and expirations dates for a)

Plain Old Telephone Service (POTS) lines, b) Data Nenrrork circuits, c) Voice
Multiprotocol Label Switching (MPLS) Session Initiation Protocol (SIP) circuits, d)

Contract compliance of preceding items and e) Dial plan: Intemal Non-Direct
lnward Dialing (DID) and Canier provided DID numbers and their status

(assigned./vacant).

C. Call Tracking and Analytics - ISI will report on all Call Detail Record types and

date/times at department or user level to log and review record ofcall activity for
inbound and outboard activity on a given phone number, asset or user, contract
time/date, duration of interaction, conference activity with multiple parties. ISI will
report the Call Detail Record date produced from Cisco Unified Communications
Manager, for inspection and reporting to Operations staff members for overall call
performance ranking, drilldown capability to specihc logical grouping ofdevices,
further highlighting asset perfonnance relating to network related issues and

historical trending of asset and system usage.

D. Real-Time Monitoring - ISI will see real time data on hunt groups for Native Call

Queuing enabled providing second to second activity on a dashboard. Allowing for
calls in progress and the agent who is active. Alarms will be set for notification if a

certain number/duration-/call type is triggered. Real time historic Call Detail Record

analytics when generating scheduled or ad hoc reports. The Call Detail Record data

is received by using Secure File Transfer Protocol to send the data over port 22

directly to the ISI cloud. The real time data will be used by software (Cloud

Connect) that will be deployed on the COUNTY's server to ingest any Native Call

Queuing data and send it to our cloud.

E. Reporting - ISI will support the following reporting objectives: Parameter filter on

various fields such as user, department, call type, duration, etc., Cradle{o-grave
activity, including transfers and all parties involved; Hunt group and Auto
Attendant activity; Truck traffic analysis; Abuse and misuse detection via

10
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AGREEMENT #ITARC-OOOI245

configurable thresholds; Searchable call activity history for HR/Risk
Management/Audit compliance; E911 call reporting. ISI will also offer many

flexible reporting/dashboard widget templates to customize the COUNTY's needs.

F. Scalability - ISI will accommodate future growth of evolving telephony needs by
providing multiple data streams from multiple Unified Communications platforms
(i.e. MS Teams, Webex, Avaya and other Legacy PBXs).

G. Security and Compliance - ISI will create authentication via extemal directory
with option for Single Sign On via Azure Identity Provider or similar. Role-based

access will be available, potentially with a customizable tiered access approach for
Administrator, Operations, Billing and End User. Any changes to the system will be

tracked via audit log and tagged to user commiffing changes. Compliance with
relevant regulations and industry standards regarding data privacy and security.

H. Billing Module - ISI will generate detailed reports for robust billing management

features to generate detailed reports for billing purposes for Accounts

Payable/Receivable fu nction and expense validation.
I. Professional Services - ISI will perform all Professional Services for the system

that requires data migration, system implementation, and sufficient training for
County administrative and billing staff.

2 Reseller Contact Information:
A. Chris Sanchez, Account Manager

Phone'. 925-568-2457

Email : csanchez@presidio.com

Revision l/06/2021
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EXIIIBIT B
Payment Provisions

AGREEMENT #ITARC-O()OI245

Description - Call Accounting and
Billing Software Senices

Software Cost Professional Services

Cost

Total Price

Year I
(3 I tt I 2025 to 3 lt0 I 2026)

$53,651.26 s810.00 $54,461.26

Year 2

(3 I 17 12026 to 3 I l0 12021)

$53,651.26 s0.00 $s3,6s1.26

Year 3

(3 I tt 12027 to 3 I t0 12028) $53,651.26 s0.00 $s3,6sr.26

Year 4
(3 I | | I 2028 to 3 I l0 I 2029\ $s3,65r.26

Year 5
(3 I 17 I 2029 to 3 I l0 12030) $53,651.26 $0.00 $s3,6s1.26

Rc!.ision I/06/2021
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Attachment I
HIPAA Business Associate Agreement

Addendum to Contract

Between the County ofRivercide ("Corinty") and Presidio Networked Solutions Group, Llc("Contractoa')

This HIPAA Business Associate Agreemetrt (the "Addendun') supplements, and is made part of the Underlying Ageemetrt
between the Counly of fuverside ('County") and Confiactor and shall be effective as of ttre date the Underllng
Agreement approved by both Parties (the "Effective Date").

RECITALS

WHEREAS, Couuty atrd Costractor eDtered hto the Urderlying Agreement pursuant to which the Conractor provides

services to County, and in conjunction with the provisioo of such services certain protected health information ('?HI") ancUor

certain elechonic protected health information ("ePHI") may be crcated by or made avaitable to Contractor for the purposes of
carrying out its obligations under the Undertying Ageement; and,

WHEREAS, the provisions ofthe Health Insurance Ponability and Accounrability Act of 1996 ("HIPAA"), Public Law
104-l9l enacted August 21, 1996, ard the Health Infomation Technology for Economic and Clinical Health Act ("HITECH")
of &e American Recovery and Reinvestmeut Act of 2009, Public Law I I l-5 enacted February 17, 2009, and the laws and

regulations promulgated subsequent thereto, as may be arnended ftom time to time, are applicabte to the protection of any use or

disclosure ofPHI and,/or ePHI pursuant to the Underlying Agreement; and,

WHEREAS, to the extent County discloses PHI aDd,/or ePHI to Cortractor or Cotrlractor creates, receives, malrtains,
transmits, or has access to PHI and/or ePHI ofCounty, Contractor is a busifless associate, as defined h the Privacy Rule; and,

WHEREAS, pursuart to 42 USC $ 17931 and g 17934, certain provisiors ofthe Security Rute aud Privacy Rule apply to

a business associate of a covered entity in the same manner that they apply to the covered entity, the additional secudty and

privacy requirements of HITECH are applicable to business associates and must be incorporatd inlo the business associate

agreemetrt, and a business associate is liable for civil and criminal penalties for failure to comply with these security and./or

privacy provisioas; and,

WHEREAS, the parties rnutually agree that any use or disclosurc of PHI and,/or CPHI must be in compliance with the
Privacy Rule, Secu ty Rule, HIPAA, HITECH and any other applicable law; and,

WHEREAS, the parties intend 10 enter into this Addendum to address the requirements and obligations set forth in the

Privacy Rule, Secudty Rule, ITITECH atrd HIPAA as dley apply to Contmctor as a business associate of County, inctuding the

establishment ofpermifted and required uses and disclosues of PHI and/or ePHI created or received by Cotr[actor during the

course ofperforming functions, services and activities on behalf of County, and appropriate timitations ard conditions on such

uses ald disclosures;

NOW, THEREFORE, in consideration of lhe mutual promises and covenants contained herein, the parties agree as

follows:

l. Delinitions. Tenns used, but not otherwise dcfincd, in this Addendum shall have the same meaning as those terms in
HITECH, HIPAA, Security Rule and./or Privacy Rule, as may be amended from time to time.

A. "Breach" wheu used in coDnection with PHI rneans the acquisition, access, rJse or disclosure of PHI in a manner not
pemitted under subpart E ofthe Privacy Rule which compromises the security or privacy ofthe PHI, and shall have dre
meaaing given such lerm in 45 CFR $ 164.402.

Revisior l/062021
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WHEREAS, County is a covered entity, as defined in the Privacy Rule; and,



(l) Except as provided below in Paragraph (2) of this definition, acquisition, access, use, or disclosure of PIII in a
maBner not pennifted by subpart E of the Privacy Rule is presumed to be a brcach unless Contractor demonstrates
that there is a lowprobability that the PHI has been compromised based on a risk assessment ofat least the following
four factors:

(a) The nahne and extent of the PHI invotved, including the types of identifiers and the likelihood of re-
identification;

@) The unau0rorized person who used dre PHI or to whorn the disclosure was made;

(c) Whether fie PHI was actually acquired or viewed; and

(2) Breach excludes

(a) Any unintentional acquisition, access or use ofP[II by a workforce member or person acting under the authority
ofa covered entity or business associate, if such acquisition, access or use was lnade in good faith and within the
scope of aulhority and does not result iu further use or disclosure in a manxer not pennitted under subpart E of the

Privacy Rule.

(b) Any inadvertent disclosure by a person who is authorized to access PHI at a covered entity or business associate

to another percon authorized to access PHI at the same covered etrtity, business associate, or orgadzed health care

arrangement in which County participates, and dre infonnation received as a result of such disclosure is [ot further
used or disclosed in a mamer not pernitted by subpart E ofthe Privacy Rule.

(c) A disclosure of PHI where a covered entity or business associate has a good faith belief that an urauthodzed
person to [rhom the disclosure was made would trot reasoDably haye been able to retain such infomation.

B. "Business associate" has the meanhg givetr such term in 45 CFR $ l64.50l, includirg but not liloited to a subcontractor
drat creates, receives, maintains, transmits or accesses PHI on behalfofthe business associale.

C. "Data aggregation" has the meaning given such term iD 45 CFR $ 164.501

D. "Designated record set" as defined in 45 CFR $ l64.50l mears a group ofrecords maintained by or for a coyered entity
that may include: the medical records and bilting records about individuals maintained by or for a covered health carc
provider; the enrollmelt, payrnent, claims adjudicatiou, and case or medical management record systems maintained by
or for a health plan; or, used, in whole or in part, by or for tLe covered entity to make decisions about individuals.

E. "Electronic protected health ioformation" ("ePHI") as defined in 45 CFR $ l60.l03 mcans protectcd hcalfi infonnation
transmitted by or maintained in electronic media.

F. "Electronic health record" means an electronic record of health-related information on an individual drat is created,
gathered, maraged, atrd cousulted by authorized health care clinicians and staff, and shall have the meanirg giveo such
tenn in 42 USC $ 17921(5).

G. "Health care opemtions" has thc neaning given such term in 45 CFR g 164.501

II. "Individual" as defined iu 45 CFR $l60.l03 mears the persor who is the subject ofprotected healdr information

I. "Persor" as defiued in 45 CFR $160.103 rneals a natural person, trust or estate, partnership, corporation, professional
association or corporation, or other erltity, pubtic or p vate.

J. "Privacy Rule" means the HIPAA regulatious codified at 45 CFR Parts 160 and 164, Subpans A ard E

IGvision l/06/2021
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(d) The extent to which the risk to the PHI has beer mitigated.
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K. "Protected health information ' ("Pf ") has the meanirg given such tenn in45 CFR $160.103, which includes ePHI.

L. "Required by law" has the meaning given such term in 45 CFR $ I 64. I 03 .

M. "Seffelary" means the Secretary of the U.S. Depafiment of Health ard Huma-n Services ("IIHS").

N. "Security incidert" as defined in 45 CFR $164.304 means the attempted or successful unauthorized access, use,
disclosure, modification, or destruction of informatiotr or interference rTith system operations in an informalion system.

O. "Security Rule" means the HIPAA Regulations codified at 45 CFR Parts 160 and 164, Subparts A ard C.

P. "SubconEactor" as defined in 45 CFR $160.103 mears a person to whorn a business associate delegates a f.rnction,
activity, or service, other thal in the capacity of a member ofthe workforce of such business associate.

Q. "Unsecured protected health information" and '\nsecured PHI" as defued in 45 CFR $ 164.402 means PHI trot rendered
unusable, uffeadable, or indecipherable to unauthorized persons though use of a technology or methodology specilied
by the Seffetary in the guidance issued under 42 USC $ 17932(1)(2).

2. Scope of Use and Disclosure by Cortractor ofCoun8's Pm and/or ePHI.

A, Except as olherwise provided in this Addendum, Contractor may use, disclose, or access PHI and./or ePHI as

necessary to perform any and all obligations ofConfactor under the Underlying Agreement or to perform f[nctions,
activities or services for, or on behalfof, Coulty as specihed in this Addendurq ifsuch use or disclosue does Dot
violate HIPAA, HITECH, the Pdvacy Rule and,/or Security Rule.

l) Usc PHI and/or ePHI if recessary for Contractor's proper management ard administratiotr and to carry out its
legal responsibilities; and,

2) Disclose PHI and/or ePHI for the purpose ofCoDtractor's proper management and administatiou or to carry
out its legal responsibitities, only il

a) The disclosurc is required by law; or,

b) Coltractor obtaius reasonable assurarces, in writing, from the person to whom Contractor will disclose
such PHI and/or ePHI that the person will:

Hotd such PHI and,/or ePHI in confidence and use or furdrer disclose it only for fte purpose for which
Contractor disclosed it to the person, or as required by law; and,

Notify County of any instances of which it becomes aware in which the confidentiality of the
information has been breached; and,

3) Us€ PHI to provide data aggregation services relating to dre health care operations of Courty pusuart to the
Underlying Agreement or as rcquested by County; and,

4) De-identify all PHI and/or ePHI of County received by Coltractor under dris Addendum provided that tle de-
ideltification confonns to the requirernents of the Privacy Rule and,/or Security Rule and does rlot preclude
timely palment and./or claims processing and receipt.

lt.
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B. Unless otherwise limited herein, in addition to any other uses and./or disclosues pemlitted or authorized by this
Addendum or required by 1aw, in accordance with 45 CFR $164.504(eX2), Contactor may:

C. NotwidrstaDditrg the foregoing, in any instance where applicable state and/or federal laws and,/or regulations are
more stringent in their requirements than the provisions of HIPAA, including, but not limited to, prohibiting
disclosue of mental heallh and./or substance abuse records, lhe applicable state atrd/or federal laws and./or
regulations shall control the disclosue ofrccords.
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3.

D. CONTRACTOR agrees and acknowledges that it acts as a qualified service organization, as defined by 42
C.F.R. $ 2.1 l, with respect to the use and disclosure of PHI that also coDstitutes a "record" under the
defiuritions in 42 C.F.R. $ 2. t L

Prohibited Uscs and Disclosures.

A. Conaactor may neither use, disclose, nor access PHI and/or ePHI in a maurer not authorized by the Underlying
Agreement or this Addendum without patient authorization or de-idertification of the PHI and,/or ePHI and as

authorized ir writitrg fiom County.

B. Contractor may neither use, disclose, nor access PHI and,/or ePHI it receiyes from County or from another business
associate ofcounty, except as permitted or required by this Addendum, or as required by law.

C. Contnctor agrees not to make any disclosue of PHI and,/or ePHI that Counly would be prohibited from making

D. Contractor shall not use or disclose PHI for any purpose prohibited by the Privacy Rule, Security Rute, HIPAA
and,/or HITECH, including, but not timited to 42 USC $17935 and $17936. Coutractor agrees:

I ) Not to use or disclose PHI for fundraising , unless pursuaat to the Utrderlying Agreemenl and only if permitted
by and in compliance with dre requirements of 45 CFR $ 164.514(0 or 45 CFR $ 164.508;

2) Not to use or disclose PHI for marketing, as delured in 45 CFR $164.501, unless pursuant to the Underlyirg
Agreement and only ifpennitted by ald in compliance with the requirements of45 CFR $164.508(aX3);

3) Not to disclose PHI, except as otherwise required by law, to a health plan for purposes ofcarryhg out paytnent
or health care operations, if the individual has requested this restriction pursuant to 42 USC $17935(a) and 45
CFR $164.522, and has paid out ofpocket ir fult for the healft care item or service to which fte PHI solely
relates; atrd,

4) Not to receive, dtectly or indtectly, remuneration in exchange for PHI, or eugage in any act that would
constitute a sale of PHI, as defned in 45 CFR $ 164.502(ax5)(ii), unless permitted by tle Underlying
Agreement and in compliance with the requirements ofa valid autho zation under 45 CFR $164.508(a)(4).
This prohibitiou shall trot apply to palrnent by Couuty to Contractor for sewices provided pusuant to the
Underlying Agreement.

A. County agrees lo make its best efforts to notiry Cortsactor promptly in writirg of any restrictions on the uss or
disclosure ofPHI and,/or ePHI agreed to by County that may affect Contractor's ability to perfonn its obligations
under the Underlying Ageement, or this Addendum.

B. County agrees to make its best efforts to promptly notify Contractor in writing of any changes in, or revocatiotr of,
permission by any individual to use or disclose PHI ald,/or ePHI, if such chalges or r€vocatio[ may a{fect
Contractor's ability to perfom its obligations rurder the Underlying Agreement, or this Addendum.

C. County a$ees to make its best efforts to promptly notiry Contractor in writing of any known limitation(s) in its
notice ofpdvacy practices to the extent that such limitation may affect Contractor's use or disclosure of PHI and./or
ePHI.

E. CouDty a$ees to obtain any authorizations necessary for the use or disclosure ofPHI and/or ePHI, so that Contractor
car perfonn its obligations urder this Addendum aud/or Underlyirg Agreement.

16
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4. Oblisations ofCounty.

D. Coulty agrees not to request CoDtractor to use or disclose PHI and/or ePHI in any manner that would not be
permissible undcr HITECH, HIPAA, the Privacy Rule, and/or Security Rule.
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A. Use or disclose PHI only if such use or disclosure complies with each applicable requirement of 45 CFR
$ 164.504(e). Coraactor shall also comply with the additional privacy requirements that are applicable to covered
entities in HITECH, as may be amended from dme to time.

B. Not use or further disclose PHI and,/or ePIII other than as permitted or required by this Addendum or as required by
law. Contsactor shall promptly trotiry County if Contractor is required by law to disclose PHI and./or ePHI.

C. Use appropriate safeguards and comply, where applicable, with the Securiry Rule wi& respect to ePHI, to preyent
use or disclosure of PHI and/or ePHI other than as provided for by this Addendum.

D. Mitigate, to the extetrt pncticable, any hannful effect that is known to Contractor of a use or disclosure of PHI
and./or CPHI by Cotrfiactor in violation ofthis Addetrdum.

E. Report to CouDty any use or disclosure of PItr ad,/or ePHI trot provided for by this Addendum or otherwise iD
violation of IIITECH, HIPAA, the Privacy Rule, and,/or Secu ty Rule of which Cotrtractor becomes aware,
including breaches of umecued PHI as required by 45 CFR g 164.410.

F. In accordance with 45 CFR $ 16a.502(e)(lxii), require that any subcontractors that create, receive, maintain,
transmit or access PHI on behalf of the Contactor a$ee through contract to the same restrictions and conditions
that apply to Contractor widl respect to such PHI and,/or ePHI, including the restrictioDs and conditions pursuant to
this Addeudum.

G. Make available to County or the Secretary, itr the tirne and maffrcr designated by County or Secretary, Conaactor's
intemal pmctices, books and records relatirg to the use, disclosure and pdvacy protection of PI{I received ftom
Coutrty, or created or received by Contractor on behalf of County, for purposes of detennining, investigating or
auditing Contractor's ald./or County's compliance with the Privacy Rule.

H, Request, use or disclose only the minimum amormt of PHI necessary to accomplish the inteoded purpose of the
request, use or disclosure ir accordance with 42 USC $17935(b) and 45 CFR S164.502(bX1).

Comply \trith requirements of satisfactory assuances under 45 CFR $164.512 relating to notice or qualified
protective order in response to a third parfy's subpoena, discovery request, or other lawful process for the disclosure
ofPHI, which Connactor shall promptly notiry County upon Contractor's receipt of such request ftom a third party.

J. Not require ar individual to provide patient authodzation for use or disclosrfe ofPHI as a corditior for treatment,
payment, enrollment in any health plan (including the health plan administered by Cou[ty), or etigibility ofbenefits,
unless otherwise excepted under 45 CFR $ I64.508OX4) and authorized in writing by County.

K. Use approp ate adminisfative, techrical and physical safeguards to prevent inappropriate use, disclosue, or access
of PHI and,/or ePHI.

L. Obtain and maintain knowledge of applicable laws and rcgulations related to HIPAA and HITECH, as may be
arnelded from time to time.

M. Comply with the requirements ofthe Privacy Rule that apply to the County Io the extent Contractor is to carry out
Couflty's obligatiors under the Privacy Rule.

N. Take reasonable steps to cure or eud ally paltem of activity or pmctice of its subcontractor of which Contractor
becomes aware that constitute a material breach or violation ofthe subconaactor's obligatiotrs under lhe business
associate contact with Contmctor, and if such steps are ulsuccessful, Contractor agrees to terminate its contract
with the subcontractor iffeasibte.
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Access to PIII. Amendment and Disclosure Accountins. Contractor agrees to:

A. Access to Pm, including ePm. Provide access to PHI, inctuding ePHi if maintained electrorlically, in a designated
r€cord set to County or an individual as dircctcd by County, within five (5) days ofrequest from County, to satis$/
the requirements ol45 CFR $ 164.524.

B. Amendment of PHI. Make PHI available for amendment and hcorporate amendments to PHI h a designated
record set County dirccts or agrees to at the request ofan individual, within fifteen (15) days ofreceiving a written
request from County, in accordance with 45 CFR $ t64.526.

C. Accounting of disclosures of PHI and electronic health record. Assist County to fulfill its obligations to provide
accounting ofdisclosures ofPHI under 45 CFR $ 164.528 and, where applicable, electronic health records under 42
USC $17935(c) ifContractoruses or maintains electronic health records. Contractor shall:

1) Document such disclosures ofPHI and,/or electotric health records, and information related to such disclosures,
as would be required for County to respond to a request by all individual for an accounting of disclosures of
PHI and/or elechonic health record iu accordance with 45 CFR $ 164.528.

3) Make available for County information required by this Section 6.C for six (6) years preceding the individual's
request for accounting of disctosures of PIII, and for three (3) years preceding the individual's request for
accounting of disclosures of electonic health record.

A. Comply wilh the applicable requfuements of the Security Rule, and implement adminisftative, physicat, and
technical safeguards thal reasoDably and appropriately protect the confidentiality, inte$ity, and availability of ePHI
that Cotrtractor creates, receives, rnaintains, or transmits on behalfofCounty in accordance with 45 CFR $ 164.308,

$164.310, and $ 164.312;

B. Comply with each ofthe requirements of45 CFR $164.316 relating to the implementation ofpolicies, procedures
and documentation requirements with respect to ePHI;

C. Protect against afly reasonably alticipated dleats or hazards to the security or iotegrity of ePHI;

D. Protect agairst any reasonably anticipated uses or disclosures of ePHI &at are not permitted or requted under the
PdYacy Rule;

E. Ensure compliance with the Security Rule by Contmctor's workforce;

F. In accordance with 45 CFR $164.3080)(2), require that ary subcontractom drat create, receive, maintain, transmit,
or access ePI{I on behalf of Confactor agree though contract to the same restrictions and requiremenls contained
in this Addendurn and comply with the applicable requirements of the Security Rule;

G. Report to County any security incident ofwhich Contractor becomes aware, including breaches ofunsecured PHI
as required by 45 CFR $164.410; atrd,

H. Comply with any additionat security requirements ftat are applicable to covered ertities in Title 42 (Public Health
and Welfare) of the United States Cod€, as maybe ameuded from time to time, irchrdiog but trot lillritedto HITECH.

Revision l/06/2021

2) Within fifteen (15) days of receiving a written request from Comty, provide to County or any individual as

directed by County information collected in accordance with this section to permit County to respond to a

request by an individual for an accounting ofdisctosures ofPHI and/or electronic health record.

Securitv ofePHI. In the event County discloses ePHI to Confaclor or Contractor needs to create, receive, maintaiD,
tsansmit or have access to County ePHI, in accordance with 42 USC $17931 and 45 CFR $ 164.314(a)(2)(i), alld
$1 64.306, Contractor shall:
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8. Breacb of Unsecured PHI. In the case of breach of unsecured PHI, Contractor shall comply with dre applicable
provisions of42 USC $ 17932 and 45 CFR Part 164, Subpart D, inctuding but not limited to 45 CFR $ 164.410

C

D

E

Discovery and notification. Fotlowing thc discovery ofa breach of msecued PHl, ConEactor shall notify
County in writing of such breach without unreasouable delay and in no casc later than 60 calendar days after
discovery of a breach, except as provided in 45 CFR $ 164.412.

l) Breaches treated as discovered. A breach is treated as discovered by Contractor as of the frst day on
wNch such breach is knowu to Contractor or, by exercising reasonable diligence, would have been knowa
to Contractor, which includes any person, other than the person corunitting the breach, who is an
employee, officer, or other ageut ofConEactor (determined in accordance with the federal common law of
agencr.

a) The identification of each individuat whose unsecued PHI has been, or is reasorably believed by
Contractor to hav€ been accessed, acquired, used or disclosed during the breach;

b) A brief descriptiotr ofwhat happened, including the date ofthe breach ard the date of the discovery of
the breach, ifknown;

c) A description of the types ofunsecued PHI involved in tlle breach, such as whether fult name, social
security rurnber, date ofbirth, home address, accourt number, diagnosis, disability code, or other types
of infomration were involved;

d) Aoy steps irdividuals should take to protect themselves from potential harm resulting ftom the breach;

e) A briefdescription ofwhat Contractor is doing to investigate the breacll to mitigate harm to individuals,
and to protect against any further breaches; and,

0 Contact procedures for individuals to ask questions or leam additio[al information, which shall include
a toll-free telephone number, al e-mail address, web site, or postal address.

Coopcration. With respect to ary breach ofunsecured PHI reported by Confiactor, Contractor shall cooperate
with Couuty and shalt provide Courty wifi any information requested by Coutrty to enable County to tltfill in
a timely manner its own reporting and notification obligations, including but not Iimited to providing rotice to
individuals, prominent media outlets ard the Secreta.ry in accordaace with 42 USC $17932 and 45 CFR

$164.404, $164.406 and $164.408.

Breach log. To the extent breach of unsecured PHI iuvolves Iess than 500 individuals, Contractor shall
maintain a log or other documentation of such breaches alld provide such log or other documeltation on an
aDlual basis to Coulty trot later tha[ fifteeo (15) days a-tter the end of each cale[dar year for subrnission to the
Secretary.

Delay of notification authorized by law enforcemert. If Contactor delays notihcation of breach of
unsecured PHI pursuant to a law enforcemeot official's statemelt that required notification, trotice or posting
would irnpede a criminal hvestigatiofl or cause damage to national security, Contractor shall maintain
documentation sufficient to demonstrate ils complialce with the requirements of45 CFR $164.412.

Payment ofcosts. With respect to any breach of unsecured PHI caused solely by the Co[tractor's failue to
comply with one or more of its obligations under this Addendum aDd/or the provisions of HITECH, HIPAA,
the Privacy Rule or the Security Rule, Confactor agrees to pay any and all costs associated with providing all
legally required notifications to individuals, media outlets, and the Secretary. This provision shall not be
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2) Content of rotification. The written notificatior to County relatirg to breach of ulsecured PHI shall
include, to tie extetrt possible, the following information if known (or can be reasonably obtained) by
Contractor:

B,
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consfued to limit or diminish Contractor's obligations to indemniry, defend and hold harmless County under
Section 9 of this Addendum.

Documctrtation. Pusuant to 45 CFR $164.4140), in the event Cootractor's use or disclosue ofPHI and./or

ePHI violates the Privacy Rule, Contmctor shall mainlain documentation sufficient to dcmonstate that all
notificatioos were madeby Conaactoras requiredby 45 CFR Part 164, Subpafi D, orthatsuch use or disclosure
did not constitule a breach, including Contractor's completedrisk assessment and investigation documentation.

Additional State Reporting Requirements. The parties agree that this Section 8.G applies only if and/or
whe County, in its capacity as a licensed ctinic, health facility, home health agency, or hospice, is required to
report unlawful or unauthorized access, use, or disclosure of lnedical infomlation under the more saingent
requirements ofCalifornia Heatth & Safety Code $1280.15. For purposes ofthis Section 8.G, "uuauthorized"
has the meaning given such term in Califomia Hcatth & Safety Codc $1280.15(iX2).

1) Contsactor agrees to assist County to futfill its reporting obligations to affected patients a]1d to the
Califomia Department of Pubtic Health ("CDPH") in a timely marurer under the CalifomiaHealth & Safety
Code $ 1280.15.

2) Contractor agrees to report to County any unlawful or unauthorized access, use, or disclosue of patient's
medical information without unrcasonable delay and no laler than two (2) business days after Contractor
detects such incident. Contractor firther agrees such report shall be nade in writing, and shall include
substantially the same types of inforrnation listed aboye in Section 8.A.2 (Content of Notification) as

applicable to the untawful or rnuuthorized access, use, or discloswe as delured above in ftis sectiotr,
understanding and acknowledging that the lerm "breach" as used in Section 8.A.2 does not apply to
Califomia Health & Safety Code $1280.15.

A. Contractor agrees to iudemnify aud hold harmless County, all Agencies, Districts, Special Districts ard Departments
of County, their respective directors, officers, Board of Supervisors, elected and appointed officials, enployees,
agents and representatives ftom any liability whatsoever, based or asserted upon auy services of Contractor, its
officers, employees, subcontractors, agents or representatives arising out ofor itr any way relating to ftis Addeodum,
including but not limited to property damage, bodily injury, death, or any other elemetrt of any kind or nahfe
whatsoever arisirlg ftom the performance of Contractor, its officers, age[ts, employees, subconfiactors, agents or
representatives from this Addendum. Contractor shall defend, at its sole expense, all costs and fees, including but
not limited to attomey fees, cost of iuvestigation, defeose and settlemeots or awards, of County, all Agencies,
Districts, Special Districts and Deparbrents of County, their respective directors, officers, Board of Supervisors,
elected and appointed officials, employees, agetrts or representatives in iury claim or action based upon such alleged
acts or omissions.

B. With respect to arry action or claim subject to indemnification herein by ConEactor, Cootractor shall, at their sote
cost, have the dght to use counsel oftheir choice, subject to the approval ofCounty, whichshallnot be unreasonably
withheld, and shall have the right to adjust, settle, or compromise any such action or claim without the prior cometrI
ofCounty; provided, however, that any such adjustment, setllement or compromise in no manner yr'hatsoever limits
or circumscribes Contactor's indeunification to Couuty as set forth herei[. CoDtractor's obligation to defend,
indemniry and hold harmless County shall be subject to Couoty having given Contractor written notice witlin a

reasonable period of time of fte claim or of the corffnencement of the related actioD, as the case may be, and
information and reasonable assistance, at Contractor's expense, for the defense or settlement thereof. Contsactor's
obligation hereunder shall be satisfied when Contractor has provided to County the appropriate form ofdisrnissal
relieviqg County from ary liability for the action or claim involved.

C. The specified insurance limits required in the Underlying Agreement of this Addendum shall in no way limit or
circurnsc be Contactor's obligations to inderudry and hold harmless County herein ftom tbird party claims arising
from issues of this Addendun.
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D. In the event therc is conflict between this clause and Califomia Civil Code $2782, this clause shall be interpreted to
comply with Civil Code $2782. Such interyretation shall not relieve the Contractor from irdemniS,itrg Counly to
the fullest extent allowed by law.

E. In the evelt there is a conflict between this indemnification clause and an indemnification clausc contained in the
Underlying A$eement ofthis Addendum, this indemnification shall only apply to the subject issues included within
this Addendum.

Ig!q. This Addendum shall commence upon the Effective Date and shall termiDate whe( alt PHI and/or cPHI provided
by County to Contractor, or created or received by Contractor on behalfofCounty, is destroyed or retumed to County,
or, if it is infeasible to returu or destroy PHI and./ePHI, protections are extended to such informatioL in accordance with
section I 1.B ofthis Addendum-

Termination.
A. Termination for Breach ofContract. A breach ofany provision ofthis Addetrdum by either party shall constitute

a material breach of the Underlying Ageemenr and will provide gounds for terminating this Addendum and the
Underllng Agreement with or without an opporhxlity to cure th€ breach, notwithstanding any provision in the
Underlying Agreement to the contary. Either party, upon written notice to the other party describing the breach,
may take any ofthe following actioos:
1 ) Terminate flre Underlying Ageemetrt and this AddenduL effective immediately, if the other party breaches a

material provision of flris Addendum.

2) Provide the other party with an opportunity to cur€ the alleged material breach ard in the event the odrer party
fails to cure the breach to ths satisfaction of the non-brcaching pafiy in a timely manner, Ihe non-breaching
party has the right to irmediately terminate the Undertyiug Agreement aud this Addendum.

3) If terminatior of the Underlying Agreement is not feasible, the breaching party, upon the request of the non-
breaching party, shall implement, at its own expense, a plar to cure the breach and report regulady on its
compliance with such plan to the non-breaching party.

B. EffectofTermitration.
1) Upon termination of this Addendrua, for any reason, Contractor shall retum or, if agreed to in writing by

County, destroy alt PHI and./or ePHI received ftom Courty, or cleated or received by the Contractor on behalf
ofCounty, and, inthe event ofdestruction, Contractor shall certiry such destructioq in writing, to County. This
provision shall apply to all PHI ard,/or ePHI which are in the possession of subcontractors or agents of
Contractor. Contractor shall retain no copies of PHI ard-/or ePHI, except as provided below in pamgraph (2)
ofthis section.

2) In th€ event that Contractor detennircs thal retuming or destroying the PHI and./or ePHI is not feasible,
Cofltractor shall provide written notification to Courty of the co[ditions that make such retum or destruction
not feasible. Upon determination by Contmctor that retum or desfuction of PHI arcVor ePHI is not feasible,
Contactor shall extend the protections of this Addendum to such PHI and./or CPHI and limit further uses and
disclosures ofsuch PHI and/or cPHI to those purposes which make the retum or destruction not feasible, for so
long as Contractor maintains sucir PHl an or ePHL

General Provisions.
A. Retetrtion Period. Whenever Contractor is required to document or maintain documentation pursuant to the terms

of this Addendum, Contractor shall retain such documertation for 6 years ftom fie date of its creation or as

otherwise prescribed by law, whichever is later.

C. Survival. The obligations of Confiactor under Sectious 3, 5,6,7,8,9,11.8 and l2.A of this Addendum shall
survive the termination or expiration of this Addendum.

t2.
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B. Amendment The padies agee to take such action as is nccessary to amend this Addendun ftom time to time as

is necessary for County to comply with HITECH, the Privacy Rule, Security Rule, 0nd HIPAA generally.
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D. Regulatory and Statutory References. A reference in this Addendum to a section in HITECH, HIPAA, the
Privacy Rute and,/or Security Rule means the section(s) as in effect or as amended.

E. Conllicts. The provisions of tlis Addendum shall prevail over any provisions in the Underlying Ageement that
cotrflict or appear inconsistent with ary provision in this Addendum.

13. Interpretation of Addendum.
l) This Addendum shall be constned to be pan ofthe Underlying Agreement as one document. The purpose is

to supplement the Underlying Agreement to include the requirements of the Privacy Rule, Secu ty Rule,
t PAA and HITECH.

2) Any ambiguity between this Addendum and the Underllng A$eement shall be resolved to permit County to
comply with the Privacy Rule, Security Rute, HIPAA and HITECH generally.

14. Notices to Countv. All notifications required to be given by Cotrtractor to County pursuart to the terms of Ois Addendum
shall be made in writing and delivered to the County both by fax and to both ofthe ad&esses listed belowby either registered
or ceftified mail rehfn receipt requesled or guaratrteed ovemiglit mait wilh hacing capability, or at such other address as
Coutrty may hereafter designate. All notices to County provided by Contractor pusuant to this Section shall be deerned
given or made when received by County.

County HIPAA Privacy Oflicer:

COUNTY HIPAA Privacy Officer Email:

HIPAA Privacy Manager

R.Comolianc e@ruhealth.org

County HIPAA Privacy Officer Address: 26520 Cactus Averue,

Moreno Valley, CA 92555

County HIPAA Privacy Officer Phone Number: (951) 486-6471

15. Pr€sidio Contect Information:
Cbris Sanchez, Account Manager
Phone: (925) 568-2457

Email: csanchez@oresidio.com
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IN WITNESS WHEREOF, the Parties hereto have causcd lheir duly authorized representativcs to execute this
Agreelllent-

COLINTY OF RMRSIDE, a political
srrbdivision ofthe State of Califomia

Presidio Networked Solutions Group, LLC:
a Delaware Limited Liability Company

/) Ka"b{ Sdz,,A,.*
By:

V. Mauuel Perez

Chair of the Board of Supervisors

nare: MARI82025

ATTEST:
Kimberly Rector

Clerk ofthe Board

By:

D"fl,H
APPROVED AS TO FORM:
Minh C. Tran

County Counsel

Narne: Keith Strolxlan
Title: Vice President

jn1s. 02126/2025

By

B

Paula ido

Deputy County Counsel

Date: 3l\hr,z-s

Revision l/06202I

MAR182025 3->v

23


