SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

(ID #27211)

MEETING DATE:
FROM:  RIVERSIDE COUNTY INFORMATION TECHNOLOGY  Tyesday, March 18, 2025

SUBJECT: RIVERSIDE COUNTY INFORMATION TECHNOLOGY: Approve the Call
Accounting and Billing Software Agreement by and between the County of Riverside and
Presidio Networked Group, LLC to provide ISI Telemanagement Solutions, LLC’s Call
Accounting and Billing Software-as-a-Service from March 10, 2025 through March 9, 2030, for a
total aggregate amount not to exceed $269,070, All Districts. [Total Aggregate Cost: $269,070;
up to $26,907 in additional compensation; RCIT Budget -100%].

RECOMMENDED MOTION: That the Board of Supervisors:

1.

Approve the Call Accounting and Billing Software Agreement by and between the
County of Riverside and Presidio Networked Group, LLC to provide ISl
Telemanagement Solutions, LLC's Call Accounting and Billing Software-as-a-Service
from March 10, 2025, through March 9, 2030, for a total aggregate amount not to exceed
$269,070; authorize the Chair of the Board to execute the same on behalf of the County;
Authorize the Purchasing Agent, in accordance with Ordinance No. 459, based on the
availability of fiscal funding and as approved as to form by County Counsel to: a) sign
amendments that stay within the intent of the agreement, including modifications to the
statement of work and b) sign amendments to the compensation provisions that do not
exceed the total aggregate of $26,907 for the term of the Agreement;

Authorize the Purchasing Agent to issue purchase orders to Presidio Networked Group,
LLC for the Call Accounting and Billing Services that do not exceed the Board approved
total amount for the term of the Agreement; and

Direct the Clerk of the Board to retain one (1) copy of the original Agreement on file and
return two (2) original copies of the Agreement to Riverside County Information
Technology (RCIT) for distribution.

ACTION:Policy

th, ief Infortnation icer 2/19/2

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Spiegel, seconded by Supervisor Gutierrez and duly carried by

unanimous vote, IT WAS ORDERED that the above matter is approved as recommended.

Ayes: Medina, Spiegel, Washington, Perez and Gutierrez

Nays: None Kimberly A. Rector
Absent: None Clerk of

Date: March 18, 2025 By:

XC: RCIT Deputy
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,

STATE OF CALIFORNIA
FINANCIAL DATA | currentFiscal Year: Next Fiscal Year: Total Cost: Ongoing Cost
COST 3 54,462 $ 53,652 $ 269,070 | $ 0
NET COUNTY COST $ o % 0| % 0% 0

SOURCE OF FUNDS: RCIT Budget - 100% Budget Adjustment: No

For Fiscal Year: 24/25-28/29

C.E.O. RECOMMENDATION: Approve

BACKGROUND:

Summary

The request before the Board is to approve the Call Accounting and Billing Software Agreement
with Presidio Networked Group, LLC and IS| Telemanagement Solutions, LLC (ISI) to provide
Call Accounting and Billing Software-as-a-Service from March 10, 2025, through March 9, 2030,
for a total amount not to exceed $269,070. This request aligns with the county’'s commitment to
leveraging technology to improve service delivery and fiscal responsibility.

ISI offers advanced reporting and analytics to provide a comprehensive suite of reporting tools,
including detailed dashboards and customizable analytics, which enable more in-depth insights
into call data and trends. This ensures accurate cost allocation, improved resource planning,
and enhanced accountability across county departments. This solution provides scalability and
seamless integration with modern telephone systems, including the existing Cisco Unified
Communications and other cloud-based solutions. Its scalability accommodates the County’s
growing needs with improved security and compliance and conforms to the county’s stringent
security protocols and compliance standards, ensuring that sensitive call data is protected while
meeting regulatory requirements. The ISl-enhanced user interface minimizes training needs and
supports intuitive navigation for county staff, improving department adoption and utilization.
Adopting a modern call accounting solution represents a strategic financial and operational
investment in the county’s infrastructure which will enhance operational efficiency and
transparency while addressing the limitations of the current legacy Telesoft/Connect system.

The Telesoft system, now known as Connect, served as a basic call accounting solution,
offering limited reporting and analytic features. However, as the County’'s telecommunications
landscape has evolved, so have the demands for a more robust, flexible, and insightful call
accounting system. After an extensive review of available options, |1S| software emerged as the
optimal choice due to its advanced capabilities and alignment with county requirements.
Utilizing 1S| software will significantly reduce manual effort and inefficiency, and it is expected to
deliver cost savings through automation, streamlined operations, and increased billing and
resource allocation efficiency.

Impact on Residents and Businesses
There is no negative impact on residents and businesses within the County of Riverside.

Additional Fiscal Information
The following table summarizes the annual fiscal year cost for this Agreement:
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

Description FY24/25 | FY25/26 | FY26/27 | FY27/28 | FY28/29 Total
Call Accounting and Billing | o553 555 | 953 652 | $53.652 | $53.652 | $53,652 | $268,260
Software

Professional Services $ 810 | $ 0| % 0 $ 0 9% 0% 810
Total $54,462 | $53,652 | $53,652 | $53,652 | $53,652 | $269,070
Additional Compensation Not to Exceed $26,907

Contract History and Price Reasonableness

The Riverside County Purchasing Department, on behalf of Riverside County Information
Technology (RCIT), released a Request for Proposal (RFP) #ITARC-548 on August 1, 2024, for
the purchase and implementation of a new call accounting and billing software system. The
RFP was posted publicly on PublicPurchase.com. Ninety-nine (99) potential vendors were
notified via Public Purchase. The bid closed on September 12, 2024, and Purchasing received
three (3) responses with proposals ranging from $269,066.30 to $2,896,397.00 for software
subscription and implementation of a telephone call accounting and billing software system.
After a thorough evaluation process including product demonstrations, the Evaluation
Committee, consisting of six (6) evaluators representing RCIT, recommended the award to
Presidio Networked Group, LLC as the lowest, most responsive and responsible bidder.

ATTACHMENTS:

A. Call Accounting and Billing Software Agreement No. ITARC-0001245 with Presidio
Networked Group, LLC

- - m
Melissa zums, épg Elrocior of :uréumg ag ! n; 37372025 "Alonzo Barrera, Friﬂcﬂgement 4 'a; 3Ib:'2;;£

a ranco, Assistant County Executive Officer
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AGREEMENT #ITARC-0001245

CALL ACCOUNTING AND BILLING SOFTWARE AGREEMENT
between

COUNTY OF RIVERSIDE
and
PRESIDIO NETWORKED SOLUTIONS GROUP, LLC.

This Agreement is entered by and between the COUNTY OF RIVERSIDE, a political subdivision
of the State of California, (herein referred to as "COUNTY"), and Presidio Networked Solutions Group,
LLC a State of Delaware limited liability company authorized to conduct business in the State of California
(herein referred to as “RESELLER”) to provide ISI Telemanagement Solutions, LLC’s Call Accounting
Software as a Service effective March 11, 2025 through March 10, 2030, based on reseller’s response to
RFP no. ITARC-548 for Call Accounting and Billing Software. The parties agree as follows:

1. Description of Services:

1.1 RESELLER shall provide all Call Accounting and Billing Software services as outlined and
specified in Exhibit A, Scope of Services, and at the prices stated in Exhibit B, Payment Provisions,
to the Agreement.

1.2 RESELLER represents that they have the skills, experience, and knowledge necessary to perform
under this Agreement and the COUNTY relies upon this representation. RESELLER shall perform
to this satisfaction of the COUNTY and in conformance to and consistent with the highest standards
of firms/professionals in the same discipline in the State of California.

1.3 RESELLER affirms that it is fully apprised of all the work to be performed under this Agreement;
and the RESELLER agrees it can properly perform this work at the prices stated in Exhibit B.
RESELLER is not to perform services or provide products outside of the Agreement.

1.4 Acceptance by the COUNTY of the RESELLER’s performance under this Agreement does not
operate as a release of RESELLER’s responsibility for full compliance with the terms of this
Agreement.

2. Period of Performance:

The Period of Performance for this Agreement shall be effective from March 11, 2025 through
March 10, 2030, unless terminated earlier.

3 Compensation

Revision 1/06/2021
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AGREEMENT #ITARC-0001245

3.1 The COUNTY shall pay the RESELLER for services and products provided by RESELLER in
accordance with the terms of this Agreement. Maximum payments COUNTY to RESELLER shall
not exceed the annual amount stated in Exhibit B of this Agreement. The COUNTY is not
responsible for any fees or costs incurred above or beyond the contracted amount and shall have no
obligation to purchase any specified amount of services or products. All invoices will be due and
payable within 30 days after date of invoice.

3.2 Non-Appropriations: The COUNTY obligation for payment of this Agreement beyond the
current fiscal year end is contingent upon and limited by the availability of COUNTY funding from
which payment can be made, and invoices shall be rendered “monthly” in arrears. In the State of
California, Government agencies are not allowed to pay excess interest and late charges, per
Government Codes, Section 926.10. No legal liability on the part of the COUNTY shall arise for
payment beyond June 30 of each calendar year unless funds are made available for such payment.
In the event that such funds are not forthcoming for any reason, COUNTY shall immediately notify
CONTRACTOR in writing; and this Agreement shall be deemed terminated, have no further force,
and effect.

Hold Harmless/Indemnification:

4.1 RESELLER shall indemnify and hold harmless the County of Riverside, its Agencies, Districts,
Special Districts and Departments, their respective directors, officers, Board of Supervisors, elected
and appointed officials, employees, agents and representatives (individually and collectively
hereinafter referred to as Indemnitees) from any liability, action, claim or damage whatsoever, based
or asserted upon any services, or acts or omissions, of reseller, its officers, employees, subcontractor,
agents or representatives arising out of or in any way relating to this Agreement, including but not
limited to property damage, bodily injury, or death or any other element of any kind or nature.
reseller shall defend the Indemnitees at its sole expense including all costs and fees (including, but
not limited, to attorney fees, cost of investigation, defense and settlements or awards) in any claim
or action based upon such acts, omissions or services.

4.2 With respect to any action or claim subject to indemnification herein by RESELLER.
RESELLER shall, at their sole cost, have the right to use counsel of their own choice and shall have
the right to adjust, settle, or compromise any such action or claim without the prior consent of the
COUNTY; provided, however, that any such adjustment, settlement or compromise in no manner
whatsoever limits or circumscribes reseller indemnification to Indemnitees as set forth herein.

4.3 RESELLER obligation hereunder shall be satisfied when RESELLER has provided to COUNTY
the appropriate form of dismissal relieving the county from any liability for the action or claim
involved.

Revision 1/06/2021



AGREEMENT #ITARC-0001245

5. Termination:

5.1 COUNTY may terminate this Agreement without cause upon thirty (30) days written notice
served upon the Reseller stating the extent and effective date of termination.

5.2 COUNTY may, upon five (5) days written notice terminate this Agreement for reseller default,
if reseller refuses or fails to comply with the terms of this Agreement or fails to make progress that
may endanger performance and does not immediately cure such failure. In the event of such
termination, the County may proceed with the work in any manner deemed proper by County.

5.3 RESELLER rights under this Agreement shall terminate (except for fees accrued prior to the
date of termination) upon dishonesty or a willful or material breach of this Agreement by reseller;
or in the event of reseller unwillingness or inability for any reason whatsoever to perform the terms
of this Agreement.

6. Alteration or Changes to the Agreement

The Board of Supervisors and the County Purchasing Agent and/or his designee is the only
authorized County representatives who may at any time, by written order, alter this Agreement. If
any such alteration causes an increase or decrease in the cost of, or the time required for the
performance under this Agreement, an equitable adjustment shall be made in the Agreement price
or delivery schedule, or both, and the Agreement shall be modified by written amendment
accordingly.

7. Notices

All correspondence and notices required or contemplated by this Agreement shall be delivered to
the respective parties at the addresses set forth below and are deemed submitted two days after
their deposit in the United States mail, postage prepaid:

COUNTY RESELLER

Riverside County Information Technology Presidio Networked Solutions Group, LLC
Attn: Erika Woods Attn: Chris Sanchez

Procurement Contract Specialist Account Manager

3450 14™ Street 5000 Hopyard Rd., STE 188

Riverside, CA 92501 Pleasanton, CA 94588

Please send invoices by hard copy or email to:
Riverside County Information Technology (RCIT)
Attn: Accounts Payable

3450 14™ Street

Riverside, CA 92501

Email: RCIT-AcctsPayable@rivco.org

Revision 1/06/2021



AGREEMENT #ITARC-0001245

Please send all software electronic deliveries in connection with the Agreement to:
Riverside County Information Technology (RCIT)

Attn: Software Asset Management Team

Email: RCIT-SOFTWAREMANAGEMENT@rivco.org

8. Insurance

Without limiting or diminishing the RESELLER’S obligation to indemnify or hold the COUNTY
harmless, RESELLER shall procure and maintain or cause to be maintained, at its sole cost and
expense, the following insurance coverage’s during the term of this Agreement. As respects to the
insurance section only, the COUNTY herein refers to the County of Riverside, its Agencies,
Districts, Special Districts, and Departments, their respective directors, officers, Board of
Supervisors, employees, elected or appointed officials, agents, or representatives as Additional
Insureds.

A. Workers’ Compensation:

If the RESELLER has employees as defined by the State of California, the RESELLER shall
maintain statutory Workers’ Compensation Insurance (Coverage A) as prescribed by the laws of
the State of California. Policy shall include Employers’ Liability (Coverage B) including
Occupational Disease with limits not less than $1,000,000 per person per accident. The policy shall
be endorsed to waive subrogation in favor of The County of Riverside. Policy shall name the
COUNTY as Additional Insureds.

B. Commercial General Liability:

Commercial General Liability insurance coverage, including but not limited to, premises liability,
unmodified contractual liability, products and completed operations liability, personal and
advertising injury, and cross liability coverage, covering claims which may arise from or out of
RESELLER’S performance of its obligations hereunder. Policy shall name the COUNTY as
Additional Insured. Policy’s limit of liability shall not be less than $2,000,000 per occurrence
combined single limit. If such insurance contains a general aggregate limit, it shall apply separately
to this agreement or be no less than two (2) times the occurrence limit. Policy shall name the
COUNTY as Additional Insureds.

C. Insurance Requirements for I'T Contractor Services:

RESELLER shall procure and maintain for the duration of the contract insurance against claims for
injuries to person or damages to property which may arise from or in connection with the
performance of the work hereunder by the RESELLER, its agents, representatives, or employees.
RESELLER shall procure and maintain for the duration of the contract insurance claims arising out
of their services and including, but not limited to loss, damage, theft or other misuse of data,
infringement of intellectual property, invasion of privacy and breach of data.
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AGREEMENT #ITARC-0001245

Cyber Liability Insurance, with limits not less than $2,000,000 per occurrence or claim, $2,000,000
aggregate. Coverage shall be sufficiently broad to respond to the duties and obligations as is
undertaken by RESELLER in this agreement and shall include, but not limited to, claims involving
infringement of intellectual property, including but not limited to infringement of copyright,
trademark, trade dress, invasion of privacy violations, information theft, damage to or destruction
of electronic information, release of private information, alteration of electronic information,
extortion and network security. The policy shall provide coverage for breach response costs as well
as regulatory fines and penalties where insurable as well as credit monitoring expenses with limits
sufficient to respond to these obligations. Policy shall name the COUNTY as Additional Insureds.

D. General Insurance Provisions — All lines:

1)

2)

3)

4)

Revision 1/06/2021

Any insurance carrier providing insurance coverage hereunder shall be admitted to the State
of California and have an A M BEST rating of not less than A: VIII (A:8) unless such
requirements are waived, in writing, by the County Risk Manager. If the County’s Risk
Manager waives a requirement for a particular insurer such waiver is only valid for that
specific insurer and only for one policy term.
The RESELLER must declare its insurance self-insured retention for each coverage
required herein. If any such self-insured retention exceeds $500,000 per occurrence each
such retention shall have the prior written consent of the County Risk Manager before the
commencement of operations under this Agreement. Upon notification of self-insured
retention unacceptable to the COUNTY, and at the election of the Country’s Risk Manager,
RESELLER’S carriers shall either; 1) reduce or eliminate such self-insured retention as
respects this Agreement with the COUNTY, or 2) procure a bond which guarantees payment
of losses and related investigations, claims administration, and defense costs and expenses.
RESELLER shall cause RESELLER’S insurance carrier(s) to furnish the County of
Riverside with either 1) a properly executed original Certificate(s) of Insurance and certified
original copies of Endorsements effecting coverage as required herein, and 2) if requested
to do so orally or in writing by the County Risk Manager, provide original Certified copies
of policies including all Endorsements and all attachments thereto, showing such insurance
is in full force and effect. Further, said Certificate(s) and policies of insurance shall contain
the covenant of the insurance carrier(s) that a minimum of thirty (30) days written notice
shall be given to the County of Riverside prior to any material modification, cancellation,
expiration or reduction in coverage of such insurance. If RESELLER insurance carrier(s)
policies do not meet the minimum notice requirement found herein, RESELLER shall cause
RESELLER’s insurance carrier(s) to furnish a 30 day Notice of Cancellation Endorsement.
In the event of a material modification, cancellation, expiration, or reduction in coverage,
this Agreement shall terminate forthwith, unless the County of Riverside receives, prior to
such effective date, another properly executed original Certificate of Insurance and original
copies of endorsements or certified original policies, including all endorsements and
attachments thereto evidencing coverage’s set forth herein and the insurance required herein
is in full force and effect. RESELLER shall not commence operations until the COUNTY
5




AGREEMENT #ITARC-0001245

has been furnished the original Certificate (s) of Insurance and certified original copies of
endorsements and if requested, certified original policies of insurance including all
endorsements and any and all other attachments as required in this Section. An individual
authorized by the insurance carrier to do so on its behalf shall sign the original endorsements
for each policy and the Certificate of Insurance.

5) It is understood and agreed to by the parties hereto that the RESELLER’s insurance shall
be construed as primary insurance, and the COUNTY’S insurance and/or deductibles and/or
self-insured retention’s or self-insured programs shall not be construed as contributory.

6) If, during the term of this Agreement or any extension thereof, there is a material change
in the scope of services; or, there is a material change in the equipment to be used in the
performance of the scope of work; or, the term of this Agreement, including any extensions
thereof, exceeds five (5) years; the COUNTY reserves the right to adjust the types of
insurance and the monetary limits of liability required under this Agreement, if in the
County Risk Management’s reasonable judgment, the amount or type of insurance carried
by the RESELLER has become inadequate.

7) RESELLER shall pass down the insurance obligations contained herein to all tiers of
subcontractors working under this Agreement.

8) The insurance requirements contained in this Agreement may be met with a program(s) of
self-insurance acceptable to the COUNTY.

9) RESELLER agrees to notify COUNTY of any claim by a third party or any incident or
event that may give rise to a claim arising from the performance of this Agreement.

9. General:

9.1 This Agreement, including any attachments or exhibits, constitutes the entire agreement of the
parties with respect to its subject matter and supersedes all prior and contemporaneous
representations, proposals, discussions and communications, whether oral or in writing. This
Agreement may be changed or modified only by a written amendment signed by authorized
representatives of both parties.

9.2 This Agreement shall be governed by the laws of the State of California. Any legal action related
to the performance or interpretation of this Agreement shall be filed only in the Superior Court of
the State of California located in Riverside, California, and the parties waive any provision of law
providing for a change of venue to another location. In the event any provision in this Agreement is
held by a court of competent jurisdiction to be invalid, void, or unenforceable, the remaining
provisions will nevertheless continue in full force without being impaired or invalidated in any way.

9.3 The following documents are attached to and incorporated into this Agreement:
A) Exhibit A: Scope of Services
B) Exhibit B: Payment Provisions
C) Attachment I: HIPPA BAA Attachment to the Agreement
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AGREEMENT #ITARC-0001245

9.4 In the event of any conflict or inconsistency between the terms and conditions of this Agreement

and any terms or conditions set forth in any of the attachments, purchase order(s), or other document |
relating to the transactions contemplated by this Agreement, the terms and conditions set forth in
this Agreement shall prevail.

9.5 This Agreement may be executed in any number of counterparts, each of which will be an
original, but all of which together will constitute one instrument. Each party of this Agreement
agrees to the use of electronic signatures, such as digital signatures that meet the requirements of the
California Uniform Electronic Transactions Act ((“CUETA”) Cal. Civ. Code §§ 1633.1 to 1633.17),
for executing this Agreement. The parties further agree that the electronic signatures of the parties
included in this Agreement are intended to authenticate this writing and to have the same force and
effect as manual signatures. Electronic signature means an electronic sound, symbol, or process
attached to or logically associated with an electronic record and executed or adopted by a person
with the intent to sign the electronic record pursuant to the CUETA as amended from time to time.
The CUETA authorizes use of an electronic signature for transactions and contracts among parties
in California, including a government agency. Digital signature means an electronic identifier,
created by computer, intended by the party using it to have the same force and effect as the use of a
manual signature, and shall be reasonably relied upon by the parties. For purposes of this section, a
digital signature is a type of “electronic signature™ as defined in subdivision (i) of Section 1633.2 of
the Civil Code.

WARRANTY:

ALL THIRD-PARTY PRODUCTS PROVIDED BY PRESIDIO ARE PROVIDED “AS IS” SUBJECT
TO THE WARRANTY GIVEN BY THE MANUFACTURER. EXCEPT AS EXPRESSLY PROVIDED
IN THIS AGREEMENT, PRESIDIO MAKES NO WARRANTIES, EXPRESS OR IMPLIED, AND
SPECIFICALLY DISCLAIMS ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, TITLE OR NON-INFRINGEMENT OR ANY WARRANTY ARISING BY
USAGE OF TRADE, COURSE OF DEALINGS OR COURSE OF PERFORMANCE. ANY AND
ALL ORIGINAL EQUIPMENT MANUFACTURER (“OEM”) WARRANTIES, CERTIFICATIONS
AND GUARANTEES ARE PASSED THROUGH TO COUNTY. PRESIDIO SERVES AS A SINGLE
POINT OF CONTACT BETWEEN THIRD PARTY OEMS AND COUNTY TO ENFORCE SUCH
PASSED THROUGH WARRANTIES. COUNTY AGREES THAT ANY THIRD-PARTY HARDWARE
OR SOFTWARE PRODUCTS PROVIDED TO CLIENT UNDER THIS AGREEMENT WILL CARRY
THE WARRANTY PROVIDED BY THE MANUFACTURER AND PRESIDIO MAKES NO
INDEPENDENT WARRANTY WITH RESPECT TO SUCH THIRD-PARTY HARDWARE OR
SOFTWARE PRODUCTS.

THIRD PARTY SOFTWARE:
THIRD PARTY SOFTWARE. Any Third-Party Software delivered to Client by Presidio is

delivered “AS IS” subject to any warranty or remedy given by the manufacturer. “Third Party
Software” means all software, software services and documentation that is not owned by Presidio.
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All Third-Party Software will be subject to such third party’s applicable license terms and
conditions which shall govern in the event of a conflict with the Agreement.

[Signature page to follow]
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IN WITNESS WHEREOPF, the Parties hereto have caused their duly authorized representatives

to execute this Agreement.

COUNTY OF RIVERSIDE, a political

subdivision of the/St?te/ny/alifomia
P g,

By:

V. Manual Perez

Chair of the Board of Supervisors

Dated: MAR 18 2025

ATTEST:
Kimberly Rector
Clerk of t?e Board

Byrﬂ%@%ﬂm
Deputy

APPROVED AS TO FORM:

Minh C. Tran
County Counsel

By:Q > 2

Paula S.\Salcido
Deputy County Counsel

Dated: —3( ‘1{2 ves

Revision 1/06/2021
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Presidio Networked Solutions Group, LLC a
Delaware Limited Liability Company

By; Aedh Staokman

Name: Keith Strohman
Title: Vice President

Dated: 02/26/2025
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EXHIBIT A
SCOPE OF SERVICES

1. General Information

This Reseller Agreement by and between the COUNTY OF RIVERSIDE “COUNTY” and
Presidio Networked Solutions Group, LLC “RESELLER” of ISI Telemanagement Solutions,
LLC to perform the Call Accounting and Billing Software Services below as described in
sections A-l.

Revision 1/06/2021

A.

Solution Integration Capability — ISI will integrate existing and near-term
deployments supporting Unified Communications solutions for the County of
Riverside to give reporting on a Cisco Unified Communications Manager 12.5 and
newer.

Inventory Management - IS will use standard templates for all trunk traffic
reporting requests to track inventory of County and third-party circuits, leased or
owned. Contract compliance highlighting inception and expirations dates for a)
Plain Old Telephone Service (POTS) lines, b) Data Network circuits, ¢) Voice
Multiprotocol Label Switching (MPLS) Session Initiation Protocol (SIP) circuits, d)
Contract compliance of preceding items and e) Dial plan: Internal Non-Direct
Inward Dialing (DID) and Carrier provided DID numbers and their status
(assigned/vacant).

. Call Tracking and Analytics - ISI will report on all Call Detail Record types and

date/times at department or user level to log and review record of call activity for
inbound and outboard activity on a given phone number, asset or user, contract
time/date, duration of interaction, conference activity with multiple parties. IST will
report the Call Detail Record date produced from Cisco Unified Communications
Manager, for inspection and reporting to Operations staff members for overall call
performance ranking, drilldown capability to specific logical grouping of devices,
further highlighting asset performance relating to network related issues and
historical trending of asset and system usage.

Real-Time Monitoring — ISI will see real time data on hunt groups for Native Call
Queuing enabled providing second to second activity on a dashboard. Allowing for
calls in progress and the agent who is active. Alarms will be set for notification if a
certain number/duration/call type is triggered. Real time historic Call Detail Record
analytics when generating scheduled or ad hoc reports. The Call Detail Record data
is received by using Secure File Transfer Protocol to send the data over port 22
directly to the ISI cloud. The real time data will be used by software (Cloud
Connect) that will be deployed on the COUNTY’s server to ingest any Native Call
Queuing data and send it to our cloud.

Reporting — ISI will support the following reporting objectives: Parameter filter on
various fields such as user, department, call type, duration, etc.; Cradle-to-grave
activity, including transfers and all parties involved; Hunt group and Auto
Attendant activity; Truck traffic analysis; Abuse and misuse detection via

10
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configurable thresholds; Searchable call activity history for HR/Risk
Management/Audit compliance; E911 call reporting. ISI will also offer many
flexible reporting/dashboard widget templates to customize the COUNTY’s needs.

. Scalability - ISI will accommodate future growth of evolving telephony needs by

providing multiple data streams from multiple Unified Communications platforms
(i.e. MS Teams, Webex, Avaya and other Legacy PBXs).

. Security and Compliance - ISI will create authentication via external directory

with option for Single Sign On via Azure Identity Provider or similar. Role-based
access will be available, potentially with a customizable tiered access approach for
Administrator, Operations, Billing and End User. Any changes to the system will be
tracked via audit log and tagged to user committing changes. Compliance with
relevant regulations and industry standards regarding data privacy and security.

. Billing Module - IST will generate detailed reports for robust billing management

features to generate detailed reports for billing purposes for Accounts
Payable/Receivable function and expense validation.

Professional Services - IS will perform all Professional Services for the system
that requires data migration, system implementation, and sufficient training for
County administrative and billing staff.

2. Reseller Contact Information:

Revision 1/06/2021

A. Chris Sanchez, Account Manager

Phone: 925-568-2457
Email: csanchez@presidio.com

11



AGREEMENT #ITARC-0001245

EXHIBIT B
Payment Provisions
Description — Call Accounting and | Software Cost | Professional Services | Total Price
Billing Software Services Cost
Year1 $53,651.26 $810.00 $54,461.26
(3/11/2025 to 3/10/2026)
Year 2 $53,651.26 $0.00 $53,651.26
(3/11/2026 to 3/10/2027)
Year 3
(3/11/2027 to 3/10/2028) $53,651.26 $0.00 $53,651.26
Year 4
Year 5
(3/11/2029 to 3/10/2030) $53,651.26 $0.00 $53,651.26

Revision 1/06/2021
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Attachment I
HIPAA Business Associate Agreement
Addendum to Contract

Between the County of Riverside (“County”) and Presidio Networked Solutions Group, LLC(*“Contractor’)

This HIPAA Business Associate Agreement (the “Addendum™) supplements, and is made part of the Underlying Agreement
between the County of Riverside (“County™) and Contractor and shall be effective as of the date the Underlying
Agreement approved by both Parties (the “Effective Date”).

RECITALS

WHEREAS, County and Contractor entered into the Underlying Agreement pursuant to which the Contractor provides
services to County, and in conjunction with the provision of such services certain protected health information (“PHI”) and/or
certain electronic protected health information (“ePHI™") may be created by or made available to Contractor for the purposes of
carrying out its obligations under the Underlying Agreement; and,

WHEREAS, the provisions of the Health Insurance Portability and Accountability Act of 1996 (“HIPAA™), Public Law
104-191 enacted August 21, 1996, and the Health Information Technology for Economic and Clinical Health Act (“HITECH")
of the American Recovery and Reinvestment Act of 2009, Public Law 111-5 enacted February 17, 2009, and the laws and
regulations promulgated subsequent thereto, as may be amended from time to time, are applicable to the protection of any use or
disclosure of PHI and/or ePHI pursuant to the Underlying Agreement; and,

WHEREAS, County is a covered entity, as defined in the Privacy Rule; and,

WHEREAS, to the extent County discloses PHI and/or ePHI to Contractor or Contractor creates, receives, maintains,
transmits, or has access to PHI and/or ePHI of County, Contractor is a business associate, as defined in the Privacy Rule; and,

WHEREAS, pursuant to 42 USC §17931 and §17934, certain provisions of the Security Rule and Privacy Rule apply to
a business associate of a covered entity in the same manner that they apply to the covered entity, the additional security and
privacy requirements of HITECH are applicable to business associates and must be incorporated into the business associate
agreement, and a business associate is liable for civil and criminal penalties for failure to comply with these security and/or
privacy provisions; and,

WHEREAS, the parties mutually agree that any use or disclosure of PHI and/or ePHI must be in compliance with the
Privacy Rule, Security Rule, HIPAA, HITECH and any other applicable law; and,

WHEREAS, the parties intend to enter into this Addendum to address the requirements and obligations set forth in the
Privacy Rule, Security Rule, HITECH and HIPAA as they apply to Contractor as a business associate of County, including the
establishment of permitted and required uses and disclosures of PHI and/or ePHI created or received by Contractor during the
course of performing functions, services and activities on behalf of County, and appropriate limitations and conditions on such
uses and disclosures;

NOW, THEREFORE, in consideration of the mutual promises and covenants contained herein, the parties agree as
follows:

1. Definitions. Terms used, but not otherwise defined, in this Addendum shall have the same meaning as those terms in
HITECH, HIPAA, Security Rule and/or Privacy Rule, as may be amended from time to time.

A. “Breach” when used in connection with PHI means the acquisition, access, use or disclosure of PHI in a manner not
permitted under subpart E of the Privacy Rule which compromises the security or privacy of the PHI, and shall have the
meaning given such term in 45 CFR §164.402.
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(1) Except as provided below in Paragraph (2) of this definition, acquisition, access, use, or disclosure of PHI in a
manner not permitted by subpart E of the Privacy Rule is presumed to be a breach unless Contractor demonstrates
that there is a low probability that the PHI has been compromised based on a risk assessment of at least the following
four factors:

(a) The nature and extent of the PHI involved, including the types of identifiers and the likelihood of re-
identification;

(b) The unauthorized person who used the PHI or to whom the disclosure was made;
(c) Whether the PHI was actually acquired or viewed; and

(d) The extent to which the risk to the PHI has been mitigated.
(2) Breach excludes:

(a) Any unintentional acquisition, access or use of PHI by a workforce member or person acting under the authority
of a covered entity or business associate, if such acquisition, access or use was made in good faith and within the
scope of authority and does not result in further use or disclosure in a manner not pennitted under subpart E of the
Privacy Rule.

(b) Any inadvertent disclosure by a person who is authorized to access PHI at a covered entity or business associate
to another person authorized to access PHI at the same covered entity, business associate, or organized health care
arrangement in which County participates, and the information received as a result of such disclosure is not further
used or disclosed in a manner not permitted by subpart E of the Privacy Rule.

(c) A disclosure of PHI where a covered entity or business associate has a good faith belief that an unauthorized
person to whom the disclosure was made would not reasonably have been able to retain such information.

B. “Business associate” has the meaning given such term in 45 CFR §164.501, including but not limited to a subcontractor
that creates, receives, maintains, transmits or accesses PHI on behalf of the business associate.

C. “Data aggregation” has the meaning given such term in 45 CFR §164.501.

D. *“Designated record set” as defined in 45 CFR §164.501 means a group of records maintained by or for a covered entity
that may include: the medical records and billing records about individuals maintained by or for a covered health care
provider; the enrollment, payment, claims adjudication, and case or medical management record systems maintained by

or for a health plan; or, used, in whole or in part, by or for the covered entity to make decisions about individuals.

E. “Electronic protected health information™ (*ePHI") as defined in 45 CFR §160.103 means protected health information
transmitted by or maintained in electronic media.

F. “Electronic health record” means an electronic record of health-related information on an individual that is created,
gathered, managed, and consulted by authorized health care clinicians and staff, and shall have the meaning given such
term in 42 USC §17921(5).

G. “Health care operations” has the meaning given such term in 45 CFR §164.501.

H. “Individual” as defined in 45 CFR §160.103 means the person who is the subject of protected health information.

I.  “Person” as defined in 45 CFR §160.103 means a natural person, trust or estate, partnership, corporation, professional
association or corporation, or other entity, public or private.

J. “Privacy Rule” means the HIPAA regulations codified at 45 CFR Parts 160 and 164, Subparts A and E.
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K. “Protected health information” (“PHI”) has the meaning given such term in 45 CFR §160.103, which includes ePHI.
L. “Required by law” has the meaning given such term in 45 CFR §164.103.
M. “Secretary” means the Secretary of the U.S. Department of Health and Human Services (“HHS”).

N. “Security incident” as defined in 45 CFR §164.304 means the attempted or successful unauthorized access, use,
disclosure, modification, or destruction of information or interference with system operations in an information system.

0. “Security Rule” means the HIPAA Regulations codified at 45 CFR Parts 160 and 164, Subparts A and C.

P. “Subcontractor” as defined in 45 CFR §160.103 means a person to whom a business associate delegates a function,
activity, or service, other than in the capacity of a member of the workforce of such business associate,

Q. “Unsecured protected health information™ and “unsecured PHI” as defined in 45 CFR §164.402 means PHI not rendered
unusable, unreadable, or indecipherable to unauthorized persons through use of a technology or methodology specified
by the Secretary in the guidance issued under 42 USC §17932(h)(2).

2. Scope of Use and Disclosure by Contractor of County’s PHI and/or ePHI.

A. Except as otherwise provided in this Addendum, Contractor may use, disclose, or access PHI and/or ePHI as
necessary to perform any and all obligations of Contractor under the Underlying Agreement or to perform functions,
activities or services for, or on behalf of, County as specified in this Addendum, if such use or disclosure does not
violate HIPAA, HITECH, the Privacy Rule and/or Security Rule.

B. Unless otherwise limited herein, in addition to any other uses and/or disclosures permitted or authorized by this
Addendum or required by law, in accordance with 45 CFR §164.504(e)(2), Contractor may:

1) Use PHI and/or ePHI if necessary for Contractor’s proper management and administration and to carry out its
legal responsibilities; and,

2) Disclose PHI and/or ePHI for the purpose of Contractor’s proper management and administration or to carry
out its legal responsibilities, only if:

a) The disclosure is required by law; or,

b) Contractor obtains reasonable assurances, in writing, from the person to whom Contractor will disclose
such PHI and/or ePHI that the person will:

i. Hold such PHI and/or ePHI in confidence and use or further disclose it only for the purpose for which
Contractor disclosed it to the person, or as required by law; and,

ii.  Notify County of any instances of which it becomes aware in which the confidentiality of the
information has been breached; and,

3) Use PHI to provide data aggregation services relating to the health care operations of County pursuant to the
Underlying Agreement or as requested by County; and,

4) De-identify all PHI and/or ePHI of County received by Contractor under this Addendum provided that the de-
identification conforms to the requirements of the Privacy Rule and/or Security Rule and does not preclude
timely payment and/or claims processing and receipt.

C. Notwithstanding the foregoing, in any instance where applicable state and/or federal laws and/or regulations are
more stringent in their requirements than the provisions of HIPAA, including, but not limited to, prohibiting
disclosure of mental health and/or substance abuse records, the applicable state and/or federal laws and/or
regulations shall control the disclosure of records.
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D. CONTRACTOR agrees and acknowledges that it acts as a qualified service organization, as defined by 42
C.F.R. § 2.11, with respect to the use and disclosure of PHI that also constitutes a “record” under the
definitions n 42 CFR. § 2.11.

3: Prohibited Uses and Disclosures.

A. Contractor may neither use, disclose, nor access PHI and/or ePHI in a manner not authorized by the Underlying
Agreement or this Addendum without patient authorization or de-identification of the PHI and/or ePHI and as
authorized in writing from County.

B. Contractor may neither use, disclose, nor access PHI and/or ¢PHI it receives from County or from another business
associate of County, except as permitted or required by this Addendum, or as required by law.

C. Contractor agrees not to make any disclosure of PHI and/or ePHI that County would be prohibited from making.

D. Contractor shall not use or disclose PHI for any purpose prohibited by the Privacy Rule, Security Rule, HIPAA
and/or HITECH, including, but not limited to 42 USC §17935 and §17936. Contractor agrees:

1) Not to use or disclose PHI for fundraising , unless pursuant to the Underlying Agreement and only if permitted
by and in compliance with the requirements of 45 CFR §164.514(f) or 45 CFR §164.508;

2) Not to use or disclose PHI for marketing, as defined in 45 CFR §164.501, unless pursuant to the Underlying
Agreement and only if permitted by and in compliance with the requirements of 45 CFR §164.508(a)(3);

3) Not to disclose PHI, except as otherwise required by law, to a health plan for purposes of carrying out payment
or health care operations, if the individual has requested this restriction pursuant to 42 USC §17935(a) and 45
CFR §164.522, and has paid out of pocket in full for the health care item or service to which the PHI solely
relates; and,

4) Not to receive, directly or indirectly, remuneration in exchange for PHI, or engage in any act that would
constitute a sale of PHI, as defined in 45 CFR §164.502(a)(5)(ii), unless permitted by the Underlying
Agreement and in compliance with the requirements of a valid authorization under 45 CFR §164.508(a)(4).
This prohibition shall not apply to payment by County to Contractor for services provided pursuant to the
Underlying Agreement.

4. Obligations of County.

A. County agrees to make its best efforts to notify Contractor promptly in writing of any restrictions on the use or
disclosure of PHI and/or ePHI agreed to by County that may affect Contractor’s ability to perform its obligations
under the Underlying Agreement, or this Addendum.

B. County agrees to make its best efforts to promptly notify Contractor in writing of any changes in, or revocation of,
permission by any individual to use or disclose PHI and/or ePHI, if such changes or revocation may affect
Contractor’s ability to perform its obligations under the Underlying Agreement, or this Addendum.

C. County agrees to make its best efforts to promptly notify Contractor in writing of any known limitation(s) in its
notice of privacy practices to the extent that such limitation may affect Contractor’s use or disclosure of PHI and/or
ePHI.

D. County agrees not to request Contractor to use or disclose PHI and/or ePHI in any manner that would not be
permissible under HITECH, HIPAA, the Privacy Rule, and/or Security Rule.

E. County agrees to obtain any authorizations necessary for the use or disclosure of PHI and/or ePHI, so that Contractor
can perform its obligations under this Addendum and/or Underlying Agreement.
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Obligations of Contractor. In connection with the use or disclosure of PHI and/or ePHI, Contractor agrees to:

Use or disclose PHI only if such use or disclosure complies with each applicable requirement of 45 CFR
§164.504(c). Contractor shall also comply with the additional privacy requirements that are applicable to covered
entities in HITECH, as may be amended from time to time.

Not use or further disclose PHI and/or ¢PHI other than as permitted or required by this Addendum or as required by
law. Contractor shall promptly notify County if Contractor is required by law to disclose PHI and/or ePHI,

Use appropriate safeguards and comply, where applicable, with the Security Rule with respect to ePHI, to prevent
use or disclosure of PHI and/or ePHI other than as provided for by this Addendum.

Mitigate, to the extent practicable, any harmful effect that is known to Contractor of a use or disclosure of PHI
and/or ePHI by Contractor in violation of this Addendum.

Report to County any use or disclosure of PHI and/or ePHI not provided for by this Addendum or otherwise in
violation of HITECH, HIPAA, the Privacy Rule, and/or Security Rule of which Contractor becomes aware,
including breaches of unsecured PHI as required by 45 CFR §164.410.

In accordance with 45 CFR §164.502(e)(1)(ii), require that any subcontractors that create, receive, maintain,
transmit or access PHI on behalf of the Contractor agree through contract to the same restrictions and conditions
that apply to Contractor with respect to such PHI and/or ¢PHI, including the restrictions and conditions pursuant to
this Addendum,

Make available to County or the Secretary, in the time and manner designated by County or Secretary, Contractor’s
internal practices, books and records relating to the use, disclosure and privacy protection of PHI received from
County, or created or received by Contractor on behalf of County, for purposes of determining, investigating or
auditing Contractor’s and/or County’s compliance with the Privacy Rule.

Request, use or disclose only the minimum amount of PHI necessary to accomplish the intended purpose of the
request, use or disclosure in accordance with 42 USC §17935(b) and 45 CFR §164.502(b)(1).

Comply with requirements of satisfactory assurances under 45 CFR §164.512 relating to notice or qualified
protective order in response to a third party’s subpoena, discovery request, or other lawful process for the disclosure
of PHI, which Contractor shall promptly notify County upon Contractor’s receipt of such request from a third party.

Not require an individual to provide patient authorization for use or disclosure of PHI as a condition for treatment,
payment, enrollment in any health plan (including the health plan administered by County), or eligibility of benefits,
unless otherwise excepted under 45 CFR §164.508(b)(4) and authorized in writing by County.

Use appropriate administrative, technical and physical safeguards to prevent inappropriate use, disclosure, or access
of PHI and/or ePHI.

Obtain and maintain knowledge of applicable laws and regulations related to HIPAA and HITECH, as may be
amended from time to time.

Comply with the requirements of the Privacy Rule that apply to the County to the extent Contractor is to carry out
County’s obligations under the Privacy Rule.

Take reasonable steps to cure or end any pattern of activity or practice of its subcontractor of which Contractor
becomes aware that constitute a material breach or violation of the subcontractor's obligations under the business
associate contract with Contractor, and if such steps are unsuccessful, Contractor agrees to terminate its contract
with the subcontractor if feasible.
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6. Access to PHI, Amendment and Disclosure Accounting., Contractor agrees to:

A.

Access to PHI, including ePHI. Provide access to PHI, including ePHI if maintained electronically, in a designated
record set to County or an individual as directed by County, within five (5) days of request from County, to satisfy
the requirements of 45 CFR §164.524,

Amendment of PHI. Make PHI available for amendment and incorporate amendments to PHI in a designated
record set County directs or agrees to at the request of an individual, within fifteen (15) days of receiving a written
request from County, in accordance with 45 CFR §164.526.

Accounting of disclosures of PHI and electronic health record. Assist County to fulfill its obligations to provide
accounting of disclosures of PHI under 45 CFR §164.528 and, where applicable, electronic health records under 42
USC §17935(c) if Contractor uses or maintains electronic health records. Contractor shall:

1) Document such disclosures of PHI and/or electronic health records, and information related to such disclosures,
as would be required for County to respond to a request by an individual for an accounting of disclosures of
PHI and/or electronic health record in accordance with 45 CFR §164.528,

2) Within fifteen (15) days of receiving a written request from County, provide to County or any individual as
directed by County information collected in accordance with this section to permit County to respond to a
request by an individual for an accounting of disclosures of PHI and/or electronic health record.

3) Make available for County information required by this Section 6.C for six (6) years preceding the individual’s
request for accounting of disclosures of PHI, and for three (3) years preceding the individual’s request for
accounting of disclosures of electronic health record.

7. Security of ePHI. In the event County discloses ePHI to Contractor or Contractor needs to create, receive, maintain,
transmit or have access to County ePHI, in accordance with 42 USC §17931 and 45 CFR §164.314(a)(2)(i), and
§164.306, Contractor shall:

A,

Comply with the applicable requirements of the Security Rule, and implement administrative, physical, and
technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of ePHI
that Contractor creates, receives, maintains, or transmits on behalf of County in accordance with 45 CFR §164.308,
§164.310, and §164.312;

Comply with each of the requirements of 45 CFR §164.316 relating to the implementation of policies, procedures
and documentation requirements with respect to ePHI;

Protect against any reasonably anticipated threats or hazards to the security or integrity of ePHI;

Protect against any reasonably anticipated uses or disclosures of ePHI that are not permitted or required under the
Privacy Rule;

Ensure compliance with the Security Rule by Contractor’s workforce;
In accordance with 45 CFR §164.308(b)(2), require that any subcontractors that create, receive, maintain, transmit,
or access ePHI on behalf of Contractor agree through contract to the same restrictions and requirements contained

in this Addendum and comply with the applicable requirements of the Security Rule;

Report to County any security incident of which Contractor becomes aware, including breaches of unsecured PHI
as required by 45 CFR §164.410; and,

Comply with any additional security requirements that are applicable to covered entities in Title 42 (Public Health
and Welfare) of the United States Code, as may be amended from time to time, including but not limited to HITECH.
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8. Breach of Unsecured PHI. In the case of breach of unsecured PHI, Contractor shall comply with the applicable
provisions of 42 USC §17932 and 45 CFR Part 164, Subpart D, including but not limited to 45 CFR §164.410.

A.

Revision 1/06/2021

Discovery and notification. Following the discovery of a breach of unsecured PHI, Contractor shall notify
County in writing of such breach without unreasonable delay and in no case later than 60 calendar days after
discovery of a breach, except as provided in 45 CFR §164.412,

1) Breaches treated as discovered. A breach is treated as discovered by Contractor as of the first day on
which such breach is known to Contractor or, by exercising reasonable diligence, would have been known
to Contractor, which includes any person, other than the person committing the breach, who is an
employee, officer, or other agent of Contractor (determined in accordance with the federal common law of

agency).

2) Content of notification. The wrilten notification to County relating (o breach of unsecured PHI shall
include, to the extent possible, the following information if known (or can be reasonably obtained) by
Contractor:

a) The identification of each individual whose unsecured PHI has been, or is reasonably believed by
Contractor to have been accessed, acquired, used or disclosed during the breach;

b) A brief description of what happened, including the date of the breach and the date of the discovery of
the breach, if known;

¢) A description of the types of unsecured PHI involved in the breach, such as whether full name, social
security nunber, date of birth, home address, account number, diagnosis, disability code, or other types
of information were involved;

d) Any steps individuals should take to protect themselves from potential harm resulting from the breach;

e) A brief description of what Contractor is doing to investigate the breach, to mitigate harm to individuals,
and to protect against any further breaches; and,

f) Contact procedures for individuals to ask questions or learn additional information, which shall include
a toll-free telephone number, an e-mail address, web site, or postal address.

Cooperation. With respect to any breach of unsecured PHI reported by Contractor, Contractor shall cooperate
with County and shall provide County with any information requested by County to enable County to fulfill in
a timely manner its own reporting and notification obligations, including but not limited to providing notice to
individuals, prominent media outlets and the Secretary in accordance with 42 USC §17932 and 45 CFR
§164.404, §164.406 and §164.408.

Breach log. To the extent breach of unsecured PHI involves less than 500 individuals, Contractor shall
maintain a log or other documentation of such breaches and provide such log or other documentation on an
annual basis to County not later than fifteen (15) days afler the end of each calendar year for subiission to the
Secretary.

Delay of notification authorized by law enforcement. If Contractor delays notification of breach of
unsecured PHI pursuant to a law enforcement official’s statement that required notification, notice or posting
would impede a criminal investigation or cause damage to national security, Contractor shall maintain
documentation sufficient to demonstrate its compliance with the requirements of 45 CFR §164.412,

Payment of costs. With respect to any breach of unsecured PHI caused solely by the Contractor’s failure to
comply with one or more of its obligations under this Addendum and/or the provisions of HITECH, HIPAA,
the Privacy Rule or the Security Rule, Contractor agrees to pay any and all costs associated with providing all
legally required notifications to individuals, media outlets, and the Secretary. This provision shall not be
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construed to limit or diminish Contractor’s obligations to indemnify, defend and hold harmless County under
Section 9 of this Addendum.

F. Documentation. Pursuant to 45 CFR §164.414(b), in the event Contractor’s use or disclosure of PHI and/or
ePHI violates the Privacy Rule, Contractor shall maintain documentation sufficient to demonstrate that all
notifications were made by Contractor as required by 45 CFR Part 164, Subpart D, or that such use or disclosure
did not constitute a breach, including Contractor’s completed risk assessment and investigation documentation.

G. Additional State Reporting Requirements. The parties agree that this Section 8.G applies only if and/or
when County, in its capacity as a licensed clinic, health facility, home health agency, or hospice, is required to
report unlawful or unauthorized access, use, or disclosure of medical information under the more stringent
requirements of California Health & Safety Code §1280.15. For purposes of this Section 8.G, “unauthorized”
has the meaning given such term in California Health & Safety Code §1280.15(j)(2).

1) Contractor agrees to assist County to fulfill its reporting obligations to affected patients and to the
California Department of Public Health ("CDPH") in a timely manner under the California Health & Safety
Code §1280.15.

2) Contractor agrees to report to County any unlawful or unauthorized access, use, or disclosure of patient's
medical information without unreasonable delay and no later than two (2) business days after Contractor
detects such incident. Contractor further agrees such report shall be made in writing, and shall include
substantially the same types of information listed above in Section 8.A.2 (Content of Notification) as
applicable to the unlawful or unauthorized access, use, or disclosure as defined above in this section,
understanding and acknowledging that the term “breach” as used in Section 8.A.2 does not apply to
California Health & Safety Code §1280.15.

9. Hold Harmless/Indemnification.

A. Contractor agrees to indemnify and hold harmless County, all Agencies, Districts, Special Districts and Departments
of County, their respective directors, officers, Board of Supervisors, elected and appointed officials, employees,
agents and representatives from any liability whatsoever, based or asserted upon any services of Contractor, its
officers, employees, subcontractors, agents or representatives arising out of or in any way relating to this Addendum,
including but not limited to property damage, bodily injury, death, or any other element of any kind or nature
whatsoever arising from the performance of Contractor, its officers, agents, employees, subcontractors, agents or
representatives from this Addendum. Contractor shall defend, at its sole expense, all costs and fees, including but
not limited to attorney fees, cost of investigation, defense and settlements or awards, of County, all Agencies,
Districts, Special Districts and Departments of County, their respective directors, officers, Board of Supervisors,
elected and appointed officials, employees, agents or representatives in any claim or action based upon such alleged
acts or omissions.

B. With respect (o any action or claim subject to indemnification herein by Contractor, Contractor shall, at their sole
cost, have the right to use counsel of their choice, subject to the approval of County, which shall not be unreasonably
withheld, and shall have the right to adjust, settle, or compromise any such action or claim without the prior consent
of County; provided, however, that any such adjustment, settlement or compromise in no manner whatsoever limits
or circumscribes Contractor’s indemnification to County as set forth herein. Contractor’s obligation to defend,
indemnify and hold harmless County shall be subject to County having given Contractor written notice within a
reasonable period of time of the claim or of the commencement of the related action, as the case may be, and
information and reasonable assistance, at Contractor’s expense, for the defense or settlement thereof. Contractor’s
obligation hereunder shall be satisfied when Contractor has provided to County the appropriate form of dismissal
relieving County from any liability for the action or claim involved.

C. The specified insurance limits required in the Underlying Agreement of this Addendum shall in no way limit or
circumscribe Contractor’s obligations to indemnify and hold harmless County herein from third party claims arising
from issues of this Addendum.
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D. Inthe event there is conflict between this clause and California Civil Code §2782, this clause shall be interpreted to
comply with Civil Code §2782. Such interpretation shall not relieve the Contractor from indemnifying County to
the fullest extent allowed by law.

E. In the event there is a conflict between this indemnification clause and an indemnification clause contained in the
Underlying Agreement of this Addendum, this indemnification shall only apply to the subject issues included within
this Addendum.

10. Term. This Addendum shall commence upon the Effective Date and shall terminate when all PHI and/or ¢PHI provided
by County to Contractor, or created or received by Contractor on behalf of County, is destroyed or returned to County,
or, if it is infeasible to return or destroy PHI and/ePHI, protections are extended to such information, in accordance with
section 11.B of this Addendum.

11. Termination.

A. Termination for Breach of Contract. A breach of any provision of this Addendum by either party shall constitute
a material breach of the Underlying Agreement and will provide grounds for terminating this Addendum and the
Underlying Agreement with or without an opportunity to cure the breach, notwithstanding any provision in the
Underlying Agreement to the contrary. Either party, upon written notice to the other party describing the breach,
may take any of the following actions:
1) Terminate the Underlying Agreement and this Addendum, effective immediately, if the other party breaches a

material provision of this Addendum.

2) Provide the other party with an opportunity to cure the alleged material breach and in the event the other party
fails to cure the breach to the satisfaction of the non-breaching party in a timely manner, the non-breaching
party has the right to immediately terminate the Underlying Agreement and this Addendum.

3) If termination of the Underlying Agreement is not feasible, the breaching party, upon the request of the non-
breaching party, shall implement, at its own expense, a plan to cure the breach and report regularly on its
compliance with such plan to the non-breaching party.

B. Effect of Termination.

1) Upon termination of this Addendum, for any reason, Contractor shall return or, if agreed to in writing by
County, destroy all PHI and/or ePHI received from County, or created or received by the Contractor on behalf
of County, and, in the event of destruction, Contractor shall certify such destruction, in writing, to County. This
provision shall apply to all PHI and/or ePHI which are in the possession of subcontractors or agents of
Contractor. Contractor shall retain no copies of PHI and/or ePHI, except as provided below in paragraph (2)
of this section.

2) In the event that Contractor determines that returning or destroying the PHI and/or ePHI is not feasible,
Contractor shall provide written notification to County of the conditions that make such return or destruction
not feasible. Upon determination by Contractor that return or destruction of PHI and/or ePHI is not feasible,
Contractor shall extend the protections of this Addendum to such PHI and/or ePHI and limit further uses and
disclosures of such PHI and/or ePHI to those purposes which make the return or destruction not feasible, for so
long as Contractor maintains such PHI and/or ePHI.

12. General Provisions.
A. Retention Period. Whenever Contractor is required to document or maintain documentation pursuant to the terms
of this Addendum, Contractor shall retain such documentation for 6 years from the date of its creation or as
otherwise prescribed by law, whichever is later.

B. Amendment. The parties agree to take such action as is necessary to amend this Addendum from time to time as
is necessary for County to comply with HITECH, the Privacy Rule, Security Rule, and HIPAA generally.

C. Survival. The obligations of Contractor under Sections 3, 5, 6, 7, 8, 9, 11.B and 12.A of this Addendum shall
survive the termination or expiration of this Addendum.
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D. Regulatory and Statutory References. A reference in this Addendum to a section in HITECH, HIPAA, the
Privacy Rule and/or Security Rule means the section(s) as in effect or as amended.

E. Conflicts. The provisions of this Addendum shall prevail over any provisions in the Underlying Agreement that
conflict or appear inconsistent with any provision in this Addendum.

13. Interpretation of Addendum.
1) This Addendum shall be construed to be part of the Underlying Agreement as one document. The purpose is
to supplement the Underlying Agreement to include the requirements of the Privacy Rule, Security Rule,
HIPAA and HITECH.
2) Any ambiguity between this Addendum and the Underlying Agreement shall be resolved to permit County to
comply with the Privacy Rule, Security Rule, HIPAA and HITECH generally.

14. Notices to County, All notifications required to be given by Contractor to County pursuant to the terms of this Addendum
shall be made in writing and delivered to the County both by fax and to both of the addresses listed below by either registered
or certified mail return receipt requested or guaranteed overnight mail with tracing capability, or at such other address as
County may hereafter designate. All notices to County provided by Contractor pursuant to this Section shall be deemed
given or made when received by County.

County HIPAA Privacy Officer:  HIPAA Privacy Manager
COUNTY HIPAA Privacy Officer Email: R.Compliance@ruhealth.org

County HIPAA Privacy Officer Address: 26520 Cactus Avenue,
Moreno Valley, CA 92555
County HIPAA Privacy Officer Phone Number: (951) 486-6471

15. Presidio Contact Information:
Chris Sanchez, Account Manager
Phone: (925) 568-2457

Email: csanchez@presidio.com
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IN WITNESS WHEREQF, the Parties hereto have caused their duly authorized representatives to execute this
Agreement.

COUNTY OF RIVERSIDE, a political Presidio Networked Solutions Group, LLC:
subdivision of the State of California a Delaware Limited Liability Company

By )////J/,?/{’ o, el Stasfinan

|
|
|
\
Y
V. Manuel Perez Name: Keith Strohman
23

Chair of the Board of Supervisors Title: Vice President

Date: MAR 18 2025 Date: 02/26/2025

ATTEST:
Kimberly Rector
Clerk of thg Board

By:

Depu

APPROVED AS TO FORM:
Minh C. Tran
County Counsel

By: o (-\\/\
Paula Salsido
Deputy County Counsel

Date: SI\{IlblS
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