
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:3.40
(tD # 27701)

MEETING DATE:
Tuesday, May 06, 2025

FROM: RUHS-BEHAVIORAL HEALTH

SUBJECT: RIVERSIDE UNIVERSITY HEALTH SYSTEM - BEHAVIORAL HEALTH: Approve
the Memorandum of Understanding between Riverside University Health System - Behavioral
Health (RUHS-BH) and California Mental Health Services Authority (CaIMHSA) to Participate in
the Quality Measures and Performance lmprovement Program Effective Upon Execution
through December 31,2025, with the Option to Renew for Two (2) Additional One-Year Periods
through December 31, 2027 , All Districts. [$36,000 through December 31,2025, Up to $3,600 in
Additional Compentation, $50,000 Annually for FY 202512026 and FY 202612027, Up to $5,000
in Additional Compensation Per Fiscal Year through December 31,2027, Total Cost $136,000
for Three (3) years, 60% State, 40% Federal Fundsl

RECOMMENDED MOTION: That the Board of Supervisors:
1. Approve the Memorandum of Understanding (MOU) between RUHS-BH and CaIMHSA

to participate in the Quality Measures and Performance lmprovement Program, for a
total of $36,000, effective upon execution, through December 31, 2025, and Authorize
the Chairperson of the Board to Sign the agreement on behalf of County of Riverside;
and

2. Authorize the Director of RUHS-BH to 1) sign and execute the MOU on behalf of the
County; and 2) sign renewals and amendments that exercise the options of the MOU

including modifications of the statement of work that stay within the intent of the MOU,
as approved by the County Counsel, not to exceed $50,000 annually, through December
31, 2027.

ACTION:Policy

.o- 3
MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Washington, seconded by Supervisor Gutierrez and duly
carried by unanimous vote, lT WAS ORDERED that the above matter is approved as
recommended.

Ayes: Medina, Spiegel, Washington, Perez and Gutierrez
Nays: None
Absent: None
Date: May 6,2025
xc: RUHS-BH

Clerk

uty
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FINANCIAL DATA Current Fiecal Year: Next Fiscal Year: Total Cost: Ongolng Coat

COST $ 36,000 $ 50,000 $ 136,000 $ 0

NET COUNTY COST $ 0 $ 0 $ 0 $ 0

SOURCE OF FUNDS: 60% state,40% Federat
Budget Adjustment: No

For Fiscal Y ear: 24125-26127

SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION: Approve

BACKGROUND:
Summarv
The Quality Measures and Performance lmprovement Program (Program) will support the
Participant in meeting the Healthcare Effectiveness Data and lnformation Set (HEDIS) reporting
requirements for Measurement Year (MY) 2024.

On December 3, 2024 (3.59), the Board of Supervisors approved an agreement for similar
services for MY 2023, however, CaIMHSA has slightly increased their fees for this service for
MY 2024 thereofre requiring RUHS-BH to return to the Board for increased authority.
Additionally, RUHS-BH is seeking additional authority up to $50,000 annually to accommodate
future increases.

CaIMHSA will utilize data provided by RUHS-BH to calculate the five required Mental Health
Plan (MHP) and four required Drug Medi-Cal Organized Delivery System (DMC-ODS)
measures. RUHS-BH will provide data including eligibility, Medi-Cal service, and claims data,
Managed Care Plan claims data, pharmacy claims, and fee-for-service claims. Data will be
transferred via secure file transfer to the Department of Health Care Services (DHCS). All use of
data shared with CaIMHSA will be in compliance with State and Federal privacy laws.

CaIMHSA will utilize the National Committee on Quality Assurance ("NCQA") proprietary
measure specifications to analyze and provide RUHS-BH with an analysis of performance on
the relevant measures. CaIMHSA will host webinars for Participants to support RUHS-BH and
other participants in orienting to HEDIS measurement and related performance improvement
strategies.

lmpact on Residents and Businesses
Participation in this analysis is a component of the Department's system of care aimed at
improving the health and safety of consumers and the community.

Additional Fisca! I nformation
The MOU will be funded using Federal and State funds. No additional County funds are
required.
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Quality Measures and Performance lmprovement Program
Riverside County

April 15, 2025

CALIFORNIA MENTAL HEALTH SERVICES AUTHORITY

PARTICIPATION AGREEM ENT

QUALTIY MEASURES AND PERFORMANCE IMPROVEMENT PROGRAM

Fiscal Year 24-25

COVER SHEET

County of Riverside, a political subdivision of the State of California on behalf of Riverside University
Health System- Behavioral Health ("Participant"), desires to participate in the Quality Measures and

Performance lmprovement Program ("Program") offered by the California Mental Health Services

Authority ("CalMHSA") on the terms provided in this Participation Agreement ("Agreement'). Participant

acknowledges that the Program also will be governed by CaIMHSA's Joint Powers Agreement and its
Bylaws. The Agreernent is effective upon execution through December 37,2025 ("Term"). The following
exhibits are attached and form part of this Agreement:

Exhibit A Detailed Program Description, Requirements, Restrictions

Exhibit B GeneralTerms and Conditions
Exhibit C JPA-BAA

1. Summary of Program: CaIMHSA is offerlng the following Program to Counties

The Quality Measures and Performance lmprovement Program ("Program") will support the Participant

in meetingthe Healthcare Effectiveness Data and lnformation Set ("HED|S") reporting requirements for
Measurement Year (MY) 2024.

2. Funding: The Program requires the followingfunding and payments

Participant will pay a fixed fee for Services delivered in the total amount of 536,000. CaIMHSA will
invoice Participant directly for the Services. Payment for all Services shall be made within 30 days of
receipt of CaIMHSA invoice for the Services.

3. The maximum amount payable under this Agreement is not to exceed 536,000'

Authorized Signatures

CaIMHSA

Signed: Name (Printed ): Dr. Amie Miller, .D., MFT

Title: Executive Director Date

Participant: RlvERsl DE couNTY

Riverside County - Porticipotion Agreement for Quality Meosures ond Performonce lmprovement Progrom
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Quality Measures and Performance lmprovement Program
Riverside County

April
PEREZ

16,2025

Signed Name (Printed) V. MANUEL

Title: Board cAo Date MAY O6 025

Signed Name (Printed) Gregg Gu [App rove as to Forml

Title Cou Cou D

Signed Name (Printed)

Title: Director of Behavioral Health Date:

ATTEST:
KIMBE R, Clerk

By

Riverside County - Porticipotion Agreement for Quolity Meosures ond Performonce lmprovement Progrom
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Quality Measures and Performance lmprovement Program
Riverside CountY

April16,2025

ParticiPatlon Agreement

EXHIBIT A - Detailed Program Description, Obligatlons, Restrictlons

Detailed Program DescriPtion:
The euality Measures and Performance lmprovement Program (Program) witl support the Partlcipant in

meeting the Healthcare Effectiveness Data and lnformation Set ("HED|S") reporting requirements for

Measurement Year (MY) 2024. CaIMHSA will utilize data provided by the Participant to calculate the five

required Mental Health Plan (MHP) and four required Drug Medi-Cal Organized Delivery System (DMC-

ODS) measures and produce one annual report to help Participant target interventions. Participant data

will tnclude Monthly Medi-Cal Eligibility Files ("MMEF'), County 837 claims, and data contained in the

DHCS Plan Data Feed files, including, Managed Care Plan ("MCP") claims data, pharmacy claims, additional

county Mental Health Plan ("MHP") claims data, and Fee for Seruice (FFS) claims' Other data sources

mutually agreed upon between the Parties may be utilized, as set forth below, but may also result in

additional expense/delay, ln keeping with HIPAA and National Committee of Quality Assurance ("NCOA")

HEDIS reporting compliance regulations and data retention guidelines, all data received by CaIMHSA

through this Agreement will be retained by CaIMHSA for a period not to exceed six years after Agreement

execution. All data will be destroyed after it has been retained for six years. CaIMHSA will utilize the NCQA

proprietary measure specifications to inform the analysis and will provide Participant with the results of

the analysis of performance on the relevant measures. CaIMHSA will provide additional information to

DHCS and/or the California External Quality Review Organization (CaIEQRO) if requested by Participant.

Additionally, CaIMHSA will host webinars to support Participant in orienting to HEDIS measurement and

related performa nce improvement strategies'

Servlces to be completed:

CaIMHSA shall:
r Analyze HEDIS measures results based on NCQA MY 2024 specifications using data

provided by the Participant.
o MHP Measures:

. Follow-Up After Emergency Departrnent for Mental lllness {FUM)

. Follow-Up After Hospitalization for Mental lllness (FUH)

. Antidepressant Medicatlon Management (AMM)

' Use of First line Psychosocial Care for Children and Adolescents on

Antipsychotics (APP)

' Adherence to Antipsychotic Medications for lndivlduals with

Schizophrenia (SAA)

o DMC-ODS Measures:
. Follow-Up After Emergenry Department Visit for Alcohol and Other Drug

Abuse or Dependence (FUA)

. Pharmacotherapy of Opioid Use Dissrder (POD)

r Use of Pharmacotherapy for Opiold Use Dlsorder (OUD)

r lnitiation and engagement of Substance Use Disorder Treatment (lET)

[,lAY062i]25 3-+0
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Quallty Measures and Performance lmprovement Program
Riverside County

April 16,2025
. Provlde one annual report to participants with aggregated measure results. The report

will include descrlptive analyses, including stratifications by demographic data, to help

co u nties target interventions.
r Accept required data files from Participant via secure file transfer.
. For Participants Utilizing Smartcare:

o Extract relevant MMEF, MHP and DMC-ODS services and/or 837 claims data from

SmartCare EHR.

Panicipant shall:
o Provide required data for HEDIS analysis as described in the table below.

r Submit files in the table below without a nested folder structure. For 837 data, one folder can

lnclude many data files, but one folder should not contain multiple sub-folders,

r Grant CaIMHSA the right to use, any MY 2024 data provided or generated, for the purpose of

improving CaIMHSA's products and services, in compliance with applicable laws and regulations

regarding data protection and privacy as it pertains to this Agreement's scope of work.

. Communicate all questions and concerns to CaIMHSA via Man?sedCare@calqh.sa'ors'

*Participant and CaIMHSA may mutually agree to alternative data sources that can be used if the above

are not available, (e,g.) Custom EHR files with required fields or 837 files received from MCP(s).

Program Restrictions:
r Timelines and technicalrequirements may need adjusting due to unlque circumstances'

r Client level and/or event level data wlll not be provided to the Participant under this

Agreement.

Eiverside County - Exhibit A - Detoiled Prcgrom Description on d Requirements

4

IgeData
Description

Data

Source

File Example

1 SUD Service
Claims

837 claims files containing services

from January L,2023 through
December 3t,20242 MHP

Service
Claims

837
claims
files

D M H-#S-837P-03302024-

151.dat

3 MHP Plan
Data Feed

Plan Data teed files containing

services from JanuarY L,2023
through December 31, 2074

APCD,CDL,M 202412.CNTYf#.zip
(includes CDL.MC & CDL.PC

files)4 SUDS Plan

Data Feed

Plan Data

Feed Files

(APCD-

cDL)

Ellgibility files covering the months
ofJanuary 2023 to December 2024

5 Medi-Cal
Eligibillty
Files

MMEF
files

MEDS.##.TXT

#f is for the county id number
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Quallty Measures and Performance lmprovement Program
Riverside County

April16,2025
Participation Agreement

EXHIBIT B - General Terms and Conditions

Deflnltions

The followlng words, as used throughout this Agreement, shall be construed to have the following

meaning, unless otherwise apparent from the context in which they are used:

A. CaIMHSA - California Mental Health Services Authority, a Joint Powers Authority (JPA)

created by counties in 2009 at the instigation of the California Mental Health Directors

Association to jointly develop and fund mental health services and education programs.

B. Member - A County (or JPA of two or more Counties) that has joined CaIMHSA and

executed the CaIMHSA Joint Powers Agreement.

C. Mental Health Services Act (MHSA) * A law initially known as Proposition 63 in the

November 2004 election that added sections to the Welfare and lnstitutions Code.

D. Mental Health Services Division (MHSD) -The Division of the California Department of
Health Care Services responsible for mental heahh functions.

E. Particioant - Any County participating in the Program elther as Member of CaIMHSA or

under a Memorandum of Understanding with CaIMHSA.

F, prosram - The program identified in the Cover Sheet offered by CaIMHSA under the

Agreement,

Responsibilities

A. Responsibilitles of CaIMHSA:

1. Provide the Program as described in the Agreemenu

7. Act as the Fiscal and Administrative agent for the Program.

3. Manage funds received consistent with the requirements of applicable laws,

regulations, and this Agreement.
4. Provide regularfiscal reports to Particlpant and/or other public agencies with a

right to such rePorts,

5. Comply with CaIMHSA's Joint Powers Agreement and Bylaws.

B. Responsibilities of Pa rticipant:

X. Pay for the Program as set out in this Agreement. Payments are due within 30

days of receipt of an lnvoice orr as applicable, within 30 days of Agreement

execution.

Z. Provide CaIMHSA and with requested information and assistance to fulfill the

purpose of the Program.

3. Where applicable, ensure completion of any Participant requlrements set out in

Exhiblt A including all assessments, creation of individual case plans, and

providing or arranglng for servlces.

4. Cooperate by provlding CaIMHSA with requested information and assistance to

fulfill the purpose of the Program.

Riverside County - Exhibit B - GenerolTerms ond Canditlons
5
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Quality Measures and Performance lmprovement Program
Riverside County

April 16,2025

5. Provlde feedback on Program performance.

6. Comply with appllcable laws, regulations, guidelines, contractual agreements,

JPA requirements, and bylaws.

Amendment. This Agreement may be supplemented, amended, or modified only by the

mutual agreement of CaIMHSA and the Participant, expressed in writing and slgned by an

authorized representative of both parties.

Withdrawal, Cancellatlon, and Termlnation

A. Participant may withdraw from the Frogram and terminate the Agreement upon six (6)

months' written notlce to CaIMHSA. Notice shall be deemed serued on the date of
mailing.

B. CaIMHSA may terminate, cancel, change, or limit the Program due to circumstances,

including but not limited to, lack of County participatlon, government restrictions, issues

with vendors or their services/platforms/products, lack of funding, governmental

funding changes, inability to provide the Program due to vendor(s), regulatory changes,

force majeure, or other issues.

C. lf applicable, upon cancellation, termination, or other conclusion of the Program, any

funds remalning undisbursed after CaIMHSA satisfies all obligations arising under the

Program shall be returned to Participant. However, funds used to pay for completed

deliverables, seryices rendered, u pfront fees to create the P rogram, or fees for any portal

or platform, ongoing services etc., are not subJect to such reversion (subject to applicable

laws). Unused funds that were paid for by a Joint effort will be returned pro rata to
Participant in proportion to payments made. Adjustments rnay be made if
disproportionate benefit was conveyed to a particular Participant. Excess funds at the

conclusion of county-specific efforts will be returned to the particular County that paid

them per the Program.

V. Flscal Provlslons. Participant will pay a fixed fee for Services delivered in the total amount of

53O,OOO. CaIMHSA will invoice Participant directly for the Services. PaVment for all Services shall be

made within 30 days of receipt of CaIMHSA lnvoice for the Services, Fu nding is not to exceed $36,000
over the course of the Program Term.

Deliverable Cost

M HP/DMC-ODS HEDIS Measures Analysis 536,ooo

lndemnification
A. lndemnlftcation. To the fullest extent permitted by law, each party shall hold harmless,

defend and indemnify the other party, including its governing board, employees and

aBents from and against any and all claims, losses, damages, liabilities, disallowances,

recoupments, and expenses, lncluding but not limited to reasonable attorney's fees,

arising out of or resulting from the indemnifying party's negligence or willful conduct ln

the performance of its obligations under this Agreement, including the performance of
the other/s subcontractors, except that each party shatl have no obllgation to indemnify

the other for damages to the extent resulting from the negligence or willful misconduct

Riverside County - Exhibit B -GenemlTerms ond Conditions
6
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Quality Measures and Performance lmprovement Program
Riverslde County
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of any indemnitee. Each party may participate in the defense of any such claim without
relieving the other of any obligation hereunder.

No Responslbllity for Mental Health Services. CaIMHSA is not undeftaking responsibility

for assessments, creation of case or treatment plans, providing or arranging services,

and/or selecting, contracting with, or supervising providers (collectively, "mental health

services"). Partlclpant will defend and indemnify CaIMHSA for any claim, demand,

disallowance, suit, or damages arising from Participant's acts or omissions in connection

with the provision of mental health servlces.

Riverside County - Exhlbit I ' Generol Terms and Condlt ions
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Quality Measures and Performance lmprovement Program
Riverside County

April 16,2025

EXHIBIT C .BUSINESS ASSOCIATE

AGREEMENT UNDER THE HEALTH INSURANCE

PORTABILITY AND ACCOUNTABILIW ACT OF

1996 (HTPAA)

Riverside County ("County"), a member of the California Mental Health Services Authority ("CalMHSA") Joint

Powers Authority l")PA"l, is a Covered Entity as defined by, and subject to the requirements and prohibitions

of, the Administrative Simplification provisions of the Health lnsurance Portabllity and Accountability Act of

19g6, public Law 104-191(HIPAA), and regulatlons promulgated thereunder, includingthe Privacy, Security,

Breach Notification, and Enforcement Rules at 45 Code of Federal Regulations (C.f.R.) Parts 160 and 164

(collectively, the "HlPAA Rules").

pursuant to the JPA Agreement, CaIMHSA, hereinafter referred to as "Contractot", performs or provides

functions, activities or services to County that require Contractor to create, access, receive, maintain, and/or

transmit information that includes or that may include Protected Heahh lnformation, as defined by the HIPAA

Rules in orderto provide such functions, activities or services. As such, Contractor is a Business Associate, as

defined by the HIpAA Rules, and is therefore subject to those provisions of the HIPAA Rules that are applicable

to Business Associates.

The HIPAA Rules require a written agreement ("Business Associate Agreement") between County and

Contractor in order to mandate certain protections for the privacy and security of Protected Health

lnformation, and these HIpAA Rules prohibit the disclosure to or use of Protected Health lnformation by

Contractorifsuchanagreementisnotinplace. lnaddition,theCaliforniaDepartmentofHealthCareServices
("DHCS") requires County and Contractor to include certain protections for the privacy and security of

personal information ("P1"), sensitive information, and confidential information (collectively, "PSCl"),

personally identiflable information ("Pll") not subject to HIPAA ("DHCS Requirements").

This Business Associate Agreement and its provisions are intended to protect the privary and provide for the

security of Protected Health lnformatlon, PSCI, and Pll disclosed to or used by Contractor ln compliance with

the HIPAA Rules and DHCS Requirements.

Therefore, the parties agree as follows:

1. DEFINITIONS

1.1 ',Breach" has the same meaning as the term "breach" at 45 c.F.R. $ 164.402.

t.2 "Business Associate" has the same meaning as the term "business associate" at 45 C.f 'R. I
160.103. torthe convenience ofthe parties, a "business associate" is a person or entity, other

than a member of the worKorce of covered entity, who performs functions or activities on

behalf of, or provides certain services to, a covered entity that involve access by the business

Riverside County - Exhibit C - Business Associote Agre ement
8
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associate to Protected Health lnformation. A "business associate" also is a subcontractor that

creates, receives, maintains, or transmits Protected Health lnformation on behalf of another

business associate. And ln reference to the party to this Business Associate Agreement

"Business Associate" shall mean Contractor.

"California Confidentiality Laws" means the applicable laws of the State of California governing

the confidentiality, prlvacy, or securlty of PHI or other Pll, including, but not limited to, the

California Confidentiality of Medical lnformation Act (Cal. Civil Code $ 56 et seq.), the patient

access law (Cal. Health & Safety Code $ 123100 et seg.), the HIV test result confidentiality law

(Cal. Health & Safety Code 5 L20975 et seq.), the Lanterman-Petris-Short Act (Cal. Welf. & lnst.

Code I 5328 et seq.), and California's data breach law (Cal. Civil Code 5 1798.29),

"Covered Entity" has the same meaning as the term "covered entity" at 45 C.F.R. $ 160.103,

and in reference to the party to this Business Associate Agreement, "Coveled Entity" shall

mean_County.

"Data Aggregation" has the same meaning as the term "data aggregatlon" at 45 C.F.R. $

154.501.

1.6 "De-identification" refers to the de-identification standard at 45 C.F.R. I 164.514.

"Designated Record Set" has the same meaning as the term "designated record set" at 45

C.F.R, $ 164.501."DisclOse" and "DisclosUre" mean, with respect to Protected Health

lnformation, the release, transfer, provision of access to, or divulging in any other manner of

Protected Health lnformation outside Business Associate's internal operations or to other than

its worKorce. (See 45 C.F.R. S 150.103.)

1.3

1.5

7.4

7.7

1.8

L,9 "Electronic Health Record" means an electronic record of health-related information on an

individual that is created, gathered, managed, and consulted by authorized health care

clinicians and staff. (See 42 U.S. C. S 1792t.)

1.10 "Electronic Media" has the same meaning as the term "electronic media" at 45 C.F.R. 5

160.103. For the convenlence of the partles, electronic medla means (1) Electronic storage

material on which data is or may be recorded electronically, lncluding, for example, devices in

computers (hard drives) and any removable/transportable digital memory medium, such as

magnetic tape or disk, optical disk, or digital memory card; (2) Transmission media used to
exchange information already in electronic storage media. Transmission media include, for

example, the lnternet, extranet or intranet, leased lines, dial-up lines, private networks, and

the physical movement of removable/transportable electronic storage media. Certain

transmissions, including of paper, via facsimile, and of voice, via telephone, are not considered

to be transmissions via electronic media if the information being exchanged did not exist in

electronic form immediately before the transmlssion.

Riverside County - Exhibit C - Business Assoclote Agreement
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1,11 "Electronic Protected Health lnformation" has the same meaning as the term "electronic

protected heahh information" at 45 C.F.R. 6 160.103, limited to Protected Health lnformation

created or received by Business Associate from or on behalf of Covered Entity. tor the

convenlence of the parties, Electronic Protected Health lnformation means Protected Health

lnformatlon that is (i) transmitted by electronic media; (ii) maintained in electronic media'

L.r2 "Health Care Operations" has the same meaning as the term "health care operations" at 45

c,r.R. s 164.501.

1..13 "lndividual" has the same meaning as the term "individual" at 45 C'F.R. $ 160.103. For the

convenience of the partles, Individual means the person who is the subiect of Protected Health

lnformation and shall include a person who qualifies as a personal representative in

accordance wlth 45 C.F.R. I 154'502 (e).

1.14 "Law Enforcement Offlcial" has the same meaning as the terrn "law enforcement official" at 45

c.F.R. I 164.103.

1.15 "Mlnimum Necessary" refers to the minimum necessary standard at 45 C.F.R, 5 162.502 (b).

1.16 "Protected Health lnformation" has the same meaning as the term "protected health

information" at 45 C.F.R. 5 160.103, limited to the information created or received by Business

Associate from or on behalf of Covered Entity. For the convenience of the parties, Protected

Health lnformatlon includes information that (i) relates to the past, present or future physical

or mental health or condition of an lndividual; the provision of health care to an lndividual, or

the past, present or future payment for the provision sf health care to an lndividual; (ii)

identifies the lndividual (or for which there is a reasonable basis for believing that the

information can be used to identify the lndividual); and (iii) is created, received, maintained,

or transmitted by Buslness Associate from or on behalf of Covered Entity, and includes

Protected Health lnformation that is made accessible to Business Associate by Covered Entity.

"protected Health lnformation" includes Electronic Protected Health lnformation.

t.L7 "Required by Law" " has the same meaning as the term "required by law" at 45 C.t'R. $

164.103.

1.18 "Secretary" has the same meaning as the term "secretary" at 45 C.F.R. 5 150'103

1.19 "security lncident" has the same meaning as the term "secu rity incident" at 45 C.F.R. 5

164.304.

1.20 "services" means, unless otherwise specified, those functions, activitles, or services in the

applicable underlying Agreement, Contract, Master Agreernent, Work Order, or Purchase

Order or other service arrangement, with or without payment, that gives rlse to Contractor's

Riverside County - Exhihit C - Business Associate Agreement
70
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status as a Business Associate

L.zL "subcontractor" has the same meaning as the term "subcontractor" at 45 C.F.R. g 150'103.

t.22 "Unsecured Protected Health lnformation" has the same meaning as the term "unsecured

protected health information" at 45 C.F.R. 5 164'402.

1.24 Terms used, but not othenarise defined in this Business Associate Agreement, have the same

meanlng as those terms in the HIPAA Rules,

2. pERMrrEp ANp REOUtREp UFES ANp DISCLOSURES OF PROTECTED HEATTH INFORMATION

2.1 Business Associate may only Use and,/or Disclose Protected Health lnformation as necessary

to perform Seryices, and/or as necessary to comply with the obligations of this Business

Associate Agreement.

2.? Business Associate may Use Protected Health lnformation for de-identification of the

information if de-identification of the information ls required to provideServices.

2,1 Business Associate may Use or Disclose Protected Health lnformation as Required by Law.

2.4 Business Associate shall make Uses and Disclosures and requests for Protected Health

lnformation consistent with the Covered Entity's applicable Minimum Necessary policies and

proced u res.

2.5 Business Associate may Use Protected Health lnformation as necessary for the proper

management and administration of its business or to carry out its legal responsibilities.

Business Associate may Disclose Protected Heahh lnformation as necessarY for the proper

managernent and administration of its buslness or to carry out its legal responsibilities,

provided the Disclosure is Required by Law or Business Associate obtalns reasonable

assurances from the person to whom the Protected Health lnformation is disclosed (i.e., the

recipient) that it will be held confidentially and Used or further Disclosed only as Requlred by

Law or for the purposes for which it was disclosed to the recipient and the recipient notifies

Business fusociate of any instances of which it is aware in whlch the confidentiality of the

Protected Health lnformation has been breached'

Riverside County - Exhibit C - Business Associote Agreement
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Business Associate may provide Data Aggregation services relating to Covered Entity's Health

Care Operations if such Data Aggregation services are necessary in order to provide Services.

4.

3. PROHIBITED USES AND DISCLOSURES OI PROTECTED HEALTH INFORMATION

3.1 Business Associate shall not Use or Disclose Protected Health lnformation other than as

permitted or required by this Business Associate Agreement or as Required by Law.

3.2 Business Associate shall not Use or Disclose Protected Health lnformation in a manner that

would violate Subpart E of 45 C,F.R. Part 154, or the California Confidentiality Laws if done by

Covered Entity, except for the specific Uses and Disclosures set forth in Sections 2.5 and 2.6.

3.3 Business Associate shall not Use or Disclose Protected Heahh lnformation for de- identification

of the information except as set forth in section 2.2'

4.1 Business Associate shall implement, use, and maintain appropriate safeguards to prevent the

Use or Disclosure of Protected Health lnformation other than as provided for by this Business

Assoclate Agreement.

Business Associate shall comply with Subpart C of 45 C.F.R Part 164 with respect to Electronic

Protected Health lnformation, to prevent the Use or Disclosure of such information other than

as provided for by this Business Associate Agreement.

5. REPORT|NG NON-PERMtTTEp USES OR pISpLOSURE$. SECURTTY TNCIDENTS. AND BREACHES OF

uNsEcuRED PROTECTED HEALTH INFORMATION

5.1 Business Associate shall report to Covered Entity any Use or Disclosure of Protected Heahh

lnformation not permitted by this Business Associate Agreement, any Security lncident, and/

or any Breach of Unsecured Protected Health lnformation as further described in Sections

5.1.1, 5.1.2, and 5.1.3.

5.1.1 Buslness Associate shall report to Covered Entity any Use or Disclosure of Protected

Health lnformation by Business Associate, its employees, representatives, agents or

Subcontractors not provided for by this Agreernent of which Business Associate

becomes aware.

Riverside County - Exhlbit C - Business Assoclote Agreement
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5.1.2 Business Associate shall report to Covered Entity any Security lncident of which

Buslness Associate becomes aware.

5.1.3 Business Associate shall report to Covered Entity any Breach by Business Assoclate, its

employees, representatives, agents, worKorce members, or Subcontractors of

Unsecured Protected Health lnformation that is known to Business Assoclate or, by

exercising reasonable diligence, would have been known to Business Assoclate.

Business Associate shall be deemed to have knowledge of a Breach of Unsecured

Protected Health lnformation if the Breach is known, or by exercislng reasonable

diligence would have been known, to any person, other than the person committing

the Breach, who is an employee, offlcer, or other agent of Business Associate, including

a Subcontractor, as determined in accordance with the federal common law of agenry.

Except as provided in Section 5.3, for any reporting required by Section 5.1, Business Associate

shall provide, to the extent available, all information required by, and within the times frames

speclfied in, Sections 5.2.1 and 5.2.2.

5.2.1 Business Associate shall make an immediate telephonic report upon discovery of the

non-permitted Use or Disclosure of Protected Health lnformation, Security lncident or

Breach of Unsecured Protected Health lnformation to County

number that minimally includes:

(a) A brief description of what happened, including the date of the non- permitted

Use or Disclosure, Security lncident, or Breach and the date of Discovery of the

non-permitted Use or Disclosure, Security lncident, or Breach, if knowU

(b) The number of lndividuals whose Protected Health lnformatlon is involved;

A description of the speciflc type of Protected Health lnformatlon involved in

the non-permitted Use or Disclosure, Security lncident, or Breach (such as

whether full name, social security number, date of birth, home address,

account number, diagnosis, disability code or other types of information were

involved);

(d) The name and contact information for a person highly knowledge of the facts

and circumstances of the non-permitted Use or Disclosure of PHl, Security

lncident, or Breach.

Business Associate shall make a written report without unreasonablg delav and in no

event later than three (3) business davs from the date of discovery by Business

Associate of the non-permitted Use or Disclosure of Protected Health lnformation,

Security lncident, or Breach of Unsecured Protected Health lnformation and to the

Riverside county - Exhibit c - Buslness Assoclote Agreement
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that includes, to the extent possible:

(a) A brief description of what happened, including the date of the non- permitted

Use or Disclosure, Security lncident, or Breach and the date of Discovery of the

non-permitted Use or Disclosure, Security lncident, or Breach, if known;

(b) The number of Individuals whose Protected Health lnformation is involvedi

A description of the specific type of Protected Health lnformation involved in

the non-permitted Use or Disclosure, Security lncident, or Breach (such as

whether full name, social security number, date of birth, home address,

account number, diagnosis, disability code or other types of information were

involved);

The identification of each lndividual whose Unsecured Protected Heahh

lnformation has been, or is reasonably believed by Business Associate to have

been, accessed, acquired, Used, or Disclosed;

,Any other information necessary to conduct an assessment of whether

notification to the lndividual(s) under 45 C,F-R' S 164'404 is required;

Any steps Business Associate believes that the lndivldual(s) could take to
protect him or herself from potential harm from the non-permitted Use or

Disclosure, Security lncident, or Breach;

A brief desffiption of what Business Associate is doing to investigate, to

mitigate harm to the lndividual(s), and to protect against any further similar

occurrences; and

(h) The name and contact information for a person highly knowledge of the facts

and circumstances of the non-permitted Use or Disclosure of PHl, Security

lncident, or Breach.

S.2.3 lf Business Associate is not able to provide the information specified in Section

5.2.1 or 5.2.2 at the time of the required report, Bus iness fusociate shall provide such

information promptly thereafter as such lnformatlon becomes available.

5.3 Buslness Associate may delay the notification required by Section 5.1.3, if a law enforcement

Riverside County - Exhibit C - Eusiness Associote Agreement
14

(c)

(d)

(e)

(f)

(e)



10460-RC-QM -2412s

Quality Measures and Performance lmprovement Program
River.side County

April 16,2O25

official states to Business Associate that notification would impede a criminal investigation or

cause damage to national security.

5.3.1 lf the law enforcement official's statement is in writin8 and specifies the time for whlch

a delay is required, Business Associate shall delay its reporting and/or notiflcation

obligation(s) for the time period specified by the official.

5.3.2 lf the statement is made orally, Business Associate shall document the statement,

including the identity of the official making the statement, and delay its reporting

and/or notification obligation(s)temporarily and no longer than 30 days from the date

of the oral statement, unless a written statement as descrlbed in Section 5.3.1 is

submitted during that time.

6. WRITTEN ASSURANgES OF SUBCONTRACTORS

tn accordance wlth 45 C.F.R. I 164.502 (eXlXii) and I 164.308 (b)(2), if applicable, Business

Associate shall ensure that any Subcontractor that creates, receives, maintains, or transmits

Protected Health lnformation on behalf of Business Associate is made aware of its status as a

Business Associate with respect to such information and that Subcontractor agrees in writing
to the same restrictions, conditions, and requirements that apply to Business Associate with

respect to such information.

Business Associate shall take reasonable steps to cure any material breach or violation by

Subcontractor of the agreement required by Seaion 6.1.

lf the steps required by Section 6.2 do not cure the breach or end the violation, Contractor

shall terminate, if feasible, any arrangement with Subcontractor by which Subcontractor

creates, recelves, maintains, or transmits Protected Health lnformation on behalf of Business

Associate.

lf nelther cure nor termination as set forth in Sectlons 6.2 and 6.3 is feasible, Business Associate

shall immediately notify CaIMHSA.

Without limiting the requirements of Sectlon 6.1, the agreement required by Section 6.1

(Subcontractor Business Associate Agreement) shall requlre Subcontractor to
contemporaneously notify Covered Entlty in the event of a Breach of Unsecured Protected

Health lnformatlon.

Without limiting the requirements of Section 6.1, agreernent required by Section 6.1

(Subcontractor Business Associate Agreement) shall include a provision requiring

Subcontractor to destroy, or in the alternative to return to Business Associate, any Protected

Health lnformation created, recelved, maintained, ortransmitted by Subcontractor on behalf

of Business Associate so as to enable Business Associate to comply with the provisions of

Riverside County - Exhibit C - Business Associote Agreement
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Section 18.4.

6.7 Business Associate shall provide to Covered Entity, at Covered Entity's request, a copy of any

and all Subcontractor Buslness Assoclate Agreements required by Section 6'1.

sections 6.1 and 6.7 are not intended by the parties to limit ln any way the scope of Buslness

Associate's obligations related to Subcontracts or Subcontracting in the appllcable underlying

Agreement, Contract, Master Agreement, Work Order, Purchase Order, or other services

arrangement, with or without payment, that gives rise to Contractor's status as a Business

Associate.

7. 4CCESS TO PFOTECTED HEAITH lNrORMArlO".N

To the extent Covered Entity determines that Protected Health lnformation is maintained by

Business Associate or its agents or Subcontractors in a Designated Record Set, Business

Associate shall, within two (2) business days after receipt of a request from Covered Entity,

make the Protected Health lnformation specified by Covered Entity available to the

lndividual(s) identified by Covered Entity as being entitled to access and shall provide such

lndividuals(s) or other person(s) designated by Covered Entity with a copy the specified

Protected Health lnformation, in orderfor Covered Entity to meet the requirements of 45

C.F.R. S L64.524 or the California Confidentiality Laws.

7,2 lf any lndividual requests access to Protected Health lnformation directly from Business

Associate or its agents or Subcontractors, Business Associate shall notify Covered Entity in

writing within two (2) days of the receipt of the request. Whether access shall be provided or

denied shall be determined by Covered Entity'

7.3 To the extent that Business Associate maintains Protected Health lnformation that is subject

to access as set forth above in one or more Designated Record Sets electronically and if the

lndividual requests an electronic copy of such information, Business Associate shall provide

the lndividual with access to the Protected Health lnformation ln the electronic form and

format requested by the lndividual, if it ls readlly producible in such form and format; or, if

not, in a readable electronic form and format as agreed to by Covered Entity and the lndivldual.

8. AMENDMENT OF PROTECTED HEATTH INFORMATION

8.1 To the extent Covered Entity determines that any Protected Health lnformation is malntained

by Business Associate or its agents or Subcontractors in a Designated Record Set, Business

Associate shall, within ten (10) business days after receipt of a written request from Covered

Entity, make any amendments to such Protected Health lnformation that are

requested by Covered Entity, in order for Covered Entity to rneet the requirements of 45

c.r.R. s 164.s26.

Rlverslde County - Exhibit C - Buslness Associote Agreement
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8.2 lf any lndividual requests an amendment to Protected Health lnformation directly from

Business Associate or its agents or Subcontractors, Business Associate shall notify Covered

Entity in writing within five (5) days of the receipt of the request. Whether an amendment shall

be granted or denied shall be determined by Covered Entity'

9. ACCOUNTING OF DISCLOpURES OF PROTECTED HEALTH INFORMATION

9.1 Business Associate shall maintain an accounting of each Disclosure of Protected Heahh

lnformation made by Business Associate or its employees, a$ents, representatives or

Subcontractors, as is determined by Covered Entity to be necessary in order to permit Covered

Entity to respond to a request by an lndividual for an accounting of disclosures of Protected

Health lnformation in accordance with 45 C.t.R. S 164'528.

g.1.1 Any accounting of disclosures provided by Business Associate under Section 9'1 shall

include:

(a) The date of the Disclosure;

(b) The name, and address if known, of the entity or person who received the

Protected Health lnformation;

(c) A brief description of the Protected Health lnformation Disclosed; and

(d) A brief statement of the purpose of the Disclosure.

9.1.2 For each Disclosure that could require an accounting under Section 9,1, Business

Associate shall document the informatlon specified ln Section 9.1.1, and shall maintain

the lnformation for slx (6) years from the date of the Dlsclosure.

Business Associate shall provide to Covered Entity, within ten (10) buslness days after receipt

of a written request from Covered Entity, informatlon collected in accordance with Section

9.1,1to permit Covered Entlty to respond to a request by an lndividual for an accounting of

disclosures of Protected Health lnformation in accordance with 45 C.F.R. $ 164.528

9.3 lf any lndividual requests an accounting of disclosures directly from Business Assoclate or its

agents or Subcontractors, Business Associate shall notify Covered tntity in writlng within five

(5) days of the receipt of the request, and shall provide the requested accounting of disclosures

to the lndividual(s) within 30 days. The information provided in the accountlng shall be in

accordance with 45 C.F,R. 5 L64.528'

C9MPLIANCE WITH APPLICABLE FEDERAL AND STATE PRIVACY AUD SECURITY RUTES

Riverside County - Exhlbit C - Business Associote Agreement
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10.1 To the extent Business Associate is to carry out one or more of Covered Entity's obligation(s)

under Subpart E of 45 C.F.R. Part 164, Business Associate shall comply with the requirements

of Subpart E that apply to Covered Entity's performance of such obligation{s).

10.2 Business Associate shall comply with all HIPAA Rules and California Confidentiality Laws

applicable to Business Associate in the performance of Services'

11. AVAILABIUW OF RECORDS

11.1 BuslnessAssociateshall make its lnternal practices, books, and records relatingtothe Use and

Disclosure of Protected Health Information received from, or created or received by Eusiness

Associate on behalf of Covered Entity available to the Secretary for purposes of determining

Covered Entity's compliance with the Privacy and Security Regulations.

].L.7 Unless prohibited by the Secretary, Business Associate shall irnmediately notify Covered Entity

of any requests made by the Secretary and provide Covered Entity with coples of any

documents produced in response to such request.

L2. MITIGATION OF HARMFUL ETFECTS

L2.7 Business Associate shall mitigate, to the extent practicable, any harmful effect of a Use or

Disclosure of Protected Heahh lnformation by Business Associate in violation of the

requirements of this Business Associate Agreement that is known to Business Associate'

13. BREACH NOTIFICATION TO INDIVIDUALS

13.1 Business Associate shall, tothe extent Covered Entity determlnes that there has been a Breach

of Unsecured Protecled Health lnformation by Business Associate, its employees,

representatives, agents or Subcontractors, provide breach notification to the lndividual in a

manner that permits Covered Entity to comply with its obligations under 45 C.F.R. S 164.404.

13.1.1 Business Associate shall notify, subject to the review and approval of Covered Entity,

each lndividual whose Unsecured Protected Health lnformation has been, or is

reasonably believed to have been, accessed, acquired, Used, or Dlsclosed as a result

of any such Breach.

(a) A brlef description of what happened, lnclud i ng the date of the Breach and the

Riverside County * Exhibit C - Business Associote Agree ment
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date of the Discovery of the Breach, if known;

(b) A description of the types of Unsecured Protected Health lnformation that
were involved in the Breach (such as whether full name, social security

number, date of blrth, home address, account number, diagnosis, disability

code, or other types of information were involved);

Any steps the lndividual should take to protect him or herself from potentlal

harm resulting from the Breach;

A brief description of what Business Associate is doing to investlgate the
Breach, to mitigate harm to lndividual(s), and to protecl against any further
Breaches; and

Contact procedures for lndividual(s) to ask questions or learn additional
information, which shall lnclude a toll-free telephone number, an e-mail

address, Web site, or postal address.

Covered Entity, in lts sole discretion, may elect to provide the notification required by Section

13.1 and/or to establish the contact procedures described in Section 13-1.2'

13.3 Business Associate shall reimburse Covered Entlty any and all costs incurred by Covered Entity,

in complying with Subpart D of 45 C.F.R. Part 164, including but not limited to costs of

notification, internet posting, or media publication, as a result of Business Associate's Breach

of Unsecured Protected Health lnformation; Covered Entity shall not be responsible for any

costs incurred by Business Associate in providing the notification required by 13.1 or in
estabfishing the contact procedures required by Section 13.1.2.

14. DHCS REQUIREMENTS.

j,4.1 Business Associate and Covered Entity shall comply with the DHCS Requirements

provided on Exhlblt A and Exhibit B to this Buslness Associate Agreement with regard to DHCS

PSCI and Pll received from Covered Entity. To the extent that any provisions of the DHCS

Requirements in Exhiblt A or Exhibit B conflict with other provislons of this Business Associate

Agreement, the more restrictive requirement shall apply with regard to DHCS PSCI or Pll

received from Covered EntitY,

15. TNDEMNIFICATION

15.1 Business Associate shall indemnify, defend, and hold harmless Covered Entity, its Special

Districts, elected and appointed officers, employees, and agents frorn and against any and all

liability, lncluding but not limited to demands, claims, actions, fees, costs, expenses (including

attorney and expert witness fees), and penalties and/or fines (including regulatorY penalties

and/or flnes), arising from or connected with Business Associate's acts and/or omissions arising

Riverside County - Exhlbit C- Business Associate Agreement
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from and/or relating to thls Buslness Associate Agreement, including; but not limited to,

compliance and/or enforcement actions andlor activities, whether formal or informal, by the

Secretary or by the Attorney General of the State of California'

15.2 Section 15.1 is not intended by the parties to llmit in any way the scope of Buslness Assoclate's

obligations related to lnsurance andlor lndemnification in the applicable underlying

Agreement, Contract, Master Agreement, Work Order, Purchase Order, or other servlces

arrangement,withorwithoutpayment,thatElvesrisetoContractor.sstatusasaBusiness
Associate.

16. OBLTGATTONS OF COVFRED ENTITY

16,1 Covered Entity sha ll notify Bus iness Associate of a ny current or future restrictions or limitations

on the Use or Disclosure of Protected Health Information that would affecl Business

Associate's performance of the Services, and Business Associate shall thereafter restrict or

limit its own Uses and Dlsclosures accordingly.

15.2 Covered Entity shall not request Business Associate to Use or Disclose Protected Health

Information in any manner that would not be permissible under Subpart E of 45 C.F.R. Part 164

or the California Confidentiality Laws if done by Covered Entity, except to the extent that

Business Associate may Use or Disclose Protected Health lnformation as provided in Sections

7.3,2.5, and 2.6.

T7, TERM

L7.L Unless sooner terminated as set forth in Section 18, the term of this Business Associate

Agreement shall be the same as the term of the applicable underlying Agreement, Contract,

Participation Agreement, Master Agreement, Work Order, Purchase Order, or other service

arrangernent, with or without payment, that gives rise to Contractor's status as a Business

Associate. Such term shall apply to all such agreements entered into from time to time

between the parties for the purpose of providing Services pursuant to the JPA.

t7.2 Notwithstanding Section 17.1, Business Associate's obligations under Sections 11, 15, and 19

shall survive the termination or expiration of this Business Associate Agreement.

18. TEEMTTATION FOR C4u5E

18.1 ln addition to and notwithstanding the termination provisions set forth in the applicable

underlying Agreement, Contract, Participation Agreement, Master Agreement, Work Order,

Purchase Order, or other services arrangement, with or without payment, that gives rise to

Contractor's status as a Business Associate, if either party determines that the other party has

violated a materialterm of this Business Associate Agreement, and the breaching party has

not cured the breach or ended the violation within the time speclfied by the non- breaching

Riverside County - Exhibit C - Eusiness Associdte Agreement
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party, which shall be reasonable given the nature of the breach and/or violation, the non-

breaching party may terminate this Business Assoclate Agreement.

78.2 ln addition to and notwithstanding the termination provisions set forth in the applicable

underlying Agreement, Contract, Participation Agreement, Master Agreement, Work Order,

Purchase Order, or other services arrangement, with or without payment, that gives rise to

Contractor's status as a Business fusociate, if elther party determines that the other party has

violated a material term of this Business Associate Agreement, and cure is not feasible, the

non-breaching party may terminate this Business Associate Agreement immediately.

19. DISPOSITION OF PROTECTED HEALTH INFORMATION UPON TERMINATION OR EXPIRATION

19.1 Except as provided in Section 19.3, upon termination for any reason or expiration of this

Business Assoclate Agreement, Business Associate shall return or, if agreed to by Covered

entity, shall destroy as provided for in Seclion 19.2, all Protected Health lnformation received

from Covered Entlty, or created, maintained, or received by Business Associate on behalf of

Covered Entity, that Business Associate, including any Subcontractor, still maintains in any

form. Business fusociate shall retain no copies of the Protected Health lnformation.

tg.z Destruction for purposes of Section 19.2 and Section 5.6 shall mean that media on which the
protected Heahh lnformation is stored or recorded has been destroyed and/or electronic

media have been cleared, purged, or destroyed in accordance with the use of a technology or

methodoloBy specified by the Secretary in guidance for renderinB Protected Health

lnformation unusable, unreadable, or lndecipherable to unauthorized individuals.

19.3 Notwithstanding Section 19.1, in the event that return or destruction of Protected Health

lnformation is not feasible or Business Associate determines that any such Protected Health

lnformation is necessary for Business Associate to continue its proper management and

administration or to carry out its legal responsibilities, Business Associate may retain that

Protected Health lnformation forwhich destruction or return is infeasible orthat Protected

Health lnformation which is necessary for Business Associate to continue its proper

management and administration or to carry out its legal responsibilities and shall return or

destroy all other Protected Health lnformation.

19.3.1 Business Associate shall extend the protections of this Business fusociate Agreement

to such Protected Health lnformation, includlng continuing to use appropriate

safeguards and continuing to comply with Subpart C of 45 C.F.R Part 164 wlth respect

to Electronic Protected Health lnformation, to prevent the Use or Disclosure of such

information other than as provided for in Sections 2.5 and 2,6 for so long as such

Protected Health lnformation is retained, and Business Associate shall not Use or

Disclose such Protected Health lnformation other than forthe purposes for which such

Protected Health lnformation was retained'

19.3.2 Business Associate shall return or, if agreed to by Covered entity, destroy the

Riverside County - Exhibit C - Business Associote Agreement
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protected Health lnformation retained by Business Associate when it is no longer

needed by Business fusociate for Business Associate's proper management and

administration or to carry out its legal responsibilities'

1g.4 Business Associate shall ensure that all Protected Health lnformation created, maintained, or

received by Subcontractors is returned or, if agreed to by Covered entity, destroyed as

provided for in Section 19.2.

20. AUDIT.INSPECTION.ANDEXAMINATION

20.1 Covered Entity reserves the right to conduct a reasonable inspection of the facilities, systems,

information systems, books, records, agreements, and policies and procedures relating to the

Use or Disclosure of Protected Health lnformation for the purpose determinlng whether

Buslness Associate is in compliance with the terms of this Business Associate Agreement and

any non-compliance may be a basis for termination of this Business Associate Agreement and

the applicable underlying Agreement, Contract, Master Agreement, Work Order, Purchase

Order or other services arrangement, with or without payment, that Sives rise to Contractor's

status as a Business Associate, as provided for in section 18'

20.2 Covered Entity and Eusiness Associate shall mutually agree in advance upon the scope, timinS,

and location of any such inspection,

20.3 At Business Associate's request, and to the extent permitted by law, Covered Entity shall

execute a nondisclosure agreement, upon terms and conditions mutually agreed to by the

parties.

20,4 That Covered Entity inspects, fails to inspect, or has the right to inspect as provided for in

Section 20.1 does not relieve Business A,ssociate of its responsibility to comply with this

Business Associate ABreement and/or the HIPAA Rules or impose on Covered Entity any

responsibility for Buslness tusociate's compliance with any applicable HIPAA Rules.

20.5 Covered Entity's failure to detect, its detection but failure to notify Business Associate, or its

detection but fallure to require remedlation by Business Associate of an unsatisfactory practice

by Business Associate, shall not constitute acceptance of su ch practice or a waiver of Covered

Entityrs enforcement rights under this Business Associate Agreement or the applicable

underlying Agreement, Contract, Master Agreement, Work Order, Purchase Order or other

services arrangement, with or without payment, that Bives rise to Contractor's status as a

Business Associate.

20.6 Section 20.1 is not intended by the parties to limit in any way the scope of Business Associate's

obligations related to lnspection and/or Audit and/or similar review ln the applicable

underlying Agreement, Contract, Participation Agreement, Master Agreement, Work Order,

Purchase Order, or other services arrangement, with or without payment, that Sives rise to

Contractor's status as a Business Associate.

Riverslde County - Exhlbit C - Business Assoclote Agreement
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2I. MISCELLANEOUSPROVISIONS

Zt.t Disqlaimer. Covered Entity makes no warranty or representation that compliance by Buslness

Associate wlth the terms and conditions of this Business Associate Agreement will be adequate

or satisfactory to meet the business needs or legal obligations of Business Associate.

2L.Z Federal and State Requirements. The Parties agree that the provisions under HIPAA Rules and

the California Confidentiality Laws that are required by law to be incorporated into this

Business Associate Agreement are hereby incorporated into this Agreement.

2L.3 No Third-Partv Beneficiarles. Nothing in this Business Associate Agreement shall confer upon

any person other than the parties and their respective successors or assigns, any rlghts,

remedies, obligations, or liabilities whatsoever'

2L.4 Construction. ln the event that a provision of this Business Assoclate Agreement is contrary to

a provision of the applicable underlying Agreement, Contract, Master Agreement, Work Order,
purchase Order, or other services arrangement, with or without payment, that gives rise to

Contractor's status as a Business Associate, the provislon of this Business Associate ABreement

shall control. Otherwise, this Business Associate Agreement shall be construed under, and in

accordance with, the terms of the applicable underlying Agreement, Contract, Master

Agreement, Work Order, Purchase Order or other services arranBement, with or without

payment, that Sives rise to Contractor's status as a Business Associate'

21,5 Resulatorv References. A reference in this Business Associate Agreement to a section in the

HIPAA Rules means the section as in effect or as amended.

21.6 lnterpretation. Any ambiguity in thls Business Assoclate Agreement shall be resolved in favor

of a meaning that permits the parties to comply with the HIPAA Rules and the California

Confidentiality Laws.

2t.7 Amendment. The parties agree to take such action as is necessary to amend thls Business

Associate Agreement from time to time as is necessary for Covered Entity or Business Associate

to comply with the requirements of the HIPAA Rules and any other privacy laws governlng

Protected Health lnformation, including the California Confidentiality Laws.

Thls Buslness Associates Agreement applies to all Participation Agreements between the County and CaIMHSA.

AUTHORIZED SIGNORS:

Riverside County - Exhiblt C - Business Assoclote Agreernent
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)///-
Signed , Name (Printed): V. MANUEL PEREZ

CHAIR, BOARD OF SUPERVISORS
06Tltle 5

Address: st ?i Side cfr q25

Phone Email:

Slgned Name (Printed)r

CoNTRACTOR: CALIFORNIA MENTAL HEALTH SERVICES AUTHORTTY (CaIMHSA)

5igned ame {Printed): Amie Miller' Psv.D., MFT

Title

Address: 1610 Arden Wav, Suite U5. Sacramento. CA 95815 Phone: (279) 234-0700

Email: amie.miller@ca!mhsa.ore

A
KIMB R, Clerk

By
D
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Exhlbit A

DHCS Inforrnation Confidentiality And Security Requirements

1. Definltlons. For purposes of this Exhibit, the following definitions shallapply:

a. Publlc lnformation; lnformation that is not exempt from dlsclosure under the provisions of the

California Public Records Act (Government Code sections 5250-6265) or other applicable state

or federal laws.

b. Confidential lnformation: Information that is exempt from disclosure under the provlsions of

the Catifornia Public Records Act (Gover,nment Code sections 6250'6255) or other applicable

state or federal laws.

c. Sentitive lnformation: lnformation that requlres special precautions to protecl from

unauthorized use, access, disclosure, modification, loss, or deletion. Sensitive Infofmation may

be either public lnformation or Confidential lnformation. lt is information that requires a higher

than normal assurance of accuracy and completeness. Thus, the key factor for Sensitive

lnformation is that of integrity. Typically, Sensitive lnformation includes records of agency

financial transactions and regulatory actions'

d. personal lnformation: lnformation that identifies or describes an individual, including, but not

limited to, their name, social security number, physical description, home address, home

telephone number, education, financial matters, and medicalor employment history. lt is DHCS'

policy to consider all information about individuals private unless such information is

determined to be a public record. This information must be protected from inappropriate

access, use, or disclosure and must be made accessible to data subjects upon request. Personal

lnformation includes the following:
Notice-trlggering Personal lnformation: Specific items of personal information (name plus Social

Security number, driver llcense/California identification card number, or financial account

number) that may trigger a requirement to notify individuals if it is acquired by an unauthorized

person. For purposes of this provision, identity shall include, but not be limlted to name,

identifying number, symbol, or other identifying particular assigned to the individual, such as

fingerorvoiceprintoraphotograph.SeeCivilCodesectionsLT9S.29andlT98.S2.

2. Nondisclosure. Business Associate and its employees, agents, or subcontractors shall protect from

unauthorized disclosure any PSCI'

3. Business Associate and lts employees, agents, or subcontractors shall not use any PSCI for any purp9se

other than carrying out the Business Associate 's obligations under the J PA ASlreement'

4. Business Associate and its employees, agents, or subcontractors shall promptly transmit to Covered

Entity's Chief Privacy Officer all requests for disclosure of any PSCI not emanating from the person who

is the subject of PSCI.

5. Business Associate shall not disclose, except as othenarise specifically permitted by JPA Agreement or

authorized by the person who is the subject of PSCI, any PSCI to anyone other than DHCS or Covered

Entity without prior written authorization from the Covered Entity Chief Privacy Officer, except if

Riverside County - Exhibit C * Business Associote Agreern ent
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disclosure is required by State or Federal law'

6. Business Associate shall observe the following requirements:

a. Safeguards. Business Associate shall implement administrative, physical, and technical

safeguards that feasonably and appropriately protect the confidentiality, integrity, and

availability of the PSCI, including electronic PSCI that it creates, receives, maintains, uses, or

transrnits on behalf of Covered Entity. Business Associate shall develop and maintain a written

information privacy and security program that includes administrative, technical and physical

safeguards appropriate tothe size and complexity of Business Associate's operations and the

nature and scope of lts activities, lncluding at a minimurn the following safeguards:

i. Personnel Controls

1. Emptoyee Training. Allworkforce members whg assist in the performance of

functions or activities on behalf of Covered Entity, or access or disclose Covered

Entitv PSCI, rnust complete information privacy and security training, at least

annually, at Business fusociate,s expense- Each workforce member who

receives information privacy and security training must sign a certification,

indicating the mernber's name and the date on which the training was

completed. These certifications must be retained for a period of six (6)years

followlng contract term ination.

2. Employee Discipline. Appropriate sanctions must be applied against workforce

members who fail to comply with privacy policies and procedures or any

provisions of these requirements, includinB termination of employment where

appropriate,

3. Conlidenttallty Statement All persons that will be working with DHCS PHI ot'Pl

must sign a confidentiality statement that includes, at a minimum, GBneral Use,

Security and Privacy SafeguardS, Unacceptable Use, and Enforcement Policies.

The statement must be signed by the workforce member prior to access to

DHCS PHI or Pl. The staternent must be renewed annually. Business

Associate shall retain each person's written confidentiality staternent for

Covered Entity or DHCS inspection for a period of six (6) years following contract

termination.

4. Bockground Check. Before a member of the workforce may access DHCS PHI or

Pl, a thorough background check of that Worker must be conducted, with

evaluation of the results to assure that there is no indication that the worker

may present a risk to the security or integrity of confidential data or a risk for

theft or misuse of confidential data. Business Assoclate shall retain each

worffiorce member's background check docu rnentation for a period of three (3)

yea rs following contract termination.

ll. Technlcal Security Controls

1. Workstotion/Ldptop encryption. AII workstations and laptops that process

Riverside County - Exhibit C - 0usines.s Associate Agreement
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andlor store DHCS PHI or Pl must be encrypted using a FIPS 140-2 certified

algorithm which is 128bit or higher, such as Advanced Encryption Standard

(AES). The encryption solution must be full dlsk unless approved by the DHCS

lnformation Secu rity Office,

2. fieruer Security. Servers containing unencrypted DHCS PHI or Pl must have

sufflcient administrative, physical, and technical controls in place to protect

that data, based upon a risk assessment/system security review.

3. Minimum Necessary. Only the minimum necessary amount of DHCS PHI or Pl

required to perform necessary business functions may be copied, downloaded,

or exported.

4. Removoble media devlces. All electronic files that contaln DHCS PHI or Pl data

must be encrypted when stored on any removable media or portable device

(i.e. USB thumb drives, floppies, CD/DVD, smartphones, backup tapes etc.).

Encryption must be a FIPS 140-2 certified algorithm which is 128bit or hiSher,

such as AES.

5. Antivirus s1ttlilore. Alt workstations, laptops and other systems that process

andlor store DHCS PHI or Pl must installand actively use comprehensive anti-

virus software solution with automatic updates scheduled at least daily.

6. Potch Monagement. All workstatlons, laptops and other systems that process

and/or store DHCS PHI or Pl must have critlcal security patches applied, with

system reboot if necessary. There muSt be a documented patch managernent

process which determines installation timeframe based on risk assessment and

vendor recommendations. At a maximum, all applicable patches must be

installed wlthin 30 days of vendor release.

7. llser lDs and Possword Controls. All users must be issued a unique user name

for accessing DHCS PHI or Pl. Username must be promptly disabled, deleted, or

the password changed upon the transfer or termination of an employee with
knowledge of the password, at maxirnum within 24 hours. Passyords are not to

be shared. Passwords must be at least eight characters and must be a non-

dictionary word. Passwords must not be stored in readable format on the

computer. Passwords must be changed every 9O days, preferably every 60 days.

Passwords must be changed if revealed or cornpromised. Passwords must be

composed of characters from at least three of the followlng four groups from

the standard keyboard:

. Upper case letters (A-Z)

a

a

Lower case letters (a-z)

Arabic numerals (0-9)

r Non-alphanumeric characters (punctuation symbols)
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8. Dota Destructton. When no longer needed, all DHCS PHI or Pl must be cleared,

purged, or destroyed consistent with NIST Special Publication 800-88,

Guidelines for Media Sanitization such that the PHI or Pl cannot be retrieved.

9, Syrtem Timeout. The system providing access to DHCS PHI or Pl must provlde

an automatic timeout, requiring re-authentication of the user session after no

more than 20 minutes of inactivity.

L0. Warnlng Bonners, All systems providing acc€ss to DHCS PHI or Pl must display

a warning banner stating that data is confidential, systems are logged, and

system use is for business purposes only by authOrized users. USer must be

directed to log off the system if they do not aBree with these requirements.

11. Systern Logglng. The system must maintain an automated audit trailwhich can

identify the user or system process which initlates a request for DHCS PHI or Pl,

or whlch alters DHCS PHI or Pl. The audit trail must be date and time stamped,

must log bOth successful and failed accesses, must be read only, and must be

restricted to authorized users. lf DHCS PHI or Pl is stored ln a database, database

logging functionality must be enabled. Audit trail data must be archlved for at

least 3 years after occurrence.

12. Access Controls. The system providing access to DHCS PHI or Pl must use role

based access controls for all user authentications, enforcing the principle of

least privilege.

t3, Tronsmission encryption. Alldata transmissions of DHCS PHI or Floutside the

secure internal network must be encrypted using a tlPS 140-2 certified

algorithm which is 128bit or higher, such as AES. Encryption can be end to end

at the network level, or the data files containing PHI can be encrypted. This

requirement pertains to any tYpe of PHI or Pl in motion such as website access,

file transfer, and E-Mail.

!4, lntrusion Detection. All systems involved in accessing, holding, transporting,

and protecting DHCS PHI or Pl that are accessible via the lnternet must be

protected by a comprehensive lntrusion detection and prevention solution.

lli. Audit controls

1. System Security Review. Allsystems processing and/or storinB DHCS PHlor Pl

must have at least an annual system risk assessment/Segurity revlew which

provides assurance that administrative, physical, and technlcal controls are

functioning effectlvely and providing adequate levels of protection. Reviews

should include vulnerability scanning tools.

2. Log Revlews. All systems processing and/or storing DHCS PHI or Pl must have a

routine procedure in place to reVlew system logs for unauthorized access.

3. Chonge Control.Allsystems processing and/or storing DHCS PHlor Pl must have
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28



10460-RC-QM -2412s

Quality Measures and Performance lmprovement Program
Rlverside County

APril 16, 2025

a documented change control procedure that ensures separation of duties and

protects the confidentiality, integrity and availability of data.

lv. Buslness Contlnuity I Dlsaster Recovery Controls

1. Emergency Mode Operotlon Plon. BusinesS Associate must establish a

documented plan to enable continuation of critical business processes and

protection of the security of electronic DHCS PHI or Pl in the event of an

emergency. Emergency means any circumStance or situation that cauSes

normal computer operations to become unavailable for use in performlng the

work required under thls Agreement for more than 24 hours.

2. Dato Eackup PIan. Buslness Associate must have established documented

procedures to backup DHCS PHI to maintain retrievable exact copies of DHCS

PHI or Pl. The plan must include a regular schedule for making backups, storlng

backups offsite, an inventory of backup media, and an estimate of the amount

of time needed to restore DHcS PHI or Plshould it be lost. At a minimum, the

schedule must be a weekly full backup and monthly offsite storage of DHCS

data.

v. Paper Document Controlg

1. Supervlsion ol Dato. DHCS PSI or Pl ln paper form shall not be left unattended

at any time, unless it is locked ln a file cabinet, file room, desk or office,

unattended means that information is not being observed by an employee

authorized to access the information. DHCS PHI or Pl ln paper form shall not be

left unattended at any time in vehicles or planes and shall not be checked in

baggage on commercial airPlanes.

2. Escorllng Visitors. Visitors to areas where DHCS PHI or Pl is contained shall be

escorted and DHCS PHI or Pl shall be kept out of sight while visitors are in the

area.

3. Confidentiol Desfiuctlon. DHCS PHI or PI must be disposed of through

confidential means, such as cross cut shredding and pulverizing.

4. Removol ol Doto. DHCS PHI or Pl must not be removed from the premiSes of

the Business Associate except with express written permission of DHCS.

5. Foxtng. Faxes containing DHCS PHI or Pt shall not be left unattended and fax

machines shall be in secure areas. Faxes shall contain a confidentiality

statement notifying persons receiving faxes in error to destroy them. Fax

numbers shall be verified with the intended recipient before sending the fax,

6. Mailing. Maillngs of DHCS PHI or Pl shall be sealed and secured from damage

or inappropriate viewlng of PHI or Pl to the extent possible, Mailings which

tnclude 500 or more individually identifiable records of DHCS PHI or Pl in a single

package shall be sent using a tracked rnailing method which includes
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verification of delivery and recelpt, unless the prior written permisslon of DHCS

to use another method is obtalned.

b, Security Offtcer. Business Associate shall, to the extent it has not already done so, designate a

Security Officer to oversee its data security program who will be responsible for carrying out its
privary and security programs and for communicating on security matters with Covered Entity

and DHCS.

Discovery ond Notiticotion of Breach, Noticc to Covercd Entlty:

i. To notify Covered Entity and DHCS immediately upon the discovery of a suspected

security incident that lnvolves data provided to Covered Entity by DHCS from the Social

Security Administration. This notification will be by telephone call plus email or fax

upon the discovery of the breach. (2)To notiry Covered Entity wlthln 24 hours by email

or fax of the discovery of unsecured PHI or Pl in electronic media or ln any other media

if the PHI or Pl was, or is reasonably believed to have been, accessed or acquired by an

unauthorized person, any suspected security incident, intrusion or unauthorized access,

use or disclosure of PHI or Pl in violation of the JPA and this Exhibit, or potential loss of
confidential data affecting the JPA. A breach shall be treated as discovered by Business

Associate as of the first day on which the breach is known, or by exercislng reasonable

diligence would have been known, to any person (other than the person committing the
breach) who is an employee, officer or other agent of Business Associate.

ii. Notice shall be provided to the Covered Entity Chief Prlvacy Officer, the DHCS Privacy

Officer and the DHCS lnforrnation Security Offlcer. lf the incident occurs after business

hours or on a weekend or holiday and involves data provided to Covered Entity by DHCS

from the Social Security Administration, notice shall be provided by calling the DHCS

EITS Service Desk. Notice shall be made using the "DHCS Privacy lncident Report" form,

including all information known at the time' The Business Associate shall use the most

current verslon of this form, which is posted on the DHCS Privacy Office website
(www.dhcs.ca.gov, then select "Privacy" in the left column and then "Business Use"

near the middle of the page) or use this link:

htto://www.dhcs.ca.00v/formsandoubs/laws/oriv/Pacies/DHCSBusinessAssociatesOnl
v.a50x

c. Upon discovery ofa breach orsuspected security incident, intrusion orunauthorized access, use

or disclosure of PHI or Pl, Business Associate shall take:

i. Prompt corrective action to mitigate any risks or damages involved with the breach and

to protect the operating envlronment and

li. Any action pertaining to such unauthorized disclosure required by appllcable Federal

and State laws and regulations.

d. lnvestlgotlon o! Breach. Business Associate shall immediately i nvestiSate such security incident,

breach, or unauthorized use or disclosure of PSCI. lf the inltia I report did not include all of the

requested information marked with an asterisk, then within seventy-two (72) hours of the

discovery, Business Associate shall submit an updated "DHCS Privacy lncident Report"

containing the information marked with an asterisk and allother applicable information listed

on the form, to the extent known at that time, to the Covered Entity Chief Privacy Officer, the
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DHCS Privacy Officer, and the DHCS lnformation Security Officerl

e, Written Report. Business Associate shall provide a written report of the Investigation to the

Covered Entity Chief Privacy Offlcer, the DHCS Privacy Officer, and the DHCS lnformation

Security Officer, if all of the required information was not included in the DHCS Priyacy lncident

Report, within ten (10) working days of the discovery of the breach or unauthorized use or

disclosure. The report shall include, but not be limited to, the information specified above, as

well as a full, detailed corrective action plan, includlng information on measures that were taken

to halt and/or contain the improper use or disclosure.

t. Notilicottan ol tndividuals. Business Assoqiate shalf notify individuals of the breach or

unauthorized use or disclosure when notification is required under state or federal law and shall

pay any costs of such notifications, as well as any costs assoclated with the breach' The Covered

Entity Chief Privacy Officer, the DHCS Privacy Officer, and the DHCS lnformation Security Officer

shalt approve the time, manner and content of any such notlfications.

7. Effectonlowertiertransactions.ThetermsofthisExhibitshallapplytoallcontracts,subcontracts,and
subawards, regardless of whether they are for the acquisitlon of services, goods, or commodities.

Business Associate shall lncorporate the contents of this Exhibit lnto each subcontract or subaward to

its agents, subcontractors, or lndependent consultants'

8. Contact lnformation. To direct communications to the above referenced Covered Entity or DHCS staff,

Business Associate shall initiate contact as indicated hereln. Covered Entity reserves the right to make

changes to the contact information below by giving written notice to Business Associate' Said changes

shall not require an amendment to this Exhibit or the JPA Agreement to which it is incorporated.

g. Audlts and lnspections. From time to time, DHCS may inspect the facilities, systems, books and recqrds

of the Business Associate to monitor cornpliance with the Safeguards required in the lnformation

Confidentiality and Security Requirements (ICSR) exhibit. Business Associate 5hallpromptly remedy any

violation of any provision of this ICSR exhibit. The fact that DHCS inspects, or fails to inspect, or has the
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right to inspect, Business Associate's facilities, systems and procedures does not relieve Business

Associate of its responsibility to comply with this ICSR exhibit.
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Exhibit B

Privary and lnformation Security Provlsions

This Exhibit B is intended to protect the privacy and security of specified DHCS information that

Business Associate may access, recelve, or transmit under the JPA Agreement. The DHCS

information covered under this Exhibit B consists of: (1) PHI and (2) Pl. Pl may include data

provided to DHCS by the Socialsecurity Administration.

Exhibit B conslsts of the following parts:

1. Exhibit B-1 provides for the privacy and security of Pl under Civil Code Section 1798'3(a)

and 1798.29.

2. Exhibit B-2, Miscellaneous Provisions, sets forth additional terms and conditions that

extend to the provisions of Exhibit B in its entirety.
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Exhlbit B-l
Privacy and Security of Personal lnforrnation and

Personally ldentifiable lnformation Not Subject to HIPAA

1. Recltals,

a. ln addition to the Privacy and Security Rules under HIPAA, DHCS is subject to various other

legal and contractual requirements with respect to the personal information (as defined in

section 2 below) and personally identifiable information (as defined in section 2 below) it

maintains, These include:

i. The California tnformation Practices Act of 1977 (California CivilCode 591798 et seq.),

ii. Title 42 Code of Federal Regulations, Chapter l, Subchapter A, Part 2.

b. The purpose of this Exhibit B-1 is to set forth Business Associate's privacy and security

obligations with respect to Pl and Pll that Business Associate may create, receive, rnaintain,

use, or disclose for or on behalf of Covered Entity pursuant to the JPA Agreement. Specifically

this Exhibit applies to Pl and Pll which is not PHI as defined by HIPAA and therefore is not

addressed in this Business Associate Agreement; however, to the extent that data ls both PHI

or ePHl and Pll, both the Business Associate Agreement and this Exhibit 8.1 shall apply.

c. The terms used in this Exhibit B-1, but not otherwise defined, shall have the same meanings

as those terms have in the above referenced statute and agreement. Any reference to

statutory, regulatory, or contractual language shall be to such language as in effect or as

amended.

2. Definitionr. The following definitions apply to such terms used in this Exhibit B-1. Abbreviated and

capitalized terms used in this Exhiblt but not defined below shall have the meaning ascribed to them

under this Business Associate Agreement.

a. "Breach" shalt have the meaning given to such term under the CMPPA tas defined below in

Section 2(c)). lt shall include a "Pll loss" as that term is defined in the CMPPA.

b. "Breach of the security of the system" shall have the meaning given to such term under the

Ca lifornia lnformation P ractices Act, Civil Code sectio n 1798.29(f).

c. "CMPpA Agreement" means the Cornputer Matching and Privacy Protection Act ("CMPPA")

Agreement between the Social Security Administration and the California Heahh and Human

Services Agency ("CHHS").

d. "DHCS Pl" shall mean Personal lnformation, as defined below, accessed in a database

maintained by the DHCS, received by Business Associate frorn Covered Entity or acquired or

created by Business Associate in connection with performing the functions, activities and

Services specified in the JPA Agreement on behalf of the Covered Entity.

e. "Notice-triggering Personal lnformationf' shall mean the personal information identified in

Civil Code section 1798,29 whose unauthorized access may triSger notification requirements
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under Civil Code seclion 7198.29. For purposes of this provision, identity shall include, but not

be llmited to, name, address, email address, identifying number, symbol, or other identifying

particular assigned to the indlvidual, such as a finger or voice print, a photograph or a

biometric identifier. Notice-triggering Personal lnformation includes Pl in electronic, paper or

any other medium.

f. "personally ldentifiable lnformatlon" ("Pll") shall have the meaning given to such term in the

CMPPA.

g. "personal lnformatlon" ("P1") shall have the meaning given to such term in California Civil

Code Section 1798.3(a).

h. "Required by law" rneans a mandate contained in law that compels an entity to make a use

or dlsclosure of Pl or Pll that is enforceable in a court of law. This includes, but is not limited

to, court orders and court-ordered warrants, subpoenas or summons issued by a court, grand

jury, a governmental or tribal inspector general, or an administrative body authorized to

require the production of lnformatlon, and a civil or an authorized investigative demand. lt

also includes Medicare conditions of participation with respect to health care providers

participating in the program, and statutes or regulations that require the production of

information, including statutes or regulations that requlre such information if payment is

sought under a government program providing public benefits.

i. "security lncident" means the attempted or successful unauthorized access, use, disclosure,

modification, or destruction of Pl, or confidential data utilized in complying with the JPA

Agreement; or lnterference with system operations in an information system that processes,

maintains or stores Pl.

3, Terms of Agreement

a. Permitted Uses and Disclosures qf DHCS Pl and Pll by Eusiness Associate

Except as otherwise indicated in this Exhibit B-1, Business Associate mav use or disclose

DHCS pl only to perform functions, activities or services for or on behalf of the DHCS

pursuant to the terms of the JPA Agreement provided that such use or disclosure would

not violate the California lnformation Practices Act ("CiPA") if done by the DHCS.

b. Responsibilitles of Business Associate
Business Assoclate agrees:

i. Nondisclosure. Not to use or disclose DHCS Pl or Pll other than as permitted or

required by the JPA Agreement or as required by applicable state and federal law.

ii. Safeguards. To implement appropriate and reasonable administratlve, technical, and

physlcal safeguards to protect the security, confldentiality and integrity of DHCS Pl

and Pll, to protect agalnst anticipated threats or hazards to the securlty or integrity

of DHCS Pl and Pll, and to prevent use or disclosure of DHCS Pl or Pll other than as

provided for by the JPA Agreement. Business Associate shall develop and maintaln a

wrltten information privacy and security program that include adminlstrative,

technical and physical safeguards appropriate to the size and complexity of Business
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Associate's operations and the nature and scope of lts activities, which lncorporate

the requirements of section (c), Securlty, below. Buslness Associate will provide

Covered Entlty or DHCS with lts current policles upon request.

Security, Business Associate shall take any and all steps necessary to ensure the continuous

security of all computerlzed data systems containing PHI and/or Pl, and to protect paper

documents containing PHI and/or Pl. These steps shall include, at a minimum:

i. complying with all of the data system security precautions listed in Attachment A,

Business Associate Data Security Requirements;

ii. Providing a level and scope of security that is at least comparable to the level and

scope of security established by the Office of Management and Budget ln OMB

Circular No. A130, Appendix lll- Security of Federal Automated lnformation Systems,

which sets forth guidelines for automated information systems in Federal agencies;

and

iii. lf the data obtained by Business Associate from DHCS through Covered Entity includes

Pll, Contractor shall also comply with the substantive privacy and security

requirements in the CMPPA Agreement. Business Associate also agrees to ensure that
anyagents, includingasubcontractortowhom it provides DHCSPII, agreetothe same

requirements for privacy and security safeguards for confidential data that apply to

Business Associate with respect to such information.

d. Mltlgation of Harmful Effects. To mitigate, to the extent practicable, any harmful effect that

is known to Business Associate of a use or disclosure of DHCS Pl or Pll by Business Associate

or its subcontractors in violation of this Exhibit B-1.

e. Business Associate's Agents and Subcontractors. To impose the same restrictions and

conditions set forth in this Exhibit B-1 on any subcontractors or other agents with whom

Business Associate subcontracts any activities under the JPA Agreement that involve the

dlsclosure of DHCS Pl or Pll to the subcontrastor.

f, Availability of lnformation to Covered Entlty and DHCS. To ma ke DHCS Pl and Pll available to

Covered Entity or DHCS for purposes of oversight, inspection, amendment, and response to

requests for records, injunctions, judgments, and orders for production of DHCS Pl and Pll- lf
Business Associate receives DHCS Pll, upon request by Covered Entity or DHCS, Business

Associate shall provlde Covered Entity or DHCS, as appllcable, with a list of all employees,

contractors and agents who have access to DHCS Pll, including employees, contractors and

agents of its subcontractors and agents.

g, Cooperation with Covered Entity and DHCS. With respect to DHCS Pl, to cooperate with and

asslst the Covered Entity or DHC5, as applicable, to the extent necessary to ensure DHCS's

compliance with the applicable terms of the CIPA includinB, but not limited to, accounting of

disclosures of DHCS Pl, correction of errors ln DHCS Pl, production of DHCS Pl, disclosure of a

security breach involving DHCS Pl and notice of such breach to the affected individual(s)'
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h. Confldentlatity of Alcohol and Drug Abuse Patlent Records. Business Associate agrees to

comply with all confidentiality requirements set forth in Title 42 Code of Federal Regulations,

Chapter l, Subchapter Au Part 2. Business Associate is aware that criminal penakies may be

imposed for a violation of these confidentiality requirements.

i. Breaches and Security lncidents. Durlng the term of this Agreement, Business Associate

agrees to implement reasonable systems for the discovery and prompt reportin8 of any

breach or security lqcldent, and to take the followlng steps:

i. tnitial Notice to Covered Entity. (1) To notify Covered Entity and DHCS lmmedlately

by telephone call or emai! or fax upon the discovery of a breach of unsecured DHCS

Pl or Pll in electronic media or in any other media if the Pl or Pll was, or is reasonably

believed to have been, accessed or acquired by an unauthorized person, or upon

dlscovery of a suspected security incident involving DHCS Pll. (2) To notify Covered

Entity and DHCS within 24 hours by email or fax of the discovery of any suspected

security incident, intrusion or unauthorized access, use or disclosure of DHCS Pl or Pll

in violation of the JPA Agreement or this Exhibit B-1 or potential loss of confidential

data affectingthe JPA Agreement. A breach shall be treated as discovered by Business

Associate as of the first day on which the breach is known, or by exercising reasonable

diligence would have been known, to any person (other than the person committing

the breach) who is an employee, officer or other agent of Business Associate.

ii. Notice shall be provided to the Covered Entity Chief Privary Officer and DHCS

lnforrnation Protection Unit, Office of HIPAA Compliance. lf the lncident occurs after

business hours or on a weekend or holiday and involves electronic DHCS Pl or Pll,

notice shall be provided to DHCS by calling the DHCS lnformation Securlty Offlcer.

Notice to DHCS shall be made using the DHCS "Privacy lncident Report" form,

including all information known at the time. Business Associate shall use the most

current yersion of this forrn, which is posted on the DHCS lnformation Security Officer

website (www.dhcs4amov. then select "Privacy" in the left column and then

"Buslness Partner" near the middle of the paSe) or use this link:

http://www,dhcs.ca.qov/formsandoubs/laws/oriv/Paces/DHCSBusinessAssociatesO
nlv.aspx.

iii. Upon discovery of a breach or suspected security lncident, intrusion or unauthorized

access, use or disclosure of DHCS Pl or Pll, Business Associate shalltake:

1. Prompt corrective action to mltigate any risk or damages involved with the

breach and to protect the operating envlronmenU and

Z. Any aclion pertainlng to such unauthorized disclosure reguired by applicable

Federal and State laws and regulations.

iv. lnvestigation and lnvestigation Report. To immediately investigate such suspected

security incident, security incident, breach, or unauthorized access, use or disclosure

of pHl. Withln 72 hours of the discovery, Buslness fusociate shall submit an updated

"Privary lncident Report" containing the information ma rked with an asterisk and all
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other applicable information listed on the form, to the extent known at that time, to

the DHCS lnformation Securlty Officer.

v. Complete Report. To provide a complete report of the investiSation to Covered Entity

and the DHCS lnformation Protection Unit within ten (10) working days of the

discovery of the breach or unauthorized use or disclosure. The report to DHCS shall

be submitted on the "Privacy lncident Report" form and shall include an assessment

of all known factors relevant to a determination of whether a breach occurred. The

report shall also include a full, detailed corrective action plan, including information

on measures that were taken to halt and/or contain the improper use or disclosure.

lf DHCS requests information in addition to that listed on the "Privacy lncident

Report" form, Business Associate shall make reasonable efforts to provide Covered

Entity or DHCS, as applicable, with such information. lf, because of the circumstances

of the incldent, Business Associate needs more than ten (10) working days from the

discovery to submit a complete report, the DHCS may grant a reasonable extension

of time, in which case Business Associate shall submit periodic updates until the

complete report is submitted. lf necessary, a Supplemental Report may be used to

submit revlsed or additional information after the completed report is submitted, by

submitting the revised or additional information on an updated "Privacy lncident

Report" form. DHCS will review and approve the determination of whether a breach

occurred and whether individual notifications and a corrective action plan are

required.

vi. Responslblllty for Reporting of Breaches. lf the cause of a breach of DHCS Pl or Pll is

attributable to Business Associate or its qgents, subcontractors or vendors, Business

Associate is responslble for all required reporting of the breach as specifled in CIPA,

section 17g8.2g. Business Associate shall bear all costs of required notificatlons to

individuals as well as any costs assoclated with the breach. The Privary Officer shall

approve the time, manner and content of any such notificatlons and their review and

approval must be obtained before the notifications are made. Covered Entity or

DHCS, as applicable, will provide its review and approval expeditiously and without

unreasonable delay,

vii. lf Business Associate has reason to believe that duplicate reporting of the same

breach or incident may occur because lts subcontraclors, agents or vendors or

Covered Entity may report the breach or incident to DHCS in addition to Business

Associate , Business Associate shall notify DHCS, and DHCS, Covered Entity, and

Business Associate may take appropriate action to prevent duplicate reporting'

viii, DHCS and Covered Entity Contact lnformation. To direct communications to the

above referenced Covered Entity and DHCS staff, Business Associate shall initiate

contact as indicated herein. Covered Entity reserves the right to make changes to the

contact information below by giving written notice to the Business Associate . Said

changes shall not require an amendment to this Exhibit or the JP,A Agreement to

which it is incorporated,
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DHCS lnformation Security OfficerCovered Entlty
Chlef Prlvary

DHCS Privacy Officer

I nformation Secu rity Officer
DHCS lnformation Security Office

P.O. Box 9974t3, MS 5400

Sacramento, CA 95889-7413

Email: iso@dhcs,ca.gov

Telephone: ITSD Help Desk

(916) 440-7000 or
(800) s79-0874

Privacy Officer
c/o Office of Legal Services

Department of Health Care Services

P.O. Box 997413, MS 0011
Sacramento, CA 95899-7413

Email: privacvofficer@ dhcs.ca,eov

Telephone: (916) 445-4646

See Section 5.2.2 of
this Business

Assoclate
Agreement for
Covered Entity

contact information,
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i. Designation of Indivldual Responslble for Security

Business Associate shalldesignate an individual, (e.g., Security Officer), to oversee its data

securlty program who shall be responsible for carrying out the requirements of this

Exhibit B-1 and for communicating on security matters with Covered Entity and DHCS.
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Exhibit B-2

M iscellaneous Terms and Conditions

Applicable to Exhibit B

l. Disclaimer. Covered Entity makes no warranty or representation that compliance by Business

Associate with this Exhibit B, HIPAA or the HIPAA regulations will be adequately or satisfactory for

Business Associate's own purposes or that any information in Business Associate's possession or

control, or transmitted or received by Business Associate, is or will be secure from unauthorized

use or disclosure. Business Associate is solely responsible for all decisions made by Business

Associate regarding the safeguarding of the DHCS PHl, Pl and Pll.

Z. Amendment. The parties acknowledge that federal and state laws relating to electronic data

security and privacy are rapidly evolving and that amendment of this Exhibit B may be required

to provlde for procedures to ensure compliance with such developments. The parties specifically

agree to take such action as is necessary to implement the standards and requirements of HIPA&

the HITECH Act, and the HIPAA regulations, and other applicable state and federal laws. Upon

either party's request, the other party agrees to promptly enter into negotiations concerning an

amendment to this Exhlbit B embodying written assurances consistent with requirements of

HlpAA, the HITECH Act, and the HIPAA regulations, and other applicable state and federal laws.

Covered Entity may terminate the JPA Agreement upon thirty (30) days written notice in the

event:

a. Business Associate does not promptly enter into this Exhibit B when requested by

Covered EntitY; or

b. Business Associate does not enter into an amendment providinB assurances regarding the

safeguarding of DHCS PHI that the DHCS deems ls necessary to satlsfy the standards and

requirements of HIPAA and the HIPAA regulations

3. Judicial or Administrative Proceedings, Business Associate will notify Covered Entity and DHCS if

it is named as a defendant in a criminal proceeding for a violation of HIPAA or other security or

privacy law. Covered Entity may at the request of DHCS terminate the JPA Agreement if Business

Associate is found guilty of a criminal violation of HIPAA. Covered Entity may at the request of

DHCS terminate the JPA Agreement if a finding or stipulation that Business Associate has violated

any standard or requirement of HIPAA, or other security or privacy laws is made in any

administrative or civll proceeding in which the Business Associate ls a party or has been joined.

DHCS will consider the nature and seriousness of the violation in deciding whether or not to

request that Covered Entity terminate the JPA Agreement.

4. Assistance in Litlgation or Administrative Proceedints, Business Assoclate shall make itself and

any subcontractors, employees or agents assisting Business Associate in the per{ormance of lts

obligatlons under the JPA Agreement, available to DHCS at no cost to DHCS to testify as witnesses,

or otherwlse, in the event of litigation or admlnistrative proceedlngs being commenced against

DHC5, lts directors, officers or employees based upon claimed violation of HIPAA, or the HIPAA

regulations, which lnvolves inactions or actions by the Business Associate, except where Business

Associate or its subcontractor, employee or agent is a named adverse party.
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5. No Third-Party Beneficiarles. Nothing express or lmplied ln the terms

and condltions of this Exhlbit B is lntended to confer, nor shall anything herein confer, upon anY

person other than the Covered Entity or Business Associate and their respec'tive successors or

assignees, any rights, remedies, obllgations or liabilities whatsoever'

G. lnterpretatlon. The terms and conditions ln this Exhibit B shall be lnterpreted as broadly as

n"..ir"ry to implement and comply with HIPAA, the HITECH Act, and the HIPAA regulations. The

parties agree that any amblguity in the terms and conditions 0f this Exhibit B shall be resolved in

favor of a meaning that complies and ls consistent wlth HIPAA, the HITECH Act and the HIPAA

regulations, and, lf applicable, any other relevant state and federallaws.

7. Conf,ict. ln case of a conflict between any applicable privary or security rules, laws, regulations or

standards the most stringent shall apply. The most stringent means that safeguard which provides

the highest level of protection to PHl, Pl and Pllfrom unauthorized disclosure' Further, Business

Associate must comply within a reasonable period of time wlth chan8es to these standards that

occur after the effective date of the JPA Agreement.

8. Regulatory References. A reference in the terms and conditions of this Exhibit B to a section in

the HIPAA regulations means the section as in effect or as amended'

g, Survival, The respective rights and obligations of Business Associate under ltem 3(b) of Exhibit B'

1, Besponsibilitles of Business Associate, shall survive the termination or expiration of thls

Agreernent,

10. No Walver of Obllgatlons. No change, waiver or discharge of any liability or obligation hereunder

on any one or more occasions shall be deemed a waiver of performance of any continuing or other

obligation, or shall prohibit enforcement of any obligation, on any other occasion.

11. Audits, lnspectlon and Enforcement, From time to time, and subject to all applicable federaland

state privacy and security laws and regulations, Covered Entity or DHCS may conduct a reasonable

inspection of the facilitles, systems, books and records of to monltor compliance with this Exhibh

B. Business Associate shall promptly remedy any violation of any provision of this Exhibit B. The

fact that Covered Entity or DHCS inspects, or fails to inspect, or has the right to inspect, Business

Associate's facilitles, systems and procedures does not relieve Business Associate of its

responsibility to comply with this Exhibit B. Covered Entity's or DHCS's failure to detect a non-

compliant practice, or a failure to report a detected noncompliant practice to Business Associate

does not constitute acceptance of such practice or a waiver of Covered Entity's enforcement rights

under the JPA Agreement or related documents, including this Exhibit B.

12. Due Diligence. Business Associate shall exercise due diligence and shall take reasonable steps to

ensure that h remains in compliance with this Exhibit B and is in compliance with applicable

provisions of HlpAA, the HITECH Act and the HIPAA regulations, and other applicable state and

federal law, and that lts agents, subcontractors and vendors are in compliance with their

obllgations as required by this Exhlbit B'

13. Term. The Term of thls Exhibit B shall extend beyond the termination of the Agreement and shall

terminate when all DHCS PHI ls destroyed or returned to Covered Entity, in accordance with 45
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CFR Seaion 1 64.504(eX2XiiX1), and when all DHCS Pl and Pll is destroyed in accordance with

Attachment A.

14. Effect of Termination. Upon termination or expiration of this Agreement for any reason, Business

Associate shall return or destroy all DHCS PHl, Pl and Pll that Business Assoclate still maintains in

any form, and shall retain no coples of such PHl, Pl or Pll. lf return or destruction is not feasible,

Business Associate shall notify Covered Entity an DHCS of the conditions that make the return or

destruction infeasible, and Covered Entity, DHCS, and Business Associate shall determine the

terms and conditions under which Business Associate may retain the PHl, Pl or Pll. Business

Associate shall contlnue to extend the protections of this Exhlbit B to such DHCS PHl, Pl and Pll,

and shall limit further use of such data to those purposes that make the return or destruction of
such data infeasible. This provision shallapplyto DHCS PHl, Pland Pllthat is in the possession of
subcontractors or agents of Business Associate.

Attachment A

Data Security Requirements
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1. Personnel Controls

a. Employee Tralnlng. All worKorce members who assist in the performance of functions or

activities on behalf of the Covered Entity with respect to DHcs-provided information, or

access or disclose DHCS PHI or Pl must complete information privacy and security tralning,

at least annually, at Business Associate's expense. Each workforce member who receives

information privacy and security training must sign a certification, indicating the

member's name and the date on which the training was completed. These certlfications

must be retained for a period of six (6) years followlng termination of thls Agreement'

b. Employee Dlsclpline. Appropriate sanctions must be applied against workforce mernbers

who fail to comply wlth privacy policles and procedures or any provisions of these

requirements, including termination of employment where approprlate.

c. Confidentiality Statement. All persons that wlll be worklng with DHCS PHI or Pl must sign

a confidentiality statement that includes, at a minimum, General Use, Securlty and Privacy

Safeguards, Unacceptable Use, and Enforcement Policles. The statement must be signed

by the workforce member prior to access to DHCS PHI or Pl. The statement must be

renewed annuatly. Business Associate shall retain each person's written confidentiality

statement for Covered Entity or DHCS inspection for a perlod of six (5) years following

termination of this Agreement.

d. Background Check, Before a member of the workforce may access DHCS PHI or Pl, a

background screening of that worker must be conducted. The screening should be

commensurate with the risk and magnitude of harm the employee could cause, with more

thorough screening being done for those employees who are authorized to bypass

significant technical and operational security controls. Business Associate shall retain

each workforce member's background check documentation for a perlod of three (3)

yea rs.

2, Technical Security Controls

a. Workstatlon/l-aptop encryption. All workstations and laptops that store DHCS PHI or Pl

either directly or temporarily must be encrypted using a FIPS 140-2 certified algorithm

which is 128bit or higher, such as Advanced Encryption Standard (AES). The encryption

solution must be full disk unless approved by the DHCS lnformation Security Office.

b. Server Security. Servers containlng unencrypted DHCS PHI or Pl must have sufficient

administrative, physical, and technical controls in place to protect that data, based upon

a risk assessment/system security review.

c. Minimum Necessary. Only the minimurn necessary amount of DHCS PHI or Pl required to
perform necessary business functions may be copied, downloaded, or exported.

d. Removable media devices. All electronic files that contain DHCS PHI or Pl data must be

encrypted when stored on any removahle media or portable device (i.e' USB thumb

drives, floppies, CD/DVD, Blackberry backup tapes etc.). Encryption must be a FIPS 140-
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2 certified algorithm which is 128bit or hlgher, such as AES,

e. Antivirus software. Allworkstations, laptops and other systems that process and/or store

DHCS pHl or Pl must install and actively use comprehensive antl-virus software solution

with automatic updates scheduled at least daily.

f. patch Management. All worktations, laptops and other systems that process and/or

store DHCS PHI or Pl must have critical security patches applied, with system reboot if

necessary. There must be a documented patch management process which determines

installation timeframe based on risk assessment and vendor recommendations. At a

maximum, all appllcable patches must be lnstalled within 30 days of vendor release.

Applications and systems that cannot be patched within this time frame due to significant

operational reasons must have compensatory controls implemented to minlmize rlsk untll

the patches can be lnstalled. Applications and systems that cannot be patched must have

compensatory controls implemented to minimize risk, where possible.

S. User lDs and Password Controls. All users must be issued a unique user name for

accessing DHCS PHlorPl. Username must be promptlydisabled, deleted, orthe password

changed upon the transfer or termination of an employee with knowledge of the

password. Passwords are not to be shared. Passwords must be at least eight characters

and must be a non-dictionary word. Passwords must not be stored ln readable format on

the computer. Passwords must be changed at least every 90 days, preferably every 60

days. passwords must be changed if revealed or compromised. Passwords must be

composed of characters from at least three of the following four groups from the standard

keyboard:

l, Upper case letters (A-Z)

ii. Lower case letters (a-z)

iii. Arabic numerals (0-9)

lv. Non-alphanumeric characters (punctuation symbots)

h. Data Destruction. When no longer needed, all DHCS PHI or Pl must be wiped using the

Gutmann or US DHCS of Defense (DoD) 5220,22-M 17 Pass) standard, or by degaussing.

Media may also be physically destroyed in accordance with NIST Special Publication 800-

88. Other methods require prior written permission of the DHCS lnformation Security

Offlce.

i. System Timeout. The system providing access to DHCS PHI or Pl must provide an

automatic timeout, requiring re-authentication of the user session after no more than 20

minutes of inactlvity.

j, Warning Banners. All systems providing access to DHCS PH I or Pl must display a warning

banner stating that data is confidential, systems are logged, and system use is for business

purposes only by authorized users. User must be directed to log off the system if they do

not agree with these requirements.
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k, System Logging. The system must maintain an automated audit trail which can identify

the user or system process which initiates a request for DHCS PHI or Pl, or which alters

DHCS pHt or Pl. The audit trail must be date and time stamped, must log both successful

and failed accesses, must be read only, and must be restricted to authorized users. lf DHCS

pHl or Pl is stored in a database, database logging functlonality must be enabled. Audit

trail data must be archived for at least 3 years after occurrence'

l. Access Controls. The system providing access to DHCS PHI or Pl must use role based

access controls for all user authentications, enforcing the princlple of least privllege.

m. Transmission encryptlon. All data transmissions of DHCS PHI or Pl outside the secure

internal network must be encrypted using a FIPS 140-2 certified algorithm which is 128bit

or higher, such as AES. Encryption can be end to end at the network level, or the data files

containinB DHCS PHI can be encrypted. This requirement pertains to any type of DHCS

PHI or Pl in motion such as website access, file transfer, and E-Mail'

n. lntrusion Detectlon. All systems lnvolved in accesslng, holding, transporting, and

protecting DHCS PHI or Pl that are accessible via the lnternet must be protected by a

comprehenslve lntrusion detection and prevention solution.

3. Audit Controls

a, System Security Revlew. Business Associate must ensure audit control mechanlsms that

record and examlne system activity are in place. All systems processlng and/or storing

DHCS PHI or Pt must have at least an annualsystem risk assessment/security review whlch

provides assurance that administrative, physical, and technlcal controls are functioning

effectlvely and providing adequate levels of protection. Reviews should include

vulnerability scanning tools.

b. Log Reviews. All systems processing andlor storing DHCS PHI or Pl must have a routine

procedure in place to review system logs for unauthorized access'

c. Change Control. All systems processing and/or storing DHCS PHI or Pl must have a

documented change control procedure that ensures separation ofduties and protects the

confidentiality, integrity and availability of data'

4. Business Contlnuity f Disaster Recovery Controls

a. Emergency Mode Operation Plan. Business Associate must establish a documented plan

to enable continuation of critical business processes and protection of the security of

DHCS pHl or Pl held in an electronic format in the event of an emergenry. Emergency

means any circumstance or situation that causes normal computer operations to become

unavailable for use in performing the work required under this Agreement for more than

24 hours.

b. Data Backup Plan. Business Associate must have established documented procedures to

backup DHCS PHlto maintain retrievable exact coples of DHCS PHlor Pl. The plan must

include a regular schedule for making backups, storing backups offsite, an inventory of
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backup media, and an estlmate of the amount of tlme needed to restore DHCS PHI or Pl

should it be lost. At a minimum, the schedule must be a weekly full backup and monthly

offsite storage of DHCS data'

5. Paper Document Controls

a. Supervision of Data. DHCS PHI or Pl in paper form shall not be left unattended at any

time, unless it is locked in a file cabinet, flle room, desk or office. Unattended means that

information is not being observed by an employee authorized to access the information'

DHCS pHl or Pl in paper form shall not be left unattended at any time in Vehicles or planes

and shall not be checked ln baggage on commerclal alrplanes'

b. Escortlng Visitors. Visitors to areas where DHCS PHI or Pl is contained shall be escorted

and DHCS PHI or Pl shall be kept out of sight whlle visftors are in the area.

c. Confidential Destructlon. DHCS PHI or Pl must be disposed of through confidential

means, such as cross cut shredding and pulverizing.

d. Removal of Data. Only the minimum necessary DHCS PHI or Pl may be removed from the

premises of Business Associate except with express written permission of DHCS. DHCS PHI

or Pl shall not be considered "removed from the premises" if it ls only being transported

from one of Business Associate's locations to another of Business Associates locations.

e. Faxing. Faxes containing DHCS PHI or Pl shall not be left unattended and fax machines

shall be in secure areas. Faxes shallcontain a confidentiality statement notifying persons

receiving faxes in error to destroy them. tax numbers shall be verified with the intended

recipient before sending the fax.

f. Malling, Mallings containing DHCS PHI or Pl shall be sealed and secured from damage or

lnappropriate vlewlng of such PHI or Pl to the extent possible. Mailings which include 500

or more individually identifiable records of DHCS PHlor Pl in a single package shall be sent

using a tracked mailing method which includes verification of delivery and receipt, unless

the prlor written permission of DHCS to use another method is obtained.


