SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM: 2.10
(ID # 28343)

MEETING DATE:
Tuesday, August 26, 2025

FROM : AUDITOR CONTROLLER

SUBJECT: AUDITOR-CONTROLLER: Internal Audit Report 2025-323: Riverside County
Sheriff-Coroner Department, Follow-up Audit [District: All]; [$0]

RECOMMENDED MOTION: That the Board of Supervisors:

1. Receive and file Internal Audit Report 2025-323: Riverside County Sheriff-Coroner
Department, Follow-up Audit

ACTION:Consent

Ben J. Benoit, CO AUDITOR-CONTROLLE 711512025

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Medina, seconded by Supervisor Gutierrez and duly carried by
unanimous vote, IT WAS ORDERED that the above matter is received and filed as
recommended.

Ayes: Medina, Spiegel, Washington, Perez and Gutierrez

Nays: None Kimbegly
Absent: None Clerk c;\
Date: August 26, 2025

XC: Auditor VDe‘pyy
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

FINANCIAL DATA | CurrentFiscal Year: Next Fiscal Year: Total Cost: Ongoing Cost
COST $ 0.00| $ 0.00 $ 0.00 $ 0.00
NET COUNTY COST $ 000 | $ 0.00 $ 0.00 $ 0.00

Budget Adjustment: No

SOURCE OF FUNDS: N/A

For Fiscal Year: N/A

C.E.O. RECOMMENDATION: Approve

BACKGROUND:

Summary

We completed a follow-up audit of Riverside County Sheriff-Coroner Department. Our audit was
limited to reviewing actions taken as of March 24, 2025, to correct findings noted in our original
audit report 2022-018 dated July 12, 2022. The original audit report contained 12
recommendations, all of which required implementation to help correct the reported findings.

Based on the results of our audit, we found that of the 12 recommendations:

e 6 of the recommendations were implemented.
e 1 of the recommendations was partially implemented.
e 5 of the recommendations were not implemented.

For an in-depth understanding of the original audit, please refer to Internal Audit Report 2022-
018 included as an attachment to this follow-up audit report, or it can also be found at
https://auditorcontroller.org/divisions/internal-audit/reports.

Impact on Citizens and Businesses
Provide an assessment of internal controls over the audited areas.

SUPPLEMENTAL.:
Additional Fiscal Information
Not applicable

ATTACHMENTS:

A: Riverside County Auditor-Controller - Internal Audit Report 2025-323: Riverside County
Sheriff-Coroner Department, Follow-up Audit.
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Follow-up

12 Recommendations

6 Implemented

» 1 Partially Implemented

5 Not Implemented

Office of Ben J. Benoit

Riverside County Auditor-Controller
Internal Audit Report
2025-323

Riverside County
Sheriff-Coroner Department,
Follow-up Audit

August 26, 2025
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BEN J. BENOIT, AUDITOR-CONTROLLER
TANYA S. HARRIS, DPA, CPA,
ASSISTANT AUDITOR-CONTROLLER

August 26, 2025

Sheriff Bianco

Sheriff-Coroner

Riverside County Sheriff-Coroner Department
4095 Lemon St, 2nd Floor

Riverside, CA 92501

Subject: Internal Audit Report 2025-323: Riverside County Sheriff-Coroner Department,
Follow-up Audit

Dear Sheriff Bianco:

We completed the follow-up audit of Riverside County Sheriff-Coroner Department. Our audit
was limited to reviewing actions taken as of March 24, 2025, to help correct the findings noted in
our original audit report 2022-018 dated July 12, 2022.

We conducted our audit in accordance with the International Standards for the Professional
Practice of Internal Auditing. These standards require that we plan and perform the audit to
obtain reasonable assurance that our objective, as described in the preceding paragraph, is
achieved. Additionally, the standards require that we conduct the audit to provide sufficient,
reliable, and relevant evidence to achieve the audit objectives. We believe the audit provides a
reasonable basis for our conclusion.

The original audit report contained 12 recommendations, all of which required implementation
to help correct the reported findings. Based on the results of our audit, we found that of the 12
recommendations:

e 6 of the recommendations were implemented.
e 1 of the recommendations was partially implemented.
e 5 of the recommendations were not implemented.

TEL: ADDRESS: WEB:
(951) 955-3800 4080 Lemon Street, 6th Floor https://auditorcontroller.org

Riverside, CA 92501



https://auditorcontroller.org

Internal Audit Report 2025-323: Riverside County Sheriff-Coroner Department, Follow-up Audit

A summary of the conditions from the original audit and the results of our review on the status
of the implementation of the recommendations are provided in this report. For an in-depth
understanding of the original audit, please refer to Internal Audit Report 2022-018 included as
“Attachment A” of this audit report along with your department status letter as “Attachment B.”
You can also find the original audit report at https://auditorcontroller.org/divisions/internal-
audit/reports.

We thank you and your staff for the help and cooperation. The assistance provided contributed
significantly to the successful completion of this audit.

o B il

Ben J. Benoit
Riverside County Auditor-Controller

QL4

By: René Casillas, CPA, CRMA
Deputy Auditor-Controller

cc: Board of Supervisors
Jeff A. Van Wagenen, County Executive Officer
Juan Perez, Chief Operating Officer
Grand Jury
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Internal Audit Report 2025-323: Riverside County Sheriff-Coroner Department, Follow-up Audit
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Internal Audit Report 2025-323: Riverside County Sheriff-Coroner Department, Follow-up Audit

Cash Accounts Held Outside of the Treasury

Finding 1: Department Oversight of Accounts Held Outside of the Treasury

“Individual stations and bureaus have the authority to open bank accounts held outside of the
Treasury without prior knowledge and approval of the Administrative Services Division. The
Administrative Services Division is reliant on self-reporting of the individual stations or bureaus
to report any accounts that have been opened or closed during the year. This reporting does not
occur immediately to the division and at times happens until the end of the fiscal year. This leads
to inadequate oversight since consistent performance and review of bank reconciliations and
oversight of bank account activity is not ensured. California Government Code 13401 (a)(1) states,
‘active oversight processes, including regular and ongoing monitoring processes, for the
prevention and early detection of ...errors in program administration are vital to public confidence
and the appropriate and efficient use of public resources.” Standard Practice Manual 1001,
Internal Controls, states, ‘duties are divided or segregated so that no one person has complete
control over a key function or activity” The department has delegated the authority of the
opening and closing of accounts to each individual station or bureau captain. Implementing
adequate oversight with internal controls and a centralized approval process to open bank
accounts held outside the Treasury, can help mitigate the risk of asset misappropriation.”

Recommendation 1.1

“Establish a procedure centralizing at the Administrative Services Division the approval, opening,
and closing of all bank accounts.”

Current Status 1.1: Implemented
Recommendation 1.2

“Ensure there are adequate segregation of duties over the opening and closing of accounts held
outside of the Treasury.”

Current Status 1.2: Implemented
Finding 2: Effective Internal Controls

“Based on our review of the bank accounts held outside of the Treasury, we identified the

following:
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Internal Audit Report 2025-323: Riverside County Sheriff-Coroner Department, Follow-up Audit

e The Sheriff Department does not currently have policies and procedures in place over the
management of bank accounts held outside the Treasury.

e Eight (53%) out of 15 bank accounts reviewed were missing the following key elements:

e Two bank accounts reviewed were not reconciled timely. One had a delay of 69 days and
the other had a delay of 90 days.

e Six reconciliations lacked the signature and date of when it was prepared and/or when it
was reviewed. For three of the six, we were unable to determine the timeliness of the
reconciliation completion.

Standard Practice Manual 1001, Internal Control states that, to maintain an effective system of
internal control, ‘well-documented policies and procedures are established and maintained to
promote employee understanding of job duties, provide day-to-day guidance to staff and help
ensure continuity during employee absences or turnover.” SPM 1001, Internal Control also states,
‘records are routinely examined and reconciled to determine that transactions were properly
processed.” Additionally, Standard Practice Manual 607, To Establish and Maintain Checking
Accounts Outside the County Treasury states that it is the responsibility of the ‘assigned trustor to
each bank account ...[to] ensure compliance with the policies and procedures [and perform]
timely reconciliations of bank accounts...” The department does not have formal policies and
procedures for managing bank accounts held outside of the Treasury. Adequate internal controls
reduce the risk of errors, misappropriation of assets, and acts of unauthorized activities.”

Recommendation 2.1
“Develop policies and procedures that ensure bank reconciliations for the accounts held outside
of the Treasury are adequately reviewed and approved to maintain compliance with the Standard

Practice Manual 1001, Internal Control.”

Current Status 2.1: Partially Implemented

The Sheriff Department has developed procedures for bank reconciliations specific to certain
stations, bureaus, and units, but has not implemented a comprehensive policy or standardized
procedures to ensure bank reconciliations are consistently reviewed and approved across the
entire department.
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Internal Audit Report 2025-323: Riverside County Sheriff-Coroner Department, Follow-up Audit
Management’s Response

“The Sheriff's Office will be issuing a written policy to standardize the completion of bank account
reconciliations in a timely manner.”

Recommendation 2.2
“Ensure staff is adequately trained and adhere to the process that ensures bank reconciliations
for the accounts held outside of the Treasury are adequately reviewed and approved to maintain

compliance with the Standard Practice Manual 1001, Internal Control.”

Current Status 2.2: Not Implemented

For 12 of the 15 (80%) bank reconciliations randomly selected for testing, the reviewer’s signature
and date were not documented.

Management’s Response

“The Sheriff’s Office will be issuing a written policy to standardize the completion of bank account
reconciliations with adequate preparer and reviewer signatures.”
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Internal Audit Report 2025-323: Riverside County Sheriff-Coroner Department, Follow-up Audit

Inventory Management — Armory Room

Finding 3: Armory Room Internal Controls

“Based on our review of the armory rooms for three Sheriff Department locations, we identified
the following:

e Reporting requirements of inventory to the Auditor-Controller’s Office through the year-end
reporting process are not being followed as established under Standard Practice Manual 801,
Inventory of Materials and Supplies.

e Twenty (67%) out of 30 items reviewed did not have any supporting documentation or an
auditable trail to support the last time the items were counted or if those counts were reviewed
and approved by a supervisor.

e |nventory items at one of the three locations are maintained on an excel spreadsheet and are
updated when items are received or pulled. This spreadsheet is maintained solely by one staff
member who is responsible for receiving items, pulling, and updating.

e Four (80%) out of the five inventory items that were counted at one of the locations did not
reconcile to the counts in the internal spreadsheet maintained by personnel.

e One (3%) out of 30 items sampled were not found and no record was maintained to determine
the whereabout of the item.

Standard Practice Manual 801, Inventory of Materials and Supplies states, departments are to
‘maintain segregation of duties, establish written [policies and] procedures, provide adequate
supervision, [perform physical] counts, determine [the] frequency of counts, and ensure the
completeness [and] evaluate the results of the counts.” The policy also requires approvals for any
adjustments and year-end reporting responsibilities. The department does not have a process in
place to adhere to Standard Practice Manual 801, Inventory of Materials and Supplies. This
prevents the Sheriff Department from adequately assessing needs when planning, preparing, and
strategizing for future inventory purchases, and increases the risk of inaccuracies, theft of items,
and misuse of county resources.”

Recommendation 3.1

“Use an inventory management system such as Service Now, that tracks, maintains, and updates
inventory counts in real time to ensure that counts are accurate and facilitate the year-end
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Internal Audit Report 2025-323: Riverside County Sheriff-Coroner Department, Follow-up Audit

reporting processes in accordance with Standard Practice Manual 801, Inventory of Materials and
Supplies.”

Current Status 3.1: Not Implemented

Based on our inquiries and walkthroughs with department personnel, an inventory management
system that tracks, maintains, and updates inventory counts in real time has not been established.
The department indicated that they are in the process of obtaining inventory software to formally
track and update the armory inventory.

Management’s Response

“The Sheriff's Office is currently researching inventory software market to assist with Armory
management. The system will track, maintain and update the armory inventory in real time.
Procurement of software is in the very preliminary stages.”

Recommendation 3.2

“Ensure physical inventory counts are periodically conducted and documentation of the counts,
their review, and approval is maintained.”

Current Status 3.2: Not Implemented

Armory room inventory counts are not supported by documentation or an auditable trail to verify
the items counted or to confirm supervisory review and approval.

Management’s Response

“The Sheriff’s Office Armory Unit is currently developing a process and verification form for the
ammunition inventory. The new process will require the Armory supervisor to conduct a physical
audit of the ammunition quarterly and sign an inventory form which will be preserved for any
future audits.”

Recommendation 3.3

“Ensure there are adequate segregation of duties for handling, tracking, and recording inventory
items or develop compensating controls to monitor inventory items.”

Current Status 3.3: Implemented

Page 8 I



Internal Audit Report 2025-323: Riverside County Sheriff-Coroner Department, Follow-up Audit

Software Access Rights

Finding 4: Timely Termination of Access Rights to Data Applications

“Twenty (87%) out of 23 terminated employees did not have their access rights terminated or
disabled within 24 hours of ending employment with the Sheriff Department. The average time
lapsed to disable active directory accounts was 13 days with the longest time lapsed being 99
days and the shortest being one day. Additionally, two (9%) out of 23 terminated employees
reviewed still had access after employment ended as of the time of testing (May 2022). County
of Riverside Information Security Standard v1.0, Section 4.1, Account and Access Management,
states, ‘Accounts for terminated or transferred employees shall be disabled or removed on the
day of termination or transfer.” Sheriff Department does not have written policies and procedures
that detail the process and requirements for deactivating user accounts when employees end
employment with the department. When an account is not closed immediately after employment
has ended, there is a security risk to the information maintained in the systems used by the
department. Given the sensitivity of the information Sheriff Department maintains in their
systems, safeguarding sensitive information needs to be of high priority.”

Recommendation 4.1
“Ensure the department is disabling active directory accounts on the day of an employee’s
termination or transfer from the department as required by County of Riverside Information

Security Standard v1.0, Section 4.1, Account and Access Management.”

Current Status 4.1: Not Implemented

Of the 1,037 separated employees reviewed, 886 (85%) did not have their active directory
accounts deactivated in a timely manner. For the deactivation tickets that could be validated, the
average time between employee separation and ticket completion was 21 days, with the shortest
taking two days for account deactivation and the longest taking 734 days. Additionally, as of the
date of fieldwork, active directory accounts for 20 separated employees remained active.

Management’s Response
“The Sheriff's Office Technical Services Bureau created and implemented an End of Service (EOS)

Policy, effective December 1, 2024, and revised on May 22, 2025, to ensure timely and consistent
deactivation of user accounts following employee separation.”
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Internal Audit Report 2025-323: Riverside County Sheriff-Coroner Department, Follow-up Audit
Recommendation 4.2

“Establish policies and procedures for the immediate disabling of user access rights for
terminated or transferred employee in accordance with County of Riverside Information Security
Standard v1.0, Section 4.1, Account and Access Management.”

Current Status 4.2: Implemented
Finding 5: Access to Systems

“We identified 12 (100%) of out of 12 terminated employees continued to have access to systems
not linked to active directory. An application that is not linked must be manually deactivated. A
policy and process is currently not in place to ensure this manual step is occurring. Standard
Practice Manual 1001, Internal Controls, identifies the need for ‘well-documented policies and
procedures ... [to provide guidance to staff on the day-to-day duties].” When access to a system
not linked to active directory is not manually deactivated, the credentials for the individual remain
active and usable. For information systems that hold sensitive information, access credentials
should be disabled upon termination to mitigate any risk associated with the information
maintained in these systems.”

Recommendation 5
“Implement a process/procedure to ensure that systems that are not linked to active directory
have a completed manual deactivation and verification that the individual no longer appears on

an active user listing.”

Current Status 5: Not Implemented

Two systems not integrated with active directory — referred to as “System A” and “System B” —
were judgmentally selected for testing. Thirteen out of 28 (46%) separated employees did not
have their access to System A disabled in a timely manner. As of March 24, 2025, the fieldwork
date, 12 of these 13 accounts (92%) remained active, with no recorded deactivation. The time
elapsed between each employee’s separation date and the fieldwork date averaged 104 days,
with the shortest being 10 days and the longest being 360 days.

The timeliness of deactivation for System B could not be evaluated due to limitations in the
system’s reporting. However, one separated employee was identified as still having access to the

system.
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Internal Audit Report 2025-323: Riverside County Sheriff-Coroner Department, Follow-up Audit
Management’s Response

“The Technical Services Bureau has incorporated specific procedures within the End of Service
(EOS) Policy, implemented on December 1, 2024, and revised on May 22, 2025, to ensure

comprehensive coverage across all systems for timely deactivation of separated employees from
all platforms.”

Purchasing Processes

Finding 6: Purchase Orders

“Thirty-three of 3,347 purchase orders, totaling $5.89M, were split and circumvented low value
purchase authority limitations of $25,000 per day per vendor for expenditures against contracted
vendors. Additionally, seven of 8,902 purchase orders, totaling $407,598, were split and
circumvented low value purchase authority limitations of $5,000 per day per vendor for
expenditures against non-contracted vendors. The Purchasing Policy Manual states, ‘low value
purchase authority allows departmental staff the ability to issue LVPOs up to the amount of
$5,000 per day per vendor and issues purchase orders up to the dollar value of $25,000 against
existing PeopleSoft Contracts.” The Purchasing Policy Manual further states, ‘attempts to split
orders, where the purpose is keeping total cost of each order down below bid limits, and failure
to combine orders when practical for the best interest of the County in order to circumvent the
limitations, is prohibited.’ The splitting of purchase orders circumvents requisitions and approving
internal controls put in place to ensure compliance with county purchasing policies and mitigates
risks of inappropriate purchasing practices. The splitting of purchase orders also circumvents the
formal bid requirements designed to ensure the best use of taxpayer dollars.”

Recommendation 6.1

“Develop a process to maintain compliance with purchasing authority limitations set forth in the
Riverside County Purchasing Policy Manual.”

Current Status 6.1: Implemented
Recommendation 6.2

“Ensure personnel with purchasing responsibilities are trained on the Riverside County
Purchasing Policy Manual.”
Page 11 I
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Attachment A

Internal Audit Report 2022-018

Riverside County Sheriff-Coroner
Department Audit

Report Date: July 12, 2022

A [coirro s

COUNTY OF RIVERSIDE

Office of Paul Angulo, CPA, MA

Riverside County Auditor-Controller
4080 Lemon Street, 11th Floor
Riverside, CA 92509
(951) 955-3800

www.auditorcontroller.org



https://www.auditorcontroller.org

COUNTY OF RIVERSIDE M) AUDITOR

OFFICE OF THE
AUDITOR-CONTROLLER CONTROLLER
COUNTY OF RIVERSIDE

County Administrative Center
4080 Lemon Street, 11t Floor

P.O. Box 1326 Paul Angulo, CPA, MA
Riverside, CA 92502-1326 Riverside County Auditor-Controller
(951) 955-3800
Fax (951) 955-3802 Tanya S. Harris, DPA, CPA

Assistant Auditor-Controller

July 12, 2022

Sheriff Bianco

Sheriff-Coroner

Riverside County Sheriff-Coroner Department
4095 Lemon St, 2nd Floor

Riverside, CA 92501

Subject: Internal Audit Report 2022-018: Riverside County Sheriff-Coroner
Department Audit

Dear Sheriff Bianco:

In accordance with Board of Supervisors Resolution 83-338, we audited the Riverside
County Sheriff-Coroner Department to provide management and the Board of
Supervisors with an independent assessment of internal controls over cash accounts held
outside of the Treasury, complaint process, inventory management - armory room,
software access rights, and purchasing processes.

We conducted our audit in accordance with the International Standards for the
Professional Practice of Internal Auditing. These standards require that we plan and
perform the audit to obtain sufficient, reliable, relevant and useful information to
provide reasonable assurance that our objective as described above is achieved. An
internal audit includes the systematic analysis of information to evaluate and improve
the effectiveness of internal controls. We believe this audit provides a reasonable basis
for our conclusion.

Internal controls are processes designed to provide management reasonable assurance
of achieving efficiency of operations, compliance with laws and regulations, and
reliability of financial and non-financial information. Management is responsible for
establishing and maintaining adequate internal controls. Our responsibility is to
evaluate the internal controls.



CC:

M) AUDITOR
CONTROLLER
COUNTY OF RIVERSIDE

Internal Audit Report 2022-018: Riverside County Sheriff-Coroner Department Audit

Our conclusion and details of our audit are documented in the body of this audit report.
As requested, in accordance with paragraph III.C of the Board of Supervisors
Resolution 83-338, we asked management to provide a response to our audit findings
and recommendations. However, a response was not submitted and therefore not
included in this report. We will follow-up to verify that management implemented the
corrective actions.

Paul Angulo, CPA, MA
Riverside County Auditor-Controller

By: René Casillas, CPA, CRMA
Chief Internal Auditor

Board of Supervisors

Jeff A. Van Wagenen, Jr., County Executive Officer
Dave Rogers, Chief Administrative Officer

Grand Jury
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Internal Audit Report 2022-018: Riverside County Sheriff-Coroner Department Audit
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CONTROLLER
COUNTY OF RIVERSIDE

Internal Audit Report 2022-018: Riverside County Sheriff-Coroner Department Audit

Executive Summary
Overview

Riverside County Sheriff-Coroner Department (Sheriff Department) is responsible for
providing “24/7 uniformed response to calls for service from the public in the
unincorporated county areas” as well as “operate a countywide jail system that serves
all local agencies, provide court security and service of court processes and orders and
to perform Coroner - Public Administrator functions pursuant to California law.” To
provide these services, the Sheriff Department budget is $898 million and there are
4,970 authorized positions (County of Riverside, Fiscal Year 2021-22, Adopted Budget,
Volume 1, 273-274).

Audit Objective

Our objective is to provide management and the Board of Supervisors with an
independent assessment about the adequacy and effectiveness of internal controls over
cash accounts held outside of the Treasury, complaint process, inventory management -
armory room, software access rights, and purchasing processes. Internal controls are
processes designed to provide management reasonable assurance of achieving
efficiency of operations, compliance with laws and regulations, and reliability of
financial and non-financial information. Reasonable assurance recognizes internal
controls have inherent limitations, including cost, mistakes, and intentional efforts to
bypass internal controls.

Audit Scope and Methodology

We conducted the audit from January 21, 2022, through June 9, 2022, for operations
from July 1, 2020, through May 25, 2022. Following a risk-based approach, our scope
included the following;:

e Cash Accounts Held Outside of the Treasury
e Complaint Process

e Inventory Management - Armory Room

e Software Access Rights

e Purchasing Processes
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Internal Audit Report 2022-018: Riverside County Sheriff-Coroner Department Audit

Audit Highlights
Summary of Existing Conditions
The risk areas the current processes are unable to mitigate are the following:

e Opening and closing of bank accounts held outside of the Treasury has been
delegated to individual station or bureau captains. Some of these are opened without
prior authorization or knowledge by the Administrative Services Division. Having a
decentralized process to manage the approval, opening, and closing of bank accounts
increases the risk of asset misappropriation.

e Cash account reconciliations are not being performed timely and reconciliations
performed lack audit documentation showing the preparer, review, and approval.
Additionally, the department does not have a formal policy in place to guide their
personnel on how to properly manage these accounts. Lack of controls over these bank
accounts leave the department susceptible to misuse or misappropriation.

e Items maintained in their armory inventory are not being reported to the Auditor-
Controller’s Office during the year end reporting process. The accounting and reporting
guidelines are not followed and financial records and reporting obligations are non-
compliant.

e Armory Room inventory did not always match the item quantities listed in the
internal count sheets. An inventory system that tracks inventory in real time creates an
efficient manner to account for inventory.

e Key inventory management functions over ammunition and firearms did not have
adequate segregation of duties. This increases the risk of inaccurate inventory listings
and misappropriation of items.

e Terminated employees’ access rights to critical systems linked to active directory
were not disabled timely. When an account is not closed immediately after employment
has ended, there is a security risk to the information maintained in the systems used by
the department.

e C(ritical systems not linked to active directory and requiring manual deactivation
were not deactivated after employee separated from department. When an account is
not deactivated upon separation, the credentials for the individual remain active and
usable. If an unauthorized individual were to obtain a terminated employee’s
credentials, there is a security risk to the data stored within the system.
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Internal Audit Report 2022-018: Riverside County Sheriff-Coroner Department Audit

e Split purchases were identified in multiple purchase orders. Splitting purchase
orders circumvents requisitions and approving controls put in place to ensure
compliance with county purchasing policies and mitigates risks of inappropriate
purchasing practices.

Summary of Improvement Opportunities
The major improvement opportunities are in the following areas:

e Establish a centralized procedure which requires individual stations or bureaus to
request the opening or closing of bank accounts from centralized accounting.

e Ensure there are adequate segregation of duties over the opening and closing of
accounts held outside of the Treasury

e Develop policies and procedures that ensure bank reconciliations for the accounts
held outside of the Treasury are adequately reviewed and approved to maintain
compliance with the Standard Practice Manual 1001, Internal Control.

e Ensure staff is adequately trained and adhering to the process that ensures bank
reconciliations for the accounts held outside of the Treasury are adequately reviewed
and approved to maintain compliance with the Standard Practice Manual 1001, Internal
Control.

e Use an inventory management system such as Service Now, that tracks, maintains,
and updates inventory counts in real time to ensure that counts are accurate and
facilitate the year-end reporting processes in accordance with Standard Practice Manual
801, Inventory of Materials and Supplies.

e Ensure physical inventory counts are periodically conducted and documentation of
the counts, their review, and approval is maintained.

e Ensure there are adequate segregation of duties for handling, tracking, and
recording inventory items or develop compensating controls to monitor inventory
items.

e Ensure the department is disabling active directory accounts on the day of an

employee’s termination or transfer from the department as required by County of
Riverside Information Security Standard v1.0, Section 4.1, Account and Access

Management.
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Internal Audit Report 2022-018: Riverside County Sheriff-Coroner Department Audit

e Establish policies and procedures for the immediate disabling of user access rights
for terminated or transferred employee in accordance with County of Riverside
Information Security Standard v1.0, Section 4.1, Account and Access Management.

e Implement a process/procedure to ensure that systems that are not linked to active
directory have a completed manual deactivation and verification that the individual no
longer appears on an active user listing.

e Develop a process to maintain compliance with purchasing authority limitations set
forth in the Riverside County Purchasing Policy Manual.

e Ensure personnel with purchasing responsibilities are trained on the Riverside
County Purchasing Policy Manual and track their completion.

Audit Conclusion

We are not able to provide results on one of the five areas included in our audit scope.
The Sheriff Department denied us the ability to evaluate the internal controls over the
complaint processes against their own internal procedures with their refusal to provide
us any information. Our objective was not only to validate department personnel are
following policies and procedures, but also validate the department is achieving the
objectives of the policies and reporting some of these complaints as intended in the
transparency section of the Sheriff’s website.

We were able to identify opportunities for improvement of internal controls relating to

cash accounts held outside of the Treasury, inventory management - armory room,
software access rights, and purchasing processes.
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Internal Audit Report 2022-018: Riverside County Sheriff-Coroner Department Audit

Cash Accounts Held Outside of the Treasury
Background

The Sheriff Department holds 41 bank accounts outside of the Riverside County
Treasury. The purpose of these accounts is for various reasons which include bail and
fines, CDs, civil monies, community services, corrections special events, emergency
funds, estate funds, evidence, explorer post, gang task force, homeless outreach,
indigent transportation, inmate trust funds, money market, and unclaimed money. Each
account is maintained by the individual station/bureau. The amount within these
accounts varies.

Standard Practice Manual 607, To Establish and Maintain Checking Accounts Outside the
County Treasury, states that it is the responsibility of the “assigned trustor to each bank
account ...[to] ensure compliance with the policies and procedures, [perform] timely
reconciliations of bank accounts, [ensure] adequate segregation of duties regarding the
administration of the account, [monitor] the continued need or appropriate structure for
such accounts, and [determine] other oversight requirements as appropriate”.

Objective

To verify the existence and adequacy of controls over Sheriff Department bank accounts
held outside of the Treasury.

Audit Methodology
To accomplish these objectives, we:
e Obtained an understanding of departmental processes and procedures.

e Interviewed key personnel and obtained an overview of the bank accounts held
outside of the Treasury.

e Obtained a listing of all accounts held outside of the Treasury from the department
and compared to the list of accounts from Auditor-Controller’s Office.

e Selected a sample of 5 bank accounts and obtained bank reconciliations for review

months.
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e Analyzed the review, approval, and reconciliation process for the accounts selected.
Finding 1: Department Oversight of Accounts Held Outside of the Treasury

Individual stations and bureaus have the authority to open bank accounts held outside
of the Treasury without prior knowledge and approval of the Administrative Services
Division. The Administrative Services Division is reliant on self-reporting of the
individual stations or bureaus to report any accounts that have been opened or closed
during the year. This reporting does not occur immediately to the division and at times
happens until the end of the fiscal year. This leads to inadequate oversight since
consistent performance and review of bank reconciliations and oversight of bank
account activity is not ensured. California Government Code 13401 (a)(1) states, "active
oversight processes, including regular and ongoing monitoring processes, for the
prevention and early detection of ... errors in program administration are vital to public
confidence and the appropriate and efficient use of public resources." Standard Practice
Manual 1001, Internal Controls, states, “duties are divided or segregated so that no one
person has complete control over a key function or activity.” The department has
delegated the authority of the opening and closing of accounts to each individual
station or bureau captain. Implementing adequate oversight with internal controls and
a centralized approval process to open bank accounts held outside the Treasury, can
help mitigate the risk of asset misappropriation.

Recommendation 1.1

Establish a procedure centralizing at the Administrative Services Division the approval,
opening, and closing of all bank accounts.

Recommendation 1.2

Ensure there are adequate segregation of duties over the opening and closing of
accounts held outside of the Treasury.

Finding 2: Effective Internal Controls

Based on our review of the bank accounts held outside of the Treasury, we identified
the following;:

e The Sheriff Department does not currently have policies and procedures in place
over the management of bank accounts held outside the Treasury.
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e FEight (53%) out of 15 bank accounts reviewed were missing the following key
elements:

e Two bank accounts reviewed were not reconciled timely. One had a delay of 69
days and the other had a delay of 90 days.

e Six reconciliations lacked the signature and date of when it was prepared and/or
when it was reviewed. For three of the six, we were unable to determine the
timeliness of the reconciliation completion.

Standard Practice Manual 1001, Internal Control states that, to maintain an effective
system of internal control, "well-documented policies and procedures are established
and maintained to promote employee understanding of job duties, provide day-to-day
guidance to staff and help ensure continuity during employee absences or turnover."
SPM 1001, Internal Control also states, "records are routinely examined and reconciled to
determine that transactions were properly processed." Additionally, Standard Practice
Manual 607, To Establish and Maintain Checking Accounts Outside the County Treasury
states that it is the responsibility of the “assigned trustor to each bank account ...[to]
ensure compliance with the policies and procedures [and perform] timely
reconciliations of bank accounts...” The department does not have formal policies and
procedures for managing bank accounts held outside of the Treasury. Adequate
internal controls reduce the risk of errors, misappropriation of assets, and acts of
unauthorized activities.

Recommendation 2.1

Develop policies and procedures that ensure bank reconciliations for the accounts held
outside of the Treasury are adequately reviewed and approved to maintain compliance
with the Standard Practice Manual 1001, Internal Control.

Recommendation 2.2

Ensure staff is adequately trained and adhere to the process that ensures bank
reconciliations for the accounts held outside of the Treasury are adequately reviewed
and approved to maintain compliance with the Standard Practice Manual 1001, Internal
Control.
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Inventory Management - Armory Room
Background

Perpetual inventory is an accounting method of maintaining up to date inventory
records that accurately reflect the level of goods on hand. The ability to accurately count
physical inventory is only one factor that must be considered in improving the
reliability of inventory records. Physical inventory counts are critical in verifying that
inventory exists, and that on-hand balances agree with records. Inaccurate and
unreliable inventory information impairs the county’s ability to (1) know the quantity,
location, condition, and value of assets it owns, (2) safeguard its assets from physical
deterioration, theft, loss, or mismanagement, (3) prevent unnecessary storage and
maintenance costs or purchase of assets already on hand, and (4) determine the full
costs of government programs that use these assets.

The inventory process has three primary areas where duties must be segregated:
physical counting of assets, recording of transactions, and approval of transactions.
Management must ensure that the normal job activities of the person performing the
physical count do not include custodial activities such as receiving, shipping, and
storing physical assets. Personnel recording transactions that affect the on-hand
quantities should not be responsible for the physical custody of the inventory or
approval of adjustments.

A fundamental element of internal control is the segregation of certain key duties. The
basic idea underlying segregation of duties is that no employee or group of employees
have complete control over a key function or activity. In general, the principal
incompatible duties to be segregated are:

* Custody of assets
* Authorization or approval of related transactions affecting those assets
* Recording or reporting of related transactions

Objective

To verify the existence and adequacy of internal controls over Sheriff Department’s
inventories held in armory rooms.
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Audit Methodology
To accomplish these objectives, we:

e Obtained and documented all relevant policies and procedures over armory room
inventory maintenance.

e Interviewed Sheriff Department management and obtained an overview of armory
room inventory operations.

e Obtained an inventory listing of ammunition and firearms and selected a sample of
items to count and observe ensuring items are adequately tracked, counted, and
safeguarded.

e Reviewed supporting documentation for accuracy and segregation of duties.

Finding 3: Armory Room Internal Controls

Based on our review of the armory rooms for three Sheriff Department locations, we
identified the following;:

e Reporting requirements of inventory to the Auditor-Controller’s Office through the
year-end reporting process are not being followed as established under Standard
Practice Manual 801, Inventory of Materials and Supplies.

e Twenty (67%) out of 30 items reviewed did not have any supporting documentation
or an auditable trail to support the last time the items were counted or if those counts
were reviewed and approved by a supervisor.

e Inventory items at one of the three locations are maintained on an excel spreadsheet
and are updated when items are received or pulled. This spreadsheet is maintained
solely by one staff member who is responsible for receiving items, pulling, and
updating.

e Four (80%) out of the five inventory items that were counted at one of the locations
did not reconcile to the counts in the internal spreadsheet maintained by personnel.

e One (3%) out of 30 items sampled were not found and no record was maintained to
determine the whereabout of the item.
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Standard Practice Manual 801, Inventory of Materials and Supplies states, departments are
to “maintain segregation of duties, establish written [policies and] procedures, provide
adequate supervision, [perform physical] counts, determine [the] frequency of counts,
and ensure the completeness [and] evaluate the results of the counts.” The policy also
requires approvals for any adjustments and year-end reporting responsibilities. The
department does not have a process in place to adhere to Standard Practice Manual 801,
Inventory of Materials and Supplies. This prevents the Sheriff Department from
adequately assessing needs when planning, preparing, and strategizing for future
inventory purchases, and increases the risk of inaccuracies, theft of items, and misuse of
county resources.

Recommendation 3.1

Use an inventory management system such as Service Now, that tracks, maintains, and
updates inventory counts in real time to ensure that counts are accurate and facilitate
the year-end reporting processes in accordance with Standard Practice Manual 801,
Inventory of Materials and Supplies.

Recommendation 3.2

Ensure physical inventory counts are periodically conducted and documentation of the
counts, their review, and approval is maintained.

Recommendation 3.3

Ensure there are adequate segregation of duties for handling, tracking, and recording
inventory items or develop compensating controls to monitor inventory items.
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Software Access Rights
Background

System access controls within information systems ensure proper confidentiality,
integrity, and availability to the data stored within the system. Authentication is a
control which confirms a user’s identity to provide access to a systems sensitive
information. Sensitive information is any information that must be protected from
unauthorized access to maintain the information security of an organization or an
individual. Authentication is often achieved by using login credentials such as a
username and password. Authentication relies on the presumption that the user is
authorized to use the system and that only the user knows the login credentials to gain
access.

Active directory is a directory service which allows the Sheriff Department Information
Systems (Information Systems) to manage permissions and access to network resources,
and linked data applications utilized by the department. When a user ends employment
with the department, an email is sent to an end of service email group. One of the
recipients of the email group is the Technical Service Bureau who is responsible for
disabling active directory which removes permissions and network access through the
creation of help desk tickets. These help desk tickets contain workflow tasks such as
disabling e-mail accounts, active directory, data/application systems access, badge
access, reclaiming software licenses, and reclaiming any equipment that may have been
issued to an employee. A help desk ticket is not closed until all tasks within have been
completed by Information Systems personnel.

If a system is not linked to active directory, the system access must manually be
removed to ensure the account is disabled.

Objective

To verify the existence and adequacy of internal controls over access for critical
information systems used by Sheriff Department.

Audit Methodology

To accomplish these objectives, we:
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e Obtained an understanding of County of Riverside Information Security Standard
v1.0.

e Interviewed key personnel regarding the department’s employee access termination
processes.

e Obtained a listing of Sheriff Department staff.

e Performed testing on 23 sampled Sheriff Department employees terminated within
the period of the audit.

e Obtained a listing of all critical Sheriff Department software systems and selected a
sample of systems to test.

e Obtained a listing of active users for the systems selected.

e Verified access to systems were disabled.

Finding 4: Timely Termination of Access Rights to Data Applications

Twenty (87%) out of 23 terminated employees did not have their access rights
terminated or disabled within 24 hours of ending employment with the Sheriff
Department. The average time lapsed to disable active directory accounts was 13 days
with the longest time lapsed being 99 days and the shortest being one day.
Additionally, two (9%) out of 23 terminated employees reviewed still had access after
employment ended as of the time of testing (May 2022). County of Riverside
Information Security Standard v1.0, Section 4.1, Account and Access Management, states,
“ Accounts for terminated or transferred employees shall be disabled or removed on the
day of termination or transfer.” Sheriff Department does not have written policies and
procedures that detail the process and requirements for deactivating user accounts
when employees end employment with the department. When an account is not closed
immediately after employment has ended, there is a security risk to the information
maintained in the systems used by the department. Given the sensitivity of the
information Sheriff Department maintains in their systems, safeguarding sensitive
information needs to be of high priority.

Recommendation 4.1

Ensure the department is disabling active directory accounts on the day of an
employee’s termination or transfer from the department as required by County of
Riverside Information Security Standard v1.0, Section 4.1, Account and Access
Management.
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Recommendation 4.2

Establish policies and procedures for the immediate disabling of user access rights for
terminated or transferred employee in accordance with County of Riverside
Information Security Standard v1.0, Section 4.1, Account and Access Management.

Finding 5: Access to Systems

We identified 12 (100%) of out of 12 terminated employees continued to have access to
systems not linked to active directory. An application that is not linked must be
manually deactivated. A policy and process is currently not in place to ensure this
manual step is occurring. Standard Practice Manual 1001, Internal Controls, identifies the
need for “well-documented policies and procedures ... [to provide guidance to staff on
the day-to-day duties]. When access to a system not linked to active directory is not
manually deactivated, the credentials for the individual remain active and usable. For
information systems that hold sensitive information, access credentials should be
disabled upon termination to mitigate any risk associated with the information
maintained in these systems.

Recommendation 5
Implement a process/procedure to ensure that systems that are not linked to active

directory have a completed manual deactivation and verification that the individual no
longer appears on an active user listing.
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Purchasing Processes
Background

Riverside County Purchasing and Fleet Services Department is responsible for
implementing policies and procedures set forth in the Riverside County Purchasing
Policy Manual (December 31, 2021). The Director of Purchasing is the Purchasing Agent
for Riverside County and can delegate his/her authority to Riverside County staff with
limitations that vary depending on the level of authority granted. See Table A for a
purchasing authority delegation summary:

Table A: Purchasing Authority Delegation Summary

PO's Against PeopleSoft

Position Purchase Order Authority Contracts

Low Value Purchase $5,000 per day per vendor | $25,000 per day per vendor

Authority (LVPA)
Buyer I $25,000 per day per vendor | $100,000 per day per vendor
Buyer II $50,000 per day per vendor | $100,000 per day per vendor

Purchasing authority limitations will vary depending on whether purchases are made
against county contracted vendors and non-county contracted vendors. The Purchasing
Policy Manual states, “County staff may be granted LVPA upon successful completion
of LVPO training. LVPA allows departmental staff the ability to issue purchase orders
up to the amount of $5,000 per day per vendor and issues purchase orders up the dollar
value of $25,000 against existing RivCoPro or PeopleSoft contracts.”

Expenditures of $5,000 or greater, require county departments to obtain a minimum of
three written quotes from potential vendors to ensure the best use of taxpayer dollars.
The Purchasing Policy Manual describes the splitting of purchase orders as follows,
“Deliberate attempts to split orders, where the purpose is keeping total cost of each
order down below bid limits, and failure to combine orders when practical for the best
interest of the county in order to circumvent the limitations, is prohibited and may
result in disciplinary actions reduced or suspended purchasing authority.”
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Objective

To verify the existence and adequacy of internal controls over Sheriff Department’s
purchasing processes.

Audit Methodology

To accomplish these objectives, we:

¢ Obtained an understanding of county procurement policies and procedures.
e Interviewed key personnel regarding procurement processes.

e Obtained a listing of all purchase orders for Sheriff Department.

e Obtained a listing of all Sheriff Department personnel with delegated purchasing
authority.

e Analyzed department expenditure data for the audit period to identify instances of
split purchase orders at the $5,000 and $25,000 limitations.

Finding 6: Purchase Orders

Thirty-three of 3,347 purchase orders, totaling $5.89M, were split and circumvented low
value purchase authority limitations of $25,000 per day per vendor for expenditures
against contracted vendors. Additionally, seven of 8,902 purchase orders, totaling
$407,598, were split and circumvented low value purchase authority limitations of
$5,000 per day per vendor for expenditures against non-contracted vendors. The
Purchasing Policy Manual states, “low value purchase authority allows departmental
staff the ability to issue LVPOs up to the amount of $5,000 per day per vendor and
issues purchase orders up to the dollar value of $25,000 against existing PeopleSoft
Contracts.” The Purchasing Policy Manual further states, “attempts to split orders, where
the purpose is keeping total cost of each order down below bid limits, and failure to
combine orders when practical for the best interest of the County in order to circumvent
the limitations, is prohibited.” The splitting of purchase orders circumvents requisitions
and approving internal controls put in place to ensure compliance with county
purchasing policies and mitigates risks of inappropriate purchasing practices. The
splitting of purchase orders also circumvents the formal bid requirements designed to
ensure the best use of taxpayer dollars.
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Recommendation 6.1

Develop a process to maintain compliance with purchasing authority limitations set
forth in the Riverside County Purchasing Policy Manual.

Recommendation 6.2

Ensure personnel with purchasing responsibilities are trained on the Riverside County
Purchasing Policy Manual.
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The following are the current status of the reported findings and planned corrective actions
contained in Internal Audit Report 2022-018: Riverside County Sheriff-Coroner Department

Audit.
= B

Authorized Signature Date

Finding 1: Department Oversight of Accounts Held Outside of the Treasury

“Individual stations and bureaus have the authority to open bank accounts held outside of the
Treasury without prior knowledge and approval of the Administrative Services Division. The
Administrative Services Division is reliant on self-reporting of the individual stations or bureaus
to report any accounts that have been opened or closed during the year. This reporting does not
occur immediately to the division and at times happens until the end of the fiscal year. This leads
to inadequate oversight since consistent performance and review of bank reconciliations and
oversight of bank account activity is not ensured. California Government Code 13401 (a)(1)
states, ‘active oversight processes, including regular and ongoing monitoring processes, for the
prevention and early detection of ...errors in program administration are vital to public
confidence and the appropriate and efficient use of public resources.” Standard Practice Manual
1001, Internal Controls, states, ‘duties are divided or segregated so that no one person has
complete control over a key function or activity.” The department has delegated the authority of
the opening and closing of accounts to each individual station or bureau captain. Implementing
adequate oversight with internal controls and a centralized approval process to open bank
accounts held outside the Treasury, can help mitigate the risk of asset misappropriation.”

Current Status

Reported Finding Corrected? Yes [ ] No




Recommendation 1.1

“Establish a procedure centralizing at the Administrative Services Division the approval, opening,
and closing of all bank accounts.”

Current Status

Corrective Action: | x Fully Implemented [ | Partially Implemented | | Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).

The Sheriff’s Office follows the Auditor-Controller’s SPM Policy 607 Cash Management Policy
to establish bank accounts outside the County. The stations and bureaus use the SPM Form
AP-5 to request opening a bank account sent to Sheriff’s Accounting and Finance Bureau via
the Accounting Site Supervisor. Once the request has all department approval signatures,
the form is submitted to the ACO for approval.

Any changes to the bank account status i.e. authorized signers are reported to the ACO on
SPM Form AP-6. All changes are submitted to the Accounting Site Supervisor. The Accounts
Payables staff will ensure all department approval signatures are completed on Form AP-6
before they are sent to ACO for approval.

Recommendation 1.2

“Ensure there are adequate segregation of duties over the opening and closing of accounts held
outside of the Treasury.”

Current Status

Corrective Action:| x |Fully Implemented D Partially Implemented I:I Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).

Any changes to the bank account status are reported to the ACO on SPM Form AP-6.
Changes must be approved by the facility/bureau command along with department head
approval. All changes are submitted by the Accounting Site Supervisor. The form is
submitted to Sheriff’s Accounting and Finance Accounts Payables to ensure department
approval signatures are completed on Form AP-6 before they are submitted to ACO for
approval.

Finding 2: Effective Internal Controls

“Based on our review of the bank accounts held outside of the Treasury, we identified the
following:

¢ The Sheriff Department does not currently have policies and procedures in place over the
management of bank accounts held outside the Treasury.

» Eight (53%) out of 15 bank accounts reviewed were missing the following key elements:



e Two bank accounts reviewed were not reconciled timely. One had a delay of 69 days
and the other had a delay of 90 days.

* Six reconciliations lacked the signature and date of when it was prepared and/or when
it was reviewed. For three of the six, we were unable to determine the timeliness of the
reconciliation completion.

Standard Practice Manual 1001, Internal Control states that, to maintain an effective system of
internal control, ‘well-documented policies and procedures are established and maintained to
promote employee understanding of job duties, provide day-to-day guidance to staff and help
ensure continuity during employee absences or turnover.” SPM 1001, Internal Control also states,
‘records are routinely examined and reconciled to determine that transactions were properly
processed.” Additionally, Standard Practice Manual 607, To Establish and Maintain Checking
Accounts Outside the County Treasury states that it is the responsibility of the ‘assigned trustor
to each bank account ...[to] ensure compliance with the policies and procedures [and perform]
timely reconciliations of bank accounts...” The department does not have formal policies and
procedures for managing bank accounts held outside of the Treasury. Adequate internal controls
reduce the risk of errors, misappropriation of assets, and acts of unauthorized activities.”

Current Status

Reported Finding Corrected? [ x| Yes |:| No

Recommendation 2.1
“Develop policies and procedures that ensure bank reconciliations for the accounts held outside
of the Treasury are adequately reviewed and approved to maintain compliance with the Standard

Practice Manual 1001, Internal Control.”

Current Status

Corrective Action: | [Fully Implemented [ x| Partially Implemented | | Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).

The Fiscal Operations reconcile the bank accounts monthly. These are reviewed and signed by
the Accounting Site Supervisor, Command Staff or Administrative Services
Manager/Commander. Division/bureaus developed individual bank reconciliation procedures
based on the software used to track the banking activity. The bureaus/divisions will ensure the
incorporation of the bank reconciliation policy into the respective policy manual.

Recommendation 2.2



“Ensure staff is adequately trained and adhere to the process that ensures bank reconciliations
for the accounts held outside of the Treasury are adequately reviewed and approved to maintain
compliance with the Standard Practice Manual 1001, /nternal Control.”

Current Status

Corrective Action: Izl Fully Implemented [ | Partially Implemented [ | Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).
Division/bureaus developed individual bank reconciliation procedures based on the software

used to track the banking activity. The Accounting Site Supervisors train staff on all bank
reconciliations.

Finding 3: Armory Room Internal Controls

“Based on our review of the armory rooms for three Sheriff Department locations, we identified
the following:

* Reporting requirements of inventory to the Auditor-Controller’s Office through the year-end
reporting process are not being followed as established under Standard Practice Manual 801,
Inventory of Materials and Supplies.

o Twenty (67%) out of 30 items reviewed did not have any supporting documentation or an
auditable trail to support the last time the items were counted or if those counts were reviewed
and approved by a supervisor.

¢ Inventory items at one of the three locations are maintained on an excel spreadsheet and are
updated when items are received or pulled. This spreadsheet is maintained solely by one staff
member who is responsible for receiving items, pulling, and updating.

e Four (80%) out of the five inventory items that were counted at one of the locations did not
reconcile to the counts in the internal spreadsheet maintained by personnel.

e One (3%) out of 30 items sampled were not found and no record was maintained to
determine the whereabout of the item.

Standard Practice Manual 801, Inventory of Materials and Supplies states, departments are to
‘maintain segregation of duties, establish written [policies and] procedures, provide adequate
supervision, [perform physical] counts, determine [the] frequency of counts, and ensure the
completeness [and] evaluate the results of the counts.” The policy also requires approvals for
any adjustments and year-end reporting responsibilities. The department does not have a
process in place to adhere to Standard Practice Manual 801, Inventory of Materials and Supplies.
This prevents the Sheriff Department from adequately assessing needs when planning,
preparing, and strategizing for future inventory purchases, and increases the risk of inaccuracies,
theft of items, and misuse of county resources.”



Current Status

Reported Finding Corrected? Yes x |No

Inventory of the armories are scheduled regularly, and inventory will be maintained by multiple
staff members. Any items that are unaccounted for will have a lost/stolen report completed.
Supervisor sign offs will be added to inventory audits. A written procedure is being developed
with new tracking software.

Recommendation 3.1

“Use an inventory management system such as Service Now, that tracks, maintains, and updates
inventory counts in real time to ensure that counts are accurate and facilitate the year-end
reporting processes in accordance with Standard Practice Manual 801, /Inventory of Materials and
Supplies.”

Current Status

Corrective Action: [ | Fully Implemented [ | Partially Implemented ‘__X_|Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).
The Armory Operation is currently in the development phase of a program (Crow Canyon) to

digitize the armory/ammo inventory at CTC; however, there are muiltiple projects that go along
with the system. The goal implementation goal is December 2025.

Recommendation 3.2

“Ensure physical inventory counts are periodically conducted and documentation of the counts,
their review, and approval is maintained.”

Current Status

Corrective Action:[ yx |Fully Implemented [ | Partially Implemented [ | Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).

Inventories will continue to be scheduled regularly. A sign off will be added for the supervisor’s
review of the inventory.

Recommendation 3.3

“Ensure there are adequate segregation of duties for handling, tracking, and recording inventory
items or develop compensating controls to monitor inventory items.”

Current Status



Corrective Action: [ | Fully Implemented [ x| Partially Implemented [ | Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).

Inventories are routinely done, but will add supervisor’s review and random periodic inventory
testing.

Finding 4: Timely Termination of Access Rights to Data Applications

“Twenty (87%) out of 23 terminated employees did not have their access rights terminated or
disabled within 24 hours of ending employment with the Sheriff Department. The average time
lapsed to disable active directory accounts was 13 days with the longest time lapsed being 99
days and the shortest being one day. Additionally, two (9%) out of 23 terminated employees
reviewed still had access after employment ended as of the time of testing (May 2022). County
of Riverside Information Security Standard v1.0, Section 4.1, Account and Access Management,
states, ‘Accounts for terminated or transferred employees shall be disabled or removed on the
day of termination or transfer.’ Sheriff Department does not have written policies and
procedures that detail the process and requirements for deactivating user accounts when
employees end employment with the department. When an account is not closed immediately
after employment has ended, there is a security risk to the information maintained in the systems
used by the department. Given the sensitivity of the information Sheriff Department maintains
in their systems, safeguarding sensitive information needs to be of high priority.”

Current Status

Reported Finding Corrected? [ x |Yes [] No

Riverside Sheriff, Technical Services Branch (T.S.B.) has created and implemented the End of
Service Policy, which ensures the timely deactivation of user accounts for former employees.

Recommendation 4.1

“Ensure the department is disabling active directory accounts on the day of an employee’s
termination or transfer from the department as required by County of Riverside Information
Security Standard v1.0, Section 4.1, Account and Access Management.”

Current Status

Corrective Action] x | Fully Implemented |___| Partially Implemented |:| Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).
The End of Service Policy requires that the disablement of all user accounts, including those not

linked to Active Directory, is initiated within an hour of receiving a termination or transfer
notification from Administration or their designee, and completed on the same day.




“Establish policies and procedures for the immediate disabling of user access rights for
terminated or transferred employee in accordance with County of Riverside Information Security
Standard v1.0, Section 4.1, Account and Access Management.

Current Status

Corrective Action| x | Fully Implemented [ | Partially Implemented [ | Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).
The End of Service (EOS) Policy effectively addresses the immediate disabling of user access

rights for employees who are terminated or transferred, ensuring all relevant accounts are
deactivated promptly.

“We identified 12 (100%) of out of 12 terminated employees continued to have access to systems
not linked to active directory. An application that is not linked must be manually deactivated. A
policy and process is currently not in place to ensure this manual step is occurring. Standard
Practice Manual 1001, Internal Controls, identifies the need for ‘well-documented policies and
procedures ... [to provide guidance to staff on the day-to-day duties].” When access to a system
not linked to active directory is not manually deactivated, the credentials for the individual
remain active and usable. For information systems that hold sensitive information, access
credentials should be disabled upon termination to mitigate any risk associated with the
information maintained in these systems.”

Current Status

Reported Finding Corrected? [ yx | Yes [ ] No

The End of Service (EOS) Policy effectively addresses the immediate disabling of user access
rights for employees who are terminated or transferred, ensuring all relevant accounts, including
credentials not linked to Active Directory for applications, are deactivated or removed as needed.

Recommendation 5
“Implement a process/procedure to ensure that systems that are not linked to active directory
have a completed manual deactivation and verification that the individual no longer appears on

an active user listing.”

Current Status

Corrective Action:| x | Fully Implemented D Partially Implemented |:| Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).
When an End of Service action is initiated, administrators of each application are notified to

disable or deactivate the account of the terminated employee. Verification of completion is
provided once process is finalized.




“Thirty-three of 3,347 purchase orders, totaling $5.89M, were split and circumvented low value
purchase authority limitations of $25,000 per day per vendor for expenditures against contracted
vendors. Additionally, seven of 8,902 purchase orders, totaling $407,598, were split and
circumvented low value purchase authority limitations of $5,000 per day per vendor for
expenditures against non-contracted vendors. The Purchasing Policy Manual states, ‘low value
purchase authority allows departmental staff the ability to issue LVPOs up to the amount of
$5,000 per day per vendor and issues purchase orders up to the dollar value of $25,000 against
existing PeopleSoft Contracts.” The Purchasing Policy Manual further states, ‘attempts to split
orders, where the purpose is keeping total cost of each order down below bid limits, and failure
to combine orders when practical for the best interest of the County in order to circumvent the
limitations, is prohibited.” The splitting of purchase orders circumvents requisitions and
approving internal controls put in place to ensure compliance with county purchasing policies
and mitigates risks of inappropriate purchasing practices. The splitting of purchase orders also
circumvents the formal bid requirements designed to ensure the best use of taxpayer dollars.”

Current Status

Reported Finding Corrected? I}l Yes D No

The identified purchase orders described as deficient in compliance are blanket purchase orders
issued as an operational strategy to effectively manage spending. The identified vendors are all
County Central Purchasing awarded contract vendors through formal procurement bids,
allowing the flexibility to purchase goods on an “as-needed” basis without committing to
specific quantities or dollar amounts each fiscal year.

Recommendation 6.1

“Develop a process to maintain compliance with purchasing authority limitations set forth in the
Riverside County Purchasing Policy Manual.”

Current Status

Corrective Action: ‘Z'Fully implemented | | Partially Implemented [ | Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).

The Sheriff’'s Office Purchasing Unit Manager and Supervisor train staff according to the
authority limitations set by the County Purchasing Manual. They consistently communicate with
Central Purchasing Supervisor and assigned Procurement Contract Specialist to ensure
compliance with County Purchasing Policy. Purchase orders are issued according to
purchasing authority. Sole Sources and three quotes are implemented when required by County
purchasing policy.

Recommendation 6.2



“Ensure personnel with purchasing responsibilities are trained on the Riverside County
Purchasing Policy Manual.”

Current Status
Corrective Action: EFully Implemented [ | Partially Implemented [ | Not Implemented

Description of the corrective action taken (or pending action and estimated date of
completion for planned corrective action that is partially or not implemented).

The Sheriff's Office has implemented an eight-hour procurement workshop to train staff involved
in the procurement of goods and services. The training consists of procurement policies,
procedures, purchase order requests, informal bidding, and bid scope development. Staff also
reviews and signs Code of Ethics and completes online Low Value Purchase Authority training.
Staff assigned to requisition development also attend requisition training in compliance with
bidding, purchasing policies and Ordinance 459.




Riverside County Board of Supervisors
Request to Speak

Submit request to the Clerk of the Board (right of podium), Speakers are entitled to

three (3) minutes, subject to Board Rules listed on the reverse side of this form. The

Board may limit the public input on any item, based on the number of people
requesting to speak and the business of the Board.

SPEAKER’S NAME: _'? 0\; &G‘L s

Address:

City: Zip:

Phone #:

. 4

Date: Agenda # Z . ‘ D/. l | ' 2

PLEASE STATE YOUR POSITION BELOW: l ' l b

Position on “Regular”’ (non-appealed) Agenda ltem:

Support Oppose Neutral

Note: If you are here for an agenda item that is filed for “Appeal”, please state
separately your position on the appeal below:

Support Oppose Neutral

| give my 3 minutes to:

Parking validations available for speakers only — see Clerk of the Board.

(Revised: 04/23/2025)

v4



BOARD RULES

Requests to Address Board on “Agenda” Items:
You may request to be heard on a published agenda item. Requests to be heard must be
submitted to the Clerk of the Board before the scheduled meeting time.

Requests to Address Board on items that are “NOT” on the Agenda:

Notwithstanding any other provisions of these rules, member of the public shall have the right
to address the Board during the mid-morning “Oral Communications” segment of the
published agenda. Said purpose for address must pertain to issues which are under the direct
jurisdiction of the Board of Supervisors. YOUR TIME WILL BE LIMITED TO THREE (3)
MINUTES. The Board may limit the public input on any item, based on the number of people
requesting to speak and the business of the Board.

Power Point Presentations/Printed Material:

Speakers who intend to conduct a formalized Power Point presentation or provide printed
material must notify the Clerk of the Board'’s Office by 12 noon on the Monday preceding the
Tuesday Board meeting, ensuring that the Clerk’s Office has sufficient copies of all printed
materials and at least one (1) copy of the Power Point CD. Copies of printed material given to
the Clerk (by Monday noon deadline) will be provided to each Supervisor. If you have the
need to use the overhead “Elmo” projector at the Board meeting, please ensure your material
is clear and with proper contrast, notifying the Clerk well ahead of the meeting, of your intent
to use the Elmo. Speakers are prohibited from bringing signs, placards, or posters into the
hearing room.

Individual Speaker Limits:

Individual speakers are limited to a maximum of three (3) minutes. The Board may limit
the public input on any item, based on the number of people requesting to speak and the
business of the Board. Please step up to the podium when the Chair calls your name and
begin speaking immediately. Pull the microphone to your mouth so that the Board, audience,
and audio recording system hear you clearly. Once you start speaking, the “green” podium
light will light. The “yellow” light will come on when you have one (1) minute remaining. When
you have 30 seconds remaining, the “yellow” light will begin flash, indicating you must quickly
wrap up your comments. Your time is up when the “red” light flashes. The Chair adheres to a
strict three (3) minutes per speaker. Note: If you intend to give your time to a
“Group/Organized Presentation”, please state so clearly at the very bottom of the
reverse side of this form.

Group/Organized Presentations:

Groupl/organized presentations with more than one (1) speaker will be limited to nine (9)
minutes at the Chair’s discretion. The organizer of the presentation will automatically receive
the first three (3) minutes, with the remaining six (6) minutes relinquished by other speakers,
as requested by them on a completed “Request to Speak” form, and clearly indicated at the
front bottom of the form.

Addressing the Board & Acknowledgement by Chair:

The Chair will determine what order the speakers will address the Board and will call on all
speakers in pairs. The first speaker should immediately step to the podium and begin
addressing the Board. The second speaker should take up a position in one of the chamber
aisles to quickly step up to the podium after the preceding speaker. This is to afford an
efficient and timely Board meeting, giving all attendees the opportunity to make their case.
Speakers are prohibited from making personal attacks, and/or using course, crude, profane or
vulgar language while speaking to the Board members, staff, the public and/or meeting
participants. Such behavior, at the discretion of the Board Chair may result in removal from
the Board Chambers by Sheriff Deputies.




Flores, Kate

From: Roy Bleckert <sprintcar166@gmail.com>
Sent: Monday, August 25, 2025 10:22 PM
To: Supervisor Medina - 1st District; Office of 2nd District Supervisor; District3; District 4

Supervisor V. Manuel Perez; District 5; Van Wagenen, Jeffrey; Benoit, Ben J;
mtran@rivco.org; Clerk of the Board; Bianco, Chad; michaelhestrin@rivcoda.org; Sharp,

Donald
Subject: AUDITS Agenda Items 2.10-20
CAUTION: This email originated externally from the Riverside County email system. DO NOT click links or open attachments unless you

recognize the sender and know the content is safe.
My first observation is there seems to be a badge/access problem across multiple departments!

The non compliance of HWS in the Homeless area of compliance & documentation gaps in the 20
percentile raises BIG RED FLAGS!

These are a few of Many

e Thirteen of 57 (23%) program participant files did not have adequate supporting
documentation to validate eligibility for the program.

e Fifteen of 57 (26%) program participant files and services provided were not reviewed and
approved by designated individuals to ensure adequate segregation of duties.

e Fifteen of 57 (26%) program participant files and services provided did not have adequate
oversight of the eligibility determination and benefits processing.

DPSS appears to be a complete dumpster fire!

Registrar of Voters not having a comprehensive plan & chain of command in case the election
system shuts down is troubling !!!

Roy Bleckert..... 1 Rad Bad Dude !!!!!! 951 208 9967

Confidentiality Statement: The information contained in this transmission is privileged and confidential.
Itis intended only for the recipient(s) named above. If you are not the intended recipient, please forward
this to the intended recipient immediately. Anyone other than the intended recipient is strictly prohibited
from any dissemination, distribution or copying of this transmission. If you have received this in error,
please contact the sender immediately and destroy the transmission.
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