
SUBMITTAL TO THE BOARD OF SUPERVISORS
COUNTY OF RIVERSIDE, STATE OF CALIFORNIA

ITEM:3.10
(lD # 29009)

MEETING DATE:
Tuesday, October 28, 2025

FROM : DISTRICT ATTORNEY

SUBJECT: DISTRICT ATTORNEY: Ratification and Approval of the Professional Services
Agreement with Sicuro Data Analytics, lnc. Without Seeking Competitive Bids for $528,000
annually for Two Years through June 30, 2027: All Districts; $1,16'1,600 [Total Aggregate Cost -

$1,056,000; up to $105,600 in Contingencies 100% Departmental Fundsl

RECOMMENDED MOTION: That the Board of Supervisors:

1. Ratify and Approve the Professional Services Agreement with Sicuro Data Analytics,
lnc., a California limited liability company, for data analytics services for an annual
amount of $528,000 for two years through June 30, 2027, and authorize the Department
Head or designee to sign the Agreement on behalf of the County;

2. Authorize Purchasing Agent, in accordance with Ordinance No. 459, based on the
availability of fiscal funding and as approved by County Counsel to: (a) sign
amendments that exercise the options of the agreement including modifications of the
statement of work that stay within the intent of the Agreement; (b) sign amendments to
the compensation provisions that do not exceed the sum total of ten percent (10%) of
the total aggregate cost of the contract; and

3. Authorize the Purchasing Agent to issue Purchase Orders for payment of services
performed within the approved compensation amount.

AGTION:Policy

MINUTES OF THE BOARD OF SUPERVISORS

On motion of Supervisor Gutierrez, seconded by Supervisor Spiegel and duly carried by
unanimous vote, lT WAS ORDERED that the above matter is approved as recommended.

Ayes: Medina, Spiegel, Washington, Perez, and Gutierrez
Nays: None
Absent: None
Date: October 28,2025
xc: DA

Kim
Clerk of
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FINANCIAL DATA Current Fiecal Year: Next Fircal Year: Total Co3t: Ongoing Cost

COST $ 528,000 $ 528,000 $ 1,056,000 $ 528,000

NET COUNTY COST $ 0 $ 0 $ 0 $ 0

SOURCE OF FUNDSl. 10Oo/o DepartmentalAsset Forfeiture
Sub Funds

Budget Adjustment: Yes

For FiscalYear: 25126 -26127

SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

C.E.O. RECOMMENDATION: Approve
BAGKGROUND:
Summaru
The move to data informed decision making is the current expectation of public sector agencies,
and the Riverside County District Attorney's Offices are no exception. Data provides

transparency to the community about the actions being taken by the District Attorney's Office
(DAO) to ensure the safety of the community. Additionally, the measure of fairness and equity
within the California criminaljustice system has changed from qualitative evaluations of
individual cases to an assessment focused heavily on quantitative analysis generated from
case-level data. Groups working to reform the criminaljustice system frequently rely on targeted
statistics to support certain conclusions about the administration of justice. However, raw
statistics can be misleading. Even the most well-intentioned evaluations can be inaccurate if
based only upon a subset of available data, and especially if the analysis relies on missing or
erroneous data.

Sicuro Data Analytics, lnc. has worked with the DAO over the past three years to continue to
deliver the data analysis needed to ensure the DAO's compliance with Assembly Bill 2542, the
Racial Justice Act ("RJA," now codified as Penal Code $745). PC S 745 provides remedies to
defendants who allege disparate treatment based on race, ethnicity, or national origin. To
establish disparate treatment, petitioners look to "statistical evidence or aggregate data [that]
demonstrate a significant difference in seeking or obtaining convictions or in imposing
sentences comparing individuals who have committed similar offenses and are similarly
situated, and the prosecution cannot establish race-neutral reasons for the disparity."

Thus, it is incumbent upon prosecutors to ensure that the data relied upon in this process
compares "similar offenses" and individuals who are "similarly situated". These critical
components represent some of the most difficult items to measure for District Attorney's
Offices, especially since these categories have the potential to produce considerable
ambiguity in discerning appropriate comparisons given the large number of differences
between defendants and across case types.

Beyond the RJA, clean and reliable data is essential for guiding everyday management and
policy decisions. This includes tracking caseload distribution, evaluating diversion program

outcomes, and assessing the effectiveness of enforcement strategies.

Obtaining and analyzing appropriate data is remarkably difficult and time-consuming, and many
District Attorney's Offices have begun working with groups that have significant experience in

conducting complicated empirical analyses of raw administrative data. The Riverside County
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SUBMITTAL TO THE BOARD OF SUPERVISORS COUNTY OF RIVERSIDE,
STATE OF CALIFORNIA

District Attorney's Office is one of those offices, having previously contracted with Sicuro Data
Analytics, lnc., a California limited liability company. Sicuro Data Analytics is comprised of a
team of experts that specialize in complex data retrieval and analysis in numerous professional

capacities, including several District Attorney's Offlces in the State of California. To further
analyze our historical data fairly, objectively, and comprehensively, and to inform our decision
making on matters affecting public safety, the Riverside County District Attorney's Office
requests approvalto enter into an additional contract with Sicuro Data Analytics.

Ultimately, access to accurate and complete data assists in ensuring equitable and fair
treatment under the law regardless of race, ethnicity or national origin, and may provide

trajectory analyses to identify which prosecutorial options work to reduce recidivism and employ
the most effective enforcement strategies. Sicuro Data Analytics will provide this access to
accurate and complete data, while also conducting requested analyses to inform management
decisions, drive policy changes, and ensure equal treatment to all persons for whom the district
attorney serves. Such analyses will provide a more transparent evaluation of the performance of
the Riverside County District Attorney's Office and provide the community with verifiable
information that will enhance public trust in their criminal justice system.

On August 30,2022 (Minute Order 3.15 & SSJ #23-042), the Board approved the Professional
Services Agreement with Sicuro Data Analytics, LLC, whose term expired July 1,2025.The
term for this new Professional Services Agreement shall run from July 1,2025, through June 30,

2027.

lmpact on Residents and Businesses
N/A

Additional Fisca! lnformation
The District Attorney is requesting a 10% contingency of the total contract amount, which is

$105,600, to allow for additional labor expenses. The total two (2) year cost with the 10%

contingency is $1 ,161,600.

Contract Historv and Price Reasonableness
The District Attorney's Office has been able to keep costs flat for the ongoing demands of the
data analysis and implementation of the programs required under Penal Code $745, by utilizing
Sicuro Data Analytics, lnc. in conjunction with affiliated university PHD candidate interns.
Therefore, the pricing provided to the County is reasonable and represents the most competitive
placement for the County operations.

ATTACHMENTS:
ATTACHMENT A.
ATTACHMENT B.

SSJ Sicuro Data Analytics, lnc.
Professional Service Agreement with Sicuro Data Analytics, lnc.
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MICHAEL A. HESTRIN 

DISTRICT ATTORNEY 
 

OFFICE OF 
THE DISTRICT ATTORNEY 

COUNTY OF RIVERSIDE 
 
Date:  Thursday, October 2, 2025 
 
From:  Jared Haringsma, Assistant District Attorney 
 
To:  Purchasing Agent 
 
Via:  Ginika Ezinwa, Deputy Director of Administration 
 
Subject: Sole Source Request for Sicuro Data Analytics, Inc. 
 
The information below is provided in support of my department requesting review for a single or 
sole source purchase/agreement with a cost of $5,000 or more for goods and/or services. 
 

 Single Source  Sole Source  
 
Supporting Documents: indicate which are included in the request from the list below. 
 

 Supplier Quote  Supplier Sole Source Letter  Final draft agreement 

 Final draft Form 11  H-11 approved by RCIT/TSOC  Grant Agreement 
 Other: (i.e. CA Secretary of State Business Entity Information, Dept. of Justice Registration 

Conformation for non-profits, etc.)  
 
1. Requested Supplier Name: Sicuro Data Analytics Inc.   Supplier ID: DABRC #456 

 
a. Describe the goods/service being requested: 
Sicuro Data Analytics Inc. has already performed some significant analysis on behalf 
of the District Attorney’s Office with the review and cleaning up of historical data over 
the past three years. 

 
This vendor has a unique perspective, experience and expertise in causal data 
analytics based on specific institutional knowledge of the criminal justice system within 
Riverside County. This has become increasingly critical, and several legislative 
changes have directed that this information is kept in a specified fashion. The 
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procurement of this vendor specifically will allow the County of Riverside clean and 
identifying missing content from case management system (CMS); Backfilling missing 
and erroneous content within the case management system; Ongoing statistical 
analysis of criminal charging and outcomes, as outlined in the Racial Justice Act. 

 
Sicuro Data Analytics will also be supporting the district attorney’s office in providing 
general data analytics and reporting on an ongoing basis to ensure that the office is 
engaged in data-driven decision making.     

 
Obtaining, cleaning, and analyzing administrative data is highly complex and time 
intensive. Many District Attorney’s Offices have begun partnering with organizations 
experienced in conducting empirical analyses of this kind. Continuing this work with 
Sicuro ensures that the Riverside County District Attorney’s Office can respond in a 
timely and credible way to RJA-related litigation. 

 
b. Explain the unique features of the goods/services being requested from this 

supplier:  
 

This supplier has performed specific analysis with the Data within the District 
Attorney’s Office for several years and is therefore familiar with the operational 
detail on how this data is translated.  

 
Some of the specific work being performed include tracking caseload distribution, 
evaluating diversion program outcomes, and assessing the effectiveness of 
enforcement strategies. By maintaining and expanding the analytical dataset 
outlined in this scope of work, the Riverside District Attorney’s Office will be able 
to:  
 
● Provide timely, data-driven responses to RJA inquiries.  
● Support management decisions and policy development with reliable 
information.  
● Demonstrate equal treatment under the law through transparent evaluation.  
● Build public trust in the criminal justice system through verifiable evidence of 
performance.  
 
This scope of work equips the Riverside District Attorney’s Office with the data 
infrastructure and analytical capacity needed to meet legal requirements, guide 
policy, and strengthen public confidence in its role as a steward of community 
safety and justice.  
 

c. What are the operational benefits to your department? 
By continuing the prior work by the vendor, the office can deliver the data analysis 
necessary for both compliance with the Racial Justice Act (RJA) and the 
operational needs of the Riverside County District Attorney’s Office. 
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In addition, this supplier offers a unique combination of technical coding capability, 
proven statistical analysis at the level of a qualified court and knowledge specific to 
the Riverside County criminal justice system.  Additionally, this supplier offers a top 
criminal justice security clearance, fully completed criminal background, CJIS 
complaint lab, and CLETS certification that allows them to begin immediately on this 
time sensitive project. Finally, this supplier is already familiar with our case 
management system and owns the propriety code necessary to access our secured 
data to perform an independent analysis for compliance with the newly enacted law. 

 
 

d. Provide details on any cost benefits/discounts. Sicuro Data Analytics Inc. has 
agreed to keep hourly pricing the same without including any standard increases. 

 
2. Can this request be formally bid out or procured using a viable solution such as an existing 

cooperative agreement or existing contract with another department or public entity?  
 

   Yes    No 
 
a. If yes, please explain why you are requesting to utilize an SSJ process?  

Sicuro Inc. has worked with the Riverside County DAO for the past three 
years and therefore has developed a solid understanding of processes within 
the office and how data is entered, reviewed, retrieved and reported upon. 
This vendor is also one of the highly sought after vendors working within the 
Data Analysis space in California DA offices. A combination of knowledge 
and experience has led to the need to retain services for additional two-year 
period. 

3. Has your department previously requested/received an assigned tracking number for a 
single or sole source request for this Supplier for the goods/service requested now? (If 
yes, please provide the reviewed single or sole source tracking number). 
    
           Yes   SSJ#23-042                  No 

                   
a. What was the total annual and aggregate amount? $1,684,000 

 
4. Identify all costs for this requested in the table below:  

If review is for multiple years, all costs must be identified below: 
 

Cost Breakdown FY 2026 FY 2027 Total Cost 
CData Analytics Cost $480,000 $480,000 $960,000 

$ $Overhead Cost $48,000 48,000 $96,000 
$Contingency $52,800 $52,800 $105,600 

Total Cost $580,800 $580,800 $1,161,600 
$
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5. Period of Performance: 7/1/2025-6/30/2027 

 
Ratify Start Date (if applicable): 7/1/2025 

 
Initial Term Start Date:   7/1/2025  
 
Number of renewal options, please provide those options: N/A 
 
Aggregate Term/End Date: 6/30/2027 
 

6. Projected Board of Supervisor Date (if applicable): October 28, 2025 
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By signing below,  I certify that all contractual and legal requirements to do business with 
the selected supplier has been fully vetted and approved. 

Print Name Department Head Signature Date
(Executive Level Designee)

PCS Reviewed:

Print Name Signature Date

Note: Once signed by the Department Head and PCS (signature lines above), the PCS will e-mail 
completed SSJ form with supporting documents to psolesource@rivco.org, and cc: Supervising 
PCS. Please reach out to your assigned PCS with any questions.

The section below is to be completed by the Purchasing Agent or designee.

Purchasing Department Review and Comments:

V

Not to exceed: $1,056,000

One-time 

Annual Amounts reflected in completed chart for Question #4

Aggregate Amount $_______

Purchasing Agent Signature Date Tracking Number
(Reference on Purchasing Documents)

DeDeDDDDDDDDDDDDDDDeDDDDDDDDDDDDDDDDDD partment Head Signatu
Jared Haringsma 10/2/25

Matthew Gaeta 10/2/2025

plus $105,600 requested contingency = Total cost $1,161,600

10/10/2025 26-063
Purchasing Agent Signature



AGREEMENT BETWEEN THE COUNTY OF RIVERSIDE AND SICURO DATA ANALYTICS,
tNc.

Updated 0910812025

CONTRACT NO:
DEPARTMENT:
CONTRACTOR:
DESCRIPTION:

DAB RC-92 040-00 1 -06 I 27
DISTRICT ATTORNEY
SICURO DATA ANALYTICS, INC.
Cleaning and identifying missing content from case management system;
Backfilling missing and erroneous content within the case management
system; Ongoing statistical analysis of criminal charging and outcomes,
as outlined in the Racial Justice Act

This Agreement is entered into between the County of Riverside, a political subdivision of the
State of California (hereinafter "County") and Sicuro Data Analytics, lnc. (hereinafter
"Contractor", collectively "Parties").

Whereas, pursuant to California Government Code section 31000, the County may contract with
independent contractors for the furnishing of such services to or for the County or any Department
thereof; and

Whereas, it is necessary and desirable that Contractor be retained for the purpose of data analysis
for the evaluation of charging and sentencing decisions in the Riverside County District Attorney's
Office.

Therefore, it is agreed by the parties to this Agreement as follows:

1. Services

ln consideration of the payments set forth in this Agreement and in Exhibit B, Contractor shall
perform services for County in accordance with the terms, conditions, and specifications set forth
in this Agreement and in Exhibit A, Exhibit C, and Exhibit D.

2. Pavments

County's total fiscal obligation under this Agreement will be $528,000 per year for each of two
years.

ln consideration of the services provided by Contractor and in accordance with the terms,
conditions, and specifications set forth in this Agreement and in Exhibit A, County shall make
payment to Contractor based on the rates and in the manner specified in Exhibit B. County
reserves the right to withhold payment if County determines the quantity or quality of the work
performed is unacceptable. ln the event County makes advance payments to Contractor,
Contractor agrees to refund any amounts in excess of the amount owed by County at the time of
termination or expiration of this Agreement. Contractor is not entitled to payment for work not
performed as required by this Agreement.

CONTRACTOR shall be paid only in accordance with an invoice submitted to COUNTY by
CONTRACTOR within fifteen (15) days from the last day of each calendar month, and COUNTY
shall pay the invoice within thirty (30) working days from the date of receipt of the invoice. Payment
shall be made to CONTRACTOR only after services have been rendered or delivery of materials
or products, and acceptance has been made by COUNTY. Prepare invoices in duplicate. For this
Agreement, send the original and duplicate copies of invoices to:

ocTZB2025 3.10
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Riverside County Office of the District Attorney
3960 Orange Street
Riverside, CA 92501

Attn: Accounts Payable

a) Each invoice shall contain a minimum of the following information: invoice
number and date; remittance address; bill{o and ship{o addresses of
ordering departmenUdivision; Agreement number (DABRC-92040-001 -
06127); quantities; item descriptions, unit prices, extensions, sales/use tax if
applicable, and an invoice total.

b) lnvoices shall be rendered monthly in arrears.

3. Term

Subject to the terms and conditions herein, the term of this Agreement shall be from July 1,2025
to June 30,2027.

4. Exhibits: Merqer Clause: Amendments

This Agreement, including all Exhibits and Attachments, incorporated herein by this reference,
constitutes the sole Agreement between the Parties and correctly states the rights, duties, and
obligations of each party as of this document's date. ln the event that any term, condition,
provision, requirement, or specification set forth in the body of this Agreement conflicts with or is
inconsistent with any term, condition, provision, requirement, or specification in any Exhibit and/or
Attachment to this Agreement, the provisions of the body of the Agreement shall prevail. Any prior
agreement, promises, negotiations, or representations between the parties not expressly stated
in this document are not binding.

All subsequent modifications or amendments to this Agreement shall be in writing and signed by
the parties.

5. Termination

A. Termination for Convenience. Either Party may terminate this Agreement without cause
by providing 30 days advance written notice to the other. The Agreement will terminate at the
completion of the 30-day period. County will be entitled to receive services through the termination
of the agreement, and Contractor shall be entitled to receive payment for services provided
through the termination of the Agreement.

B. Termination for Cause. Either party may terminate this Agreement for cause. To terminate
for cause, the terminating party must give the other party written notice of the alleged breach. The
responding party has five (5) business days after receipt of notice to respond and a total of ten
(10) calendar days after receipt of such notice to cure the alleged breach. lf the responding party
fails to cure the breach within this period, the terminating party may immediately terminate this
Agreement without further action.

C. Termination Based on Lack of Fundinq. The COUNTY obligation for payment of this
Agreement beyond the current fiscal year end is contingent upon and limited by the availability of
COUNTY funding from which payment can be made, and invoices shall be rendered "monthly" in
arrears. ln the State of California, Government agencies are not allowed to pay excess interest
and late charges, per Government Codes, Section 926.10. No legal liability on the part of the
COUNTY shall arise for payment beyond June 30 of each calendar year unless funds are made
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available for such payment. ln the event that such funds are not forthcoming for any reason,
COUNTY shall immediately notify CONTRACTOR in writing; and this Agreement shall be deemed
terminated, have no further force, and effect.

6. Alteration or Changes to the Agreement

The Board of Supervisors and the COUNTY Purchasing Agent and/or his designee is the only
authorized COUNTY representatives who may at any time, by written order, alter this
Agreement. lf any such alteration causes an increase or decrease in the cost of, or the time
required for the performance under this Agreement, an equitable adjustment shall be made in
the Agreement price or delivery schedule, or both, and the Agreement shall be modified by a
mutually agreed upon written amendment accordingly.

Any claim by the CONTRACTOR for additional payment related to this Agreement shall be
made in writing by the CONTRACTOR within 30 days of when the CONTRACTOR has or
should have notice of any actual or claimed change in the work, which results in additional and
unanticipated cost to the CONTRACTOR. lf the COUNTY Purchasing Agent decides that the
facts provide sufficient justification, he may authorize additional payment to the CONTRACTOR
pursuant to the claim. Nothing in this section shall excuse the CONTRACTOR from proceeding
with performance of the Agreement even if there has been a change.

7. Disputes

The parties shall attempt to resolve any disputes amicably at the working level. lf that is not
successful, the dispute shall be referred to the senior management of the parties. Any dispute
relating to this Agreement, which is not resolved by the parties, shall be decided by the
COUNTY's Purchasing Department's Compliance Contract Officer who shall furnish the
decision in writing. The decision of the COUNTY's Compliance Contract Offlcer shall be final
and conclusive unless determined by a court of competent jurisdiction to have been fraudulent,
capricious, arbitrary, or so grossly erroneous to imply bad faith. The CONTRACTOR shall
proceed diligently with the performance of this Agreement pending the resolution of a dispute.

Prior to the filing of any legal action related to this Agreement, the parties shall be obligated to
attend a mediation session in Riverside County before a neutralthird-party mediator. A second
mediation session shall be required if the first session is not successful. The parties shall share
the cost of the mediations.

8. Relationshio of Parties

Contractor agrees and understands that the worUservices performed under this Agreement are
performed as an independent contractor and not as an employee of County and that neither
Contractor nor its employees or agents acquire any of the rights, privileges, powers, or
advantages of County employees.

Except as County may specify in writing Contractor shall have no authority, express or implied, to
act on behalf of County in any capacity whatsoever as an agent. Contractor shall have no
authority, express or implied pursuant to this Agreement to bind County to any obligation
whatsoever.

9. Hold Harmless & lndemnification
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The duty of Contractor to indemnify and save harmless as set forth by this Section shall include
the duty to defend as set forth in Section 2778 ot the California Civil Code As used in this Section,
the term "County" means Riverside County or its officers, agents, employees, and volunteers.

A. General Hold Harmless

The Contractor hereby agrees to protect, defend, indemnify, and hold the County free and
harmless from any and all losses, claims, liens, demands, and causes of action of every kind and
character including, but not limited to, the amounts of judgments, penalties, interest, court costs,
legal fees, and all other expenses incurred by the County arising in favor of any party, including
claims, liens, debts, personal injuries, death, or damages to proper$ (including employees or
proper$ of the County) and without limitation by enumeration, all other claims or demands of
every character occurring or in any way incident to, in connection with or arising directly or
indirectly out of, the agreement.

Contractor agrees to investigate, handle, respond to, provide defense for, and defend any such
claims, demand, or suit at the sole expense of Contractor. Contractor also agrees to bear all other
costs and expenses related thereto, even if the claim or claims alleged are groundless, false, or
fraudulent.

This provision is not intended to create any cause of action in favor of any third party against
Contractor or County or to enlarge in any way the Contractor's liability but is intended solely to
provide for indemnification of County from liability for damages or injuries to third persons or
property arising from Contractor's performance pursuant to this agreement.

As used above, the term RIVERSIDE COUNTY means Riverside County or its officers, agents,
employees, and volunteers.

B. lntellectual Propertv lndemnification

Contractor hereby certifies that it owns, controls, and/or licenses and retains all right, title, and/or
interest in and to any intellectual property it uses in relation to this Agreement, including the
design, look, feel, features, source code, content, and/or other technology relating to any part of
the services it provides under this Agreement and including all related patents, inventions,
trademarks, and copyrights, all applications therefor, and all trade names, service marks, know
how, and trade secrets (collectively referred to as "lP Rights") except as othenruise noted by this
Agreement.

Contractor warrants that the services it provides under this Agreement do not infringe, violate,
trespass, or constitute the unauthorized use or misappropriation of any lP Rights of any third
party. Contractor shall defend, indemnify, and hold harmless County from and against all
liabilities, costs, damages, losses, and expenses (including reasonable attorney fees) arising out
of or related to any claim by a third party that the services provided under this Agreement infringe
or violate any third-party's lP Rights provided any such right is enforceable in the United States.
Contractor's duty to defend, indemnify, and hold harmless under this Section applies only
provided that: (a) County notifies Contractor promptly in writing of any notice of any such third-
party claim; (b) County cooperates with Contractor, at Contractor's expense, in all reasonable
respects in connection with the investigation and defense of any such third party claim; (c)
Contractor retains sole control of the defense of any action on any such claim and all negotiations
for its settlement or compromise (provided Contractor shall not have the right to settle any criminal
action, suit, or proceeding without County's prior written consent, not to be unreasonably withheld,
and provided further that any settlement permitted under this Section shall not impose any
financial or other obligation on County, impair any right of County, or contain any stipulation,
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admission, or acknowledgement of wrongdoing on the part of County without County's prior
written consent, not to be unreasonably withheld); and (d) should services under this Agreement
become, or in Contractor's opinion be likely to become, the subject of such a claim, or in the event
such a third party claim or threatened claim causes County's reasonable use of the services under
this Agreement to be seriously endangered or disrupted, Contractor shall, at Contractor's option
and expense, either: (i) procure for Coun$ the right to continue using the services without
infringement or (ii) replace or modify the services so that they become non-infringing but remain
functionally equivalent.

Notwithstanding anything in this Section to the contrary, Contractor will have no obligation or
liability to County under this Section to the extent any otherwise covered claim is based upon:
(a) any aspects of the services under this Agreement which have been modified by or for County
(other than modification performed by, or at the direction of, Contractor) in such a way as to cause
the alleged infringement at issue; and/or (b) any aspects of the services under this Agreement
which have been used by County in a manner prohibited by this Agreement.

10. Assiqnabilitv and Subcontractinq

Unless provided in Exhibit B, Contractor shall not assign this Agreement or any portion of it to a
third party or subcontract with a third party to provide services required by Contractor under this
Agreement without the prior written consent of County. Any such assignment or subcontract
without County's prior written consent shall give County the right to automatically and immediately
terminate this Agreement without advance notice or penalty.

ll.lnsurance

Contractor shall file with County concurrently herewith a Certificate of lnsurance, in companies
acceptable to County, with a Best's Rating of no less than A-: Vll showing.

A. Worker's Compensation and Emplover's Liabilitv lnsurance

Worker's Compensation lnsurance shall be provided as required by any applicable law or
regulation. Employe/s liability insurance shall be provided in amounts not less than one million
dollars ($1,000,000) each accident for bodily injury by accident, one million dollars ($1,000,000)
policy limit for bodily injury by disease, and one million dollars ($1,000,000) each employee for
bodily injury by disease.

lf there is an exposure of injury to Contractor's employees under the U.S. Longshoremen's and
Harbor Worker's Compensation Act, the Jones Act, or under laws, regulations, or statutes
applicable to maritime employees, coverage shall be included for such injuries or claims.

Each Worker's Compensation policy shall be endorsed with the following specific language:

Cancellation Notice: "This policy shall not be changed without first giving thirty (30) days prior
written notice and ten (10) days prior written notice of cancellation for non-payment of premium
to the County of Riverside."

Waiver of Subroqation: The workers' compensation policy shall be endorsed to state that the
workers' compensation carrier waives its right of subrogation against the County, its officers,
directors, officials, employees, agents or volunteers, which might arise by reason of payment
under such policy in connection with performance under this agreement by the Contractor.

Contractor shall require all subcontractors to maintain adequate Workers' Compensation
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insurance. Certificates of Workers' Compensation shall be filed forthwith with County upon
demand.

B. General Liabilitv lnsurance

(i) Comprehensive General Liability or Commercial General Liability insurance
covering all operations by or on behalf of Contractor, providing insurance for bodily injury
liability and property damage liabili$ for the limits of liability indicated below and including
coverage for:

a. Contractual liability insuring the obligations assumed by Contractor in this
Agreement.

(ii) One of the following forms is required:
a. Comprehensive General Liability;
b. Commercial General Liability (Occurrence); or
c. Commercial General Liability (Claims Made).

(iii) lf Contractor carries a Comprehensive General Liability policy, the limits of liability
shall not be less than a Combined Single Limit for bodily injury, property damage, and
Personal lnjury Liability of:

a. One million dollars ($1,000,000) each occurrence
b. Two million dollars ($2,000,000) aggregate

(iv) lf Contractor carries a Commercial General Liability (Occurrence) policy, the limits
of liability shall not be less than:

a. Two million dollars ($2,000,000) each occurrence (combined single limit for bodily
injury and property damage)

b. Two million dollars ($2,000,000) for Products-Completed Operations
c. Four million dollars ($4,000,000) GeneralAggregate

lf the policy does not have an endorsement providing that the General Aggregate Limit
applies separately, or if defense costs are included in the aggregate limits, then the
required aggregate limits shall be two million dollars ($2,000,000).

(v) Special Claims Made Policy Form Provisions:
Contractor shall not provide a Commercial General Liability (Claims Made) policy without
the express prior written consent of County, which consent, if given, shall be subject to the
following conditions:

The limits of liability shall not be less than:
i. Two million dollars ($2,000,000) each occurrence (combined single limit for

bodily injury and property damage)
ii. Two million dollars ($2,000,000) aggregate for Products Completed

Operations
iii. Four million dollars ($4,000,000) GeneralAggregate

b. The insurance coverage provided by Contractor shall contain language providing
coverage up to one (1) year following the completion of the contract in order to
provide insurance coverage for the hold harmless provisions herein if the policy is
a claims-made policy.

C. Conformitv of Coveraqes

Sicuro Data Analytics Contract / July 2025 - July 2027 Page 6 of 29



lf more than one policy is used to meet the required coverages, such as a separate umbrella
policy, such policies shall be consistent with all other applicable policies used to meet these
minimum requirements. For example, all policies shall be Occurrence Liability policies or all shall
be Claims Made Liability policies, if approved by County as noted above. ln no cases shall the
types of polices be different.

D. Endorsements

Each Comprehensive or Commercial General Liability policy shall be endorsed with the following
specific language:

(i) "The County of Riverside, their officers, agents, employees, and volunteers are to
be covered as an additional insured for all liability arising out of the operations by or on
behalf of the named insured in the performance of this Agreement."

(ii) "The insurance provided by the Contractor, including any excess liability or
umbrella form coverage, is primary coverage to the County of Riverside with respect to
any insurance or self- insurance programs maintained by the County of Riverside and no
insurance held or owned by the County of Riverside shall be called upon to contribute to
a loss."

E. Automobile Liabilitv lnsurance

Automobile Liability insurance covering bodily injury and property damage in an amount no less
than one million dollars ($1,000,000) combined single limit for each occurrence. Covered vehicles
shall include owned, non-owned, and hired automobiles/trucks.

F. Professional Liabilitv lnsurance (Errors & Omissions)

Professional Liability lnsurance for Errors and Omissions coverage in the amount of not less than
one million dollars ($1,000,000) combined single limit for each occurrence.

lf Contractor subcontracts in support of the services under this Agreement, Professional Liability
lnsurance for Errors shall be provided by the subcontractor in an amount not less than one million
dollars ($1,000,000) in aggregate.

The insurance coverage provided by the Contractor shall contain language providing coverage
up to one (1) year following completion of the contract in order to provide insurance coverage for
the hold harmless provisions herein if the policy is a claims made policy.

G. CYBER LIABILITY INSURANCE

Cyber Liability lnsurance with limits not less than $1,000,000 per occurrence or claim,
$1,000,000 aggregate. Coverage shall be sufficiently broad to respond to the duties and
obligations as is undertaken by Vendor in this agreement and shall include, but not be limited to,
claims involving infringement of intellectual property, including but not limited to infringement of
copyright, trademark, trade dress, invasion of privacy violations, information theft, damage to or
destruction of electronic information, release of private information, alteration of electronic
information, extortion and network security. The policy shall provide coverage for breach response
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costs as well as regulatory fines and penalties as well as credit monitoring expenses with limits
sufficient to respond to these obligations.

H. Additional lnsurance Requirements

(i) Premium Pavments: The insurance companies shall have no recourse against
the County and funding agencies, its officers and employees or any of them for payment
of any premiums or assessments under any policy issued by a mutual insurance
company.

(ii) Policv Deductibles: The Contractor shall be responsible for all deductibles in all
of the Contractor's insurance policies. The maximum amount of allowable deductible for
insurance coverage required herein shall be $25,000.

(iii) Contractor's Oblioations: Contractor's indemnity and other obligations shall not
be limited by the foregoing insurance requirements and shall survive the expiration of
this agreement.

(iv) Verification of Coveraqe: Contractor shall furnish the County with original
certificates and amendatory endorsements or copies of the applicable policy language
effecting coverage required by this clause. All certificates and endorsements are to be
received and approved by the County before work commences. However, failure to
obtain the required documents prior to the work beginning shall not waive the Contractor
obligation to provide them. The County reserves the right to require complete, certified
copies of all required insurance policies, including endorsements required by these
specifications, at any time.

(v) Material Breach: Failure of the Contractor to maintain the insurance required by
this agreement, or to comply with any of the requirements of this section, shall constitute
a material breach of the entire agreement.

12. Compliance with Laws: Nondiscrimination

A. Compliance with Laws. All services to be performed by Contractor pursuant to this
Agreement shall be performed in accordance with all applicable federal, state, and local laws,
rules, regulations, and ordinances, including but not limited to the Health lnsurance Portability
and Accountability Act of 1996 (HIPAA) and the Federal Regulations promulgated thereunder, as
amended (if applicable); the Americans with Disabilities Act of 1990, as amended; Section 504 of
the Rehabilitation Act of 1973, which prohibits discrimination on the basis of disability in programs
and activities receiving any federal or county financial assistance; and the Fair Employment and
Housing Act.

B. Nondiscrimination. Contractor shall not unlaMully discriminate against employees,
applicants, or clients because of race, sex, sexual orientation, color, ancestry, religion or religious
creed, national origin or ethnic group identification, mental disability, physical disability, medical
condition (including cancer, HIV and AIDS), age (over 40), marital status, or use of Family and
Medical Care Leave and/or Pregnancy Disability Leave in regard to any position for which the
employee or applicant is qualified.

C. Reoortino. Contractor shall report to County the filing in any court or with any
administrative agency of any complaint or allegation of a violation of the provisions included in
this Section during the term of the Agreement. Contractor must make the required report in writing
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within 30 days of such filing with a general description of the circumstances involved and the
violation(s) alleged.

D. Countv Policies. Contractor shall comply with applicable County policies, including but not
limited to the "Use of Private Devices and Accounts for County Business and the Public Records
Act Policy."

ln the event of a conflict between the terms of this Agreement and any applicable law or regulation,
the requirements of the applicable law or regulation will take precedence over the requirements
set forth in this Agreement.

13. Contract Materials

At the end of this Agreement, or in the event of termination, all finished or unfinished documents,
data, studies, maps, photographs, reports, and other written materials prepared by Contractor or
subcontractors under this Agreement (collectively, "contract materials") shall become the property
of County and shall be promptly delivered to County. The Contractor shall retain titles, rights, and
interests in any underlying template documents and may make and retain copies of contract
materials.

14. Records: Riqht to Monitor and Audit

Contractor shall maintain, at all times during the Agreement and for a period of three (3) years
following, complete detailed records of the work performed under this Agreement. County and
state and federal agencies shall have the right to monitor all work performed under this Agreement
to assure that all applicable state and federal regulations are met. County and state and federal
agencies shall have the right to audit allwork, records, and procedures related to this Agreement
to determine the extent to which the program is achieving its purposes and performance goals.
County will have the right to review financial and programmatic reports and will notify Contractor
of any potentialfederal and/or state exception(s) discovered during such examination.

1 5. Confidentialitv of lnformation

All financial, statistical, personal, technical, or other data and information relative to the County's
operations which are designated confidential by the County and made available to the Contractor
to carry out services under this Agreement shall be protected by Contractor from unauthorized
use and disclosure. Contractor shall notify County of any discovered instances of breaches of
confidentiality.

Contractor agrees to maintain confidentiality of information and records as required by applicable
federal, state, and local laws, regulations, and rules. Contractor shall promptly submit any and all
requests, from whatever source, for copies of or access to any County confidential information.

Contractor may disclose County confidential information to its employees, agents, and
subcontractors who have: (i) a need to know such confidential information in order to perform their
duties under this agreement, as determined by an appropriate County official; and (ii) a legal duty
to protect the County confidential information, which may arise under this Agreement or other
applicable laws.

Contractor will ensure employees and subcontractors adopt and adhere to procedures to
safeguard the confidentiality of such information. Contractor shall ensure that any subcontractors
or agents receiving confidential information related to this Agreement agree to the same
restrictions and conditions that apply to Contractor with respect to such information. Contractor
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agrees to hold County harmless from any breach of confidentiality, as set forth in the hold
harmless provisions contained herein. Contractor shall be fully liable for the acts or omissions of
its employees and subcontractors with respect to County confidential information. Any
subcontract to perform services under this Agreement shall contain all provisions of this section.

Permission to disclose information on one occasion or at a public hearing held by County shall
not authorize the Contractor to further disclose or disseminate such information.

Contractor shall not comment publicly regarding the Agreement or the County's actions on the
same. Contractor shall not issue any news release or public relations item of any nature
whatsoever regarding work performed or to be performed under this Agreement unless prior
written consent is obtained from County.

The CONTRACTOR is subject to and shall operate in compliance with all relevant requirements
contained in the Health lnsurance Portability and Accountability Act of 1996 (HIPAA), Public Law
104-191, enacted August 21, 1996, and the related laws and regulations promulgated subsequent
thereto. Please refer to Attachment 1 of this Agreement.

CONTRACTOR acknowledges and understands that COUNTY is a government entity subject to
the public records and meeting laws of the State of California, including the California Public
Records Act (Government Code Section 7920 et seq.) Notwithstanding any other provision
contained in this Agreement, any information (lncluding Confidential lnformation),
communications, and documents given by CONTRACTOR to COUNTY and meetings involving
COUNTY may be subject to requests for disclosure pursuant to the California Public Records Act
and Brown Act.

1 6. I nformation Tech noloqy Secu ritv Req u irements

Exhibit C, "lnformation Technology Security Addendum" is attached and incorporated by this
reference. Contractor's failure to comply with the requirements in Exhibit C is a material breach
of this Agreement.

17. Genera! Health Measures and Conduct

Contractor shall be solely responsible for ensuring that the Contractor's employees or
subcontractors are physically capable of performing the services described herein on County
premises. The Contractor shall take all necessary measures to ensure that the Contractor's
employees and sub-contractors receive sufficient training regarding contagious and infectious
diseases and preventative measures to be taken within the workplace to protect the Contractor's
employees and sub-contractors from exposure to or exposing others (including but not limited to
County personnel and the public) to contagious and infectious diseases. Should the County or
the Contractor observe any of their employees or sub-contractors exhibiting symptoms of a
contagious and/or infectious disease (including but not limited to COVID-19) either prior to or
during the performance of services on County premises, the Contractor shall immediately take
measures to minimize or prevent exposure to County employees and/or the public consistent with
government guidance and best practices. Such removal of the Contractor's employee(s) or
subcontractor(s) shall not be considered a basis for the removed employee's claim for
compensation or damages against the County, or any of its officers or agents. The employee shall
not return to work on County premises until Contractor determines that the situation is resolved.

18. Governinq Law: Jurisdiction: Venue
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This Agreement is executed and intended to be performed in the State of California, and the laws
of that State shall govern its interpretation and effect. Any legal proceedings on this agreement
shall be brought under the jurisdiction of the Superior Court of the County of Riverside, State of
California. Each party waives any Federal court removal and/or originaljurisdiction rights it may
have.

19. Notices

Any notice, request, demand, or other communication required or authorized under this
Agreement shall be deemed to be properly given when:

A. Delivered personally to the person below, as of the date of delivery; or
B. Mailed to the physical address listed below by U.S. Mail or similar service, with postage

prepaid and properly addressed, as of the date of postmark; or
C. Emailed to the email address(es) below, as of the date a read receipt, an

acknowledgement from the recipient, or other proof of delivery is received by the sender.

ln the case of County, to:

Name, Title
Address:

Telephone:
Email:

ln the case of Contractor, to

Name, Title
Address:

Telephone:
Email:

Carlos Monagas, Assistant District Attorney
3960 Orange St.
Riverside, CA 92501
951-955-8740
camonagas@rivcoda. org

Gregory DeAngelo, President
4915 Marlin Way
Oxnard, CA,93035
213-320-7220
info@sicuroanalytics. com

20. Force Maieure

lf either party is unable to comply with any provision of this Agreement due to causes beyond its
reasonable control, and which could not have been reasonably anticipated, such as acts of God,
acts of war, civil disorders, or other similar acts, such party shall not be held liable for such
failure to comply.

21. EDD Reportinq Requirements

ln order to comply with child support enforcement requirements of the State of California, the
COUNTY may be required to submit a Report of lndependent Contracto(s) form DE 542 to the
Employment Development Department. The CONTRACTOR agrees to furnish the required data
and certifications to the COUNTY within 10 days of notification of award of Agreement when
required by the EDD. This data will be transmitted to governmental agencies charged with the
establishment and enforcement of child support orders. Failure of the CONTRACTOR to timely
submit the data and/or certificates required may result in the contract being awarded to another
contractor. ln the event a contract has been issued, failure of the CONTRACTOR to comply with
all federal and state reporting requirements for child support enforcement or to comply with all
laMully served Wage and Earnings Assignments Orders and Notices of Assignment shall
constitute a material breach of Agreement. lf CONTRACTOR has any questions concerning this
reporting requirement, please call (916) 657-0529. CONTRACTOR should also contact its local
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Employment Tax Customer Service Office listed in the telephone directory in the State
Government section under "Employment Development Department" or access their lnternet site
at www.edd.ca.qov.

22. Conflicts of lnterest

Contractor certifies that it has no current business or financial relationship with any County
employee or official, or other County contract provider that could create a conflict with this
Agreement and will not enter into any such business or financial relationships during the period
of this Agreement. Contractor attests that its employees and the officers of its governing body
shall avoid any actual or potential conflicts of interest, and that no officer or employee who
exercises any functions or responsibilities in connection with this Agreement shall have any legally
prohibited personal financial interest or benefit which either directly or indirectly arises out of this
Agreement. Contractor shall establish safeguards to prohibit employees or officers from using
their positions for a purpose which could result in legally prohibited private gain or gives the
appearance of being motivated for legally prohibited private gain for themselves or others,
particularly those with whom they have family, business, or other ties. Contractor certifies that no
official or employee of the County, nor any business entity in which an official of the County has
an interest, has been employed or retained to solicit or aid in the procuring of this Agreement. ln
addition, Contractor agrees that no such person will be employed in the performance of this
Agreement without immediately notifying the County.

23. Licenses. Permits

Contractor represents and warrants to County that it has all licenses, permits, qualifications, and
approvals of whatsoever nature which are legally required for Contractor and/or its employees to
practice its/their profession. Contractor represents and warrants to County that Contractor shall,
at its sole cost and expense, keep in effect or obtain at alltimes during the term of this Agreement,
any licenses, permits, and approvals which are legally required for County and/or its employees
to practice its/their profession at the time the services are performed.

Any agreements to subcontract services under this Agreement will contain this provision.

24. Non-Exclusivitv

Nothing herein creates any exclusive arrangement between the Parties. This Agreement does
not restrict County from acquiring similar, equal, or like goods or services from other sources.

25. Counterparts: Electronic Siqnature

This agreement may be executed in any number of counterparts, each of which will be original,
but all of which together will constitute one instrument. Each party of this Agreement agrees to
the use of electronic signatures, such as digital signatures that meet the requirements of the
California Uniform Electronic Transactions Act (("CUETA') Cal. Civ. Code Section 1633.1 to
1633.17, for executing this Agreement. The parties further agree that the electronic signature of
the parties included in this Agreement are intended to authenticate this writing and to have the
same force and effect as manual signatures. Electronic signature means an electronic sound,
symbol, or process attached to or logically associated with an electronic record and executed or
adopted by a person with the intent to sign the electronic record pursuant to the CUETA as
amended from time to time. The CUETA authorizes use of an electronic signature for transactions
and contracts among parties in California, including a government agency. Digital signature
means an electronic identifier created by computer, intended by the party using it to have the
same force and effect as the use of a manual signature, and shall be reasonably relied upon by
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the parties. For purposes of this section, a digital signature is a type of "electronic signature" as
defined in subdivision (i) of Section 1633.2 of the Civil Code.
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lN WITNESS WHEREOF, the parties hereto have caused their duly authorized representatives
to execute this Agreement.

SICURO DATA ANALYTICS, INC COUNTY OF RIVERSIDE DISTRICT..CONTRACTOR" ATTORNEY'S OFFICE

Signature

Print Name

tr Secretary, n Asst. Secretary,
tr Chief Financial Officer, or tr Asst. Treasurer

Date:

EXHIBITS:
Exhibit A: Scope of Services
Exhibit B: Payment Terms
Exhibit C: lT Security Addendum
Exhibit D: INFORMATION TECHNOLOGY SECURITY ADDENDUM

'lf Contractor is a corporation, the Agreement must be signed by two corporate officers, one from each category
above. (See California Corporations Code $ 313.) One signature will suffice, if the corporation's board of directors
has passed a resolution that gives one person authority to sign. ln that case, a copy of the most recent resolution
must be attached to this Agreement.

lf Contractor is another type of business entity, such as a partnership or limited liability company, the Agreement must
be signed by an officer possessing the legal authority to bind the entity. A copy of a resolution, partnership
agreement, operating agreement, or other evidence of authority must be attached to this Agreement.
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D Chair of the Board, tr President,
tr Vice President, I Chief Executive Officer,
I Chief Financial Officer

Signature

Greoorv DeAnoelo
Print Name

Date: '10.8.25

MIKE HESTRIN, DISTRICT ATTORNEY

Date

Approved as to Form
Office of Riverside County Counsel

Syau , D€ f 'ttl

Date: d ?-3

OCT282025 3.10
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EXHIBIT A
SCOPE OF WORK

SICLIAO
D ATA A N A LY T I C S

4915 Marlin Way Oxnard, CA 93035 213-320-7220

DATA MAINTENANCE
ANALYTICAL REQUESTS/CONSULTATION

This scope of work builds on prior work by continuing to deliver the data analysis necessary for
both compliance with the Racial Justice Act (RJA) and the operational needs of the Riverside
County District Attorney's Office.

Public agencies are expected to make decisions that are informed by data. For the Riverside
District Attorney's Office, data-driven analysis not only strengthens internal decision-making but
also provides transparency to the community about actions taken to ensure public safety.

Since the passage of Assembly Bill2542, the Racial Justice Act, defendants who allege disparate
treatment based on race, ethnicity, or national origin must support their claims with statistical or
aggregate data. This evidence must demonstrate significant differences in charging, conviction,
or sentencing outcomes for similarly situated individuals, and the prosecution must evaluate
whether race-neutral explanations exist for those disparities. Meeting these requirements
demands access to accurate data and the expertise to conduct rigorous analysis.

Obtaining, cleaning, and analyzing administrative data is highly complex and time-intensive. Many
District Attorney's Offices have begun partnering with organizations experienced in conducting
empirical analyses of this kind. Continuing this work with Sicuro ensures that the Riverside County
District Attorney's Office can respond in a timely and credible way to RJA-related litigation.

Beyond the RJA, clean and reliable data is essential for guiding everyday management and policy
decisions. This includes tracking caseload distribution, evaluating diversion program outcomes,
and assessing the effectiveness of enforcement strategies.

By maintaining and expanding the analytical dataset outlined in this scope of work, the Riverside
District Attorney's Office will be able to:

Provide timely, data-driven responses to RJA inquiries.a

a

a

a

Demonstrate equal treatment under the law through transparent evaluation

Support management decisions and policy development with reliable information

Build public trust in the criminal justice system through verifiable evidence of
performance.

This scope of work equips the Riverside District Attorney's Office with the data infrastructure and
analytical capacity needed to meet legal requirements, guide policy, and strengthen public
confidence in its role as a steward of community safety and justice.
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EXHIBIT B
PAYMENT TERMS

ln consideration for the services to be performed by Consultant, County agrees to pay Consultant
at rate of $40,000.00 per month plus a 10% overhead rate, totaling $44,000 per month. Consultant
shall be paid within 15 days after the last day of each month.
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EXHIBIT C
INFORMATION TECHNOLOGY SECURITY ADDENDUM

1. Notification of Data Securitv lncident
For purposes of this section, "Data Security lncident" is defined as unauthorized access to the
Contractor's business and/or business systems by a third party, which access could potentially
expose Coun$ data or systems to unauthorized access, disclosure, or misuse. ln the event of a
Data Security lncident, Contractor must notify County in writing within 48 hours. Notice should be
made to Timothv.Cranev@rivcoda.orq and to all parties referenced in the "Notices" section of the
Agreement. Notice must reference this contract number. Notice under this section must include
the date of incident and Contractor's systems and/or locations which were affected. The duty to
notify under this section is broad, requiring disclosure whether or not any impact to County data
is known at the time, to enable County to take immediate protective actions of its data and cloud
environments.

Failure to notify under this section is a material breach, and County may immediately terminate
the Agreement for failure to comply.

2. Data Location

2.1 Contractor shall not store or transfer non-public County of Riverside data outside the
United States. This prohibition includes backup data and Disaster Recovery locations. The
Contractor will permit its personnel and contractors to access County of Riverside data remotely
only as required to provide technical support. Remote access to data from outside the continental
United States is prohibited unless expressly approved in advance and in writing by the County.

2.2The Contractor must notify the County in writing within 48 hours of any location changes
to Contractor's data center(s) that will process or store County data. Notice should be made to
Ja Haringsma@rivcoda. org_and must reference this contract number.

3. Data Encrvption

3.1 The Contractor shall encrypt all non-public County data in transit regardless of the transit
mechanism.

3.2fhe Contractor shall encrypt all non-public County data at rest.

3.3 The Contractor's encryption shall be consistent with validated cryptography standards as
specified in National lnstitute of Standards and Technology Security Requirements.

4. Subcontractor Disclosure
To the extent subcontracting or assignment is permitted under this Agreement, the Contractor is
responsible for the actions of their subcontractors, vendors, and suppliers. Contractor shall take
necessary steps to ensure that the provisions of this contract are enforceable on all
subcontractors, vendors, and suppliers acting on behalf of or through Contractor.

5. Business Gontinuitv
Contractor shall provide and maintain a business continuity and disaster recovery plan that
achieves the County's Recovery Time Objective (RTO) and Recovery Point Objective (RPO), as
set forth in the Scope of Work and/or Service Level Agreement, and specifically incorporated
herein.
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EXHIBIT D
INFORMATION TECHNOLOGY SECURITY ADDENDUM

Between the County of Riverside and Sicuro Data Analytics, lnc.

This HIPAA Business Associate Agreement (the "Addendum") supplements, and is made part
of the Underlying Agreement between the County of Riverside ("County") and Contractor
and shall be effective as of the date the Underlying Agreement approved by both Parties (the
"Effective Date").

RECITALS
WHEREAS, County and Contractor entered into the Underlying Agreement pursuant to

which the Contractor provides services to County, and in conjunction with the provision of such
services certain protected health information ("PHl') and/or certain electronic protected health
information ("ePHl") may be created by or made available to Contractor for the purposes of
carrying out its obligations under the Underlying Agreement; and,

WHEREAS, the provisions of the Health lnsurance Portability and Accountability Act of
1996 ("H|PAA"), Public Law 104-191 enacted August 21, 1996, and the Health lnformation
Technology for Economic and Clinical Health Act ("H|TECH") of the American Recovery and
Reinvestment Act of 2009, Public Law 111-5 enacted February 17,2009, and the laws and
regulations promulgated subsequent thereto, as may be amended from time to time, are
applicable to the protection of any use or disclosure of PHI and/or ePHl pursuant to the Underlying
Agreement; and,

WHEREAS, County is a covered entity, as defined in the Privacy Rule; and,

WHEREAS, to the extent County discloses PHI and/or ePHl to Contractor or Contractor
creates, receives, maintains, transmits, or has access to PHI and/or ePHl of County, Contractor
is a business associate, as defined in the Privacy Rule; and,

WHEREAS, pursuant to 42 USC 517931 and $17934, certain provisions of the Security
Rule and Privacy Rule apply to a business associate of a covered entig in the same manner that
they apply to the covered entity, the additional security and privacy requirements of HITECH are
applicable to business associates and must be incorporated into the business associate
agreement, and a business associate is liable for civil and criminal penalties for failure to comply
with these security and/or privacy provisions; and,

WHEREAS, the parties mutually agree that any use or disclosure of PHI and/or ePHl must
be in compliance with the Privacy Rule, Security Rule, HIPAA, HITECH and any other applicable
law; and,

WHEREAS, the parties intend to enter into this Addendum to address the requirements
and obligations set forth in the Privacy Rule, Security Rule, HITECH and HIPAA as they apply to
Contractor as a business associate of County, including the establishment of permitted and
required uses and disclosures of PHI and/or ePHl created or received by Contractor during the
course of performing functions, services and activities on behalf of County, and appropriate
limitations and conditions on such uses and disclosures;

NOW, THEREFORE, in consideration of the mutual promises and covenants contained
herein, the parties agree as follows:

1. Definitions. Terms used, but not otherwise defined, in this Addendum shall have the same
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meaning as those terms in HITECH, HIPAA, Security Rule and/or Privacy Rule, as may be
amended from time to time.

A. "Breach" when used in connection with PHI means the acquisition, access, use or
disclosure of PHI in a manner not permitted under subpart E of the Privacy Rule which
compromises the security or privacy of the PHl, and shall have the meaning given such
term in 45 CFR 5164.402.

(1) Except as provided below in Paragraph (2) of this definition, acquisition, access, use,
or disclosure of PHI in a manner not permitted by subpart E of the Privacy Rule is
presumed to be a breach unless Contractor demonstrates that there is a low probability
that the PHI has been compromised based on a risk assessment of at least the
following four factors:

(a) The nature and extent of the PHI involved, including the types of identifiers
and the likelihood of re-identification;

(b) The unauthorized person who used the PHI or to whom the disclosure was
made;

(c) Whether the PHI was actually acquired or viewed; and

(d) The extent to which the risk to the PHI has been mitigated.

(2) Breach excludes

(a) Any unintentional acquisition, access or use of PHI by a workforce member or
person acting under the authority of a covered entity or business associate, if such
acquisition, access or use was made in good faith and within the scope of authority
and does not result in further use or disclosure in a manner not permitted under
subpart E of the Privacy Rule.

(b) Any inadvertent disclosure by a person who is authorized to access PHI at a
covered entity or business associate to another person authorized to access PHI at
the same covered entity, business associate, or organized health care arrangement in
which County participates, and the information received as a result of such disclosure
is not further used or disclosed in a manner not permitted by subpart E of the Privacy
Rule.

(c) A disclosure of PHI where a covered enti$ or business associate has a good faith
belief that an unauthorized person to whom the disclosure was made would not
reasonably have been able to retain such information.

B. "Business associate" has the meaning given such term in 45 CFR S164.501, including but
not limited to a subcontractor that creates, receives, maintains, transmits or accesses PHI
on behalf of the business associate.

C. "Data aggregation" has the meaning given such term in 45 CFR S164.501

D. "Designated record set" as defined in 45 CFR 5164.501 means a group of records
maintained by or for a covered entity that may include: the medical records and billing
records about individuals maintained by or for a covered health care provider; the
enrollment, payment, claims adjudication, and case or medical management record
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systems maintained by or for a health plan; or, used, in whole or in part, by or for the
covered entity to make decisions about individuals.

E. "Electronic protected health information" ("ePHl") as defined in 45 CFR 5160.103 means
protected health information transmitted by or maintained in electronic media.

F. "Electronic health record" means an electronic record of health-related information on an
individual that is created, gathered, managed, and consulted by authorized health care
clinicians and staff, and shall have the meaning given such term in 42 USC 517921(5).

G. "Health care operations" has the meaning given such term in 45 CFR 5164.501.

H. "lndividual" as defined in 45 CFR 5160.103 means the person who is the subject of
protected health information.

"Person" as defined in 45 CFR 5160.103 means a natural person, trust or estate,
partnership, corporation, professional association or corporation, or other entity, public or
private.

J. "Privacy Rule" means the HIPAA regulations codified at 45 CFR Parts 160 and 164,
Subparts A and E.

K. "Protected health information" ('PHl") has the meaning given such term in 45 CFR
S160.103, which includes ePHl.

L. "Required by law" has the meaning given such term in 45 CFR S164.103

M. "Secretary" means the Secretary of the U.S. Department of Health and Human Services
("HHS',).

N. "Security incident" as defined in 45 CFR S164.304 means the attempted or successful
unauthorized access, use, disclosure, modification, or destruction of information or
interference with system operations in an information system.

O. "Security Rule" means the HIPAA Regulations codified at 45 CFR Parts 160 and 164,
Subparts A and C.

P. "Subcontractor" as defined in 45 CFR 5160.103 means a person to whom a business
associate delegates a function, activity, or service, other than in the capacity of a member
of the workforce of such business associate.

O. "Unsecured protected health information" and "unsecured PHl" as defined in 45 CFR
S164.402 means PHI not rendered unusable, unreadable, or indecipherable to
unauthorized persons through use of a technology or methodology specified by the
Secretary in the guidance issued under 42 USC S17932(hX2).

2- Scope of Use and Disclosure bv Contractor of Countv's PHI and/or ePH!.

A. Except as otherwise provided in this Addendum, Contractor may use, disclose, or
access PHI and/or ePHl as necessary to perform any and all obligations of Contractor
under the Underlying Agreement or to perform functions, activities or services for, or
on behalf of, County as specified in this Addendum, if such use or disclosure does not
violate HIPAA, HITECH, the Privacy Rule and/or Security Rule.
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B. Unless otherwise limited herein, in addition to any other uses and/or disclosures
permitted or authorized by this Addendum or required by law, in accordance with 45
CFR S1 64.504(eX2), Contractor may:

1) Use PHI and/or ePHl if necessary for Contractor's proper management and
administration and to carry out its legal responsibilities; and,

2) Disclose PHI and/or ePHl for the purpose of Contractor's proper management and
administration or to carry out its legal responsibilities, only if:

a) The disclosure is required by law; or,

b) Contractor obtains reasonable assurances, in writing, from the person to whom
Contractor will disclose such PHI and/or ePHl that the person will:

Hold such PHI and/or ePHl in confidence and use or further disclose it only
for the purpose for which Contractor disclosed it to the person, or as
required by law; and,

t.

ii. Notify County of any instances of which it becomes aware in which the
confidentiality of the information has been breached; and,

3) Use PHlto provide data aggregation services relating to the health care operations
of Coun$ pursuant to the Underlying Agreement or as requested by County; and,

4) De-identify all PHI and/or ePHl of County received by Contractor under this
Addendum provided that the de-identification conforms to the requirements of the
Privacy Rule and/or Security Rule and does not preclude timely payment and/or
claims processing and receipt.

C. Notwithstanding the foregoing, in any instance where applicable state and/or federal
laws and/or regulations are more stringent in their requirements than the provisions
of HIPAA, including, but not limited to, prohibiting disclosure of mental health and/or
substance abuse records, the applicable state and/or federal laws and/or regulations
shall control the disclosure of records,

3. Prohibited Uses and Disclosures

A. Contractor may neither use, disclose, nor access PHI and/or ePHl in a manner not
authorized by the Underlying Agreement or this Addendum without patient
authorization or de-identification of the PHI and/or ePHl and as authorized in writing
from County.

B. Contractor may neither use, disclose, nor access PHI and/or ePHl it receives from
County or from another business associate of County, except as permitted or required
by this Addendum, or as required by law.

C. Contractor agrees not to make any disclosure of PHI and/or ePHl that County would
be prohibited from making.

D. Contractor shall not use or disclose PHI for any purpose prohibited by the Privacy
Rule, Security Rule, HIPAA and/or HITECH, including, but not limited to 42 USC
517935 and $17936. Contractor agrees:
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1) Not to use or disclose PHI for fundraising , unless pursuant to the Underlying
Agreement and only if permitted by and in compliance with the requirements of 45
CFR S164.514(f) or 45 CFR $164.508;

2) Not to use or disclose PHI for marketing, as defined in 45 CFR S164.501, unless
pursuant to the Underlying Agreement and only if permitted by and in compliance
with the requirements of 45 CFR S164.508(a)(3);

3) Not to disclose PHl, except as otherwise required by law, to a health plan for
purposes of carrying out payment or health care operations, if the individual has
requested this restriction pursuanlto 42 USC 517935(a) and 45 CFR 5164.522,
and has paid out of pocket in full for the health care item or service to which the
PHI solely relates; and,

4) Not to receive, directly or indirectly, remuneration in exchange for PHl, or engage
in any act that would constitute a sale of PHl, as defined in 45 CFR
$164.502(aXSXii), unless permitted by the Underlying Agreement and in
compliance with the requirements of a valid authorization under 45 CFR
S164.508(a)(4). This prohibition shall not apply to payment by County to
Contractor for services provided pursuant to the Underlying Agreement.

4. Obliqations of Countv

A. County agrees to make its best efforts to notify Contractor promptly in writing of any
restrictions on the use or disclosure of PHI and/or ePHl agreed to by County that may
affect Contractor's ability to perform its obligations under the Underlying Agreement,
or this Addendum.

B. County agrees to make its best efforts to promptly notify Contractor in writing of any
changes in, or revocation of, permission by any individual to use or disclose PHI and/or
ePHl, if such changes or revocation may affect Contractor's ability to perform its
obligations under the Underlying Agreement, or this Addendum.

C. County agrees to make its best efforts to promptly notify Contractor in writing of any
known limitation(s) in its notice of privacy practices to the extent that such limitation
may affect Contractor's use or disclosure of PHI and/or ePHl.

D. County agrees not to request Contractor to use or disclose PHI and/or ePHl in any
manner that would not be permissible under HITECH, HIPAA, the Privacy Rule, and/or
Security Rule.

E. County agrees to obtain any authorizations necessary for the use or disclosure of PHI
and/or ePHl, so that Contractor can perform its obligations under this Addendum
and/or Underlying Agreement.

Oblioations of Contractor. ln connection with the use or disclosure of PHI and/or ePHl,
Contractor agrees to:

A. Use or disclose PHI only if such use or disclosure complies with each applicable
requirement of 45 CFR S164.504(e). Contractor shall also comply with the additional
privacy requirements that are applicable to covered entities in HITECH, as may be
amended from time to time.
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B. Not use or further disclose PHI and/or ePHl other than as permitted or required by this
Addendum or as required by law. Contractor shall promptly notify County if Contractor
is required by law to disclose PHI and/or ePHl.

C. Use appropriate safeguards and comply, where applicable, with the Security Rule with
respect to ePHl, to prevent use or disclosure of PHI and/or ePHl other than as provided
for by this Addendum.

D. Mitigate, to the extent practicable, any harmful effect that is known to Contractor of a
use or disclosure of PHI and/or ePHl by Contractor in violation of this Addendum.

E. Report to County any use or disclosure of PHI and/or ePHl not provided for by this
Addendum or otherwise in violation of HITECH, HIPAA, the Privacy Rule, and/or
Security Rule of which Contractor becomes aware, including breaches of unsecured
PHI as required by 45 CFR 5164.410.

F. ln accordance with 45 CFR $164.502(eXlXii), require that any subcontractors that
create, receive, maintain, transmit or access PHI on behalf of the Contractor agree
through contract to the same restrictions and conditions that apply to Contractor with
respect to such PHI and/or ePHl, including the restrictions and conditions pursuant to
this Addendum.

G. Make available to County or the Secretary, in the time and manner designated by
County or Secretary, Contractor's internal practices, books and records relating to the
use, disclosure and privacy protection of PHI received from County, or created or
received by Contractor on behalf of County, for purposes of determining, investigating
or auditing Contractor's and/or County's compliance with the Privacy Rule.

H. Request, use or disclose only the minimum amount of PHI necessary to accomplish
the intended purpose of the request, use or disclosure in accordance with 42 USC
517e35(b) and 45 CFR 5164.502(b)(1).

Comply with requirements of satisfactory assurances under 45 CFR S164.512 relating
to notice or qualified protective order in response to a third party's subpoena, discovery
request, or other laMul process for the disclosure of PHl, which Contractor shall
promptly notify County upon Contractor's receipt of such request from a third party.

J. Not require an individual to provide patient authorization for use or disclosure of PHI
as a condition for treatment, payment, enrollment in any health plan (including the
health plan administered by County), or eligibility of benefits, unless otherwise
excepted under 45 CFR S164.508(b)(4) and authorized in writing by County.

K. Use appropriate administrative, technical and physical safeguards to prevent
inappropriate use, disclosure, or access of PHI and/or ePHl.

L. Obtain and maintain knowledge of applicable laws and regulations related to HIPAA
and HITECH, as may be amended from time to time.

M. Comply with the requirements of the Privacy Rule that apply to the County to the extent
Contractor is to carry out County's obligations under the Privacy Rule.

N. Take reasonable steps to cure or end any pattern of activity or practice of its
subcontractor of which Contractor becomes aware that constitute a material breach or
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violation of the subcontractor's obligations under the business associate contract with
Contractor, and if such steps are unsuccessful, Contractor agrees to terminate its
contract with the subcontractor if feasible.

6. Access to PHl. Amendment and Disclosure Accountino. Contractor agrees to

A. Access to PHl, including ePHl. Provide access to PHl, including ePHl if maintained
electronically, in a designated record set to County or an individual as directed by
County, within five (5) days of request from County, to satisfy the requirements of 45
cFR S164.524.

B. Amendment of PHl. Make PHI available for amendment and incorporate
amendments to PHI in a designated record set County directs or agrees to at the
request of an individual, within fifteen (15) days of receiving a written request from
County, in accordance with 45 CFR 5164.526.

C. Accounting of disclosures of PHI and electronic health record. Assist County to
fulfill its obligations to provide accounting of disclosures of PHI under 45 CFR
S164.528 and, where applicable, electronic health records under 42 USC S17935(c) if
Contractor uses or maintains electronic health records. Contractor shall:

1) Document such disclosures of PHI and/or electronic health records, and
information related to such disclosures, as would be required for County to respond
to a request by an individual for an accounting of disclosures of PHI and/or
electronic health record in accordance with 45 CFR S164.528.

2) Within fifteen (15) days of receiving a written request from County, provide to
County or any individual as directed by County information collected in accordance
with this section to permit County to respond to a request by an individual for an
accounting of disclosures of PHI and/or electronic health record.

3) Make available for County information required by this Section 6.C for six (6) years
preceding the individual's request for accounting of disclosures of PHl, and for
three (3) years preceding the individual's request for accounting of disclosures of
electronic health record.

Securitv of ePH!. ln the event County discloses ePHl to Contractor or Contractor needs
to create, receive, maintain, transmit or have access to County ePHl, in accordance with
42 USC 517931 and 45 CFR 5164.314(a)(2)(i), and $164.306, Contractor shall:

A. Comply with the applicable requirements of the Security Rule, and implement
administrative, physical, and technical safeguards that reasonably and appropriately
protect the confidentiality, integrity, and availability of ePHl that Contractor creates,
receives, maintains, or transmits on behalf of County in accordance with 45 CFR
S164.308, S164.310, and 516a.312;

B. Comply with each of the requirements of 45 CFR S164.316 relating to the
implementation of policies, procedures and documentation requirements with respect
to ePHl;

C. Protect against any reasonably anticipated threats or hazards to the security or
integrity of ePHl;
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D. Protect against any reasonably anticipated uses or disclosures of ePHl that are not
permitted or required under the Privacy Rule;

E. Ensure compliance with the Security Rule by Contractor's workforce;

F. ln accordance with 45 CFR S164.308(b)(2), require that any subcontractors that
create, receive, maintain, transmit, or access ePHl on behalf of Contractor agree
through contract to the same restrictions and requirements contained in this
Addendum and comply with the applicable requirements of the Security Rule;

G. Report to County any security incident of which Contractor becomes aware, including
breaches of unsecured PHI as required by 45 CFR 5164.410; and,

H. Comply with any additional security requirements that are applicable to covered
entities in Title 42 (Public Health and Welfare) of the United States Code, as may be
amended from time to time, including but not limited to HITECH.

Breach of Unsecured PHl. ln the case of breach of unsecured PHl, Contractor shall
comply with the applicable provisions of 42 USC 517932 and 45 CFR Part 164, Subpart
D, including but not limited to 45 CFR 5164.410.

A Discovery and notification. Following the discovery of a breach of unsecured
PHl, Contractor shall notify County in writing of such breach without unreasonable
delay and in no case later than 60 calendar days after discovery of a breach,
except as provided in 45 CFR 5164.412.

1) Breaches treated as discovered. A breach is treated as discovered by
Contractor as of the first day on which such breach is known to Contractor or,
by exercising reasonable diligence, would have been known to Contractor,
which includes any person, other than the person committing the breach, who
is an employee, officer, or other agent of Contractor (determined in accordance
with the federal common law of agency).

2) Content of notification. The written notification to County relating to breach
of unsecured PHI shall include, to the extent possible, the following information
if known (or can be reasonably obtained) by Contractor:

a) The identification of each individual whose unsecured PHI has been, or is
reasonably believed by Contractor to have been accessed, acquired, used
or disclosed during the breach;

b) A brief description of what happened, including the date of the breach and
the date of the discovery of the breach, if known;

c) A description of the types of unsecured PHI involved in the breach, such as
whether full name, social security number, date of birth, home address,
account number, diagnosis, disability code, or other types of information
were involved;

d) Any steps individuals should take to protect themselves from potential harm
resulting from the breach;
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e) A brief description of what Contractor is doing to investigate the breach, to
mitigate harm to individuals, and to protect against any further breaches; and,

f1 Contact procedures for individuals to ask questions or learn additional
information, which shall include a toll-free telephone number, an e-mail
address, web site, or postal address.

Cooperation. With respect to any breach of unsecured PHI reported by
Contractor, Contractor shall cooperate with County and shall provide County with
any information requested by County to enable County to fulfill in a timely manner
its own reporting and notification obligations, including but not limited to providing
notice to individuals, prominent media outlets and the Secretary in accordance with
42 USC 517932 and 45 CFR 5164.404, 5164.406 and 5164.408.

Breach log. To the extent breach of unsecured PHI involves less than 500
individuals, Contractor shall maintain a log or other documentation of such
breaches and provide such log or other documentation on an annual basis to
County not later than fifteen (15) days after the end of each calendar year for
submission to the Secretary.

Delay of notification authorized by law enforcement. lf Contractor delays
notification of breach of unsecured PHI pursuant to a law enforcement official's
statement that required notification, notice or posting would impede a criminal
investigation or cause damage to national security, Contractor shall maintain
documentation sufficient to demonstrate its compliance with the requirements of
45 CFR 5164.412.

Payment of costs. With respect to any breach of unsecured PHI caused solely
by the Contractor's failure to comply with one or more of its obligations under this
Addendum and/or the provisions of HITECH, HIPAA, the Privacy Rule or the
Security Rule, Contractor agrees to pay any and all costs associated with providing
all legally required notifications to individuals, media outlets, and the Secretary.
This provision shall not be construed to limit or diminish Contractor's obligations to
indemnify, defend and hold harmless County under Section 9 of this Addendum.

Documentation. Pursuant to 45 CFR S164.414(b), in the event Contractor's use
or disclosure of PHI and/or ePHl violates the Privacy Rule, Contractor shall
maintain documentation sufficient to demonstrate that all notifications were made
by Contractor as required by 45 CFR Part 164, Subpart D, or that such use or
disclosure did not constitute a breach, including Contractor's completed risk
assessment and investigation documentation.

Additional State Reporting Requirements. The parties agree that this Section
8.G applies only if and/or when County, in its capacity as a licensed clinic, health
facility, home health agency, or hospice, is required to report unlaMul or
unauthorized access, use, or disclosure of medical information under the more
stringent requirements of California Health & Safety Code $1280.15. For purposes
of this Section 8.G, "unauthorized" has the meaning given such term in California
Health & Safety Code $1280.15(l)(2).

1) Contractor agrees to assist County to fulfill its reporting obligations to affected
patients and to the California Department of Public Health ("CDPH") in a timely
manner under the California Health & Safety Code $1280.15.

C.
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2) Contractor agrees to report to County any unlawful or unauthorized access,
use, or disclosure of patient's medical information without unreasonable delay
and no later than two (2) business days after Contractor detects such incident.
Contractor further agrees such report shall be made in writing, and shall include
substantially the same types of information listed above in Section 8.A.2
(Content of Notification) as applicable to the unlawful or unauthorized access,
use, or disclosure as defined above in this section, understanding and
acknowledging that the term "breach" as used in Section 8.A.2 does not apply
to California Health & Safety Code $1280.15.

9. Hold Harmless/lndemnification.

A. Contractor agrees to indemnify and hold harmless County, all Agencies, Districts,
Special Districts and Departments of County, their respective directors, officers, Board
of Supervisors, elected and appointed officials, employees, agents and
representatives from any liability whatsoever, based or asserted upon any services of
Contractor, its officers, employees, subcontractors, agents or representatives arising
out of or in any way relating to this Addendum, including but not limited to property
damage, bodily injury, death, or any other element of any kind or nature whatsoever
arising from the performance of Contractor, its officers, agents, employees,
subcontractors, agents or representatives from this Addendum. Contractor shall
defend, at its sole expense, all costs and fees, including but not limited to attorney
fees, cost of investigation, defense and settlements or awards, of County, all Agencies,
Districts, Special Districts and Departments of County, their respective directors,
officers, Board of Supervisors, elected and appointed officials, employees, agents or
representatives in any claim or action based upon such alleged acts or omissions.

B. With respect to any action or claim subject to indemnification herein by Contractor,
Contractor shall, at their sole cost, have the right to use counsel of their choice, subject
to the approval of County, which shall not be unreasonably withheld, and shall have
the right to adjust, settle, or compromise any such action or claim without the prior
consent of County; provided, however, that any such adjustment, settlement or
compromise in no manner whatsoever limits or circumscribes Contractor's
indemnification to County as set forth herein. Contractor's obligation to defend,
indemnify and hold harmless County shall be subject to County having given
Contractor written notice within a reasonable period of time of the claim or of the
commencement of the related action, as the case may be, and information and
reasonable assistance, at Contractor's expense, for the defense or settlement thereof.
Contractor's obligation hereunder shall be satisfied when Contractor has provided to
County the appropriate form of dismissal relieving County from any liability for the
action or claim involved.

C. The specifled insurance limits required in the Underlying Agreement of this Addendum
shall in no way limit or circumscribe Contracto/s obligations to indemnify and hold
harmless County herein from third party claims arising from issues of this Addendum.

D. ln the event there is conflict between this clause and California CivilCode $2782, this
clause shall be interpreted to comply with Civil Code $2782. Such interpretation shall
not relieve the Contractor from indemnifying County to the fullest extent allowed by
law.

Sicuro Data Analytics Contract / July 2025 - July 2027 Page 27 of 29



10

11

12.

E. ln the event there is a conflict between this indemnification clause and an
indemnification clause contained in the Underlying Agreement of this Addendum, this
indemnification shall only apply to the subject issues included within this Addendum.

Term. This Addendum shall commence upon the Effective Date and shall terminate when
all PHI and/or ePHl provided by County to Contractor, or created or received by Contractor
on behalf of County, is destroyed or returned to County, or, if it is infeasible to return or
destroy PHI and/ePHl, protections are extended to such information, in accordance with
section 1 1.B of this Addendum.

Termination.
A. Termination for Breach of Contract. A breach of any provision of this Addendum

by either party shall constitute a material breach of the Underlying Agreement and will
provide grounds for terminating this Addendum and the Underlying Agreement with or
without an opportunity to cure the breach, notwithstanding any provision in the
Underlying Agreement to the contrary. Either party, upon written notice to the other
party describing the breach, may take any of the following actions:
1) Terminate the Underlying Agreement and this Addendum, effective immediately, if

the other party breaches a material provision of this Addendum.

2) Provide the other party with an opportunity to cure the alleged material breach and
in the event the other party fails to cure the breach to the satisfaction of the non-
breaching party in a timely manner, the non-breaching party has the right to
immediately terminate the Underlying Agreement and this Addendum.

3) lf termination of the Underlying Agreement is not feasible, the breaching party,
upon the request of the non-breaching party, shall implement, at its own expense,
a plan to cure the breach and report regularly on its compliance with such plan to
the non-breaching party.

B. Effect of Termination.
1) Upon termination of this Addendum, for any reason, Contractor shall return or, if

agreed to in writing by County, destroy all PHI and/or ePHl received from County,
or created or received by the Contractor on behalf of County, and, in the event of
destruction, Contractor shall certify such destruction, in writing, to County. This
provision shall apply to all PHI and/or ePHl which are in the possession of
subcontractors or agents of Contractor. Contractor shall retain no copies of PHI
and/or ePHl, except as provided below in paragraph (2) of this section.

2) ln the event that Contractor determines that returning or destroying the PHI and/or
ePHl is not feasible, Contractor shall provide written notification to County of the
conditions that make such return or destruction not feasible. Upon determination
by Contractor that return or destruction of PHI and/or ePHl is not feasible,
Contractor shall extend the protections of this Addendum to such PHI and/or ePHl
and limit further uses and disclosures of such PHI and/or ePHl to those purposes
which make the return or destruction not feasible, for so long as Contractor
maintains such PHI and/or ePHl.

General Provisions.
A. Retention Period. Whenever Contractor is required to document or maintain

documentation pursuant to the terms of this Addendum, Contractor shall retain such
documentation for 6 years from the date of its creation or as othenrise prescribed by
law, whichever is later.
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B. Amendment. The parties agree to take such action as is necessary to amend this
Addendum from time to time as is necessary for County to comply with HITECH, the
Privacy Rule, Security Rule, and HIPAA generally.

C. Survival. The obligations of Contractor under Sections 3, 5, 6, 7, 8, 9, 11.B and 12.A
of this Addendum shall survive the termination or expiration of this Addendum.

D. Regulatory and Statutory References. A reference in this Addendum to a section
in HITECH, HIPAA, the Privacy Rule and/or Security Rule means the section(s) as in
effect or as amended.

E. Conflicts. The provisions of this Addendum shall prevail over any provisions in the
Underlying Agreement that conflict or appear inconsistent with any provision in this
Addendum.

F. lnterpretation of Addendum.
1) This Addendum shall be construed to be part of the Underlying Agreement as one

document. The purpose is to supplement the Underlying Agreement to include the
requirements of the Privacy Rule, Security Rule, HIPAA and HITECH.

2) Any ambiguity between this Addendum and the Underlying Agreement shall be
resolved to permit County to comply with the Privacy Rule, Security Rule, HIPAA
and HITECH generally.

G. Notices to County. All notifications required to be given by Contractor to County
pursuant to the terms of this Addendum shall be made in writing and delivered to the
County both by fax and to both of the addresses listed below by either registered or
certified mail return receipt requested or guaranteed overnight mail with tracing
capability, or at such other address as County may hereafter designate. All notices to
County provided by Contractor pursuant to this Section shall be deemed given or made
when received by County.

County HIPAA Privacy Officer HIPAA Privacy Manager
County HIPAA Privacy Officer Address: 26520 Cactus Avenue

Moreno Valley, CA 92555
County HIPAA Privacy Officer Phone Number (951) 486-6471
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